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The ability to identify, respond, and recover 
swiftly from an IT security incident. 

Building cyber resilience includes making a risk-focused 
plan that assumes the business will at some point face a 
breach or an attack.

Cyber Resilience 
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DEFEND
Cisco by driving 
pervasive security 
throughout our global 
organization 

SECURE 
Cisco’s products 
through trustworthy 
technologies and it’s 
secure development 
lifecycle

PROTECT
our customers, keep 
and earn their trust 
every single day 

People Process Technology Policy

Our Mission

Cisco Security & Trust Organization
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57%

17%

26%

Data Centers

13+
Cloud Accounts

~12K
Daily VPNs

~60K

Global Cisco Distribution

Americas

APJC

EMEAR

34%

29%
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16%

Connected 
Stakeholders

131,000

83,000+

Employee Distribution

Engineering

Sales & 
Marketing

Customer 
Experience

Corporate 
Functions

Employees

Offices

300+

Countries

80+

ApplicationsGlobal Labs
(in 60 countries)

~1200
CVO / MVOs

11K+4,000
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In May 2022 we discovered that an 
outside actor had compromised an 
employee’s credentials to access 
our VPN.

Our response to this threat will make 
us more secure going forward. 

Security Incident 
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Cisco implemented our company-wide 
response process.

In the weeks following the eviction 
of the attacker from the environment, 
we observed continuous attempts to 
re-establish access.

Discovery and Mitigation
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Keys to Our 
Resilience

Visibility

2 Ability to dynamically adjust posture

3 Help desk security procedures

4 Partnerships

5
Communications (executive, 
employee, customer, industry) 
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Transparency is the Path to Trust
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Artificial Intelligence: Hype is Driving Urgency

AI Readiness Index

Urgency to deploy AI / 
AI-powered technologies 
has increased in the past 
six months.

*61% say it has increased 
SIGINIFICANTLY

97%
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Generative AI

Creation, Reinvention

Generative AI focuses on learning a 

representation of artifacts from data and using 

it to create completely original artifacts that 

preserve a likeness to original data

Predictive AI

Prediction, Recommendation

Predictive AI focuses on analyzing existing 

data that can be used for predictions and 

automation

Responsible AI
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Three Pillars of AI for a CISO

Enable the Business 
to Use AI

Use AI to Defend
Think Like an Adversary 

to Inform Strategy

1 2 3
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We are 
embedding AI 
into our ways 
of working.

A Few Examples
• Cisco IT Enterprise Chat AI

• GitHub Copilot for Cisco developers

• Improved results for OneSearch & Cisco.com search

• AI for helpdesk and TAC 

• ChatBOT for Available to Renew (ATR) for Sales

Coming Soon
• M365 Copilot

• Windows Copilot

• AI Cluster

• Einstein GPT: Generative AI for Salesforce

Enable the Business to Use AI
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Predictive AI: Plays-As-Code for Incident Response

• Running at scale 18 detection 
plays leveraging data science 
(AI/ML), analyzing 200 million+ 
security log events daily

• Digitized security analysis 
notebooks, 20 automated utility 
notebooks to help security 
analysts and operations

• Improved incident analysis 
leveraging summarization 
models from past 
incidents/casesTraditional Play

playbook

A prescriptive collection of 
repeatable queries 
(reports) against security 
event data sources that 
lead to incident detection 
and response.

Plays As Code

plays-as-code 

Detection logic consists of 
multiple queries, API call, 
decision points, and ML 
models to refine and enrich 
results.

Current State

Use AI to Defend
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Generative AI is the best opportunity 
for security governance in 15 years!

Use AI to Defend
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Recent attacks on LLM 
July 2023

• Hacking AI Resume screening with white font

• Adding attack suffix to induce 
objectionable content

• Prompt injection with control characters

• Competing objectives

• Mismatched generalization

• LLM exploitation of AI-Guardian

• Images and Sound for instruction injection

• Model poisoning via scraping

Think Like an Adversary to Inform Strategy
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How is AI being used by attackers?

• AI is lowering the barrier to entry

• AI is increasing automation and ability to scale

• Reverse engineering binaries

• Buffer overflow prediction

• Password cracking

• Side-channel attacks

• Malware creation

• Detection evasion

Think Like an Adversary to Inform Strategy
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Bias

IP Infringement

Personal Data 
Leakage

Unanticipated 
Output

False Content

Training Quality

Data Privacy

Inappropriate 
Content

Misinformation

User Liability

Liability

Guidance & Oversight Controls Incident Management Industry Leadership External Engagement

Org education on 
transparency, 
fairness and impact 
on IP infringement

Mandatory RAI 
assessments, 
preferably software 
driven, as part of 
product delivery and 
compliance

All bias, IP 
infringement, data 
privacy, content and 
liability incidents are 
reported to the RAI 
committee and 
handled with 
Transparency and 
Fairness

Participate in 
industry and 
technology forums 
to share and learn 
from other 
companies. Drive 
standards and code.

Work with 
governments to 
understand global 
perspectives on AI’s 
benefits and risks. 
Share how Cisco 
stands on these 
issues

Include RAI 
collateral  in 
Security, Privacy 
and Trust trainings

Accountability 
matrix and 
ownership created 
for product and 
service delivery

Processes and 
software are 
updated to reflect 
the learnings from 
the incident

Continually update 
governance, 
process, software 
based on these 
learnings and the 
ever-changing 
landscape

Continually update 
governance, 
process, software 
based on these 
learnings and the 
ever-changing 
landscape

Cisco’s RAI FrameworkRisks

Source:  Cisco Website, CSO Research.

Cisco’s Responsible AI (RAI) Framework
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Focus on Risk & Fundamental Gaps

Beware of Bright Shiny Objects
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KPM DAS
National Cybersecurity Adviser
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Thank You
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