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IDC OPINION 

The disruptive impact of digital transformation (DX) is being felt across industries and organizations, 

leading to the emergence of the "Digital Economy." Add to this the initial adoption of the Internet of 

Things (IoT), and mobility quickly emerges as a pivotal piece in the DX jigsaw.  

Mobility defines the customer (external and internal) experience and engagement in the future. 

Unfortunately, mobility has long been marred by connectivity issues, a lack of scalable technology 

options, and proprietary solutions requiring complex integration capabilities. However, emerging 

digital use cases that require enterprise (or even citywide) mobile environments are driving the 

demand for more functionality and secure infrastructure to be delivered in a simple manner.  

Wireless technologies are therefore emerging as the main access mechanism for mobility-based 

services. Moreover, with multiple digital initiatives in play, corporate IT teams are also considering 

unified (i.e., wired + wireless) solutions that can provide both internal or external users with choices 

as well as help them manage the entire network infrastructure from a single window. Consequently, 

WLAN is gaining traction as vendors have also started to position or develop their products and 

updates to support such complex implementations in a simplified way.  

Source: Worldwide Quarterly Wireless LAN Tracker, 2016 

IN THIS STUDY 

This IDC study highlights IDC's assessment of Cisco's Wireless (& Mobility) strategy and solutions 

with respect to today's market scenario. It outlines the current enterprise trends along with 

appropriate use cases to lead the reader toward informed decision making about such offerings.  

SITUATION OVERVIEW 

As wireless gains more traction and complexity becomes the norm, organizations are now 

considering revamping their network architecture as embedded security and more robust policy 
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management, network visibility, and monitoring features will need to play a more important role in 

network infrastructure platforms. 

It therefore becomes important that vendors consider developing solutions that are meeting these 

future needs, today. IDC believes that Cisco, with its current triad of "optimize, personalize, and 

secure approach" is in a worthy position to support customers of all shapes and sizes. The unified 

approach is expected to be easier with Cisco for several reasons: 

 Next-gen technology portfolio that comprises Unified Fabric to deliver an intelligent and 

consistent service experience across all components of infrastructure  

 Largest installed base in the LAN market (as per IDC's Networking Trackers) with almost all 

organizations having Cisco gear in some shape and form, which makes it easier to integrate 

the modern WLAN infrastructure with the one that already exists 

 Availability of skills in the market, with Cisco already aligning its education (e.g., 

certifications, lab resources) with its next-gen solutions road map 

 Open, programmable approach using application-centric infrastructure (ACI) 

According to IDC's Asia/Pacific (Excluding Japan) Wireless LAN Tracker, Cisco is consistently 

leading in the enterprise and service providers segments in India. The market share was 36% (based 

on revenue) in CY15 and is on the same lines for CY16 at the time of writing this document. 

CISCO WIRELESS AND MOBILITY SOLUTIONS 

IDC believes that India presents a few unique needs that a wireless and mobility solution provider 

would have to address. A closer examination of Cisco's approach and road map highlights three 

important aspects that are built-in across its portfolio, which can be mapped to the emerging, as well 

as future, unique needs.  

Need to Provide Consistent and Reliable User Experience Across the 
Different Volumes/Variety of Users (Internal Or External), Especially As 
There Is Significant Difference in the Scale of Pilot Versus Actual 
Implementations 

Cisco's "optimize" approach necessarily enables wireless performance across access points (when 

moving fast) and scaling up as projects move from pilot to production stages. Cisco's lab tests claim 

to have measured benefits of up to 8x roaming performance, 66% more reliable WiFi calling, up to 

85% fewer messages with the radius server, and up to 50% reduced management overhead.  

Successful conversion of lab results to live environments remains a catch with most vendors. However, 

in Cisco's case, similar results have been achieved with various clients that have Apple environments. 

The Cisco-Apple partnership is yet another stride to provide a consistent yet reliable set of productivity-

based solutions in enterprises of all shapes and across verticals. This partnership essentially results in 

specific enhancements for enterprise environments that include a prioritization of white-listed 

applications, which enables the enterprises to prioritize apps even over-the-air and trust the priority 

setting in the apps without compromising on the IEEE standards that it bases this on. The IT teams, on 

the other hand, have full control of the priority lists and can change them as and when required, 

providing a win-win situation of performance versus control for both user and IT teams. 
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Need to Enable the Combination of Locational Intelligence, Accuracy, 
and Analytics to Provide Location-Based “Personalized” Services  

The Connected Mobile Experience (CMX) solution can analyze visitor behavior, perform analytics 

on the go, and accurately pinpoint the location of people or assets which can prove to be a boon in 

India. The use cases for location-based services are growing exponentially in India, ranging from 

giving location-/asset-based access to individuals/groups in manufacturing plants, to educational 

institutes to defense establishments to highly personalized customer experience in the hospitality 

industry. 

Further, in industries such as retail, where it is important to not only find out the customer behavior 

or the accurate location, but also to analyze it fast enough to be able to stay relevant and provide 

personalized services, Cisco solutions is working with some of the biggest names in these segments 

(names withheld due to non-disclosure agreements). Cisco also has noteworthy implementations in 

the healthcare, government, and manufacturing verticals that range from real-time analytics, 

workflow management, to the factories of the future, where asset optimization and productivity are 

largely achieved due to its solutions.  

IDC believes that Cisco's ability to have built-in analytics and the capability to integrate easily with 

the ecosystem toward providing location-based tracking and services along with on-premise or 

cloud-based management options (Cisco Meraki) will be of utmost importance to enterprises as they 

look forward to renewing their revenue models and stay relevant and close to their end customers. 

The most important aspect of this would be to have an implementation of a secure wireless 

infrastructure that can support high-density traffic with ubiquitous wireless access within limited 

budgets and time frames. 

Need for Security, Security, Security! 

The triad can never be complete without securing the data, information, assets, and devices to 

essentially protect the individuals/organizations from any undesired situation. IDC believes that 

today's scenario demands two aspects of security to be necessarily fulfilled: one, the individual 

product or solution should provide a layer of security around its intended use, and two, the 

product/solution should integrate well with the other components in the ecosystem and protect based 

on the policies and intelligence combined. 

Cisco's portfolio meets these two requirements by first having solutions such as Adaptive Wireless 

Intrusion Prevention System (wIPS), which protects the solution for its intended use and combines 

complete wireless threat detection and mitigation. Second, it provides for Mobility Services Engine 

(MSE) and Identity Services Engine (ISE), which allow increasing visibility into the network and 

security and secure access control across wired and wireless networks (unified network security). 

The hyper location module with advanced security, however, goes one step further and provides 

security capabilities in the distance range of 1–3-meter location accuracy of associated WiFi clients. 

This combination is expected to provide options as well as layers of security to all levels of customers 

for building a next-generation network infrastructure.  

The role of networking is surely changing from just carrying the data traffic to being an enabler of 

change across the ecosystem; hence, these expectations are indeed placing an unprecedented 

demand on the scalability, agility, programmability, analytics capabilities, and management 

capabilities of enterprise networks that need to be addressed in a unified architecture.  

IDC believes that Cisco's approach toward achieving a secure wireless, and eventually, unified 

network is in the right direction and is expected to address the challenges and limitations of today 

as well as future requirements better than many other vendors in the industry.  
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FUTURE OUTLOOK 

Enterprise networking continues to be transformed as well as act as an enabler of transformation for 

the 3rd Platform comprising cloud, mobility, social, and Big Data, backed by the innovation 

accelerators including IoT and robotics. Successful solutions will look at solving a customer problem 

before it even arises or before the customer could even know that such a problem could exist. In the 

wake of such expectations, vendors innovating around customer needs and providing them with 

simple yet customizable and secure solutions are expected to thrive more than others.  

Organizations need to fill their technology perception gaps that would either exist and not be known 

to exist or will form as organizations expand exponentially, horizontally or vertically. Either way, 

solutions that can fulfill the individual and ecosystem requirements should be chosen over ones that 

give short-term respite to such needs individually.  

Cisco's road map to approach its portfolio from a customer centricity perspective does give it an 

edge in certain areas. Even as cost would remain as one of the most important considerations for 

end users, a combined evaluation of scalability, long-term ROI, unified network and security 

management, analytics capabilities, and availability of options should assume equal importance for 

organizations and end users, if not more, to stay relevant in this disruptive digital era.  

LEARN MORE 
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