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It’s possible, of course, that China in general is seeing 
fewer attacks and that the great firewall comes with some 
advanced malware protection, but given the global nature  
of cybercrime and the relatively contentious position of 
China in the threat landscape, it’s unlikely that such a 
statistical anomaly has occurred. More likely, especially 
when you consider that only 55% of respondents consider 
their security infrastructure “very up-to-date” (compared 
with 68% in the region and 78% in India) that the security 
tools deployed are simply not catching enough of the bad 
stuff and therefore not generating the necessary alerts.

This is interesting given that only 36% of alerts are 
investigated, well below the regional threshold (56%) and 
a nation of advanced defenders such as Australia (72%); 
of those only 23% are legitimate compared with the region 
(44%) and Australia (65%). This tells us that when less than 
a quarter of investigated alerts turn out to be legitimate, 
pretty soon the SIEM-that-cried-wolf gets deprioritized.

Investigating alerts is only the first step; defenders also 
need to ensure that they are working on the right items; 
especially given the vast number of alerts they have to 
address. It turns out that only 23% of investigated alerts are 
legitimate, which is second lowest in the region, well behind 
the leader Australia (65%) and less effective than both the 
global benchmark (34%) and the regional standard (44%). 
It's ahead only of Korea (16%) and that's not a benchmark 
to aim for. This means a full 77% of investigated alerts are 
false alarms, so not only is malware getting through in the 
pile of logs that are not attended to, but a vast amount of 
valuable work is being done on files that don’t need it.

The percentage of legitimate alerts that are eventually 
remediated is 43% which is behind the global (50%) and 
Asia Pacific (53%) benchmarks, and indicates that there  
is work to do at all stages of an alert.
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Figure 8  Number of daily security alerts in China
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Q: On average, how many security alerts does your organization see on a daily basis?

China Viewpoint:  
These security policies need tuning
What we’ve learned through our research for the China viewpoint is that the nation 
appears to be dealing with fewer alerts than their counterparts around the globe 
and in Asia Pacific, with only 48% of companies facing more than 5,000 alerts 
each day. The 52% of respondents reporting that they face fewer than 5,000 
daily is not only higher than the regional average (31%) but also much higher than 
northern neighbor, Japan (21%).

ChinaGlobal

Cisco 2018 Asia Pacific Security Capabilities Benchmark Study | China Viewpoint



15 Cisco 2018 Asia Pacific Security Capabilities Benchmark Study | Regional Overview

Whatever the root cause, China defenders need to look 
long and hard at the accuracy of their security stack and 
breach response, because, as with anywhere in the world, 
breaches don’t come cheap. 44% of respondents report  
the cost of a breach as being between USD$1-5 million, 
compared with only 33% regionally and 25% in India. 

China certainly has fewer breaches (less than 1%) costing 
more than USD$10 million which is better than Australia 
(9%) and the region (5%) but what’s really interesting is the 
reaction to a breach in China. Only 33% reported that in 
the wake of an attack, they created the role or hired a Chief 
Information Security Office (CISO) and it was second last 
on the list of priorities, which does not compare favorably 

with the region as a whole where it is a top priority and 
44% of respondents said they had filled the top security 
post in reaction to an incident. Where China is leaps and 
bounds ahead of the region and indeed the world, is in 
cybersecurity awareness training. Whether using web or 
email, mobile devices or laptops on or off network, users 
are the first target for attackers.

A full 50% of China respondents organized awareness 
education in the wake of a breach – and it was a number 
one priority – compared with only 43% in the region where  
it came third as a priority and 41% in Australia where it 
trailed in fifth place on the priority list.

Another aspect of cybersecurity that causes defenders 
headaches around the world but that seems more 
under control in China is the issue of vendor sprawl and 
consolidation. Only 30% report having more than 10 
vendors in their security stack, compared with 47% in the 
region and 73% in Australia, and only 3% have more than 
50 vendors compared with 6% in the region and 12% in 
Australia. If this is the result of creating architectures with 
fewer vendors to deliver more accurate detection and faster 
remediation, that would be truly enlightened, although 

looking back at the accuracy of the alert investigations,  
you would have to conclude that China defenders have not 
yet achieved total success in architectural security. Pair this 
with the knowledge that China exhibits the lowest levels of 
cyber fatigue (29%) compared with the regional average of 
59% and that they were the only country in the region that 
called out “lack of knowledge about advanced security”.
China needs to look harder at what’s trying to get in and 
build more effective security postures to keep more of that 
bad stuff out.

Figure 9  Cost of breaches in China
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Q: Thinking back to any attacks in the past year, with all things considered (lost revenue, lost customers,  
lost opportunities, out-of-pocket costs), what would you estimate the impact of the attack?
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Figure 10  Number of different security vendors in environment in China

Q: How many different security vendors (i.e. brands, manufacturers) are in your security environment?
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Note: Japan, China, India, Australia respondents were interviewed in 2017. Singapore, Indonesia, Thailand were interviewed in a later phase of the study in June 2018.
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