
Transforming Network 
Operation with Agentic AI

Anderson Qian

Solution Development Architect

July 15, 2026



©  2026 Cisco and/or its affiliates. All rights reserved.

Agenda

01 Why & How Agentic AI for IT Operation

02 Solutions & Use Case Demo

03 Reference Case



Why & How Agentic AI for IT Operation
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CLI & SNMP
GUI & Orchestration

SDN & 
Programmability

AIOps & Assurance

Agentic & 
Autonomous

Evolution of Network Operations
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Third-party 
Ecosystem 

Compute ObservabilityNetworking Security Collaboration

IT operations today
You see the symptom. The cause could be anywhere.

“Why is my application so slow?”
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Multi-Agent System

Troubleshooting Agent Assessment Agent

Knowledge Base Agent Automation Agent Capacity Planning Agent

Log RCA Agent

• Shared

• Knowledge

• Resources

• Goals

• Indivitual Agent Inputs

• Collaborative Ouptuts

• Coordinated Actions and Responses

• Unified Reporting

• Process Improvement Solutions
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Third-party 
Ecosystem 

Networking Security Compute Observability Collaboration

“Why is my application so slow?”

Every domain. One agentic workspace.
Describe the problem. Multi-Agent reasons across your entire environment to deliver the answer.
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Agentic IT Operation Components & Function

LLM
(Large Language Model)

Agents & MCP
(Model Context Protocol) 

Tools

Skills

The LLM provides the reasoning

Agents & MCP provide access to systems

Tools perform actions 

Skills guide how those actions are 
combined to solve problems



Solutions & Use Case Demo
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Cisco Agentic AI Solutions for IT Operation

Cisco Cloud Control

AgenticOps

AI Canvas
Collaborative agentic workspace

AI Assistant
Conversational entry point

Marketplace Agent Builder App Builder

Customize & extend

SaaS

Cisco IQ

SaaS, On-prem Tethered, On-prem Air-gapped

AI-Powered ServciesAI-Powered Operations

Resilient Infrastructure 
Services

Quantum Ready 
Assessment

Peer 
Benchmarking

What’s next with Cisco IQ

5,441
GLOBAL CUSTOMERS 7.9 Million+

DEVICES666
APJC CUSTOMERS

Assets Assessments Support
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Demo Video – Cisco IQ
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Cisco CX AgenticAIOps Solution

Customization

Multi Vendor

Integration

On-Prem

LLM, Agents & MCP, KB, Skill With Customer NOC

End to end Data Privacy  

Cisco Agentic AI Solutions for IT Operation

KB – Knowledge Base
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CX AgenticAIOps Multi-Agent Architecture

Natural Language Interaction

Multi-Agent

MCP

LLM

Skill
Manager

Knowledge Base 
Manager

Session
Manager

Cloud/on-Prem

LLM
Manager

MCP
Manager

• On-premises deployment (On-Prem model)
(No external data transfer; protects customer data security and privacy)

• Support Multi-Vendor Environment

Network

FirewallCatalyst Center

ISESD-WAN

Nexus
Dashboard

Data Center Security Others

Teams

CX

Cisco IQ

Campus and Branch

Meraki SNAIntersight

Observability

AI-Events

Wi-Fi

SwitchRouter

Cisco
Support

Describe the problem. Multi-Agent reasons across your entire environment to deliver the answer.
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CX AgenticAIOps Use Case Demo

Before incident After incident

Faster time to resolutionRisk and downtime avoidance

Fast Response Use Case

Incident(s)

1.Incident management
2.Problem management
3.Configuration management
4.Change management
5.Release management
6.Asset management
7.Capacity management

Proactive Use Case

* in roadmap

Aware health
（Network-wide health situational awareness)

1. No network downtime；2. Faster time to recover

Mitigate attacks
（Attack detection and one-click blocking)

Detect early
（Real-time intelligent anomaly warning)

Inspect daily
（AI-driven network health inspection)

Identify faster
（Problem-trigger root cause identification)

Distill Knowledge
（On-prem knowledge accumulation)

Recover Quickly*
（Troubleshooting with autonomous recovery)

Problem Root Cause
（Vendor TAC)

syslog

syslog
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Demo Video - TS RCA Agent
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1 Ask 2 Investigate 3 Pinpoint 4 Recommend Next Step

“Why is our website slow today?”

“Why is our app slow for users at HQ?”

“Why is our executive seeing poor Webex quality?”

“Is there new PISRT impact our network?”

Networking

Security

Data Center

Observability

Networking

Security

Data Center

Networking

Security

Data Center

Observability

Networking

Security

Data Center

Observability

Find where the problem is and where it isn’t
CX AgenticAIOps reasons across every domain, isolates the cause, and suggests the next step.

ThousandEyes: 
SaaS BGP issue

Reroute to backup

Nexus: 
Fabric leaf congestion

Rebalance load across leaf

Meraki: 
Wi-Fi interference 

Enable AI-RRM

Cisco IQ: 
PISRT report 

Deploy Fix
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CX AgenticAIOps Platform



©  2026 Cisco and/or its affiliates. All rights reserved.

LLM Management – Chose LLM align with Internal Polices & Use Case

• On-prem LLM

• Gemma-4

• Ent LLM

• etc

• Cloud LLM

• Claude

• Gemini

• GPT

• etc

• Deployment Model

• Private

• API Mode
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Knowledge Base Management – Build-in + Customer own KB

• Cisco Knowledge Base

• Knowledge

• Syslog/Error-Message

• Configuration Guide

• Release Notes

• Design Guide

• CX Best Practice

• Etc.

• OS

• IOS-XE

• NX-OS

• IOS-XR

• Customer Knowledge Base

• Network Design

• Standards

• Specifications

• Other vendor doc
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Skill Management - Build-in Atomic Skill + Customer own Skill

• Cisco CX Skill

• CX Atomic Skill

• CX Customized Skill

• Customer Skill

• Customized Skill
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MCP Management – On-Demand MCP Development

• On-demand

Create MCP connection

Network

FirewallCatalyst Center

ISESD-WAN

Nexus
Dashboard

Data Center Security Others

Teams

CX

Cisco IQ

Campus and Branch

Meraki SNAIntersight

Observability

AI-Events

Wi-Fi

SwitchRouter

Cisco
Support
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Agent Management – On-demand build your own Agents

Agent

LLM Model MCP Server Skill Knowledge Base
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CX AgenticAIOps Use Case Demo

Before incident After incident

Faster time to resolutionRisk and downtime avoidance

Fast Response Use Case

Incident(s)

1.Incident management
2.Problem management
3.Configuration management
4.Change management
5.Release management
6.Asset management
7.Capacity management

Proactive Use Case

* in roadmap

Aware health
（Network-wide health situational awareness)

1. No network downtime；2. Faster time to recover

Mitigate attacks
（Attack detection and one-click blocking)

Detect early
（Real-time intelligent anomaly warning)

Inspect daily
（AI-driven network health inspection)

Identify faster
（Problem-trigger root cause identification)

Distill Knowledge
（On-prem knowledge accumulation)

Recover Quickly*
（Troubleshooting with autonomous recovery)

Problem Root Cause
（Vendor TAC)

syslog

syslog
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Demo Video – KB Agent
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Demo Video – AI Events & Log RCA
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CX AgenticAIOps Key Advantages

CX Knowledge Base
Build-in Best Practice

CX Skill Capability
Build-in & Deep Knowhow

Multi-Vendor Support
DC+Campus+Branch+Security

Enterprise Level
Security (AAA） 

Cisco IQ Integration
Asset & Assessment

Engineering Capability
Small LLM 26b MOE 

CX Build-in Knowledge Base CX Expert-level Skill capabilities Identity Secure

Small Model Engineering Capability Knowhow of Cisco IQ Integration Customization Capability



Reference Case
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Reference Case

Manufacture FSI SP

A Listed Mining Company
Equipment Scale：100+

A Large Investment Company
Equipment Scale：+500

A Large Bank
Equipment Scale：13,000+

An International SP
Equipment Scale：500+

A Middle Size SP
Equipment Scale：450+

A Large Global Technology Company
Equipment Scale：2000+

An Insurance Company
Equipment Scale：2,000+

A Large Global Manufacture Company
Equipment Scale：15,000+

A Middle Size Bank
Equipment Scale：2,000+

A Middle Size Bank
Equipment Scale：3,000+

A Large EV Company
Equipment Scale：2,000+
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A Large Global Manufacture Company
AgenticAIOps Case Sharing
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One Global Network

Global WAN Network
• 9 Region, 50 + Campus

• 2 Fabric: Mainland China & Global

• Cisco SD-WAN Solution

Global Campus Network
• 50 + Campus, 15K+ Network Device 

• Typical: C9K 1xx, WiFi 2xx, DNAC 3, ISE 3

• Cisco DNAC SDA Solution
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Network Operation Pain Points

Small Team, Heavy Workload

Cost Pressure, no more HC

Constant Firefighting

Limited Cybersecurity Expertise

People

No visibility of network Status

No early warning

Same issues keep happeningNo security posture visibility

Slow network recovery

Tools

Slow root cause identification

Before incident After incident

Faster time to resolutionRisk and downtime avoidance

1.Incident management
2.Problem management
3.Configuration management
4.Change management
5.Release management
6.Asset management
7.Capacity management

Incident(s)

1. No network downtime；2. Faster time to recover
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AgenticAIOps Roadmap

Phase I：AI-Events Phase II:  Multi-Agent Phase III: on-Prem LLM

Use Case: 
• Real-time intelligent 

anomaly warning
• Daily AI network inspection
• Massive log aggregation

Use Case： 
• Local knowledge base
• Problem triggers root cause 

analysis
• Real-time health situational 

awareness

Use Case： 
• On-Prem LLM
• Troubleshooting quick 

recovery*

* In roadmap

Pain points solved: 
• Massive abnormal events 

cannot be warned
• The same critical failure 

occurs again

Pain points solved: 
• Hard to find the specialist you 

need in real time globally
• Problem triggers cannot be 

quickly identified

Pain points solved: 
• Token economics issues
• Fragmentation of network 

automation

Upgrade in three steps:



©  2026 Cisco and/or its affiliates. All rights reserved.

AgenticAIOps in Phase I – AI-Events

Phase I Outcome

Data Statistics：
• Daily Logs：400 million raw logs per day.
• Log Data Cleaning: 1.8 million logs after cleansing.
• Automatic Log Pattern Learning: 5,000+ log templates
• Anomaly detection and aggregation: 200+ logs after AI-Events Aggregation
• Expert Optimization: 20+ logs require attention and actions
• Log Knowledge Base: Over 500 issue resolution recommendations
• Daily Inspection: Build a Log-centric daily inspection process

Data Cleaning

200+ Logs

400 million raw logs

AI-Events Aggregation

1.8 million logs

Expert Optimization

20+ Logs
Need attention and actions 

Actual issues proactively handled：
• Predicted equipment failure at Vietnam GX, GX routing switchover, and optical 

attenuation on XX switches; handled in time to prevent network outages
• Rapidly located network issues across GX, GX, and XX factories
• Detected network vulnerability scanning in Kh and a security incident where the XX-

firewall blocked malware; proactive alerts helped prevent attacks
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AgenticAIOps in Phase II POC –  Multi-Agent

Pain Points：
1. Poor visibility into executive network experience, 

Issues go unnoticed 

2. Ongoing WiFi complaints with no clear root cause

3. Teams calls lag or drop; troubleshooting is slow

AgenticAIOps Approach：
1. AI-generated daily executive experience reports — detect issues early

2. Automated cross-domain troubleshooting — cut resolution time from 
hours to minutes

3. Quantified network experience — clear insights with historical evidence

Cisco ISE
Identity Auth / Access 

Control

Catalyst Center
Network Intent / Wireless / 

Wired

Cisco SD-WAN
WAN Quality / Path 

Selection

Cisco Firewall
Security Policy / Traffic 

Logs

MS Teams API
Meeting Quality / Call 

Details

Splunk
Unified Data Platform

• Logs / Events / Metrics
• Real-time Stream 
Processing
• Historical Correlation 
Analysis

AgenticAIOps
TS RCA Agent

Syslog / API

Data Query

Daily Report Trigger / User Inquiry
Daily trigger · Teams complaint · Manual query

Orchestrator Agent
Problem Understanding · Task Planning · Sub-Agent Scheduling

Cisco Foundation Model (LLM)

Network Agent
Query device status

Interface / CPU / 
Memory

Catalyst Center API

Wireless Agent
AP association / signal

Roaming / channel 
interference
Splunk + ISE

App Agent
Teams meeting quality

Call MOS / packet 
loss

Teams Graph API

Security Agent
Security event 

correlation
Policy block detection

Firewall + ISE

Cross-Domain Correlation Engine · Temporal Alignment · Topology Reasoning

Multi-Agent result fusion · Confidence scoring · Root cause localization

RCA Report + Remediation Recommendations
Natural language output · Step-by-step actions · Preventive measures

Network
Architecture

Multi-Agent
Architecture

VIP Teams Experience
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Outcome & Benefit

+ 2 min per day
Now, AgenticAIOps

+ 2 Hours per day
Previously, Dedicated Persson

Skills: Vip-daily-network-report
The skills have been distilled and can be reused anytime going forward.

Daily Automated Report Trigger at 15:00. 
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A FSI Customer
AgenticAIOps Case Sharing
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Three-Step Implementation Approach

Project Highlights:

• Device Count: ~500
• Device Types: 5 types (Routers, Switches, 

Firewalls, Load Balancers, and wireless 
controllers)

• Device Vendors: 5 vendors (including 
Cisco and four other network vendors)

• Daily Log Volume: 100,000+ entries

Network Scale:

• Adopt a fast three-step implementation approach to 
progressively address network operations pain points

• One-time procurement for 3 Phase to ensure 
consistent implementation

• Multi-Agent architecture to address the global 
shortage of operations staff

• On-Prem deployment to avoid data leakage risks

Step 1: AI-Events Step 2: AI-Agent Step 3: Multi-Agent

AI Use Case: AI Use Case: AI Use Case: 

Aware health
（Network-wide health situational awareness)

Detect early
（Real-time intelligent anomaly warning)

Inspect daily
（AI-driven network health inspection)

Identify faster
（Problem-trigger root cause identification)

Distill Knowledge
（On-prem knowledge accumulation)
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Key Take Away

Trigger Root cause in minutes,

Not hours

Your agents, your logic,

Platform adopt to you 

Cisco CX, We are Ready

Let’s go



Thank you
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