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Frontier Al models are creating an entirely new level of
risk for every organization

4 A

(6 It lowers the threshold for attackers,
empowering less-skilled actors to
launch complex, high-impact
campaigns.

 More sophisticated attackers

« More personalized attacks

Anthony Grieco » More places to attack
SVP and Chief Security & Trust Officer
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And we all have significantly less time to respond
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THE AVERAGE TIME TO EXPLOIT VULNERABILITIES

2018
2 3 2023 2025 2026

e 4.2 months 21.5 days 38 hours
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Splunk is the
agentic operations

Predict and prevent at machine speed

Unlock cross-domain insights at massive scale

that powers

Build trust in Al with end-to-end visibility
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Strategical Team-up in Al era
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Agentic Capabilities

Digital Resilince
powered by Splunk Al
Innovations Agentic SOC

Cisco Data Fabric and Cisco Cloud Control

Observability for Al Agent (Galileo)

CCCCC
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. —_— « Al Assistant 2.0
Agentic Capabilities

» Splunk Al Toolkit Agent Builder

* Demo Video
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Compose Al inside Splunk — and outside it

Same person. Same data. Two ways.

INSIDE SPLUNK

Compose Al in the Splunk platform

AITK is the low/no-code Al workbench. Raj uses the AITK
Agent Builder to wire Al into the place where the data already
lives.

— AITK Agent Builder

— Splunk-native execution

OUTSIDE SPLUNK

Compose Al through your existing

tools

The Splunk MCP Server exposes Splunk's data, search, and
Skills to any agent client. Raj wires n8n to Splunk +
Confluence + Jira and runs the workflow from where his
business already lives.

— Splunk MCP Server
— Al Skills library (12 specialized)

— n8n, Continue, Claude Desktop, Atlassian MCPs

Splunk SRE uses both. The audience does too.

© 2026 Cisco and/or its affiliates. All rights reserved.
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Splunk MCP S

Connect Splunk directly with your

MCP Client can be any LLM application.

Expanded the time range to 24 hours and surfaced the July 9 anomaly.

index=db_audit sourcetype=postgres:audit AUTH_FAILURE earliest=-24h | timechart count

] SPLUNK MCP 1.5s
Al and agentic systems -
Correlated queue depth growth with downstream order-service failures.
index=stocksavvy sourcetype=queue-monitoring-service order_retry | timechart max(queue_depth)
Al 5.Findings Reasoned step

L I nteg rate fO u n d atio n a I S pl u n k | have completed the initial investigation. The strongest evidence points to order-service exhausting its database connections,
ofoAC - o which then cascades into AUTH_FAILURE spikes and a growing retry queue.
Platform abilities including data

discovery & search udonce synthsis
Built the summary, the timeline, and the recommended response plan.
* Access Splunk,s tailored AI Open the StockS: ducti book | | Show the auth spike What should | do next?
capabilities like SPL generation, —— : :
. . . . | just received a "database connection pool exhaustion" alert... <
optimization, and explanation
Findings and response Critical
c ACtivate LLMS With you r eXiSti ng The final stage packages the evidence Into a conclse handoff: likely root cause, Incldent timeline, and runbook-aligned next steps.
Splunk RBAC Capabilities acrOSS a” P99 LATENCY AUTH FAILURES RETRY QUEUE
842 ms +318% 1.9k
your users
il
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Cisco Data Fabric and

Cisco Cloud Control

© 2026 Cisco and/or its affiliates. All rights reserved.

* Cisco Data Fabric

» Machine Data Lake

e Cisco Cloud Control

* Demo Video



Agentic Al Era Demands New Data Strategy
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 Introducing_
Ciscb Data Fabric

A revolutionary new architecture, powered by Splunk,
to harness the value of machine data with Al

© 2026 Cisco and/or its affiliates. All rights reserved.



Cisco Data Fabric powered by Splu

1 _ji ﬁl

Workloads Security Observability

Cisco Data Fabric

Network Ops

-

' Custom Applications

Al-powered ’1 o Federated Search

data management and Analytics

] ' ;‘ Al-Native Experiences ]
/> and Platform for Al

Machine Data Lake
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Cisco Cloud Control /C3

One platform. Every domain. The foundation everything else is built on.

The foundation everything is built on.

Cisco Cloud Control

Cisco products AgenticOps Platform services

Meraki Catalyst Center * Identity
Intersight Nexus Dashboard Al Canvas | « Inventory
Splunk Security Collaborative agentic workspace J - Topology

g = N H fabri o
Thousanesies 2 Einbfaisinizlolie « Alerts & Notifications
Catalyst Collaboration . . .
SIBRNAN Control Hub Al Assistant « Licensing
Q Conversational entry point

Customize & extend
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; e
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Cisco Data Fabric - Powered by Splunk

Powering Cisco Cloud
N Control & Al Canvas
Our competitive advantage The Cisco Data Fabric & Splunk will

become the engine that enables all
Al analysis and insights.

—] Cisco Al

a Canvas

Meraki

Cisco Cloud

ThousandEyes A
- 6‘//(9 the

Control foundation
Al Agentic Operations

Cisco Data

Fabric

powered by Splunk
Y,

Catalyst

All Cisco Products
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Splunk ES update

Streamlined SOC operations

Agentic SOC

Specialized agents: Triage, Automation Builder,

Malware Threat

Demo Video
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© 2026 Cisco and/or its affiliates. All rights reserved. CiIsco

Cisco Public



Driving a new wave of SOC maturity
with Splunk Al in Security

r Accelerating the agentic SOC of the future

Splunk Al in Security

For more content on Splunk Al in Security capabilities, please reference the Splunk Enterprise Security first call deck

© 2026 Cisco and/or its affiliates. All rights reserved. CIsco

© 2025 SPLUNK LLC


https://cisco.sharepoint.com/:p:/r/sites/Splunk_Product_Marketing/Shared%20Documents/Security%20PMM/Product%20Folders/ES%20Editions/ES%20FCD%20FY26.pptx?d=wae74edf20a27491ebdaaccad7965c8ee&csf=1&web=1&e=LPDNro&nav=eyJzSWQiOjMwN30

Agentic

Organizational Knowledge
(Assets, identities, policies, Crown
jewels)

Context Layer

> Architect

Human Interface
(Event chat, approvals,
escalations)

Threat Long Term Memory
Context Case
(Intel Feeds, CVEs, TTPs) (History, Dispositions)

Detection Agents

* Auto-aggregate
SOC Agents + Recommend/ Create

e Tune
4

Investigation Agents Response Agents

- 4
+ Triage * Automated response

dm - Investigate - . Human in the loop for critical
*  Hunt actions

) 4 ) 4

Automation Agents — Build / Refine Workflow

Processmg Layer Frontier / Local LLMs

Security Controls for Al

Fine-tuned SLMs, Vector MCP - Splunk + 3P via
Models — Al Defense

DB for RAG SOAR

Interaction
and
Collaboration

© 2026 Cisco and/or its affiliates. All rights reserved.
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General Availability
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04 Observability for Al Agent (Galileo)
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>60%

have active agentic
pilots today
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Splunk Ag:
Observabil

Powered by Galileo - Observability for the agent
lifecycle, from development through production

I—splunk> Agent Observability

Accurate Ev:
Evaluate agent, output, and RAG quality with h
accuracy evals and out-of-the-box and custot
Instant Vi

See the root cause of errors in complex multi-ag
workflows.

Runtime Gu

Leverage Luna SLMs for real-time guardrails. Blo
hallucinations, prompt injections, and safety vio

igh- =

a0

Overview

Logstream
ations.
2

Playgrounds
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ai_ops_desk = > Log Stream: dev-1 v %] 3 Signals Configure Metrics
= Logs [ln Trends o8 Agentgraph £ Alerts
f Default View ) Lastémonths v O 1w v [ Groupby v Y Filters v Q Search o
Custom Metrics RAG Quality Output Quality Agent Quality System Metrics
RAG Quality
Context Adherence Completeness Context Relevance
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0 o ® Completeness
2o o2° a° ;1" o 201® Lt
oec” geo? pot oec” e X
311 spans Click to view
» false ® true ® Completeness
L & gpt-41 ] )

cisco

Cisco Public



Cisco + Splunk = Complete Digital Resilience

; S i Miiigate threats with agentic real- -

= " _Qbservability

e time threat monitoring
g e , ©+ Investigate and remediate threats 3
 Unified insights across the _ faster with Al-powered automation * Observe Alwith full stack, silicon to
enterprise with data at massive agent monitoring
scale
* End-to-end network, application, and
infrastructure monitoring
vl
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