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IPv6 Adoption Drivers

= Address Space
IPv4 Global Address Space depletion
IPv4 Private Address Space depletion

= New Services and Applications
Design or Re-Design services leveraging IPv6 resources
New Service models

Improve manageability of existing services and networks

= Government Policies
Mandates

Tax Incentives



Global IPv4 Address Space Exhaustion

IANA Allocations to RIR's

sliding-window 24 month average

IP Address Allocation History )
Full discussion at: www.cisco.com/ipj 275
The Internet Protocol Journal /|
Volume 8, Number 3, September 2005
= Consumption is accelerating e .
despite increasingly intense . £
conservation efforts 05 Nt e e
PPP / DHCP (temporal address sharing) R “vm
CIDR (classless inter-domain routing) R S

NAT (network address translation)
plus some address reclamation

= Growth is occurring in all regions
While growth as seen in the routing system is 6
strongest in Asia, the allocation growth is
strongest in Europe

= “ARIN Board Advises Internet 4
Community on Migration to IPv6” 3

Posted: Mon, 21 May 2007
(http://www.arin.net/announcements/20070521.htm|)

Projection based on IANA* data from 2000
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Private IPv4 Address Space Exhaustion

= RFC 1918 is not sufficient for large environments
MSOs
Mobile providers (fixed/mobile convergence)
Large Enterprises
= ARIN turned down the request to increase RFC 1918
private address space; the guideline is to use global

addresses instead. This leads to an accelerated
depletion of the global address space



New Services—Content Delivery

NTT-East rolled out native IPv6 multicast services
instead of IPv4 offering IP TV, Music and games:
http://www.ipvbstyle.jp/en/action/20040902/index.shtml
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New Applications

3 net Application databas

Fle Edi Yiew Favari

icrosoft Internet Explorer

s Tools  Help

duBack ~ = ~ (@ (2] 4} | DiSearch [ifFavorites (BHistory |
Address [@] hitp:sfenet.laares.inFojapps phiml =] @so [Junks >

Today, all O.S. OHEL rteions vy |
Are Dual-Stack [ s —

BUMS is being developed by UoS in EurdBIX, but will be made

IPv6-enabled unified messaging

BLUMS Streaming C t available to BMET. Existing tools will be re-used where Uos 2003-01-16
R appropriate
Agent Framework E-business  © Framework for agent ressarch  Available, in Java. Unicast werks. Wiuticast not tested yet Uss 2003-01-24
e Soaring Adapive MUtimedia Support  Aviable Usage [miled 10 Sony ond WP Wk plermedto g, e
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con Edge Senices © Content Distribution Netwarks N specific work at the moment Cisca 20030116

- Application for sending and The source and binaries for DVTS on various platforms are e
hitt p:ffm.h]llll.ﬂlﬂ ovTS Steaming  © R ighal video available fom the DTS URL veL 20030116
Edge Server  Edge Senices © 1BM Edge Server Porting to IPY in pragress = 20030115

e . Sony has stopped working on EGP. This activity has besn o
Oode M EGP Gaming No Experimental Gaming Platform 200 18 Sany 2003-03-27

The code has been released on the web. Both a unicast and a
FreeAMP Streaming A8 Fres unicastimulticast MP3 player mullicast MP3 source will be activated in a network which wil | GARR 2003-01-24
be available 1o all BMet partners
Funnelweb E-business € Application level active serices l’aj':gzz“” as a Java application. Available on request within ;¢ 2003-01-16
Release 2.0 available, Globus 3.0 is expected sarly 2003 BNET
Globus E-business  © GLOBUS toolkit (Gric) expectation is 10 get PG support enabled as a patch for Globus UGL 20030116
2.0, later as an integral part of Globus 3.0

Open source H323 Linux Deployment and support in progress for Greek Research SRS T
application Metwork community

As soon as the infrastructure is IPv6 e ErpaEree rrraniriiies peRT
capable...IPv6 integration can follow a = :
non-disruptive “per application” model Call for Applications—Protocol Agnostic
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New Generation of Internet Appliances



National Strategies on IPv6

Various Approaches
Government encouragement + financial and legal incentives

Government encouragement + support for research projects

Lead by example
Adjust government acceptance policies

http://www.cisco.com/en/US/products/ps6553/products white pa
per0900aecd8032b2ad.shtml




Today’s networks

and services




ISP Deployment
Activities

Several Market segments

|X, Carriers, Regional ISP, Wireless

ISP have to get an IPv6 prefix from their Regional Registry

http://www.ripe.net/ripencc/mem-
services/registration/ipv6/ipv6allocs.html

= Large carriers are running trial networks but

Plans are largely driven by customer’'s demand

Regional ISP focus on their specific markets
Japan is leading the worldwide deployment

Target is Home Networking services (dial, DSL, Cable, Ethernet-
to-the-Home,...)

No easy Return on Investment (Rol) computation



A Today’s Network Infrastructure

= Service Providers core infrastructure are basically following 2
paths.

MPLS with its associated services
MPLS/VPN, L2 services over MPLS, TE, QoS,...

Native IPv4 core with associated services
L2TPv3, QoS, Multicast,...
= |P services portfolio
Enterprise: Lease Lines

Home Users/SOHO: ADSL, ETTH, Dial
Data Center. Web hosting, servers,...

= Next — The Integration of IPv6 services



Allocation Recommendations

= Beyond the ISP boundary there are allocation
recommendations and not policies

= |t is recommended that ISP assign /48 to their
customers:

= |[n practice, it is most likely that the allocations below
ISP will be between /48 and /64.



What to Expect?

No Rules or Strong Guidelines Have Been Posted for

Address Planning and Design—Hence the Unknown
Challenges:

= We don’t know what are the consequences of relaxed allocation
policies

= There is a lot of experimentation with the many available bits



IPv6 Routing

Protocols

Overview



IPv6 Routing Protocols

lpv6 Is an Evolutionary Not a Revolutionary Step and
This Is Very Clear in the Case of Routing Which Saw
Minor Changes Even Though Most of the Routing
Protocols Were Completely Rebuilt:

= |Pv6 EIGRP <& EIGRP
IPv6 IS-IS
= OSPFv3 & OSFPVv2

= |[Pv6 extensions for BGP



EIGRP for IPv6

Cisco Proprietary Protocol



EIGRP for IPv6 Overview

= Just another protocol module (IP, IPX, Appletalk) with
three new TLVs:

IPv6_REQUEST TYPE (0X0401)
IPv6_METRIC_TYPE (0X0402)
IPv6_EXTERIOR_TYPE (0X0403)

= Other similarities
Same protocol number 88

Router ID stays 32 bits (must be configured explicitly if there
is no IPv4 interface on the router)

Uses MD5 like for IPv4 (IPsec authentication will be
available soon)

Same metrics



-]
EIGRP for IPv6 Specific Features

Several IPv6 Specific Differences with Respect to IPv4:

= Hellos are sourced from the link-local address and
destined to FF02::A (all EIGRP routers); this means
that neighbors do not have to share the same global
prefix (with the exception of explicitly specified
neighbors where traffic is unicasted)

= Automatic summarization is disabled by default for IPv6
(unlike IPv4)

= No split-horizon in the case of EIGRP for IPv6 (because
IPv6 supports multiple prefixes per interface)



EIGRP for IPv6—Configuration
and Display

ilf\i\/’ EthernetO = 2001:db8:¢c18:1:260:3eff:fe47:1530

| “ LAN1: 2001:db8:c18:1:/64 | Routerz#

ipv6é router eigrp 100
| Ethernet0 Router-id 10.10.10.1

W interface EthernetO
ipv6é address 2001:db8:c18:1::/64 eui-64
| Ethernet1 ipv6 enable
i 6 i 100
LAN2: 2001:db8:c18:2::/64 TRV SRR

Router1#show ipv6 eigrp neighbor

IPv6-EIGRP neighbors for process 100

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

14 00:01:43 1 4500 0 1

0 CFE80::260:3eff:fe47:15 EO

Router1#show ipv6 eigrp topolog i

IPv6-EIGRP Topology Table fc

Codes: P - Passive, A - Active, U -Update-Q—=QueTY, R - Reply,
r - reply Status, s - sia Status

P 2001:db8:c18:1::/64, 1 successors, FD is 28160, serno 1 Neighbor identified by

via ed, N .
vie(Fan::260:3eff:fe47:153@(30720/28160), Ethernet0 Link-local address







IS-IS fundamentals

= Fundamentally 3 types of packet
1. Hello
2. Link State Packets

3. Sequence number packets



ISIS Fundamentals

. TLV's

TLV Type
IP Internal Reachability information 128
Protocol Supported 129
IP interface address 132
IP External Reachability Information 130
Extended IP Reachability 135
IPv6 Reachability 236

IPv6 Interface Address 232



ISIS Fundamentals

= |P Internal Reachability information (TLV 128)

Stores lists of directly connected IP prefixes

Each prefix is assigned a metric value, which is that of the link over which
the IP prefix is configured

Value is 12 bytes: 4 bytes metric, 4 byte IP prefix, 4 byte mask



ISIS Fundamentals

= Protocol Supported TLV 129
Defines the supported layer 3 protocols
This appears in LSP number 0
Currently supported protocols
CLNP 0x81
IPv4 OxCC
IPv6 Ox8E



ISIS Fundamentals

= |P Interface Address TLV 132
= Depending upon the type of packet its function differs
slightly
IP interface address of the outgoing interface

One or more |IP address associated with the router, in current
Cisco IOS this is highest loopback address of the router



ISIS Fundamentals

= |P External Reachability Information TLV 130

All routes redistributed into ISIS, source is from other routing
protocols

Only allowed in level 2 but we allow is for L1 as well

We only support default metric



ISIS Fundamentals

= Extended IP Reachability TLV 135

Delay, Expense and Error were for QOS for CLNP packet header, these
were optional path selection service for network

TLV is used to extend the metric from 6 to 32 bits

0 | VE | Default metric
S| R Delay Metric
_ Default metric
S|R Expense Metric
S|R Error Metric

IP Address up|$Pe |  Prefix Length

Subnet Mask Prefix (0-4 bytes)




IPv6 New TLV'’s

= |Pv6 Reachability TLV 236
Defines both IPv6 Internal and External reachability information
Metric is still 32 bits
U: Up/Down
X: External origin bit
S: Sub-TLV present
Prefix length: Length of prefix 8 bits

Prefix: Number of octet is calculated depending on the prefix
length



IPv6 New TLV'’s

= |Pv6 address TLV 232
Modified to carry IPv6 address

For hello PDU interface address must use link local IPv6
address assigned to the interface

For LSP non-link local address must be used



]
Integrated IS-IS—IPv4 and IPv6

= Single Topology (default for all protocols supported);
potentially beneficial in saving resources (same
topology and same SPF):

All routers must support the same address families (dual-stack,
topologically congruent network); adjacency checking should be
disabled during migration

Interface metrics apply to both IPv4 and IPv6
= Multi Topology (draft-ietf-isis-wg-multi-topology)
Independent IPv4 and IPv6 topologies

Independent interface metrics

= Transition mode available—both types of TLVs are
advertised



Multi Instance ISIS

= Multiple instances enhances the ability to isolate the resources
associated with instance

Within a router
Across the network
= You can have instance specific prioritization
= Flooding prioritization can give network wide resource allocation



RFC 2740



Similarities with OSPFv2

= OSPFv3 is based on OSPFv2:
Runs directly over IPv6 (port 89)

Uses the same basic packet types

Neighbor discovery and adjacency formation mechanisms are
identical (All OSPF Routers FF02::5, All OSPF DRs FF02::6)

LSA flooding and aging mechanisms are identical
Same interface types (P2P, P2MP, Broadcast, NBMA, Virtual)

* OSPFv3 and OSPFv2 are independent processes
and run as ships in the night



V2, V3 Differences

OSPFv3 Is Running per Link Instead of per Node
(and IP Subnet)

= A link by definition is a medium over which two nodes
can communicate at link layer

= Regardless of assigned prefixes, two devices can
communicate using link-local addresses therefore
OSPFv3 is running per link instead of per IP prefix

= Multiple IPv6 prefixes can be assigned to the same link



V2, V3 Differences (Cont.)

Support of Multiple Instances per Link

= New field (instance) in OSPF packet header allows
running multiple instances per link

= [nstance ID should match before packet is being
accepted

= Useful for traffic separation, multiple areas per link



V2, V3 Differences (Cont.)

Address Semantic Changes in LSA

= Router and Network LSA carry only topology
information

= Router LSA can be split across multiple LSAs; Link
State ID in LSA header is a fragment ID

= |[ntra area prefixes are carried in a new LSA payload
called intra-area-prefix-LSAs

= Prefixes are carried in the payload of inter-area and
external LSA



V2, V3 Differences (Cont.)

Generalization of Flooding Scope

= |[n OSPFv3 there are three flooding scopes for LSAs

(link-local scope, area scope, AS scope) and they are
coded in the LS type explicitly

* |In OSPFV2 initially only area and AS wide flooding was

defined; later opaque LSAs introduced link local scope
as well



V2, V3 Differences (Cont.)

Explicit Handling of Unknown LSA

= The handling of unknown LSA is coded via U-bit in
LS type

= When U bit is set, the LSA is flooded within the
corresponding flooding scope, as if it was understood

= \When U bit is not set, the LSA is flooded within the link
local scope

= |n v2 unknown LSA were discarded



V2, V3 Differences (Cont.)

Authentication Is Removed from OSPF

= Authentication in OSPFv3 has been removed and
OSPFv3 relies now on IPv6 authentication header
since OSPFv3 runs over IPv6

= Autype and Authentication field in the OSPF packet
header therefore have been suppressed



V2, V3 Differences (Cont.)

OSPF Packet Format has Been Changed
= The mask field has been removed from Hello packet

= |Pv6 prefix are only present in payload of Link State
update packet
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V2, V3 Differences (Cont.)

Two New LSAs Have Been Introduced
= Link-LSA has a link local flooding scope and has
three purposes
Carry IPv6 link local address used for NH calculation

Advertise IPv6 global address to other routers on the link (used
for multi-access link)

Convey router options to DR on the link

= |[ntra-area-prefix-LSA to advertise router’s IPv6 address
within the area



LSA Types

LSA Function Code LSA Type

2 0x2002
Inter-Area-Prefix-LSA 3 0x2003
Inter-Area-Router-LSA 4 0x2004

5 0x4005

6 0x2006

7 0x2007
Link-LSA New 8 0x2008
Intra-Area-Prefix-LSA 9 0x2009



OSPFv3 Configuration Example

Router2#
interface P0OS3/0
ipv6é address 2001:db8:FFFF:1::1/64 — =
ipv6 enable / — 4 Router2
ipv6é ospf 100 area 1
POS3/0
ipv6é router ospf 100 (//’ 2001:db8:ffff:1::1/6
router-id 10.1.1.4

Routerl#

interface POS1/1 ;gﬁ%%g% _

ipv6é address 2001:db8:EEEE:1::1/64 e '

ipv6é enable =

ipv6é ospf 100 area O = Router1

. <1

interface P0OS2/0 POS1/1

ipvé address 2001:db8:FFFF:1::2/64 2001:db8:eeee:1::1/64

ipv6 enable

ipv6é ospf 100 area 1
ipvé router ospf 100 Area 0
router-id 10.1.1.3



RFC 2545



BGP-4 Extensions for IPv6

BGP-4 Carries Only 3 Pieces of Information Which Are
Truly IPv4 Specific:

= NLRI in the UPDATE message contains an IPv4 prefix

= NEXT_HOP path attribute in the UPDATE message
contains an IPv4 address

= BGP Identifier is in the OPEN message and
AGGREGATOR attribute



BGP-4 Extensions for IPv6

To Make BGP-4 Available for Other Network Layer
Protocols, RFC 2858 (Obsoletes RFC 2283) Defines
Multiprotocol Extensions for BGP-4:

= Enables BGP-4 to carry information of other protocols
(MPLS, IPv6, etc)

= New BGP-4 optional and non-transitive attributes
MP_REACH_NLRI
MP_UNREACH_NLRI

= Protocol independent NEXT_ HOP attribute
= Protocol independent NLRI attribute



BGP-4 Extensions for IPv6

= New optional and non-transitive BGP attributes:
MP_REACH_NLRI (attribute code: 14)

“Carry the set of reachable destinations together with the

next-hop information to be used for forwarding to these
destinations” (RFC2858)

MP_UNREACH_NLRI (attribute code: 15)

Carry the set of unreachable destinations

= Attribute 14 and 15 contains one or more triples:
Address Family Information (AFI)

Next-Hop Information (must be of the same
address family)

NLRI



BGP-4 Extensions for IPv6

Address Family Information (AFI) for IPv6
= AFl =2 (RFC 1700)

= Sub-AFI = 1 unicast

= Sub-AFI = 2 (mulitcast for RPF check)

= Sub-AFI = 3 for both unicast and mulitcast
= Sub-AFI| = 4 |label

= Sub-AFI= 128 VPN



BGP-4 Extensions for IPv6

= Next-hop contains a global IPv6 address or potentially
a link local (for iBGP update this has to be changed to
global IPv6 address with route-map)

= The value of the length of the next hop field on
MP_REACH_NLRI attribute is set to 16 when only
global is present and is set to 32 if link local is present
as well

= Link local address as a next-hop is only set if the BGP
peer shares the subnet with both routers (advertising
and advertised)



BGP-4 Extensions for IPv6

= TCP Interaction
BGP-4 runs on top of TCP

This connection could be setup either over IPv4 or IPv6

= Router ID

When no IPv4 is configured, an explicit bgp router-id needs to
be configured

This is needed as a BGP ldentifier, this is used as a tie breaker,
and is sent within the OPEN message



Selecting an IPv6

IGP




e
The Questions Are the Same as for IPv4

... Almost

= |s one routing protocol better = Converges faster?
than any other routing - U | o
protocol? ses less resources”

« Define “Better!” >|" Easier to troubleshoot?

= Easier to configure?

= Scales to a larger number of
routers, routes, or neighbors?

= More flexible?
= Degrades more gracefully?

= Operational experience




IPv6 IGP Selection...in Theory

In Theory:

= The similarity between the IPv6 and IPv4 routing
protocols leads to similar behaviour and expectations

= To select the IPv6 IGP, start by using the IPv4 IGP
rules of thumb



IPv6 IGP Selection...in Practice

In Practice:

= The IPv6 IGP implementations might not be fully
optimized yet so there is a bit more uncertainty

= Not all Fast Convergence optimizations might be
available

= Operational experience with large scale IPv6 networks
IS being developed



Conclusions

= Same topology considerations as for IPv4
= Convergence time

When comparing apples to apples the convergence times are
very similar

Other tools are also leveraged: Bidirectional Forwarding
Detection (BFD)

There are HW and SW dependencies



e
The Questions Are Almost

the Same as for IPv4

= Most likely the IPv6 IGP will What is the impact on the
not be deployed in a brand convergence of IPv4?
new network and just by itself

How are the resources shared

= Most likely the IPv4 services between the two protocols?
are more important at first
since they are generating most
of the revenue

= Redefine “Better!” >

Are the topologies going to be
congruent?




Nothing Is for Free

= Resources will be shared between the two IGPs and
they will compete for processor cycles in a way that
reflects their relative configuration
= This has implications on:
Expected convergence behavior
Single process/topology vs Multi process/topology selection

Resources (Memory, CPU) planning



Convergence Considerations

The IGPs Will Compete over Processor Cycles Based on
Their Relative Tuning

= |[f you configure the IPv4 and IPv6 IGPs the same way
(aggressively tuned for fast convergence), naturally
expect a doubling of their stand alone operation
convergence time

= |f the IPv6 IGP is operating under default settings, the
convergence time for the optimally tuned IPv4 IGP is
not significantly affected



Some Preliminary Thoughts...

= Requiring parity is natural but that does come at
a cost so it is worth considering if parity is heeded
or worth the cost

= The IPv6 IGP configuration can change as deployment
progresses from trial to large scale production

= Most commonly IPv6 is deployed on a service by
service basis so it is possible to have different
convergence requirements for IPv6 than |IPv4



Revisiting ISIS Single Topology

Multi Process/Topo Single Process/Topo*

» Clear separation of the = * Requires less resources
two control planes

* Might provide a more
* Non-congruent deterministic co-
topologies are very existence of IPv4
common if not desired and IPv6
In deployments

*Today most IPv6 IGPs are distinct from their IPv4 counterparts and will run
as ships in the night. The only exception was ISIS.



ISP infrastructure




Service Provider networks

POP POP

Area 2/L1

Area 1/L1
~ BGP1

= Major routing information more then
few 100 K via BGP

= Large IGP routing table are ~6-7K IP Backbone

expected to grow farther Area 6/L
_ - BGP 1 Area0/L2
= B6K/M117K ~ 5% of IGP routes in an
BGP 1

ISP network POP
= A very small factor but has a huge . Area 5/L Area 4/L1’

impact on network convergence! \@Jj \

BGP 1
POP

POP



Service Provider networks

ional ~

Reg
| Core
= You can reduce the IGP size to
approx the number of exit routers '/
= This will bring really fast

in your network |
RR &=L WAN
convergence

= Optimized where you must and \
summarize where you can
Access
= Stops unnecessary flapping
PE \w ,H

=<




Addressing

ional ~

Reg
| Core
The link between PE-CE MS
needs to be known for management U/

purpose |
RR &=L WAN

BGP next-hop-self should be done on
all access routers—unless PE-CE are
on shared media (rare case)

This will cut down the size
of the IGP

For PE-CE link do redistributed Access
connected in BGP
These connected subnets should
ONLY be sent through RR to NMS for
management purpose; this can be
done through BGP communities \@
PE #I H

=<




Addressing

Regional -

Divide the address into two Core
parts . '

1.Physical links

2. Loopback interfaces

Physical address should be a

RR &=L WAN
contagious

Loopback should be from public \
address space Access
Optimal path to the next hop is
necessary
PE \W

=<




Addressing

ional ~

Reg
Core
Assign ::/56 per pop for physical

RR (=70 WAN

Once out grow add another
contiguous ::/56

When assigning address to
another POP keep few contiguous

address open \
Summarize pop address at the

WAN routers Access

Leak loopback as specific

Currgnt trend within ISP’s, are

Publc or prvate for mrastructire - \% S

=<




IPv6 over MPLS




IPv6 over MPLS
Deployment Scenarios

Many ways to deliver IPv6 services to End Users
Most important is End to End IPv6 traffic forwarding

Many Service Providers have already deployed
MPLS in their IPv4 backbone for various reasons

MPLS/VPN, MPLS/QoS, MPLS/TE, ATM + IP switching, L2
services (AToM, EOMPLYS)

MPLS can be used to facilitate IPv6 integration

Multiple approaches for IPv6 over MPLS:
IPv6 CE-to-CE IPv6 over IPv4 Tunnels
IPv6 over “Circuit_over MPLS”
_Native IPv6 MPLS
IPv6 Provider Edge Router (6PE) over MPLS



IPv6 Tunnels configured on CE

[ IPv6 over IPv4 Tunnels 1

. DuallStack

IPVA4-1PVv6

DualStack :: e, > CE routers
IPV4-IPV6 o e
CE routers

@o impact on existing IPv4 or MPLS Core (IPv6 unaware) )
Only CEs have to be IPv6-aware (Dual stack)

Mesh of IPv6 over IPv4 Tunnels CE-to-CE

Overhead: IPv4 header + MPLS header

MPLS/VPN support IPv4-native and IPv6 tunnels

Qervice Provider can’t delegate his IPv6 prefix to the CE routers -




IPv6 over “Circuit_over MPLS”

[ Circuit_over_MPLS }
)

. (eg. ATM VC, FR PVC, Ethernet,... /\6\
€ JPv6 Catek  'PuS=E
TSY”  7200-NPE-G at

No impact on existing IPv4 or MPLS Core (IPv6 unaware)

Edge MPLS Routers need to support “Circuit_over_ MPLS”

Mesh of “Circuit_Over_MPLS” PE-to-PE

PE routers can also be regular IPv6 Routers (IPv6 over ATM, IPv6
\ over FR, IPv6 over Ethernet,...) to aggregate Customer’s IPv6 routers/

AN




Minimum Infrastructure Upgrade for 6PE

up to PC-192 Data Center IPv6 Network

Only IPv6 :
segment NAT PT
\H; GE
\I’ IPv4 Serve
IIC'
\HI
Iﬂ Cisco 7600 IPv6 Server
Sup.720 as 6PE

MPLS/IPv4

- MPLS/IPv4 Core Infrastructure is IPv6-unaware

* PEs are updated to support Dual Stack/6PE

* IPv6 reachability exchanged among 6PEs via iBGP (MP-BGP)
- IPv6 packets transported from 6PE to 6PE inside MPLS




6PE Overview

[MP-BGP sessions ]

192.76.10.0
IGP/BGP IGPv4 IGP/BGP
MPLS V4.
- LDPv4
- (TE vd)

IPV6 unaware

Nocore upgrade




6PE Routing

MP-BGP advertises; 2004504245
and binds;aN(Zndievel)Natel

IBV6IN extH opNsiani PvAsmappediRvbraddress
UM 9252545 0

2001:0420::

2001:0421::

LDPv4 binds' label C ==
t0 192.254.10.17 x 192.254.10.17

6P

/P\

* Translation of vé BGP
Next_Hop into v4address

* Recursion of this address
via IGPv4




6PE Forwarding

2001:0420::

) 2001:0421 2001:0421::
to 2001:0421:: 972-170-13




6PE Forwarding (6PE-1)

IPv6 Forwarding and ltabellmposition:

» 6PE-1 receives amiPv6ipacket
2001:0420:: » Lookup isidone onlPyVeipretix
* Result is:

FabelbindediyaViEEEGR0
ZO0AFOAZAES

IFabeldshinded by DP/IGPVA to the
IBvAraddressiof BGP Next Hop
(6RE=2)

IPv6 packet

2001:0421::
to 2001:0421:: 972-170.13

P/IGPv4 | MP-BGP label |"IPv6 packet

label1 to To 2001:421:: | To 2001:421::




6PE Forwarding (P1)

2001:0420::

\ 192.72.170.13 7247013 ]

IPv6-UNaware MPLS Label

Switching:
*P1 receives an MPLS packet
*Lookup is done on Label1

*Result is Label2

!/ 6PE-1

NN

LD
label1 to 6P

P/IGPv4 MP BGP label [ [Py packet
To 2001:421::

o 2001

LDP/IGPv4 MP-BGP label
label2 to 6PE-2

5

Pv6 packet
To 2001:421::

To 2001:421::

2001:0421::

==




6PE Forwarding (P2)

re MPLS Label

2001:0420:: p

@ *P2 receives an MPLS packet

o \ 1997917043 ‘Lookup is done on Label2
:0421:: 7217013 1 «Result includes Pop

i/ 6PE-1

NN

DP/IGPv4 MP BGP label [ Py packet :x::
label1 to 6P To 2001:421:: | Io 2001 421::

192.254.10.47

LDP/IGPv4 MP-BGP label | IPv6 packet MP-BGP label packe
label2 to 6PE-2 | To 2001:421:: 0 2001:421:: | | To 2001:421:: | To 2001:

2001:0421::

==




6PE Forwarding (6PE-2)

MPLS Label PoprandiPVv6

Eonwarding:s
2001:0420:: )
@ J 6PE-Z2 receivesianilViPiESipacket

SEookuipNSidoneroniEalel CE2
IPv6 packet 192.72.170.13 ARESHITNSE 2001:0421::

to 2001:0421:: :
= -4 6PE-1 PopitheNabel & switch @

\ == >z PE-2
P/IGPv4 | MP-BGP label [ IPv6 packet | 1 "
label1 to 6PE-2| To 2001:421:: | To 2001:421::

L PIIGPv4 MP-BGP label JMJ}» ’j/ MP-BGP label| IPV6 pa
label2 to 6PE-2 | To 2001:421:: | To 2001:421:: To 2001:421:: | To 2

<}

|BV6Ipacker
6PE-2) i)

W




6PE Benefits

For SPs already running MPLS, 6PE approach has many
benefits:

« Core Infrastructure needs no upgrade and no configuration change

« Upgrade only on the required edge routers (ie upgrade of existing PEs
to 6PE, or add separate 6PEs)

« |Pv6 supported simultaneously with existing MPLS services (MPLS
v4 VPNs, QoS, ATM, v4 Internet, ...)

6PE allows IPv6 to be deployed over existing MPLS Multiservice
> iInfrastructure with marginal operational impact/cost /risk



6PE Benefits

/\m\
2001:0620:: (V6 G |

[ MP-BGP éseSSiO"S ] @} 2001:0420::

145.95.0.0 . ...... an Bl //Xs“v 2001:0421::

/_\/\\ p > o* o9
2001:0621:: V6 G | :
y - sS-= &a9V4 ) 192.254.10.0

192.76.10.0 6|GP

MP-BGP

IPv6 CE only has a single Routing Peer (PE) regardless of how many
remote IPv6 CEs it communicates with

No change on an IPv6 CE when remote CEs are added/removed
(reachability automatically learnt)

No tunnel/”circuit” to be configured

= 6PE offers scalable and flexible solution (benefits are analogous to
RFC2547bis layer 3 VPN solution for IPv4)



6PE Benefits

—>6PE solution can be easily extended to support same
VPN services for IPv6 as currently supported for IPv4
with RFC2547bis (isolation, Internet access, QoS...)



6PE Cons

[MP-BGP :sessions ]

ﬁ;/_\\
2001:0620:: V6 G |

g@g v6> 2001:0420::

* Only makes sense where network already runs MPLS
Requires knowledge of MPLS and BGP technologies
Requires dual-stack and software upgrade on
existing PE or deployment of dedicated 6PE routers
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Why Cisco I0S 6VPE?

=  For VPN customers, IPv6 VPN service is exactly the same
as |IPv4 VPN service

=  Current 6PE is “like VPN but this is NOT VPN —i.e: global
reachability

=  For ISP offering MPLS/VPN for IPv4 that wish to add IPv6
services as well

No modification on the MPLS core

Support both IPv4 and IPv6 VPN’s concurrently on the same
interfaces

Configuration and operations of IPv6 VPN’s exactly like IPv4 VPN'’s



Cisco I0S 6VPE Architecture

= Similar to IPv4-VPN per RFC2547bis

= B6VPE definition: Each site is IPv6 capable and connect to SP backbone over an IPv6 interface
via a 6VPE

= Sites may be both IPv4 & IPv6 capable
= 6VPE is a dual stack router
= 6VPE maintains IPv6 VRFs and each IPv6 VPN have their own address space

= Routes exchanged via MP-BGP : using NLRI (afi=2, safi=128 + label). NH encoding « a la
6PE » when applicable. Capability negotiation « as usual ».

= Forwarding over MPLS
= RD used to create disting routes to common IPv6 prefixes
= RT similar to IPv4



6VPE Deployment

VPN B vs onl A.......

I..‘:..
VPN A @ " .
''''''''''''' P ° V6 only .VPN B
v : Native IP or é
VPNB 6 on MPLS 6PE
networks?

. Customer Connectivity Deployed on a Shared
Infrastructure with the Same Policies as a Private
Network

* IPv6 VPN can co-exist with IPv4 VPN — same coverage

- 6VPE is added only when and where the service is
required

[MP-iBGP sessions]

V4 and y6 VPN
é VPN A
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Recommended Reading

(isco SYSTEMS

= Continue your Networkers at
Cisco Live learning experience with
further reading from Cisco Press

= Check the Recommended Reading
flyer for suggested books

Deploying IPv6 Networks

An essential, comprehensive, and practical guide to IPvE
concepts, service implementation, and interoperability in
existing IPvd environments

Ciprian Popoviciu, CCIE™ No. 4499
Eric Levy-Abagnoli
ciBcopreas.com Patrick Grossetete

Available Onsite at the Cisco Company Store
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Complete Your Online

Session Evaluation

= Win fabulous prizes; give us
your feedback

= Receive ten Passport Points
for each session evaluation
you complete

= Go to the Internet stations
located throughout the
Convention Center to complete
your session evaluation

= Winners will be announced
daily at the Internet stations
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