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Improving operational 
effectiveness and safety
In recent years, operational effectiveness and 
safety have been greatly improved by mobile 
fleet management, wireless meters and controls, 
asset tracking, and connected personnel 
safety tags. These drive the requirement for a 
strong communications infrastructure. Modern 
application architecture, relevant security 
architecture, and proven network architecture 
build a strong infrastructure foundation for these 
use cases. This document contains multiple 
solutions that shape this foundation.

As the digital journey continues for industrial 
field sites, there are an increasing number 
of use cases that make investment in an 
integrated infrastructure viable. Designing and 
deploying an integrated infrastructure will also 
mean new ways of thinking about application 
architectures, security policies, and network 
infrastructures.

The use cases, architectures, and technologies 
described in this document are largely drawn 
from experiences in the mining industry and 
the oil and gas industry, but these examples 
broadly apply to other industries that have 
large outdoor industrial sites. If you are not in 
the same industry as any particular use case or 
example, there are general principles that can 
be transferred to your industry.
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Driving business 
forward
At the heart of each business case for infrastructure 
deployment is a use case that brings business benefit. In 
the digital world, these use cases are centered around a 
software application or a cluster of applications. These 
applications set the stage for which infrastructure is 
required to make the whole solution work.

Cisco is actively developing solutions with its industrial 
customers in all of the use cases identified in the graphic 
to the right. This document showcases some of the 
most impactful ones in Canada. The expectation is that 
more use cases will develop in the coming years.

Integrating industrial safety and security
 
Health, safety, and environmental use case: 
Personnel visibility

For a downstream oil and gas company, the heart of 
business is refineries. When a refinery stops processing 
oil during a plant turnaround, the impact is measured 
in real dollars. A number of large oil companies 
have begun deploying asset and personnel tracking 
during each plant turnaround. This new tool is key to 
optimizing workflow and keeping people safe. In each 
of the deployments, the plant has been returned to full 
production a number of days earlier than expected when 
compared to past turnarounds.

Section 1
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The customer’s interface to the personnel and asset information is a map-centric dashboard 
that visually identifies the location of each person and asset that has a tag. Personnel and 
assets can be color-coded to identify different operating groups in the environment in real 
time. Historical data can be played back on the map to identify workflow insights for specific 
operating groups. Data can be anonymized to ensure personnel privacy, and geofencing on 
the map can create alerts when personnel in one operating group enter an area they are not 
authorized to enter.

The AeroScout tags range in capability from a small location tag that is unobtrusive to highly 
visible security IDs with a location tag integrated. In a lot of cases, oil and gas plants have 
also opted for the integration of gas detection and panic buttons that can be used to alert 
the central monitoring center of emergencies at their specific location. 

For this application suite to be accurate and timely, the wireless network infrastructure needs 
to be designed for adequate triangulation of endpoints and have enough resiliency to ensure 
adequate failure mitigation. This topic will be explored later in this document under sections 
that describe field site network technology and architecture.

Cybersecurity use case

Security permeates all industrial use cases, but there is so much work to do in most 
environments to bring the general environment up to current cybersecurity standards that it’s 
important to think about this as a separate use case that requires significant attention in its 
own right. Covering all aspects of cybersecurity on an industrial site warrants its own e-book 
and will not be covered in detail here. There is a section later in this e-book that introduces 
the high-level framework for cybersecurity and identifies specific ways to improve the 
industrial security posture of a given site. 

Initially it was thought that watching people would make them change their behavior and 
result in a productivity gain, but in practice the behavior change has been short-lived, and 
the primary business benefit is real-time workflow visibility and personnel safety. The real-
time visibility of people and asset movement in the plant makes inefficiencies very evident. 
Two examples of common efficiency gains include storing work supplies near the place 
where they will be needed and assigning break rooms near the primary work areas of 
specific contractor groups. Experience has shown that these requirements are easily missed 
without real-time visibility, and the resulting inefficiencies can create a lot of extra cost in 
work completion time.

In 2016, Fort McMurray AB experienced a major forest fire that threatened a Suncor plant 
during one of these maintenance turnarounds. When the evacuation order was given, the 
site supervisors were able to confirm the safe evacuation of more than 1000 employees in 
about 30 minutes. One of their senior vice presidents indicated in a CBC news story that 
this short evacuation time was directly related to the added personnel visibility of the plant’s 
tracking system.

Click to read the CBC news story >

Software applications

The application suite that delivers customer business value in this case is MobileView 
Analytics and AeroScout RTLS. Both of these product families are a part of the Stanley 
Healthcare portfolio. Stanley products have been used in most of these deployments,  
and Accenture has led many of the deployments. Choosing an integrator with industrial 
wireless experience ensures that the industrial network matches the requirements of this 
application suite.
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Integrating plant and field operations

Equipment monitoring use case

On energy and mining field sites, there are still numerous unconnected meters and controls 
that are manually monitored. This means that personnel take significant amounts of time 
to do regular rounds with clipboards in hand to record measurements, valve positions, 
and status indicators of other information points. All of these information points can be 
monitored in real time with new updated equipment.

Real-time monitoring of these information points has some immediate benefits. The most 
obvious benefit is the saved time from not doing rounds and manually entering readings into 
the system. All of these manual activities become automatic. A more strategic justification 
is the real-time and continuous nature of the information that can be gathered with a 
connected system of information points.

Real-time data makes it possible to identify predictive maintenance signatures in the data 
so that repairs can be planned before a breakdown occurs. Planned repair activities are 
substantially less costly than unplanned emergency repairs that require longer downtime 
and more expensive parts and labor.

Another benefit to having current information points available is the ability to troubleshoot 
issues in real time without sending people out to gather current data. The near-real-time 
data points allow corrections or process changes to be done immediately, with all the 
appropriate safety checks completed in near real time.

Software applications

There are a lot of companies that build connected meters, sensors, valves, and other 
controls. There are also a lot of companies that build dashboard systems and analytics 
engines to identify system issues and trends in a coordinated and intelligent way. Two 
companies that offer a full suite of endpoints and analytics or dashboard software are 
Honeywell and Emerson. 

Honeywell’s Asset Manager solution and Mobile Equipment Monitor toolset both work in 
this use case, depending on the specific mix of endpoints and the type of environment. 
Honeywell Asset Manager is focused on fixed assets like rotating equipment, vibration 
monitoring, pump performance, and other standard fault models. Mobile Equipment Monitor 
provides insight into vehicle diagnostic systems like tire monitors, lube systems, and fuel 
levels, with a visual representation of all equipment location and operational status. With 
both platforms, Honeywell collects data from a wide range of endpoints made by Honeywell 
and others.

Emerson Process Management provides a comprehensive wireless plant system that has 
resulted in significant savings at multiple oil and gas refineries. The difference in operating 
cost between a well-run refinery and an average one is more than $12 million per year. This 
is the gap that Emerson addresses with its Process Management software. A typical refinery 
could have 50,000 monitoring and control points from a variety of equipment suppliers. 
The Emerson software processes all this information in a variety of ways, depending on the 
business requirements.

All implementations of this use case deploy at least some wireless endpoints, because 
installing cable to all the monitoring and control locations is cost prohibitive. Honeywell and 
Emerson each have proprietary wireless technology, but the solution usually has multiple 
types of endpoints that may not understand the proprietary wireless. Both Honeywell and 
Emerson can converge their proprietary wireless access points (APs) with Cisco’s standard 
Wi-Fi access points to save on cabling and power infrastructure. The network architecture is 
a key part of this solution’s success.
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Other use cases for plant and field operations

Data process and production systems have been digital 
for a number of years, but in recent years these systems 
have become increasingly connected to the overall 
operational technology (OT) network infrastructure, 
and their associated data historians are being mined 
for corporate trends and efficiencies for a variety of 
business benefits, including predictive maintenance and 
optimized operation.

Asset visibility systems are also becoming a more critical 
part of the operation where actions are taken remotely 
on equipment that requires maintenance or upgrades. 
As connectivity provides these remote interactions, 
expert and specialized technicians can be leveraged 
across many sites to monitor and maintain equipment 
without visiting the sites for every activity.
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Integrating mobile fleet operations

Mobile fleet management

Most mines today have some version of a mobile fleet management system to provide 
equipment monitoring and dispatch. For these systems to work effectively, they require 
connectivity between mine equipment and mine operations software. These requirements 
often drive the business case behind the initial mine network deployment. Even in these initial 
wireless network deployments, it is very helpful to consider the planned operation of the 
mine, since an increase in the scope of network usage implies more network requirements.

As use cases get more complex, the impact of network performance becomes increasingly 
critical to the operation of an industrial site. Increased demand is put on the network 
because field personnel come to rely on access to online systems and the new features 
of mobile fleet management. Eventually, the infrastructure becomes a must-have, 
nonnegotiable requirement to operate the industrial site.

Autonomous and teleremote use case

The capability of new industrial vehicles to drive autonomously or semiautonomously has 
been a game changer in the mining industry. 

News reports of self-driving cars on public roads have been increasing in recent years, 
but the technology is definitely struggling to keep up with the hype. Challenges include 
the large number of unpredictable conditions from undocumented aspects of the 
driving environment, other human drivers, and wildlife, just to name a few. In the mining 
environment, however, it’s feasible to control or document the conditions to an extent that 
driving autonomy is very much achievable and profitable. 

As an example, let’s consider the conversion of haul trucks to autonomous operation in an 
open pit mine. Removing drivers from haul trucks has an immediate reduction in personnel 
cost, since only a few people are required to supervise the operation that

required dozens of drivers previously. Safety of the mine is also increased when the number 
of people in hazardous environments is dramatically reduced. Without the human driver in 
charge, the truck no longer needs to stop for lunch breaks, shift changes, or other human-
initiated stops. Once in production, it’s also become evident that autonomous systems are 
less harsh in the operation of the vehicles, resulting in fewer maintenance issues.

Other considerations that are less documented include predictive maintenance savings by 
leveraging access to more vehicle data or more-efficient driving paths that are possible for 
trucks but not friendly to human drivers.

The benefits of vehicle autonomy are so compelling that most mining companies have 
an active autonomous vehicle project or are considering it. All of these projects have 
implications to the network infrastructure, and each of them is centered around a specific 
autonomous driving software platform.

Software applications

The software systems used to oversee and control the autonomous mine vehicle 
environment are largely owned by the mine vehicle manufacturers, with third-party solutions 
starting to emerge. In the open pit mining example above, Komatsu and Caterpillar have 
been deploying production systems for a few years. For Komatsu truck environments, there 
is Modular Mining’s FrontRunner application suite, and for Caterpillar truck environments, 
there’s the MineStar application suite, owned by Caterpillar.

For both Komatsu and Caterpillar, the application suite is made up of two parts: first, the 
user interface for the customer’s autonomous or teleremote operations center, and second, 
a software component in every vehicle that is allowed to enter the autonomous zone. Truck 
software components provide location and other vehicle-specific data to the central system 
to help with decision-making about positioning, route, and speed instructions. 

Section 1
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The equipment must be in continuous communication 
with the central system for position, route, speed, and 
other instructions.

At an autonomous operations center, a large wall 
screen shows a map of the autonomous zone’s 
geographic features and all the real-time vehicle 
locations in the zone. The vehicle status is evident by 
the color of the vehicle icon and any other relevant 
information that may help in managing the system.

Routing and speed decisions are primarily made by 
what is known in the digital version of the autonomous 
zone. The geographic features are entered into the 
zone by the builder role. One or more builders are 
present in the zone during production to ensure that 
any new geographic features are added to the digital 
representation as soon as possible. All vehicle data is 
dynamically updated in the digital world by the software 
onboard each vehicle. If the digital world doesn’t match 
the physical world, there are safety mechanisms like 
lidar, radar, and other technologies that are used to stop 
autonomous vehicles if a safety issue is evident. 
One of the safety mechanisms is triggered when 
network connectivity is disrupted between any vehicle 
and the central system. A reliable network infrastructure 
is essential to the success of this use case.
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Enabling a structured workforce

Use case

Connected field sites make it possible to communicate in very new ways between onsite 
workers and offsite workers or systems. These new ways of operating can save significant 
costs by centrally locating resources and giving workers access to new resources they did 
not have access to in real time before. 
 
Central resources like a remote operations center or a central maintenance system can 
consolidate costs that were duplicated at multiple field sites but are shared in the new 
model. Video communication and access to live visual documentation make over-the-
shoulder coaching possible from a centrally located group of industry experts. This same 
technology also gives workers access to experts from the equipment supplier ecosystem 
in new ways.

Maintenance logs, safety checklists, and permit applications can all be made available 
in electronic formats at kiosks or on personal tablets available to site workers. With 
electronic permitting, the authorization effort can be as simple as a quick review on 
a tablet or wireless phone, where options for approval or further review are given. 
Connecting the field site in this way can greatly reduce unproductive time while workers 
are waiting for responses.

Software applications 

Workforce enablement software is a collection of multiple software components from 
purpose-built over-the-shoulder coaching applications to electronic workflow systems.
Remote expert communication with field workers has its foundation in great video 
conferencing technology that is extensible to include other business software. 

Cisco Webex® is a leading platform in video calling and conferencing that can be 
integrated in powerful ways with service platforms like Service Now, SAP, Maximo, or other 
information platforms for augmented content. The Webex® platform is already integrated 
with a wide variety of endpoints, including room systems, phone or tablet software, 
RealWear hardhat endpoints, and many others. The integration work can be done by 
Cisco® Advanced Services or a number of Cisco collaboration partners.

The RealWear hardhat endpoint is particularly interesting since it is a completely hands-
free camera with voice control for navigation or dialing and a heads-up display to provide 
relevant information. As a Webex endpoint, it has access to Webex Teams™ collaboration,  
where the correct team of experts can be verbally selected to help on a relevant topic.

Digital forms and information access can be implemented in a variety of asset management 
and workflow applications. System integrators like Accenture, WWT, NTT, and IBM have 
significant experience in customizing software to fit specific company workflows. There 
are also many other boutique application developers that can design great mobile user 
interfaces that optimize the simplicity of getting field data into the system.

Section 1
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Security considerations: Sensitive applications like autonomous haulage should be kept 
isolated from all other applications for security purposes and prioritized on all shared media 
to limit the possibility of denial of service. If outside systems require access to data in this 
system, ensure that ISA-62443 standards are upheld in the movement of data. 

Enterprise DC

There is a class of applications that need to be centrally leveraged across multiple field sites 
but have performance or regulatory requirements that prevent them from migrating into 
cloud infrastructure. Examples of this architecture include historians and remote operations 
center infrastructure.
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Communication technology and software modularity across vast geographies have 
enabled a very wide range of possible application architectures. In the enterprise 
application space, these factors have resulted in a large-scale migration to the cloud. 
When it comes to field sites, the application architectures still vary greatly based on a 
number of requirements like bandwidth, latency, resiliency, reliability, and others. 

Field site data center (DC) 

Applications that are extremely sensitive to disruption and latency require a software 
presence at the field site. An example of this is autonomous and teleremote vehicle 
applications that are becoming central to real-time operation of a mine.

Field site applications must have very low packet loss and latency as a primary 
requirement for onsite architectures of compute, storage, and network infrastructure. 

Compute and storage architecture: In most, cases the compute architecture is relatively 
simple, consisting of a few rack-mount servers or a hyperconverged cluster. These 
servers need to be spread out between two onsite locations for resiliency.

Network architecture: The onsite core and distribution network architecture is also 
relatively straightforward, with a distributed core between the two server locations and 
then a redundant star configuration to other building locations and wireless access 
point infrastructure. Since most endpoints are wireless in nature, the wireless access 
infrastructure must also be resilient in nature. The wireless access components and 
architecture scenarios are explained in more detail later in this document.

Application infrastructure 
integration
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Enterprise data center infrastructure has a similar architecture to field site environments 
described earlier, but data centers must have the capability to scale in both capacity  
and geography.

Compute and storage architecture: Most applications today are certified to operate on 
hyperconverged infrastructure, making enterprise architectures much simpler, with an 
ability to start quite small and scale out both in capacity and geography. Most current 
hyperconverged solutions can spread across multiple data centers, with resilient storage 
scenarios that can scale to very large deployments.

Network architecture: Placing applications hundreds or thousands of kilometers  
from field sites has a number of wide area network (WAN) architecture implications.  
The field site network architectures remain the same, and then the network is extended 
across MultiProtocol Label Switching (MPLS) or Internet infrastructure from one or more 
service providers.

Regardless of the service provider technology used to reach these field sites, most 
companies are establishing software-defined WAN (SD-WAN) as their preferred WAN 
architecture. SD-WAN can work with any service provider technology and is capable of 
ensuring prioritized use of the best path for the most critical traffic at all times.

Security considerations: For centralized OT applications like historian and remote 
operations center, consider these elements to reside below the industrial demilitarized 
zone (IDMZ) in level 3.5 of the Purdue model (as described in ISA 62443). Protecting data 
and applications in the OT realm of level 3.5 and below requires a strong perimeter like the 
IDMZ, but it’s also essential to ensure visibility within the OT environment using passive or 
active monitoring tools like Cisco’s Cyber Vision and Industrial Network Director.
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Cloud integration 

Today, it is possible to divest of most data center infrastructure and outsource these 
requirements to cloud providers like Amazon, Microsoft, or Google. Since the migration 
of applications into the cloud is well underway for most companies, it’s important to 
understand the architecture implications. Field site use cases that are candidates for 
cloud application architectures include service-based applications like Webex and 
custom analytics engines provided by most cloud service providers. Infrastructure-as-a-
service candidates include workflow frameworks like Maximo, SAP, and Oracle, as well as 
dashboards and monitoring platforms. 

From an architecture perspective, cloud is a lot like an outsourced enterprise DC without 
direct ownership and infrastructure control.

Compute and storage architecture: Even though infrastructure is completely outsourced 
in this model, there are many service levels and infrastructure types that can be chosen 
for compute and storage. Selecting appropriate service levels is key to ensuring a cost-
effective cloud experience. Ensure that geographic diversity is selected for applications 
that need diversity.

Network architecture: Similar to the enterprise DC architecture, SD-WAN is a great 
choice for cloud applications. In most cases, SD-WAN providers can collocate head-end 
tunnel aggregation points near cloud resources for the best cloud experience. Many  
SD-WAN services also provide software-as-a-service offramps to the Internet as close 
to the endpoint as possible to ensure optimum performance.

Security considerations: Field site use cases need to be identified with a security level 
as defined by ISA 62443, and all standards about communication between security 
levels must apply in the cloud as well. Solution elements on opposite sides of the IDMZ 
should not be able to communicate directly with each other without passing through an 
appropriate proxy in the IDMZ. When these solution elements are part of the solution, this 
principle can become more complex to uphold.
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Distributed and edge compute 

With the advent of containers and microservices, applications have become much 
more distributed, and a number of OT application providers are starting to deliver edge 
compute agents, or microservices. These microservices typically require a very small 
compute and storage footprint and preprocess information on site before sending 
summary or compressed data to a centralized service component of the application.

Edge compute capability exists in a number of Cisco’s industrial switches and routers. 
This makes it possible for applications like OSIsoft PI System, Cisco Cyber Vision, and 
a wide range of others to run microservices in the network infrastructure elements 
that already exist at the edge of the network.

Another example of edge compute is what AVI and 3D-P are doing with compute 
platforms on industrial haul trucks. In the case of 3D-P, it currently runs the Honeywell 
data logger (part of Mobile Equipment Monitor) on board the haul truck so that if the 
truck is not connected to the network, all the sensor data is buffered until the next 
network connection is made.

Network and security considerations for edge compute are an extension of the other 
application architectures. For example, if the edge microservice is part of a cloud 
application, then all the cloud application architecture components should be taken 
into account.

Section 2
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The right  
security for 
the job
The leading reference architecture for OT security is 
defined by the ISA/IEC 62443 standard, which maps 
the zoning and data flow requirements to various OT 
functional levels—known as the Purdue model. Each 
application architecture component must be mapped 
to the Purdue model to ensure that security policy is 
maintained. More recently, Industrial Internet of Things 
(IoT) analytics and cloud services have started to 
popularize other less rigid security models where a 
single use case security zone could run vertically across 
multiple Purdue functions to simplify deployment of that 
use case.

Purdue architecture
 
Any of the security zones could appear in multiple 
physical locations. For example, the field site DC, the 
enterprise DC, and cloud services could all be present 
in the enterprise security zone. At the same time, 
the field site DC could also be part of the industrial 
security zone. Regardless of where software elements 
physically exist, their logical location in one zone 
defines how they communicate with other elements in 
their respective zones.

Section 3
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Separation between the levels is achieved logically. For example, on an Ethernet switch 
this can be done with separate VLANs, and in a cloud service, separation is maintained 
with different virtual DCs. As with all security policies, the technology options are only a 
part of the solution, and policies regarding workflow can have a lot of impact on the risk 
of human errors during configuration changes.

Today it is quite common to see logical zone separation within the network and in  
on-premises virtual compute platforms. Cloud-based services have been largely limited 
to requirements above the IDMZ due to their complexity. As familiarity and visibility 
improve regarding the details of cloud security options, there may be an opportunity to 
extend levels below the IDMZ into cloud services as well. When the lower levels start to 
extend into the cloud, it will be important to insert an IDMZ between the on-premises 
systems and the cloud systems until deeper trust is developed around the cloud 
services offered at these low levels.

Use-case-centric architecture

Recent use cases like industrial analytics span a data flow from sensors on L0 
equipment all the way to a cloud analytics engine. It would be extremely complex to 
navigate all the layers of Purdue to map this information flow for one use case. One way 
that organizations solve this challenge is to define a vertical, use-case-centric zone 
model that allows for direct communication between sensors and the cloud without 
passing through multiple DMZs and firewalls. All the elements along this path are in their 
own security zone and must go through a firewall or DMZ to communicate outside that 
zone. The nature of security zones is less important than the need to establish them and 
keep information flow contained within a zone. The movement of data between zones is 
an exception for unique situations.

Section 3
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Moving toward a mature security operation

The high-level discussion of security architectures is 
important, but it must be followed by a thorough look at 
policies, processes, and tools in all connected parts of  
a system.

Cisco has developed a powerful methodology to guide 
organizations through a systematic process of assessing 
and addressing security in all parts of the business, and 
it certainly applies at an industrial site when it becomes 
connected to the rest of the company.

The following reference describes the SAFE 
methodology in some detail and identifies how to 
engage Cisco in a workshop to put a plan together and 
execute toward a more secure operation.

Click to download the SAFE guide >

The primary aspects of the SAFE methodology are 
shown in this diagram. 
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Where to start
It’s easy to get paralyzed by the magnitude of a 
comprehensive and mature security posture. For this 
reason, Cisco has identified four stages of security 
capabilities in industrial environments.
 
Baseline: Locks down the Industrial IoT security 
perimeter where OT and IT environments interconnect.

Stage 1: Enhances detection and response capabilities 
and reduces risk of unplanned downtime events.
 
Stage 2: Prepares OT for next-gen models, including 
cloud-based applications and secure remote 
operations.

Stage 3: Prepares OT for advanced data and software-
centric operations.

These are the basic building blocks that provide  
an important foundation for the more complex  
SAFE methodology.

Section 3
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Benefits

Locks down the Industrial IoT security perimeter where OT and IT environments interconnect 

- Enables basic segmentation, visibility, and malware threat protection at the IT/OT demarcation point
- Provides a basis for establishing basic security functions to mature over time and create initial IT/OT security collaboration

Enhances detection and response capabilities, and reduces risk of unplanned downtime events  

- Enhances visibility into OT devices and communications 
- More granular segmentation; foundation for filtering/firewall policies at L2 and L3
- Threat detection on Windows devices in OT
- Introduces authentication using multifactor and context-based policies

Prepares OT for next-gen models, including cloud-based applications and secure remote operations

- Enhances segmentation with filtering policies within OT
- Sets the foundation for software-defined microsegmentation
- Provides deeper visibility into OT processes for east-west communications
- Extends threat protection to mobile devices in OT
- Enables secure remote access from third parties into OT

Prepares OT for advanced data- and software–centric operations

- Introduces software-defined microsegmentation based on device and user authentication and context
- Establishes application segmentation for OT functions at control centers and data centers
- Automates network and security policies

Security capabilities: Zero-trust customer stages

Baseline

Stage 1

Stage 2

Stage 3
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The foundation of connectivity required by application components is the network. With 
a wide variety of access technologies available for deployment, it’s good to have a few 
proven architectures to use as a starting point. This section introduces some of the base 
architectures for various field site scenarios in mining.

Surface mine example

Every site architecture starts with a site data center or communication hub that contains 
a set of core network switches. From the hub, the network extends in multiple directions 
that include the following:

Data center: This is a collection of server racks containing applications, data storage, 
and service appliances like wireless controllers, network controllers, security appliances, 
identity services, location appliances, etc.

Fiber and other cabling: In mining sites, the layout of cabling is highly dependent on 
building layouts and fiber infrastructure. Where fiber isn’t practical, there may be a need 
for point-to-point wireless connections.

Wireless access: Outdoor Wi-Fi, mesh, and private LTE are becoming very common 
components of the architecture, especially when connecting to onsite vehicles.

Wireless service providers: Since open pit mines are open to the sky, it becomes 
possible to leverage cellular and satellite communications. Each of these service 
providers has a connection into the hub, with a gateway that connects you to any devices 
that are a part of their network.

Security considerations: Access control, logical traffic segmentation, structured 
architecture of security zones, and anomaly detection tools are all critical aspects  
of a secure architecture. 

Industrial site examples
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Pit mine wireless architecture

CMX = Cisco Connected Mobile 
Experiences

DNA = Cisco DNA Center

MAP = mesh AP

MSE = Cisco Mobility Services Engine

P2MP = point to multipoint

P2P = point to point

PRIME = Cisco Prime Infrastructure

RAP = Root AP

WGB = workgroup bridge

WLC = wireless LAN controller
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Underground mine example

The underground mine architecture is very similar 
to the open pit architecture for all the aboveground 
components. The key differences come in the 
underground aspects of the architecture. 

Additional underground considerations include 
the following:

No service provider options: Locations underground 
cannot be reached by public services that rely on 
aboveground towers or satellites. The mine tunnels are 
completely isolated from any public services.

Fiber and other cabling: Most mining companies 
have substantial amounts of fiber and coaxial cable 
that is used to connect various important locations 
underground.

Wireless access: Many of the assets underground 
are moving or nomadic in nature and need to connect 
wirelessly. The primary technologies used for this are 
industrial Wi-Fi, mesh, and private LTE. It’s very likely 
that multiple technologies will be present in mines 
of the future because there are advantages for each 
technology, and the variety of use cases will eventually 
make the case for more than one of them.

Security considerations: Access control, logical traffic 
segmentation, structured architecture of security zones, 
and anomaly detection tools are all critical aspects of a 
secure architecture.

Wired and wireless network architecture underground

Public cloud

OC DMZ

Underground  
remote operations

Underground Operational Control

Automine safety
Asset management
Ventilation systems

APs at the end 
of cross cuts 
and shafts with 
directional 
antennas

One or more 
Ethernet 
switches

Cisco 
Catalyst 
Switches

Enterprise network

UCM ISE

CMX WLC

Individuals

Underground

Automine vehicles

Sensors/activators
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ISE = Cisco Identity Services Engine

OC = Operational Control

UCM = Cisco Unified Communications Manager

WLC = wireless LAN controller
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Processing plant example

Processing plants are also complex environments for 
wireless that are a special case for wireless access. 
Unique considerations for processing plants or large 
industrial buildings include the following:

Lots of metal: Most plant areas are dominated by large 
metal objects that tower to multiple stories in height. 
Reflections and attenuation in these environments 
require special site survey skills, especially for location 
tracking use cases.

3D space: Usually the movement of people and assets 
in a plant environment occurs in three dimensions. 
This is not accounted for in most location tracking 
applications, so it’s important to be aware of that and 
design the wireless infrastructure accordingly. Site 
surveys also need to account for coverage at multiple 
levels and not just at ground level.

Location services coverage: Many processing plant 
use cases involve location tracking. It’s important that 
the coverage model for wireless is designed to the 
accuracy required in location tracking. More accuracy 
will require more APs in carefully selected locations.

Mounting considerations: The location of each AP in 
the plant is strongly influenced by the cost of providing 
power and running data cabling. Often the cost of 
installation can be similar to the cost of buying the AP.

Security considerations: Access control, logical traffic 
segmentation, structured architecture of security zones, 
and anomaly detection tools are all critical aspects of a 
secure architecture.

Refinery/process manufacturing reference architecture
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AAA = Authentication, Authorization, and Accounting

AMP = Advanced Malware Protection

DCS = distributed control system

PCN = process control network

SPAN = Switched Port Analyzer
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Refinery and process manufacturing reference architecture

Cisco IoT
Networking • Data Control • Security

Service providers

IT and OT professionals

In-house          Application developers          Infrastructure developers          Independent

Global industry partners Industrial channel/distributors

ISV and technology partners System integrators and consulting

IHV and machine partners IT VARs/distribution

Partnerships are essential to any industrial solution. No 
one company can span all of the aspects of a solution—
from application to network to endpoint—in all the lifecycle 
stages from design to implementation to operation and 
iteration. Everyone needs to work with others.

Horizontal partnerships

Cisco’s broad ecosystem of partners across all verticals 
is also leveraged in the energy and mining sectors. The 
graphic at right shows two important groups of partners 
that are horizontal to all industry verticals. Industry 
partners have a strong presence among OT leaders and 
decision makers, so it’s important that Cisco is in sync 
with the strategies that have mindshare in the industry. 
Specialist partners are key players beyond OT, each 
in their own area of expertise from enteprise resource 
planning (ERP) systems to control systems, and from 
equipment manufacturers to specialized wireless 
equipment providers.

Building the right 
partnerships

Section 5
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Industry-specific partnerships

Beyond the horizontal relationships, we reach out to partners with specific skills in each 
industry when working on a solution for that industry. The partnerships get even more 
specific depending on which part of the site is being considered.

Mine equipment suppliers like Komatsu, Caterpillar, and Sandvik have a large amount 
of influence on the selection of a mobile fleet management solution. They also have 
significant influence on the type of networking equipment they would like to see deployed. 

For industrial endpoints, Cisco also recognizes that some of our ruggedized routers 
and switches are not rugged enough for the extreme environments of the mine, so we 
need to partner with endpoint providers like 3D-P and AVI who also build endpoints for 
extreme environments.

The Cisco customer experience (CX) organization has some very experienced architects 
in the mining vertical, and they’ve been involved in a number of mining deployment 
scenarios. Cisco CX has partnered with a number of mine-specific integrators who have 
focused experience on site and can be a subcontractor for CX engagements. This grows 
the responsibility and engagement size for Cisco and recognizes the unique capability 
that partners add to the solution.

Section 5
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Wired core and access

Over the years of data network history, wired access is still the most reliable and 
deterministic method of connecting into the infrastructure—but it has some limitations. 
The most notable are mobility and hard-to-reach places. Any asset that needs to move 
around from one location to another and stay connected or be easily reconnected is not 
a great candidate for wired access.

For assets that are stationary or have high bandwidth requirements, wired access is usually 
the most cost-effective. The notable exception is in industrial locations where cable 
installation comes at a high cost due to the location of cable routes and industrial hazards.

Wired infrastructure is also at the heart of a wireless network, connecting all access 
points and towers back into the communications core. With point-to-point deterministic 
behavior, the wired connections between routing and switching nodes provide a stable 
environment that often goes unnoticed.

In the field site architecture, the wired infrastructure usually follows a hierarchical star 
topology, with core switches fanning out to distribution and access switches. In some 
industrial environments, it also becomes necessary to adopt other topologies like rings and 
linear connections because of physical constraints for cable routing and power availability.

Wireless backhaul: Point-to-point connections between infrastructure elements like 
switches, routers, and APs are usually copper or fiber cabling, but sometimes point-to-
point, point-to-multipoint, or fixed-mesh wireless makes sense. In cases where cabling 
costs are too high or impractical, a microwave link can be the right solution. 

Selecting network  
infrastructure components

Cisco addresses this requirement with Fluidmesh backhaul solutions that include point-to-
point, point-to-multipoint, and fixed-mesh wireless options.

Wi-Fi access

Wi-Fi (802.11) has become the most popular wireless access technology in enterprise 
environments, home networks, public hotspots, and industrial connectivity. This popularity 
has resulted in Wi-Fi endpoint capabilities being included in almost all devices that need 
to access the network. This includes devices in the home and enterprise like TV monitors, 
refrigerators, thermostats, printers, payment machines, and computers of all kinds.

A similar trend has emerged in industrial equipment, where almost all connected wireless 
devices have Wi-Fi capability, including meters, valves, vibration sensors, temperature 
sensors, pressure sensors, and robots of many shapes and sizes. For this reason, Wi-Fi 
is becoming a requirement in many industrial environments, and the cost of deployment is 
offset by the business benefit of a growing number of use cases. 

The primary field site use cases for Wi-Fi include some variation of asset management or 
automated operation. There are an unending number of helpful and innovative use cases 
for connectivity on any field site, but to establish a business case that justifies an initial 
deployment, it’s important to identify a foundation use case that demonstrates adequate 
business value for each specific site.

Section 6

Foundation Wi-Fi use cases

- Personnel and contractor tracking during a plant turnaround for safety and workflow 
optimization

- Autonomous and teleremote vehicle deployment
- Automated meter and valve readings for regulatory or operational requirements
- Asset management to minimize asset loss and minimize asset locating time
- Workforce enablement, e.g., over-the-shoulder coaching, “ask the expert,”  

augmented reality
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Field site Wi-Fi architecture

Connecting field site assets with Wi-Fi usually includes 
assets that are located in harsh environments, and 
often they are located in areas that are difficult to reach 
with standard cabling practices. This leads most Wi-Fi 
architects to a topology that is some variation of the 
diagram at right.

The primary Wi-Fi architecture components 
typically include:

Asset Wi-Fi client: Assets like valves, meters, or 
sensors will have a Wi-Fi client built in. They will be 
programmed with Wi-Fi access credentials and begin 
communicating with Wi-Fi access points directly. Other 
assets like autonomous vehicles and nomadic pumps or 
motors with Ethernet ports will require a local Ethernet 
switch and a workgroup bridge (WGB) AP that acts as a 
Wi-Fi client on behalf of the asset.

APs: The Wi-Fi client’s first point of contact with the 
network infrastructure is the Wi-Fi access point. In 
areas where cabling is cost-effective, APs connect 
directly to the Ethernet network for connection to 
the network infrastructure. Most harsh environments 
require a mesh and backhaul architecture between the 
farthest APs and the wired network infrastructure.

Field site wireless architecture

Section 6
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Mesh APs: In some cases, APs need to be nomadic in nature or they are difficult to 
reach by cabling infrastructure. For these scenarios, APs can be arranged in a mesh 
where the furthest AP connects to another mesh AP (MAP) or directly to a Root AP 
(RAP) before data reaches the wired network infrastructure. Although this is flexible for 
providing service, there is a performance cost to doing this, and some applications will 
not work well with multiple hop mesh architectures. Spectrum selection and channel 
management for backhaul becomes even more important in a mesh environment to 
minimize the impact of multiple hops.
 
Wireless LAN controller (WLC): Wi-Fi architectures have a controller-based system 
approach. Configuration, troubleshooting, and image management across the whole 
Wi-Fi environment is centrally administered from the WLC. This controller function can 
be located in the cloud, in a data center, or in one of the APs if you have a small remote 
site. For most industrial field sites, the WLC is a redundant pair of servers located in the 
site data center. One large pair of WLCs can manage thousands of APs.

Cisco Prime Infrastructure and Cisco DNA Center management: The Wi-Fi environment 
is one portion of a larger network infrastructure at any field site. Prime Infrastructure and 
DNA Center are two broader management platforms that manage all network infrastructure 
at the site. Prime Infrastructure is an element management platform that has broader 
historical support but has probably reached its peak maturity. DNA Center is a controller-
based, big data platform that leverages a deeper network system awareness to identify 
management anomalies and infrastructure deployment strategies. DNA Center is earlier in 
its lifecycle and embodies the future of network management.

Cisco Connected Mobile Experiences (CMX) and Cisco DNA Spaces: Many large field 
sites can contain thousands of Wi-Fi endpoints that move around and interact with 
each other electronically and physically. CMX and Cisco DNA Spaces are two endpoint 
location awareness tools that visually represent the locations of all endpoints and provide 
an API for other applications that require location awareness of all Wi-Fi endpoints. 
These tools digest signal strength data from the WLC and determine physical X and Y 
coordinates relative to the physical space on site.

Fluidmesh access and backhaul

When a network is required in a very harsh or high-speed environment, Wi-Fi can have 
limitations for roaming and convergence in some use cases. These requirements can be 
addressed by non-Wi-Fi meshing and fluidity technologies that have been popularized by 
companies like Fluidmesh.

Cisco leverages Fluidmesh, especially for hitless roaming requirements and highly sensitive 
real-time applications like autonomous or teleremote. With Cisco’s acquisition of Fluidmesh, 
there will also be other integration capabilities to leverage.

Mesh and fluidity are important components of the overall wireless solution and should be 
leveraged for specific areas of an industrial site that are difficult to service well with other 
wireless technologies.

LTE access

As the new millennium began in 2000, cellular voice networks were starting to transition 
their architectures to be converged voice and data platforms based on IP transport. This 
converged architecture has continued to grow and evolve into today’s LTE cellular devices, 
which serve a wide range of data use cases, from low-bit-rate serial connections to rich 
video experiences. 

Section 6
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A few things have stayed consistent over the years:

- Cellular technology (LTE) continues to be primarily used by service providers, and 
private spectrum is rarely available outside the United States and Europe. Private 
spectrum deployments are preferred by most industrial site operators, but this has only 
been possible in select locations.

- Service provider pricing models are primarily based on volume usage per month, per 
endpoint. Most industrial site operators prefer more predictable pricing models that 
don’t change month to month. 

- LTE technology protocols focus on scalable, deterministic transport that is robust when 
moving across multiple wireless cells.  

 
The primary reasons that industrial site operators want to deploy LTE are:

- As a canopy over large areas. LTE has a very large cell size compared to Wi-Fi, so in 
cases where a large area needs to be blanketed with coverage, a few LTE towers can 
cover what would take hundreds of Wi-Fi access points.

- Deterministic mobility. Cellular technology has always had a requirement to support 
seamless handoff between towers, and today’s LTE deployments have very consistent 
cell-to-cell handoff built into every endpoint’s data and voice connections.

- Quality of service. Part of the LTE protocol gives endpoints the capability to negotiate 
quality of service for specific applications using multiple mechanisms, including 
reservation and prioritization.

Section 6
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4G architecture: With the advent of LTE in 2011, IP transport was put at the heart of 
the architecture, and a number of packet routing and segmentation functions were 
distributed throughout the architecture to make direct integration with customer data 
networks possible. 

Customers could now extend MPLS VPNs to LTE endpoints across the mobility access 
network using a segmented infrastructure in the service provider. Doing this was very 
labor intensive for service providers and commanded a premium. An important design 
consideration for this integration continues to be that LTE endpoints traverse the mobility 
infrastructure to central network-to-network interfaces (NNIs) that result in significant 
latency and other quality-of-service challenges for sensitive applications. These latency 
and implementation challenges are addressed in 5G architecture changes.

The advantages of LTE that are mentioned earlier are definitely there in 4G, but the way 
service providers bring the technology to industrial sites has made it difficult to realize all 
the benefits identified. Recently there has been more acknowledgment from the service 
providers of unique needs in these sites, and they are being more creative with their 
service structures. These new approaches are still in early testing.

5G architecture: Most service providers in North America are starting to deploy 
components of the next generation of LTE architecture, called 5G. This architecture will 
be rolled out in stages, with some providers advertising a middle step that already boasts 
reduced latency and increased bandwidth capability. Most of 5G is coming in 2020, and 
some IoT features will not be deployed until after that.

Perhaps the most relevant benefits for industrial sites are dependent on the higher-
spectrum bands in 5G. Although there are benefits from radio technology improvements 
in all bands, many of the bandwidth and latency claims are dependent on millimeter-
wave bands that will require much smaller cell sizes than current 4G bands. This is very 
relevant to mines, since LTE mine architectures leverage great propagation properties of 
subgigahertz bands today.

As providers incorporate industrial site requirements into their 5G services, one benefit 
will be their ability to locate network control and routing functions on customer sites. This 
capability can keep more network traffic local and give more control to the customer when 
they experience issues or need to customize their network experience.

End-to-end network slicing is also a key benefit that simplifies segmentation and will 
become an increasing requirement in security policies. Today, segmentation is possible, but 
provisioning segments can be complex compared to the new network slicing capability.

Open vRAN (virtualized radio access network): Over the years, most of LTE’s technology 
direction has been determined by a few highly integrated manufacturers and the 3rd 
Generation Partner Project (3GPP). In recent years, a lot of momentum has shifted toward 
an open architecture that favors emerging private LTE companies. Cisco has actively 
engaged with a number of Open vRAN leaders to offer an end-to-end private LTE solution 
for customers. 

Integration between LTE and the rest of an industrial network highly depends on strong 
integration points. The Open vRAN architecture provides strong integration points with more 
infrastructure options and the lower cost of a competitive product environment.

Section 6

The benefits of 5G that most impact industrial sites are:

- Lower latency
- Higher bandwidth
- End-to-end network slicing
- Premises-based microdatacenter services
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LoRaWAN access

As Industrial IoT becomes more common in field sites, 
low-bit-rate data collection from these IoT devices will 
need to be a wireless access consideration. The most 
popular low-bit-rate solution today is long-range WAN 
(LoRaWAN).

The most useful features of low-bit-rate access 
solutions are:

- Low power requirements enable endpoints to be 
battery powered for years without changing batteries.

- Low bit rates work well on low-frequency bands, 
resulting in very large cell sizes, covering large areas 
of land.

- The intermittent nature of IoT communication allows 
cells to scale into thousands of endpoints. 

LoRaWAN infrastructure is made up of three  
primary parts: 

- Gateways
- Network servers 
- Application servers 

There is a provision in the 5G specification to address 
this low-bit-rate, low-power requirement.

LoRaWAN end-to-end architecture

Section 6
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Other wireless access mMethods

In addition to the wireless access methodologies 
described so far, there are numerous use cases that 
are built on other wireless technologies, specific to the 
use case that’s required. Here are a few examples from 
Cisco industrial deployments.

- Honeywell ISA 100
- Emerson WirelessHART
- Cisco Field Area Network (Wi-SUN-based mesh)

These access architectures will continue to make sense 
in vertical use cases that are largely independent of the 
other network elements and require certain features not 
available in mainstream approaches.

FPO Image

Section 6



Summary
As the digital journey for industrial field sites continues to 
mature, there are a handful of use cases that rise to make 
business cases more tangible. 

As the focus on specific use cases becomes real in each 
business context, the decisions about infrastructure to 
enable their adoption is also necessary.

Field sites are becoming more dependent on new use 
cases that require integrated infrastructure across 
application, security, and network infrastructure solutions. 

Cisco is a great partner to help customers in that transition 
to new integrated infrastructure.
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