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About the study
Higher education and training providers are frequently early adopters of new

 technology, in part because they serve particularly 
technologically dem

anding cohorts in the form
 of students and researchers.

Vector Consulting w
as com

m
issioned by Cisco Australia and New

 Zealand to better understand the role and im
pact of cloud in 

higher education and training. For the purposes of this report `cloud’ is predom
inantly focused on infrastructure as a service 

or cloud-based infrastructure. The study included desktop research, targeted interview
s and a com

prehensive survey, w
hich 

form
s the basis for this report. The survey w

as distributed electronically to Australian and New
 Zealand institutions to better 

understand their current view
s about w

here cloud w
as having the m

ost im
pact and how

 they w
ere planning for cloud. The 

survey w
as in field for tw

o w
eeks and all individual responses w

ere provided.

The changing landscape for institutes and system
s

Perfect storm
 of rising expectations, changing business m

odels and constrained funding

The higher education and vocational training sectors are facing a perfect storm
 of challenges driven by changes in society and 

the econom
y at a dom

estic and global level. Students, researchers and staff expect to consum
e technology easily and instantly 

but budgets for technology are being squeezed by reduced governm
ent funding. 

Organisational agility is now
 a com

petitive advantage

The only feasible w
ay institutions can do m

ore w
ith the sam

e or less resources is to transform
 their businesses and innovate 

processes, business m
odels and delivery platform

s. To do that, institutes need to be m
ore agile, efficient and responsive. The 

m
antra in universities, TAFEs and polytechnics is not just about taking cost out of their operations but taking com

plexity out so 
they can scale up or dow

n quickly and be flexible to changing needs and business m
odels.

Institutes have tw
o prim

ary levers to im
prove perform

ance and differentiate: digital and innovation

Student outcom
es, research im

pact and com
m

ercial returns are the higher-order goals of education and training institutions. 
Consultations w

ith higher education and training executives stress that it’s the outcom
es that m

atter, not the technology. But in 
2018 the technology does m

atter. The vast m
ajority of disruption occurring in the education and training sector is being driven, 

one w
ay or another, by technology. It is influencing how

 learning content is created and consum
ed, how

 datasets are accessed 
and analysed, how

 researchers collaborate, how
 operating m

odels drive efficiency, how
 system

s talk to sensors and how
 

econom
ies and labour m

arkets are reconfigured. 

Cloud is one of a num
ber of technologies that is having a profound im

pact on the com
petitiveness, relevance and effectiveness 

of education and training institutions. The study revealed that scrutiny of cloud w
as also being influenced by grow

ing concerns 
around cyber security and fact that the training of cyber security talent is now

 a m
ajor m

arket for universities and TAFEs. This 
them

e has been explored deeply as part of the Cisco’s international study tours in vocational education and training. 

Figure 1: The focus on cybersecurity is m
aterially im

pacting scrutiny on cloud planning and budgets

The m
ajority of institutions/
system

s across ANZ 
responded to the study

Dom
inated by CIOs 

Survey responses 
represented a 

geographic spread

…
of ANZ

   universities
…

of ANZ TAFE/Poly 
  Institutes or system

s
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University

TAFE/POLY

U
niversities

TAFE/PO
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Has the increased focus on cybersecurity created m
ore 

urgency and scrutiny around your cloud environm
ent? 

Profile for respondents to the survey

60%
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Im
peratives for institution technology 

In researching this report it w
as necessary to understand w

hat w
as driving universities and TAFE institutions to invest in  

technology. The consultations revealed a m
ix of business and technology outcom

es that w
ere being sought across the sector. 

In sum
m

ary, institutions’ technology investm
ents are being driven by the need to: 

• 
Deliver high quality and continuous service to students, staff and researchers 

• 
M

axim
ise application perform

ance including legacy applications 

• 
Provide a com

prehensive range of solutions to fit any learning style, budget or IT environm
ent

• 
Im

prove ease of use that m
inim

ises the need for training and hum
an interventions

• 
Autom

ate and sim
plify w

here possible and appropriate

• 
De-risk deploym

ent of new
 technologies and ensure ease of integration 

• 
Secure vital assets including virtual assets, data and system

s 

• 
Scale for grow

th opportunities in online student m
arket and new

 business m
odels (See quote below

 in relation to the 
m

agnitude and im
portance of scale): 

 “The dem
and for higher education w

ill grow
 from

 160,000,000 to 410,000,000” students 
– Lev Gonick, CIO of Arizona State University at the 2018 Cisco Higher Education Study Tour

How institutions are planning for cloud
Cloud’s im

portance has am
plified as m

ore services are being transferred to the cloud. W
hile the existence of a cloud strategy 

does not prove anything of itself, it is a proxy for how
 m

uch attention cloud receives w
ithin the broader digital and IT context. 

The vast m
ajority (83%

) of universities, TAFEs and polytechnics have a cloud strategy. W
hat’s m

ore revealing is how
 often 

those strategies are revised. Three-quarters (75%
) of institutions w

ith a cloud strategy w
ere com

m
itted to an annual refresh 

cycle w
hile 16%

 updated their cloud strategies m
ore than once a year, dem

onstrating how
 quickly cloud w

as evolving. At the 
other end of the spectrum

, 6%
 of respondents updated their cloud strategy only every three years. 

Figure 2: Prevalence of cloud strategies and refresh cycle

Despite 83%
 of institutions having a cloud strategy, only 65%

 of institutions defined the criteria for w
hether to host in a private 

versus public cloud environm
ent.

Figure 3: Existence of a criteria for public versus private cloud decisions

The existence of a cloud strategy correlated strongly w
ith an institution’s confidence in its cloud environm

ent. M
ost institutions 

(72%
) w

ere confident in their current approach, a quarter (25%
) thought their approach needed im

provem
ent and 3%

 indicated 
their approach needed a total refresh. TAFE and polytechnic institutions w

ere generally m
ore confident in their approach than 

universities and none believed their approach needed a total re-think.

Figure 4: Confidence in institute’s cloud environm
ent
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Do you have a criteria for what workloads are hosted in the private 
versus public cloud?

How would you describe the level of confidence in your institution’s 
current approach to cloud?

YES

N
O

D
O

N
’T KN

O
W

(Note this response is for universities and TAFEs/Polys)
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Preferred institutional cloud environm
ents 

Cisco’s business strategy is geared tow
ards facilitating and supporting m

ulti-cloud environm
ents. This recognises that for 

m
ost organisations – education and training institutes included – the choice of public or private is not alw

ays an either/or  
scenario. M

ore than half of all institutions described their cloud environm
ent as m

ostly private (51%
), hybrid (21%

) or 
m

ostly public (7%
) – i.e. m

ulti-cloud.

A fifth of respondents (21%
) described their cloud environm

ent as being alm
ost exclusively private. This is not surprising given 

institutions need to m
anage a broad range of legacy applications, the scrutiny placed on data protection and the fiscal  

environm
ent. W

hen asked w
hy they w

ould select private over public cloud there w
ere a num

ber of resounding sentim
ents (in 

order of preference). Private cloud w
as seen as better able to com

ply w
ith internal or external data standards, m

ore  
cost-efficient, m

ore secure and better equipped to host legacy applications (of w
hich there are m

any).

Figure 5: Profile of cloud environm
ents and perceived benefits of private cloud

Institutions reported that they didn’t alw
ays get their cloud decisions right the first tim

e, w
ith 13%

 of institutions having initially 
m

oved substantial w
orkloads to the public cloud only to reverse the decision later. The tw

o m
ost com

m
on reasons for transfer-

ring the w
orkloads back to private cloud w

ere cost (56%
 said it w

as because public cloud w
as too expensive) and poorer 

service levels.

Figure 6: M
ovem

ent of w
orkloads from

 public back to private 

Specific findings in relation to research, teaching and learning, and cam
pus operations are detailed in subsequent pages.

The value of cloud to education and training institutions 
Cloud technologies are im

pacting all aspects of university, TAFE and polytechnic operations. One of the objectives of this study 
w

as to understand w
here cloud – particularly in relation to infrastructure – offered greatest value.

For universities the greatest im
pact of cloud w

as in relation to research (48%
 of respondents nom

inated this as the area of 
highest im

pact). Cloud w
as considered a fundam

ental capability for universities to provide researchers w
ith access to the tools 

they needed, effectively and efficiently access and store data and intellectual property, and ensure services w
ere both available 

and highly secure. For universities the second-greatest im
pact of cloud w

as to support cam
pus operations and adm

inistration. 
This likely reflects the increased interest in digital cam

pus and the Internet of Things, w
here cam

puses are being transform
ed 

into living labs by using sensors and netw
orks to harvest new

 sources of data. Teaching and learning w
as a distant third, w

ith 
only 19%

 of respondents reporting it as their top area of im
pact.  

The responses from
 TAFEs and polytechnics w

ere m
arkedly different. No TAFE or polytechnic nom

inated research as the top 
area of im

pact even though m
any undertake applied research. M

ost interesting w
as the fact cloud w

as seen as three tim
es 

m
ore valuable in teaching and learning than cam

pus operations – a direct contrast w
ith university view

s. 

Figure 7: W
here cloud w

ill have the highest im
pact
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S
ection 3:

A
ction needed by governm

ent and TA
FE

s 
A

ustralia’s Training m
odel risks being unfit for purpose for technology driven w

ork 

Approaches to training in Singapore and H
ong K

ong highlight that A
ustralia’s accreditation of training 

content and the approach to delivery through the Training Package m
odeldoes not fit the needs of 

industry for adaptable digitally capable w
orkers.  

W
ithin Training Packages, the tightly prescribed assessm

ent requirem
ents against specific job 

functions for job roles focuses training on tasks. M
ost em

ployers, including those in new
 industries 

and or those adopting new
 technologies, recognise that graduates need know

ledge and capabilities 

that m
ake them

 open to learning new
 technologies and adapting in the w

orkplace.H
ong Kong has 

changed its approach to training and learning and V
TC

 has achievedan average of 90%
 graduate 

em
ploym

ent rate. 

There are a num
ber of opportunities available to institutes to m

ore effectively serve industry, including 

changing how
 students learn and think, not just w

hat they learn. The approach in H
ong Kong is to 

deliver highly personalised learning, deliver flexibly w
ith extensive use of sim

ulations and ‘hackathons’ 

to m
ake the learning m

ore hands-on and engaging (as set out below
). 

G
overnm

ent needs to urgently respond to industry’s call for students w
ith m

ore rounded personal 

capabilities by enshrining them
 into the curriculum

 m
ore form

ally. The Australian training packages 

system
, as an exam

ple, does not adequately reflect these new
 attributes industry is seeking. C

isco 

and O
ptus are w

illing to play their part in helping redefine w
hat an em

ployable graduate looks like.  

Im
m

ediate investm
ent in technology to equip institutes for the training needs of Industry 4.0 

Tw
o areas w

here urgent investm
ent is required are classroom

 technology and cyber security. The 

case for investm
ent in Sm

art C
lassroom

 technology is com
pelling but com

m
ercial business 

caseshave tended to be w
eak or non-existent. Too often business cases focus on technology features 

rather than benefits to student engagem
ent and outcom

es.As part of the study, C
isco and O

ptus 

show
cased their Sm

art C
lassroom

 business case tool,w
hich is available to Australian TAFEs. The 

business case tool allow
s institutes to calculate the com

m
ercial value of Sm

art C
lassroom

 

infrastructure on student acquisition/retention, trainer productivity, travel expenditure and retiring of 

legacy system
s. TAFEs can now

 precisely calculate the costs and benefits and produce a rigorous 

Sim
ulations 

Hackathons
Supports Personalized 

Instruction
Hands-O

n

W
hat Students Learn

•
N

etw
orking

•
S

ecurity and C
ybersecurity

•
IoT

•
P

rogram
m

ing

•
Linux and G

eneral IT

How
 Students Learn

•
Learning by doing

•
P

roblem
-solving

•
P

roject-based learning

•
Initiative and leadership

•
R

eal-w
orld experiences

How
 Students Think

•
C

ustom
er-centric m

indset

•
C

ritical thinking

•
P

ersonal and social responsibility

•
B

usiness context

Courses in
20+ Languages

Flexible Delivery

Value of cloud in teaching and learning
Every aspect of teaching and learning is being im

pacted by technology. This includes w
hat students learn – including a m

ajor 
focus on Science, Technology, Engineering and M

aths (STEM
) – how

 students learn and how
 students think. Universities, 

TAFEs and polytechnics are constantly looking for w
ays to evolve pedagogy to reflect how

 people learn in their social lives: 
real-tim

e, collaborative and experiential. 

Figure 8: Im
pact technology can have on learning
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Respondents w
ere asked about the role cloud played in teaching and learning and w

hy there w
as such a strong tendency 

tow
ards private cloud for infrastructure and tools related to teaching and learning. W

hile Cisco is a m
ulti-cloud provider, and 

therefore agnostic about w
hat types of cloud are deployed, it w

as interested to understand the rationale for cloud choices. 
Figure 9 dem

onstrates the m
ajor advantages of private cloud for teaching and learning are:

• 
Capacity to support a greater num

ber of teaching and learning applications, including legacy system
s (60.5%

)

• 
Im

proved security of student data (50%
) and com

pliance w
ith internal and external data standards

• 
Reduced tim

e to deploy (37%
) and reduced cost to deliver (37%

)

Figure 9: Benefits of private cloud in teaching and learning 

W
hat benefits does private cloud offer over public cloud for 

teaching and learning?

W
hat benefits does private cloud offer over public cloud from

 
an adm

inistration perspective?

Value of cloud for cam
pus adm

inistration
The transform

ation of university and TAFE cam
puses has been acute. Australian education and training providers are am

ong 
the m

ost technologically progressive globally, equalled only by their equivalents in countries such as Singapore, Israel and 
Denm

ark. The Internet of Things (IoT), in particular, is starting to have a profound effect on how
 institutions digitise their ow

n 
cam

puses. Beyond that the entire process of enrolling, engaging and supporting students is now
 data-driven and digital. The 

w
ay that institutions - including the technology function - operate has also been changed by digital in fundam

ental w
ays. The 

im
pact of cloud, IoT, analytics and m

obility, am
ong others, continues to gain m

om
entum

. The focus has m
oved from

 reliability 
to agility, from

 adm
inistrative efficiency to custom

er experience, and so on (see Figure 10). 

Figure 10: How
 digital technologies, including cloud, are changing the w

ay institutions operate

Value of cloud for research 
As noted earlier, the value of cloud for universities is particularly acute for research. This is driven by a num

ber of factors, not 
least the sheer volum

e of data now
 available for collection and analysis. Research disciplines such as bio-inform

atics,  
genetics and quantum

 com
puting are generating unprecedented volum

es of data that needs to be searchable, retrievable and 
m

ost im
portantly secure. This w

ill continue w
ith im

provem
ents in com

puting pow
er coupled w

ith low
er cost com

pute. 

The m
ulti-disciplinary and m

ulti-geography nature of research m
akes cloud a natural choice. But the ease of use and  

accessibility of cloud also has perverse consequences, including creating the potential for shadow
 IT at the individual  

researcher level. As described in Figure 12, one of the m
ajor challenges for universities is providing researchers w

ith cloud 
services that are easy to consum

e and procure but also highly secure and cost-effective. 

Figure 12: Research-related issues in relation to cloud 

• 
Strict rules in relation to data sovereignty

• 
Researchers buying w

hat’s easy, not necessarily    
       w

hat’s appropriate and secure
• 

High cost of cloud-vendor lock-in
• 

Balancing value for m
oney w

ith ease of use
• 

Challenges getting visibility of cloud users and usage
• 

Integrating data that is distributed across m
ultiple

        cloud providers and infrastructures
• 

Ensuring high levels of cyber security

• 
Need to m

ake consum
ption easy w

ithin param
eters

• 
Need to evolve com

m
ercial m

odels so researchers
 

are using invoices rather than PAYG credit cards to 
 

procure cloud 
• 

Providing a m
echanism

 to allocate quotas to
 

users/user groups w
ith w

arnings around consum
p-

 
tion in real tim

e
• 

Use of applications (e.g. Cisco’s App Dynam
ics) to

 
better understand how

 applications are used so the
 

cloud environm
ent can be better architected

The tendency tow
ards private cloud for adm

inistrative functions w
as also explored w

ith respondents, w
ho cited tw

o m
ain 

reasons for their preference:

• 
Capacity to support m

ore applications, including legacy

• 
Increased security of adm

inistrative data

Figure 11: Benefits of private cloud for adm
inistrative functions
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The bias tow
ards private cloud is also acute in relation to research (recognising that all but 7%

 of respondents nom
inated either 

a private or hybrid cloud environm
ent in their institution). The benefits of private cloud w

ere m
uch m

ore evenly distributed for 
research than teaching or cam

pus adm
inistration. M

ajor call-outs included private cloud’s advantages in relation to delivery 
cost and capacity to support m

ore applications. 

Figure 13: Benefits of private cloud in research

21.05%
26.32%

26.32%

13.16%

31.58%
31.58%

31.58%

*Note the not applicable response above relate to TAFEs/Polys 

W
here institutions and training system

s turn for advice 
about cloud
One of the m

ost surprising findings from
 the study w

as the lack of a single source of ‘authority’ in relation to cloud. This  
possibly reflects a num

ber of factors:

• 
The speed at w

hich technology changes and therefore the am
ount of advice required

• 
The crow

ded nature of the cloud m
arket

• 
The intersection betw

een the sim
ilarly crow

ded cyber security m
arket and cloud

• 
The fact that no single view

point is sufficient for institutions to m
ake decisions

W
hen asked w

ho institutions turned to and trusted for advice on cloud it w
as specialist consulting firm

s and in-house expertise 
that had the greatest currency. Service providers, infrastructure vendors and application vendors com

m
anded sim

ilar levels of 
trust to large consulting firm

s. A m
ajor issue is understanding the com

m
ercial im

plications of cloud before m
aking m

ajor  
decisions. Other challenges include internal capability, keeping pace of technology change and im

proving visibility of w
hat’s 

going on in their ow
n cloud environm

ent.  

Figure 15: Challenges related to cloud decisions

Figure 14: Trusted advisors on cloud

W
ho do you trust m

ost for advice on cloud strategy?

W
hat are the m

ajor benefits of private cloud from
 a research perspective?

W
hat are the biggest challenges in m

aking decisions about cloud?
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Roadm
ap for cloud

The logical question on m
any institutions’ m

inds in relation to cloud is: w
here to next? Research undertaken separately by 

Cisco and captured in Figure 16 indicates that very few
 organisations (11%

) have fully optim
ised their cloud environm

ent,  
leaving significant room

 for im
provem

ent and need for investm
ent. Conversely m

ore than a third (37%
) across all industry  

sectors described their adoption of cloud as ‘ad hoc’.

Figure 16: Optim
isation of cloud services

W
hat’s keeping executives awake at night

The natural end point for a study such as this is unresolved issues. Institutions w
ere asked to nom

inate the issues that w
ere 

keeping them
 aw

ake at night. The findings reveal an array of issues spanning the spectrum
 of finance, hum

an resources, 
technology and business process. A num

ber of issues stand out for both the extent to w
hich they are shared and for w

hat they 
reveal about life in a contem

porary education or training institution. They include:

• 
Unrealistic expectations about cloud’s benefits from

 stakeholders (prim
ary cost reductions)

• 
Difficulties sourcing the capability to architect and im

plem
ent cloud 

• 
Securing data hosted in the cloud

Figure 18: M
ajor issues for institutions

The precise nature of future investm
ents w

as also explored as part of the study. Institutions w
ere asked to rank a broad range 

of cloud services in term
s of the level of attention and resourcing they w

ere likely to receive in the com
ing year. Autom

ation 
and orchestration of cloud attracted m

ost interest (70%
), then data protection services (62%

) and analytics/reporting (62%
).  

Figure 17: W
here institutional resources and effort are likely to be directed
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14 Conclusions 
The future is m

ulti-cloud, w
ith a preference for private cloud

Despite cloud environm
ents being m

ostly private (51%
), hybrid (21%

) or m
ostly public (7%

) there is a strong bias tow
ards 

private cloud. This is driven by advantages around cost, flexibility and capacity to support legacy applications. The m
ajor ques-

tion for institutions is less about w
hich cloud and m

ore about how
 to m

aintain controls and visibililty across a range of clouds.

Security has to be em
bedded in the cloud

The relationship betw
een security and cloud is becom

ing stronger. Scrutiny on cloud decisions is largely driven by the renew
ed 

focus on cybersecurity. Em
bedding security in infrastructure is increasingly com

m
on so threats can be detected early and 

responded to quickly.

The com
m

ercial im
plications of cloud decisions are not w

ell understood

Despite advice from
 m

ultiple sources (including independent advisors) institutes and system
s still view

 the com
m

ercial side 
of cloud as a black box. Institutes reported not know

ing w
hat the true costs (or potential savings) w

ould be until after services 
had been deployed – i.e. w

hen it’s too late. In som
e scenarios w

orkloads w
ere transferred from

 public back to private cloud 
because it w

as too expensive but also because it didn’t deliver the desired outcom
es.

Cloud is now
 a strategic tool in education and training and a prerequisite for delivering student, staff 

and researcher value. 
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And what’s next…

The following next steps were canvassed at the Summit:

• Consideration given to the establishment of a digital industry advisory committee with Optus and Cisco as founda-
tion members to ensure industry’s voice is prominent in training sector discussions (including through TAFE Directors 
Australia (TDA)).

• Advocacy to the government about the importance of CTE as an economic driver.

• Staging a digital showcase at the TDA Annual Conference that picks up themes from the Summit. Invitations will also 
be sent to institutions from Asia that participated in the Summit.

• Institutes that participated in the Summit to re-convene (virtually) to discuss.

• Responding to a Commonwealth Government’s review of rural and regional education. The review contemplates the 
role technology should play across K12, CTE and higher education.

Perspectives from Career and Technical Education (CTE) 
Leaders from the Asia Paciƒ c

Skilling the Current and Next Generation 
Workforce for a Digital Economy

June 2017
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