
KTN Customer Benefits

Business Outcome Business Benefits Achieved by These KTN Deliverables

Greater ability to manage 
business risk in the network 

• Reduced risk of network outages
• Maximize network availability and reduce mean time to restoration
• Greater business confidence through improved network intelligence
• Ability to measure cost vs business risk for entire network
• More effective mitigation of network threats 
• Accelerate time to market for the customer’s own services     
• Obtain smooth and timely access to Cisco support resources

• Identifying critical devices that are reaching or have passed last date of support (LDoS)
• Identifying any security issues or possible vulnerabilities in the network
• �dentifying critical devices that are not covered by service contracts and understanding 

�risks involved
• Detailed understanding of installed base
• Upgrading hardware and software 
• Updating and correcting service contract data which minimizes entitlement issues

Improved business performance • Link technology goals to business goals
• More effective network architecture planning for business growth 
• Accelerate time to market for the customer’s own services 
• Optimization of network performance to meet business needs
• Quicker return of investment (ROI) through faster IT infrastructure project deployment

• Detailed view of Cisco and third-party devices
• �Analysis of current devices in the network, including Cisco IOS® Software release and product 

lifecycle status
• Refreshing LDoS equipment
• Adopting new technologies quicker
• Offering a network view vs device view

Improved financial management  
of network assets

• Improved network lifecycle management and planning
• Better asset management for taxation, accounting and compliance
• Greater ability to budget for network expansion and improvement
• Improved budget planning for other network expenditures
• Serves as an inventory management tool for internal 
  management reporting
• Reduce total cost of ownership (TCO) associated with downtime and 
  equipment maintenance

• Identifying devices that are reaching or have passed LDoS
• �Complete asset register of Cisco devices, giving a comprehensive network view • Improved 

service contract management
• Refreshing LDoS equipment
• Identifying devices that are not covered by service contracts and understanding risks involved
• Identifying host names, locations and IP addresses of devices
• Cisco IOS Software rationalization

Sales Guide

What is Know the Network (KTN) Solution?
The Know the Network (KTN) solution is a set of business capabilities for collection-led, intelligent  
installed base management.  KTN helps you make informed decisions about your network in 
regard to risk, performance and financial management. KTN provides network inventory reports 
containing uncovered items, last date of support (LDoS) items, contract status and site informa-
tion. KTN inventory reports are created by performing an electronic scan of your network using 
unobtrusive Cisco® technology. KTN is included in some existing Cisco programs or may also be 
offered as a one-time event.
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Customer Q&A
Q. Will the KTN collection process compromise our network security?

A. �The KTN collection process uses a strictly read only application. It does not modify 
any part of the network or change any configuration details. The collected network 
data transmitted to Cisco is encrypted.

Q. Will the KTN network collection process impact our network performance?

A. �Only very small amounts of data are being collected. The network bandwidth used 
and network traffic generate is negligible, so the impact on network performance  
is miniscule.

Q. �What happens to our network data that Cisco analyzes to produce a network 
inventory report?

A. �Data collected during the course of a KTN engagement follows all established global 
Cisco Security and Privacy protocols as outlined in the Cisco Systems Inc. Online 
Privacy Statement.

In summary, this means: 

•	 Cisco does not share collected data with any third party, unless given prior written 
consent from the Cisco reseller or end customer. 

•	 All data is transmitted from the network to Cisco using industry standard encryption.

•	 All data is handled behind a Cisco IT firewall, and is protected in the same manner as 
all other business critical Cisco data. 

•	 All network collection data is maintained on an internal Cisco server with licensed 
virus protection software. 

•	 Access to any network collection data is limited solely to Cisco account teams 
servicing the reseller/customer and/or the reseller leading the KTN engagement. 
Customers, of course, are free to share their data with others as they choose. 

•	 During report processing, access to the network collection data is limited to Cisco 
employees necessary to the creation of the network inventory report. These employ-
ees access the data strictly through Cisco’s secure servers. 

Q.�� Is there a list of third party vendors and devices that the KTN network collection 
process can report on?

A. �One of the current KTN network collectors will discover devices of all vendors as long 
as they support Simple Network Management Protocol (SNMP).

Q.�� When third party devices are discovered, what information is reported?   

A. �The current KTN network collector does not report on service coverage, product 
security alerts (PSIRTs) or field notices for third party devices. End-of-life milestones 
are provided for some third party devices, including those from Nortel (now Avaya) 
and Juniper. With most of the vendors, it will discover information based on generic 
MIBs, such as IP and MAC addresses, and system description. With entity MIB sup-
ported equipment it will discover cards, ports, etc. With Cisco and, to some extent, 
Nortel, Juniper, and HP (ProCurve), it will also discover internal device configuration, 
memory used, configuration files (Cisco device only) and some other data that is 
stored in the vendor private MIBs.

Q.�� �Will the KTN network collection provide information on items in the network that 
are supported or managed by another Cisco partner?

A. �To protect partner proprietary information, Cisco has implemented procedures 
so that partners have visibility to information in network inventory reports that 
pertains only to the contracts registered to their Cisco.com user ID. If the network 
collection is done by Partner A, the serial number product ID, and item type of the 
devices managed by Partner B are provided. Service contract-related informa-
tion is blocked and replaced with “Other” when a device is covered by a service 
contract not registered to the partner’s Cisco.com user ID.
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