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Wireless Standards — Past, Present, and Future

MedlaRlch Mission Critical

\
Future

802.11ac-2
3.5Gbps

802.11ac-1

802.11n 1Gbps

1450 Mbps

| 802.11g
802.11a,802.11b 54 Mbps
11 Mbps -

CLIENTS/ BANDWIDTH

11Mbps.

Early 2000 2002 2004 2006 2008 2010 2012 2014

Please share under NDA only



IT Top of Mind

How do | manage complexity to reduce
COSts?

Can | offer secure, mission critical
wired/wireless access services?

Am | iInvesting In an architecture
future-proofed for scale?

Is Your Network Ready?




Cisco Strategy for
Converged Access




CISCO UNIFIED ACCESS EVOLUTION

6560 06666
Wireless Security
Policy
Enforcement Wired Policies Wireless Policies Guest/ VPN Policies
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CISCO UNIFIED ACCESS EVOLUTION
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CISCO UNIFIED ACCESS PILLARS

ldentity Prime : :
. . Wired and Wireless Network
Services Engine (ISE) Management

——————— 2 _

| | | » Consistentfunctionality across wired and
- Self-provisioning portal—My Devices  » One applicationfor Cisco Prime wireless
.S G A SGA Infrastructure 1.2 —wired/wireless »Context Aware Access— Secure Groups
ecute Group Access ) Access (TrustSec/SGA)

simplified role-based access control
and enforcementbased on context,
avoids manual ACL/VLAN configs

 Application Visibility and Control
(AVC), visualizing application flow for
wired and wireless

»Sub-second Stateful SwitchOver (SSO)
»Application Visibility and Control (AVC)

One Policy One Management One Network




One Policy and One Management

Identity Services Engine (ISE) 1.2 Prime Infrastructure 2.0

Good s
- S ——

= phie : E Robert Brown
e P

Rl i
airwatch

CUSTOMER PROFILE

DEVICES: laptop, iPhone, iPad

HubQAIrm- APPS: email, Twitter,

SharePoint, Skype, Words with
o ZEMNPRISE

Friends, Shazam, IM, Pandora
3rd Party MDM Integration 360° Experience: across applications, services and end-users
Industry’s first real-time device feed service via cloud Best Practices and New Automated Workflows
Automatic Policy Compliance Check

Day One Support for Catalyst 3850, 5760 Controllers and Next Gen 802.11n APs

ONE POLICY ONE MANAGEMENT "“



Controller Product Portfolio
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© 8500 Multi-Architecture
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- Scale (Number of Clients, APS)

Roadmap is highly confidential and reflects current plan. Subject to change without notice




One Network with Converged Access

One Network

_'".
D - —

<
000 gy 000
Catalyst 3850

Converged Access Mode
 Integrated wireless controller
 Distributed wired/wireless

One-Poliecy One Management
ISE Prime

©
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Converged Wired-Wireless Access

Cisco Catalyst 3850 Switch
480G W/Stacking

WIRED WIRELESS
Powered by New Programmable ASIC
High Performance Industry’s Most Scalable Access Platform  Rich Feature Set
Wireless to Wired conversionin ASIC  6X Performance vs. Current Generation StackPower, AVC, FNF, Granular QoS

25+ Years of IOS Excellence—Now on Wireless



Slngle Platform for Wired and Wireless

20+ Years of IOS Richness — Now on Wireless

o

g—

WIRELESS, ——

“ Features: Features:
«802.11n e Stacking
» CleanAir » Stackpower
* VideoStream  Trustsec*/Identity
* Radio Resource * AVC/Medianet*
Management (RRM) « Flexible Netflow
-Wirelesslntrusion » Granular QoS
Prevention System :
(WiPS) Benefits e Smart Op_eratlons
«802.11ac Ready « Built on Unified Access Data Plane * EnergyWise*

(UADP) ASIC — Cisco’s Innovative
Flexparser ASIC technology

 Eliminates operational complexity
° Slngle Operating System for Wired and new platfqrms at introduction. Features

marked with * are expected to be added

WIEIESS within 12-18 months

Note: All features may notbe available on




NEW Catalyst 3850 Switch (Target FCS Jan 2013)

: Up to 50

Wireless CAPWAP - . APs/2000 clients : 4q0 p,
Termination ~ perstack, and g psB dwidth
 40G per switch  ; >racing BAncw

......................... FRU Fans’
_Upto 2000 Power Supplies
Clients per Stack
Fu” POE+ ......................... Stackpower
Granular QoS/Flexible 1 ol e SGT/SGACL*
NetFlow ¥y

40 Gbps Uplink
Bandwidth

Line Rate on All Ports

Built on Cisco’s Innovative “UADP” ASIC

* Roadmap



Catalyst 3750-X and Catalyst 3850

Stacking 64 Gbps 480 Gbps

IOS Wireless Controller No Yes

Queues per Port 4 8

QOS Model MLS MQC

Uplinks 2 x 10 Gbps 4 x 10 Gbps

Buffers 6MB/48 port model 12MB/48 port model
Stackpower Yes Yes

Native Flexible Netflow Support No Yes

Multi-Core CPU for Hosted Services No Yes

Flash Size 64 Mb 2Gb

Operating System |OS on 15.0 release train |OS-XE on 15.0 release train



UADP ASIC in Catalyst 3850 Enables Convergence

Built on UADP

 Unified Access Data Plane

Unique and powerful Cisco innovation
 Hardware performance with
software flexibility

 Optimized Performance

« CAPWAP encapsulation/de-capsulation,
Flexible Netflow, QoS happens in ASIC for
line rate performance

 Future Proofed and Programmable
 Flexparser enables new software features
(like SDN) over the product lifetime
e UADP is used across multiple platforms —
Catalyst 3850, Sup 8E, WLC5760

Please share under NDA only



|OS XE Evolution

10S 12.2(52)SE

» Modern IOS to
enable multi-core
CPU

e Easy customer
migration

* While maintaining
|OS functionality

and look and feel Management Interface

» Allow hosted
applications like
Wireshark

Module Drivers

Kernel

© 2010 Cisco and/or its affiliates. All rights reserved.

Features
Components

16



Network Wide Visibility for Faster Troubleshooting

Converged Access Deployment

Benefits

e Track applications at every hop
- CAPWAP Tunnel terminated at the access switch

* Root cause issues quickly

App level visibility — Flexible

Employeejoins Netflow, Wireshark*

webex call on . .
iPhone Media Troubleshooting

— Medianet*

Employee _ s
iPhone Device Identification
connected - Device Profiling*

~— APCAPWAP Tunnel - Software Roadmap - within 12-18 months after FCS



Flexible NetFlow for Converged Access

Complete Visibility into Wired
+Wireless Traffic at the Access

_  FNF for the first time on Wireless
Understand Bandwidth

consumption by various « Consistent Configuration for Wired+Wireless
devices and applications — Single flow monitor can be applied to wired ports and SSID

* Natively availablein the UADP ASIC

— No additional hardware required

« Can monitor East-West (peer-to-peer) and North-South flows

— 48k flows on the 48 port model.
e 0% Collector SKUs available at FCS

| I | | \ | — Actively working with PAM and 3" party collector
s ! vendors for supporting key and non-key fields

Detect Anomaly in Traffic flows




U U =
Pt T‘r =
pe——=\
Per AP OO0O00
_ : 2.4 Ghz ! 5 GHz
Per Radio SN\
Per SS|D l'; SSID‘: SSID i SSID
b1 2R
Per Client Wl (&

MQC based CLI

e Alignment with 4500E series
» Class-based Queuing, Policing, Shaping, Marking

New QOS features

» Hierarchical Bandwidth Management (HBM) —
Per AP-Radio-SSID-Client upstream and downstream

» Approximate Fair Drop (AFD) —
Fair sharing of bandwidth

» Per-user-per-application-level policing and
marking in SW roadmap
QOS by the numbers

* Queues/port for Wired traffic :

8 (Up to 2P6Q3T queuing capabilities)
* Queues/port for Wireless traffic : 4
» Buffers - 12 MB/48 port model

« 2000 Aggregate & 48k Microflow Policers



Hierarchical Bandwidth Management

per SSID Bandwidth

Converged Access _
Deterministic SSID bandwidth
:

10% min sw w® EEY T *w 9004 min BW

C.5ue.st Kg (o000 ?j Enterprise
00 '
NN

e O ¢
]
!._- [

BW allocation

- Guest

___ Enterprise

Fair Sharing

Usage based fair bandwidth allocation

Enterprise
o O
o | =~ | .J |
Heavy Hitter é'
. . [
(BWhog) Fair BW allocation ==r

B Heavy Hitter



Proof: Consistent QoS, FNF, ACL Configs on Wired-
Wireless

wlan Reaper 2 Reaper Flexible NetFlow
defined for wired

clientvlan 15 .
and wireless

Ip flow monitor v4 input

QoS application on SSID

for ingress/egress. Same

security wpa akm psk set-key ascii 0 skunkworks =" Wesrie vemd on & s
— g— port as well

Ip flow monitor v4out output

service-policy inputingress-ssid

service-policy output egress-ssid
QoS application for
clients on SSID for

service-policy client out egress-wireless-client ingress/egress

service-policy client in ingress-wireless-client

ip access-group restrict_access @
|P Access-group

application on SSID

Please share under NDA only



Security — For Converged Access

Session Aware Networking

« Single Point of Policy Enforcement for Wired and Wireless:

e Session based access — simplifies on-boarding and policy application

* Wired — Port based 802.1x authentication, Web auth, MAB. Flex-auth
support available for wired.

» Wireless — 802.1x, MAB, Web Auth

* Wireless Intrusion Prevention System (WIiPS) for
protection against wireless attacks

e Supports integration with MSE
» Control Plane Protection (Static configuration at FCS)

« Roadmap for other Trustsec features — Device Sensor, MACSec,
SGA (12 — 18 months after FCS)




Understanding Current Deployment Model
The Wireless LAN Controller

% el
ISE @ '@ Prime

| Access

Points

(000000

Known Deployment Model

 Wirelessis an Overlay Network
o Software components withinthe WLC
today:

 Mobility Agent (MA) is responsiblefor:
— AP CAPWAP termination
— Maintaining client database
— Policy enforcement

e Mobility Controller (MC)isresponsiblefor:
— Client Mobility
— Radio Resource Management (RRM)
— WIPS, Spectrum Management

s Inter--Controller EolP/CAPWAP tunnel
AP-Contoller CAPWAP tunnel




Better Scale and Bandwidth with Converged Access
Separation of MA and MC

« Traditional Controllers continue to play MA
A and MC
o Catalyst 3850 can play the role of both MA

and MC

« Valid for Branch and small-medium campus type
deployments

 Moving the MA only to the Catalyst 3850
(typically in large campus) helps with:
» Improved Scalability —larger mobility domains

e |ncreased wireless bandwidth
* Uniform wired/wireless policy enforcement

AP Capwap Tunnels @ Mobility Tunnels



Increased Wireless Bandwidth with Converged Access

Campus (3840 users) Small Campus or Branch (192 users)

-~ Number of Switches: 4

-J_‘l.zm.i".‘u

Number of Switches: 80

-J_‘u 00
-J).JL.CU
-J).JL.CU

Total Wireless Cat 3850

_ | | Total Wireless
Bandwidth (Tbps)

Bandwidth (Gbps)

40G on Every Switch
Future Proofing your Network

for 802.11ac and beyond



Distributed Intelligent
Services with Catalyst
3850




Catalyst 3850 Distributed Services

Cisco TrustSec

Context-aware Wired/Wireless Security

Application Visibility and Control

Intelligent Distributed Application Services

SMant:@ps

Simplify Operations for Reduced 11CO

Resiliency

Maximum Uptime for Mission Critical Application

© 2012 Cisco and/or its affiliate s. All rights reservec

Please referto the Software Roadmap for the list of features supported at FCS and upcoming releases



TrustSec Radically Simplify BYOD Deployment

Automatically Identify Devices
With Device Sensors, Cisco ldentity Service Engine

Centralize Policy Definition
With Cisco ISE — Define policy for access, authentication and more

Scale Personalized Policy Enforcement

With Security Group Tags, Secure Group Access Control Lists

a
: 1=y
o

Please refer to the Software Roadmap for the list of features supported at FCS and upcoming releases



TrustSec

Use Case: Radically Simplify BYOD Deployment ...1

Automatically Identify Devices

ldentify Centralize Policy Enforce

Cisco Identity Service Engine

ISE

Catalyst 3850 Device Sensor*automaticallyidentifies end points

Switch sends Device Sensorinformationto ISE

End Points assignedtoappropriate VLANs automatically
Ends Points assigned appropriate QoS automatically

ISE authenticates ends pointsand applies security policies

Please refer to the Software Roadmap for the list of features supported at FCS and upcoming releases



TrustSec

Use Case: Radically Simplify BYOD Deployment ...2

Centralize Policy Definition

ldentify Centralize Policy Enforce

Cisco Identity Service Engine

ISE

Another Building/ Campus/ Branch

Users moves to new location
Centralized security policies applied
No new policy configuration on switch

Catalyst 3850

Please refer to the Software Roadmap for the list of features supported at FCS and upcoming releases



Use Case: Radically Simplify BYOD Deployment...3

Role Based Security Enforcements

ldentify Centralize Policy Enforce

Cisco Identity Service Engine
ISE
)

Confidential Data

Catalyst 3850
Student tries to access confidential grades database
Security Traffic is tagged with user identity

Group Tags Switch blocks access to database due to tag
mismatch with Secure Group Access Control List

Please refer to the Software Roadmap for the list of features supported at FCS and upcoming releases



AVC

Collaboration Application Recognition Engine
(CARE)

Internet Applications- L7

» Applications such as YouTube, Netflix, BitTorrent
(P2P), etc. will be blocked at the edge

Wired/Wireless Recognition

ldentify Voice/Video Traffic — Wired/Wireless (MSI and DPI)
Marking/Enforcement with QoS

Export to FnF — App ID, Device ID, and User ID in IPFIX, v9 format
Produce Metadata

CLI Statistics (Top Talkers — Application, User, App/User)
Controller GUI Statistics

Cisco Prime Infra/Assurance Support

Supported Applications

— Cisco Phone, Telepresence, Digital Media Player, Jabber/Move,
IPTV, Skype, RTP, Webex, IP Surveillance, SIP, SCCP, H.323,
RTSP, MS Lync 2007/2010

Please refer to the Software Roadmap for the list of features supported at FCS and upcoming releases



Maximum Resiliency with Stateful Recovery

Converged Access Deployment' Benefits

sE O pime  Sub-Second AP Stateful failover
(no SSID outage)

e Richresiliency features available
across switch and controller

e \Works seamlessly with Cisco’s
Resiliency Best Practices

NSF

Stacking/
Stackpower

Proven Cisco Resiliency Design across wired and wireless



Wireless Deployment
Options




Unified Access—Wireless Deployment Modes
ﬁ

Standalone APs Traffic Distributed at AP Traffic Centralized Traffic Distributed at Switch
at Controller

Target :
okl SmallWireless Network Branch Campus Branch and Campus
Positioning
Purchase Wireless only Wireless only Wireless only Wired and Wireless
Decision
» Simple and cost-effective for * Highly scalable forlarge « Simplified operations * Wired and Wireless
small networks number of remote with centralized control common operations
Benefits branches for Wireless * One EnforcementPoint
* Simple wireless operations  « Wireless Traffic visibility *+ OneOS (I0S)
with DC hosted controller at the controller  Traffic visibility at every network layer
* Performance optimized for 11ac
Ke * Limited RRM, ¢ L2roamingonly « System throughput « Catalyst3850 in the access layer
y no Rogue detection  WAN BW and latency

Considerations .
requirements



Unified Access—Wireless Deployment Modes
Highly Differentiated Value Across All Deployment Models

Converged-

Autonomous FlexConnect Centralized
Access

Bestof Breed RF &
One Policy—ISE

One Management—Prime (0/'1

Sub-Second Failover

',/" ~ \ ' N\
\ ! \ [
] { ) [
/ \ /. \\ y

Advanced Features, Highly Scalable
Application Visibility and Control*

TrustSec/SGA

%

One Operating System LAN and WLAN

Network Wide Traffic Visibility

Common Policy Enforcement for LAN and WLAN

* Roadmap * With

Please share under NDA only \ANL CE7AN



Best-In-Class Unifled Access Products

Differentiating Capabilities at ECS

Optimized for 802.11ac deployments

- ea

pnem e L s =

WLC 5760 Catalyst38500r 802.11n G2 Access Points

60 Gbps wireless throughput C I0S O ina S dE Catalyst 3850
i ommon eratin stem and Feature - i
- Upto 1000 Aps P g oy 40 Gbps wireless throughput

] ’ - Upto 50 APs per Switch / Stack
Upto 12000 Clients Granular QoS - Upto 2000 Clients per Stack
|OS-based ACLs

EEM/ TCL Scripting, Secure Copy
Flexible Netflow v9
Multiple LAG

Right-To-Uselicense model

Within 9 months of FCS, enterprise campus feature parity with existing controllers
(AP SSO with WLC5760, ISE 1.2, AVC with G2 802.11n APs, full featured device GUI)

OEAP, FlexConnect, Mesh, and outdoor AP support planned for IHCY14




Wireless Controller 5760
Platform Overview

CAPWAP termination and DTLS in Hardware

60G wireless capacity per appliance
1000 APs and 12000 clients/appliance
Converged and Centralized mode Best-in-Class
IPv6 addressing on interfaces, IPv6 ACLs Wireless
Right-to-use licensing scheme for AP scale
Supports IOS-XE: Controller
Flexible Netflow v9
Advanced QoS
Downloadable ACL
Multiple LAG

Secure Shell, TCL Script/EEM

Cisco 5700 Series Wireless Controller

Please share under NDA only



Cisco WLC 5760

Centralized, or ------ i Up to 1000 _ FirstIOS-Based -—-; !
Converged Access | Access Points  Wireless LAN Controller :
Deployment Modes '

Up to 12,000 Concurrent Clients

pm—m= AP Stateful
Failover*

B o o e

L C!sco 5700 Series Wireless Contre
‘ A f(:(.

i : % ; " M 4_;
’ g ’ e -.: . [= : & f-:_g AL (J 1(’) ;dj) 1_'{-}‘ .40
6x 1/10G SFP+ -~ ! : S— 60 Gbps Wireless Bandwidth

uplinks with LAG SGT/SGACL*------- !

Granular QOS/Flexible NetFlow

* Roadmap FRU Fans----------=-===-===--=:  TTTTTmTmmmmmmmmmeeees FRU Power Supplies

Built on Cisco’s Innovative “UADP” ASIC




Converged Access Deployment Mode - Three Use Cases

”» ¢ - 5508 or
Mobilit Mobility .
cOmrlolll):ar Controller WISM2 with

SW Upgrade
or new 5760
= ¥

Catalyst e e
3850 .

INTEGRATED
- m=dy, New ‘
®&—— CONTROLLER = € New
Catalyst

3850

Catalyst
| 3750

: Access
28] Points

- g e
- Points
AP CAPWAP Tunnels
SMALL/MEDIUM CAMPUS LARGE CAMPUS

OINTS SPOINTS
S S
L, RESILIENCY OAMING DOMAINS

Capwap Tunnel = Standard Ethernet, No Tunnels

POINTS
S
S AVAILABLE

Guest Tunnel from Switch to DMZ Controller

Please share under NDA only



Cisco One Network: Wireless Deployment Modes

One Policy, One Management, One Network

Unified Access Wireless

Autonomous FlexConnect Centralized Converged
Access

Unparalleled Deployment Flexibility.




Now Part of Cisco _




Offers Aligned to Market Need

IT Control Lean IT

Cisco’s Enterprise Portfolio Cloud Managed
One Policy, One Management, NaSietne
One Network

Unified Access Wireless Unified
Network

Autonomous FlexConnect Centralized

(Pvt. Cloud) Converged Cloud

Access
-
meraki

Unparalleled Deployment Flexibility Ease of Use




Cisco Welcomes Meraki
A World Class Team

More than 330 employees

Headquartered in San Francisco,
with offices in New York, London,
and Mexico

The Meraki team was founded by members of
MIT’s Laboratory for Computer Science

Employees will be joining
Cisco’s Enterprise Networking Business Unit
(WNBU) lead by Sujai Hajela, VP/GM WNBU.




Cisco and Meraki
Delivering Differentiated Value

Cisco Cisco + Meraki Meraki
« Market-leading networking « Networking solutions across e Leaderin cloud networking
solutions: routing, switching, customer segments : :
wireless J 9 J « Architecture built from the
« Customer choice and ground up around cloud
« Intelligent, secure solutions flexibility: on-premise and oI s i
and services across the cloud i e

network, DC and Collaboration deploy and manage

« Capabilities to address large & . Strength in the mid-market

- Global strength in developed fast growing market
COUNHES « Strong global presence and b ngh growth, software based
Tl business model

» Differentiated customer value,
any-to-any connectivity

© 2012 Cisco and/or its affiliates. All rights reserved. 45



Meraki. Recognized for Innovation

InfoWorld.com
*x2012 AWARDS &

*—\ *1 e
o— P
L

TECHNOLOGY.
—0OF THE YEAR—

Trusted in over 18,000 customer networks

Education, professional services, healthcare, retail, government,
industrial & manufacturing, hospitality.

g& SOF TWARE Q S
PN
Wostfield i PRAESSEY
&

Ag)lebee’s KNG,

© 2012 Cisco and/or its affiliates. All rights reserved.

Gartner

TECHPNVORLD

VISIONARY, MAGIC QUADRANT
FOR WIRED AND WIRELESS LAN

WINNER, MOBILITY AND WIRELESS
PRODUCT OF THE YEAR

TECHNOLOGY PIONEER AWARD

WINNER, BEST PRODUCT WIRELESS £

46



Building on the Success of
Meraki Customers

DESIGN
WITHIN
REACH

ZGE Weedham gl BN [

Holiday Inn

FOSTER PEPPER..
£3 Sandman

UNITED COLORS
OF BENETTON.

_ mpe——

Bi]Zil‘l Sun’lberg HOTELS | INNS | SUITES

ACCOIR

dch
ﬁor;san J Raa’r’/uén

W Regis High School




Meraki: 100% cloud managed network edge

Clionty
7c:6d:62:be:3d:bo

Accese poins Details | ggy Organization Remington College networks

Clients. MAC addrass: 708062 be3d:bo Overview Wireless networks
NaC e P 10.33.4.42 Networks DAL - Campus 25 APs
Event log ot e mma P (DHCP) Coni @ EDA_-Camous 23APs
Rogue APs oy License Infe ) HOU1 - Campus 20 AP
. . i =N N X

Summany Copasitos. 802110, 2.4 ana s Ghe Help 5 MOB - Caminis 19 APs Jnt Tma o3 und don s Jun @ o7

r: BNA - Campus 16 APs

Oparati Appia
[ ing ;::::: Pag @ BIR-Campus 16 AP e
HOUZ - Campus

Organization  Status: Currently connected © @ 1a4Fs 1
Help Signal atrangtn

Mause over or click for mor information

s ol

recerved
Dot 4654 KB serd, 47,4 KB BOL.{1n, 2.4 and 8 G4z P

B3N 24wdSOHE ez
Live tcols: (» Ping cliant e
, 78,1 M8 recelved, 112 niE e BOR110, 2.4 anl 8 O
Usage: 300.3 MB (¥ i Hitnois naians OMe [T (anns: S
ol o e RnEasht ] MR TAMdSONE gy
Rl
a4y
v iy
wa
24w i
140, 2.4 ar 8 G344 3
892,111, 2.4 ana 8 g :;;I
L S R—
B I
4ana 8 G14e
oy
24 ot A
na iz r
© 2011 Marakl, inc Lant fogin: & s 2@ rom your curent IP addrass Tiah this page would | (_make & wish ) el 3
— ake
- 7

Meraki SM

Meraki MX MerakiMS MerakiMR Mobile Device Management

Security Appliances Ethernet Switches Wireless LAN

© 2012 Cisco and/or its affiliates. All rights reserved 48




Centralized management

8 O O/ g overview - Meraki Dashboar » Yaary

€« > [a https://nl0.meraki.com/DWR-Wireless/n/2C5DXdk ﬁ] Q

com | my profile | sign out show admin

[ -]
Merakl ENTERPRISE Notwork: [ OWR Wireless %] O [Search dashboard ]

Monitor Design Within Reach networks » :J;:;ge over the last week
H 's
Overview DWR Wireless v
Maps 233 clients transferred 7.83 GB in the last 4 Mibis
Access points .
Clients 1 access point needs your attention.
75 current clients. more »

Map of clients per access point more information

T o X A “Merakiprovides the security, capacity,
commawe e and managementwe need in a premium

Organization |

e retail environment”

RogerMueller, Director of IT, Design
within Reach

@ Online O Alerting @O Offline ) Gateway () Repeater

© 2011 Meraki, Inc. Privacy Last login: about 18 hours ago from 208.90.213.100 n

 Self-provisioning for rapid deployment

« Scalable network-wide monitoring and management tools
 Integrated wireless, LAN, and WAN management

« Seamless over-the-web firmware upgrades

© 2012 Cisco and/or its affiliates. All rights reserved. 49



Intuitive management

“ﬁclientj - Meraki Dashboard

7&?_@“[ & https://n8.meraki.com/Stanford-Compute/n/qOElHd/manage/usage/list#c=kEE6b0Bc

User

Monitor Clients »

) d8:ra2:5e:38:1e:a0
Overview
Maps Details | Edit details

Access points Approximate location 2™

fingerprints

Application QoS

MAC address: dB:a2:5e:38:1e:al
Clients IP: 10.33.1.20 Based on data from 4 APs between Jun 07 00:54 and Jun 07 13:58
NAC Hostname: Justins-iPad (DHCP)
: + — -~
Ewvent log MNetwork access: normal = Gates
Rogue APs Connection: wired, wireless
Summary Capabilities: 802.11n, 2.4 and 5§ GHz W
Leport Manufacigrer: Apple i
Operating system: Apple iPad
Configure History: Event log
Organization Status: Currently connected @
heip Signal strongth 26 o
Access point: gap234
SSID: Stanford
Channel: 1-2.412 GHz (11n, 20MHz channel) T
Packets: 146923 sent, 88775 received % )
Data: 207.8 MB sent, 5.5 MB received e
o —
Live tools: [»|Ping client \
~ Usage: 1.40 GB (1.35 GB received, 54.4 MB sent) \
® 2 hours 320 Kbis
day
K 240 Kbis
menth 180 Kbis
B8O Kbis A A_A
o o A A Al
sMay 10 May 13 May 16 May 19 May 22 May 25 May 28 May 31 Jun 3 Jun
© Video—YouTube

© 2012 Cisco and/or its affiliates. All rights reserved

17.8 MB (L 17.3 MB, 1 486.0 KB} HTTP content

No training or new staff

Client location

Real-time
control

50



Complete visibility and control

Clients Nov 29 14:47 PST to Dec 27 14:47 PST () Live updates & Applications
& 2 hours Usage: 1.31 TB (B48.28 GB received, 491.24 GB sent)
day 80 Mbis
week
month 60 Mb/s 1
whitelist 40 Mb/s ] Video—YouTube |..
327 GB (L 30.2 GB, 1 25 GB) |-'
20 Mb/s
a Mbis
Dec 2 Dec 5 Dec8 Deci11 Deci14 Dec17 Dec20 Dec23 Dec26 | « Hide
Applications details
Description Group ¥ Usage % Usage Group usage Group % usage
&1 Wimeo Video 2592 GB 0.2% 47.84 GB = 3.5%
&2 YouTube Video 32.70 GB ' 2.4% 47.84 GB = 3.5%
63 megavideo.com Video 1.8 MB <=0.1% 47.84 GB = 3.5%
54 hulu.com Video 312.9 MB <0, 1% 47.84 GB = 3.5%
65 M etfiix Video 52.6 MB <=0.1% 47.84 GB = 3.5%
68 " ESPM Sports 2.49 GB 0.2% 2.84 GB 0.2%
&7 " mib.com Sports 1924 MB <0.1% 2.84 GB 0.2%
68 “ CBS Sports Sports 59.8 MB <0.1% 2.84 GB 0.2%
&% " foxsports.com Sports 110.2 MB <0.1% 2.84 GB 0.2%
70 % Antivires updates Software & anti-virus updates 3226 MB <0.1% 2095 GB v 1.6%
71 ™ Software updates Software & anti-virus updates 2063 GB v 1.5% 20.95 GB v 1.6%

Centrally manage devices, users, and applications



Offers Aligned to Market Need

IT Control

Cisco’s Enterprise Portfolio
One Policy, One Management,
One Network

Unified Access Wireless

Autonomous FlexConnect Centralized

(Pvt. Cloud) Converged
Access

Unparalleled Deployment Flexibility

Lean IT

Cloud Managed
Networking

Unified
Network

Cloud

=
merakKi

Ease of Use




Summary

Cisco’s Unified Access Strategy

I'T Top of Mind

 Manage complexity and
reduce costs?

» Offer secure, mission critical
services?

e Future proofed for scale?

One Policy
One Management
One Network

Converged Access

e Distributed wired/wireless
data plane with new Cisco
Catalyst 3850

» Benefits of single platform,
visibility, control, resiliency,
and scale
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