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Session Objectives

Need to Prime

What is Prime

Deployment Scenarios and
Use Cases




Network Management Challenges

Df\f\l/f\‘l‘ r\f\h‘l'llv'c

Configure What?

Maintenance
X Complex ; Plan?
X Manual

X Error Prone

Infrastructure -Focsed Mahagement

X Siloed nonintegrated management products and processes
X Inefficient infrastructure-focused management approach

X Inadequate tools to rapidly deploy devices and services

ites. All rights reserved.




Cisco Prime for Enterprise

Network Services
Management Foundation

< T g >
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Simplified

s

“¢ Automated
'  Efficient

% Predictable /

— 4

Innqvative Product Portfolio
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Cisco Prime for Enterprise

Example: Network Services Management Foundation

An end user is experiencing
problems with the video

= ——
' X
oz~ HH

e

Service or Network
Operator

View across
“~all network layers

The problem is traced through
the service

v'video
voice
http
ssh

v'email

o Mbytes/sec ©
1’

Performance

Time Line

The source of the video
problem is located on the
infrastructure device

Infrastructure | 5



Cisco Prime for Enterprise

Common Attributes

Cisco Prime ™
Day-1
Device Support

Smart Interactions>

Optimized Operations
Experience

Data Center Collaboration

Integrated Cisco®
Best Practices

Complete Lifecycle Prime i aﬂgp\ﬁ;ucib
Management Infrastructure

ites. All rights reserved. Cisco Connect 6



Cisco Prime for Enterprise
Common Attributes

Optimized
Operations
Experience

Common user
interface

Intuitive user
experience

Optimized
operator
workflows

© 2012 Cisco and/or its affiliates. All rights reserved.

Integrated Cisco
Best Practices

Guided
deployment of
Cisco-validated
best practices

Automated
trouble-shooting
and diagnostics

Complete
Lifecycle
Management

End-to-end
lifecycle

ITIL-aligned
operations

Northbound
integration to
customer back

office

Day-One
Device
Support

Support

for new devices
and technologies
upon shipment

Non-disruptive
support upgrades

Smart
Interactions

Context-based
help tool

Real-time access
to Cisco support
community

Automated Cisco
TAC case

creation and
management

Physical
and/or Virtual
Appliance

Two delivery
options

Both options fully
self-contained

Includes operating
system, software
application,
database, and CLI

Cisco Connect
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Cisco Prime for Enterprise

Innovative Product Portfolio

Prime Assurance Prime Infrastructure — a bundled solution for
complete wired and wireless lifecycle management

Data Center Prime

Collaboration Prime Collaboration — delivers products to simplify the

deployment and management of voice, video and
collaborative services

Prime Infrastructure

Prime Assurance — provides visibility across architectures
for effective troubleshooting of performance, application,
and end user related issues

ites. All rights reserved.



Cisco Prime Infrastructure

Integrated Wired/Wireless Lifecycle Management

« A bundled solution for complete wired and wireless —
lifecycle management =

- Converged user and access management

« Configuration, change and compliance management

- Monitoring, troubleshooting and reporting j'f

- . Boeeam W
Bivtertorrs et Ghorts [ et Chmtn

o4 Simplified ordering and license management

Device Avatatiey

o

Cisco Prime NCS

d Lower TCO with intuitive user experience and workflows

v Speed troubleshooting, improve network availability

ites. All rights reserved.
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Cisco Prime Collaboration

Improves Quality of Experience with Robust Voice and Video Management

Comaboraton a

« Gain real-time access to actionable
information for quick and easy
troubleshooting

- Quickly isolate the root cause of service
degradation = [T

« Solve problems pro-actively prior to
impacting quality of service

= °°°°°° CISCO Prlme UCMS el || s
e ~ (UOM, UPM, USM) =

o Improve quality of experience with intuitive troubleshooting workflows

@ Reduce training costs with common user experience

4 Quickly isolate and fix problems, improving service availability

ites. All rights reserved. Cisco Connect 10



Cisco Prime Assurance

Application-aware Network Performance Visibility and Troubleshooting

 Provides end-to-end visibility for service-aware @@
networking and assurance for applications, Q

services and end-users

- Correlates and aggregates network Prime Assurance

instrumentation for consistent end-to-end visibility peeee
and faster troubleshooting — =

- Complete network and traffic instrumentation and ==~ co== L Fo oo
analysis —== Cisco Prime AM | & == | e

B e

” Cisco Prime NAM __

[ RS, -

o Improve service levels with complete end-to-end network visibility

d Simplify troubleshooting with normalized data from multiple sources

v Reduce end-user and application downtime with lower TCO

ites. All rights reserved. . »



Cisco Prime Portfolio Products

For More Information: www.cisco.com/go/prime

Category Product(s) m Common Attributes

— e T o [ e [ oar [ 5 ] e
Prime Infrastructure Cisco Prime LMS 4.2 Wired lifecycle management / / / / / /
Cisco Prime NCS 1.1 Wireless lifecycle management / / / / / /
Prime Collaboration Cisco Prime CM 1.1 Telepresence monitoring and / / / / /
troubleshooting
Cisco Prime Unified PM Voice provisioning (MACD) / / / / /
Cisco Prime Unified OM Voice monitoring and / / / / /
troubleshooting
Cisco Prime Unified SM Voice of services monitoring / / / ' '
Prime Assurance Cisco Prime NAM Performance visibility and traffic / / / na / /
analysis
Cisco Prime AM Application aware performance / / / na / /
and multi-NAM management

ites. All rights reserved. Cisco Connect 12
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Cisco EnergyWise

The Central Nervous System for Energy Intelligence

" CUSTOMER BENEFITS

- Energy and operational cost savings

SOLUTION DESCRIPTION

« Policy based energy management via the network

« Delivers both monitoring and control . Greater visibility into energy usage

- Broad adoption across - Energy mandate compliance

« Cisco enterprise platforms

« Partner applications and devices



Simplify Deployment

Using Cisco Prime to Deploy EnergyWise

USE CASE.: Corporate IT wants to deploy EnergyWise to save power and lower overall network costs.

Cisco Prime LAN Management Solution (LMS)

1. Define the policy -
2. Prepare the network
3. Configure the network el b= =z [ - i

4. Apply the policy _ R

5. Monitor the savings e

‘A4 N AN

f$it groups

\// Speed service deployment from days to hours

A Reduce errors and gain immediate ROI

15



Troubleshoot Wired and Wireless Access

Using Cisco Prime NCS to quickly resolve client access problems

USE CASE: User calls in to help center because they
cannot get access to the network from their iPad.

1. Search on user name

© 2012 Cisco and/or its affiliates. All rights reserved.

Virtual Domain: ROOT-DOMAIN root ¥ Log

l&

Client Count

|
400 }

320 |
1

Wired Client Speed Distribution (33)

Top 5 SSIDs by Client Count




Troubleshoot Wired and Wireless Access
Using Cisco Prime NCS to quickly resolve client access problems

USE CASE: User calls in to help center because they

cannot get access to the network from their iPad.

1.
2.

Search on user name
|dentify wired and wireless devices associated with the
user

© 2012 Cisco and/or its affiliates. All rights reserved.

Configuration

X
P Your search 'EndUser1' matghed following item(s). Please click on the 'View List' t s the matched items list under
either Monitor or Configydtion
i
View List

Footnotes

1. The search was performed to match the entered text partially or fully with either IP Address or MAC Address or Name or SSID as
applicable for different item types such as Clients, Alarms, Access Points, Controllers, Maps, Tags & Rogue Clients.




Troubleshoot Wired and Wireless Access

Using Cisco Prime NCS to quickly resolve client access problems

USE CASE: User calls in to help center because they
cannot get access to the network from their iPad.

1. Search on user name

2. ldentify wired and wireless devices associated with the
user

3. Display associated and disassociated devices

© 2012 Cisco and/or its affiliates. All rights reserved.

itfne Cisco Prime

CI5¢0  Network Control System

) Home Montor v Confiqure v Sevices v Repots v Adninitation ¥

Virual Domair

(Clients and Users
(lients Search Rests « Reset

" Pues W
O 19216821788 Te:16:7ac:1f00
0 i ddteT

O 192166201214 te2dbsose
A J

UserName & Type Vendor  Device Name
EndUsert b o sjcldonknicd
Bset B oo el
Bsert B e g

Urobestort  § Tt v (N [Renore QMo ¥ Tacklnts et Uroown s

Location VLA
Cisco San Jose - Site : 251
(lsco San Jose « Site 5+ 260
(lsco San Jose - Site 5+ 260




Troubleshoot Wired and Wireless Access

Using Cisco Prime NCS to quickly resolve client access problems

USE CASE: User calls in to help center because they
cannot get access to the network from their iPad.

1. Search on user name

2. ldentify wired and wireless devices associated with the
user

3. Display associated and disassociated devices
4. Use automated client troubleshooting workflow to

© 2012 Cisco and/or its affiliates. All rights reserved.

Troubleshoot

—

Problem Recommendation

Client could not complete the dhep interaction. Check whether the DHCP server is reachable.

Check whether dncp server is configured to serve the wian.

Step by Step Check whether dhcp scope is exhausted.

Recommendations

qqqqq

System Detail
(Client PEM State: DHCP_REQD
Client is using dot1x security

Checked at : 2011-Apr-25, 12:50:56 POT | Check Again!

o/ 802.11 Association o/ 802.1X Authentication ), IPAddress Assignment Successful Assodiation

Check whether multiple dhcp servers are configured with overlapping scopes.

Check local dhcp server is present if dhcp bridging mode enabled (move it to second) client i
Check if client has static ip configured and ensure dient generates ip traffic * if ipsec wlan, e
exchanges in open(safenet/netscreen default config does not include it).

Cisco Connect

19



Troubleshoot Wired and Wireless Access
Using Cisco Prime NCS to quickly resolve client access problems

USE CASE: User calls in to help center because they

cannot get access to the network from their iPad.

Search on user name

|ldentify wired and wireless devices associated with the
user

Display associated and disassociated devices

Use automated client troubleshooting workflow to
resolve the issue

Issue resolved

| Cisco Prime

C15¢0  Network Control System

() Home Nontor v Confique v Senices v Reports v Admintration v

Virtal e

Clients and Users
(Clients Search Results - Reset

oot STest v X[Dibe =Remove @More v GTackClents  Gldenty nkoown Users
oot ¢ Test v XDisble = More v s Tack Clens  Ggldenfy Unkown U
y - ™4

(

[P Address ~ MAC Address
() 19246821788 Tet67a8c:1600
() 1921664213 a0 0d0657:d

(0) 192168241214 2bi1c:02:48:59 50
\§ J

EndUsert
EndUsert
EndUsert

) UserName & Type  Vendor

E (isco

l% Unknown
5 e

Device Name
Sjcldenlwicd
Sjcldelicd
Sjeld-nlnicd

Locaton VAN
(lsco San Jose + Site 5+ 251
(1sco San Jose - Ste 5 260
(isco San Jose - Site 5 260

Status Interface
Assocated | voice
Associated J corpl
Associated I corpl

[ CTTCCReU At ZUT TR 12000 TUT [ CITeGR RGAT |

\‘/ Troubleshoot user and access issues based on identity

v Speed resolution with intuitive guided workflows

© 2012 Cisco and/or its affiliates. All rights reserved.
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Automate Lifecycle Processes

Troubleshooting Video with Cisco Prime Collaboration Manager

USE CASE.: Users are experiencing intermittent video problems during
TelePresence sessions between HQ and the branch office, operations must N RN N
isolate and fix the problem. "

1. Identify and select the session S

(HQ tO BranCh) "cllls'élc;' CicoSOiOlaPl;i‘me
S _ 0
2. View the session status ‘ oy e
o |
3. Drill down to visualize the media path R T
4. Quickly isolate the root cause of the - |
5- FiX the prOblem - Crcle size = Video Pocket Loas (%) O Vidceo Pocket Loas (%) =0 @ veoomn:j;\) >1 ?z:ojcoom:::s % isc:n-bh -

LA NG A T Iwete

Branch

N Quickly isolate and troubleshoot service related problems

A Improve service quality and end-user experience




Improve Operational Efficiency
Using Cisco Prime NAM to Resolve Network Problems

USE CASE: End users are complaining about slow application response times
and unresponsive applications.

1. ldentify the busiest network applications

Site San Jose Campus
Data Source
VLAN
Data Rate
Time Range Last 1 hour
From 2010-Dec-25, 22:04
To 2010-Dec-25, 23:04

Megabytes/sec



Improve Operational Efficiency
Using Cisco Prime NAM to Resolve Network Problems

USE CASE: End users are complaining about slow application response times
and unresponsive applications.

1. ldentify the busiest network applications

2. Drill down to identify and isolate network performance
trends

19:55 19:57 19:59 20:01 20:03 20:05 20:07 20:09 20:11 20:13 20:15 20:17
Time
€000

4 ] [ ; |

] " 4\ \ N - \ N 1— 3000
2 ] \,/‘_A/\,---’f.\,«_\/-./ VoA \Mﬂﬂlv AN SAMAAN WA /\VV/‘,"“,“ wAA WAAMAAANAL
0 - - 0

T {——— ) T T
19:00 20:00 21:00 22:00

-8 Bytes -8 Packets



Improve Operational Efficiency
Using Cisco Prime NAM to Resolve Network Problems

USE CASE: End users are complaining about slow application response times

and unresponsive applications.

Identify the busiest network applications

Drill down to identify and isolate network performance
trends

Zoom into a specific time interval to
identify the offending application process

Time Range From: 2010-Dec-26, 02:20 To: 2010-Dec-26, 04:15 ’

Top N Hosts - Traffic In — ’ | Top N Hosts - Traffic Out —

Hosts Hosts

192.168.154.23

192.168.154,3. HI I MvES Y e ] o e et e

192.168.154.3
192.168.154.20

192.168.154.21

T 1T 1T " T " T
0 0.2 04 06 0.8 1 1.2 14 0 0.2 0.4 0.6 0.8 1

Megabytesisec Megabytes/sec

Traffic Rate @J B Traffic Rate @

—oye== = revmeis



1.

2.

Improve Operational Efficiency
Using Cisco Prime NAM to Resolve Network Problems

USE CASE: End users are complaining about slow application response times

and unresponsive applications.

Identify the busiest network applications

Drill down to identify and isolate network performance
trends

Zoom into a specific time interval to
identify the offending application process

Correlate performance data into a single view to isolate
the problem

10000K

9000K
8000K
7000K
000K
000K
4000K
3000K
2000K
1000K

0K 7
§min
6000

4min

3min

2min

1 min

0

5000
4000
3000
2000
1000

§min

4min

3min

2min

1 min

0

In Bytes/s
Out Bytes/s

In Packets/s
Out Packets/s

Sisco Prime N Analysis Module (NAM

vlllvllll NAM Traffic Analyzer - Packet Decoder
c1s¢o Session: Session_iscsi_192_168_154_23_1293335619 9
Packets: 11000 of 2585 150 e et 1000 | (Gt 1 Display Fiter | TCP Stream
Bt [Tine(s)[size]  Sowce | Destination | Protocol| Info -
10000 1221921661543 19216815423 SCSI 5081 Resoanse LUN: 0 (CDB0A (Good) a
20000 1221921684543 19216815423 iSCSI 508t Resoanse LUN: O (CDB0A (Good)
30000 7419216815423 1921681543 TCP 569795 3260ACK =351 2976957 Win=32848 Ler=0 T..
40000 7419216815423 1921681543 TCP 56979> 3260 ACK =351 2976957 Win=32848 Ler=D T..
P s 92168 . 0ut LUN- 002 1) Reate

0000 74192.168.1543

2

0 79 1ACKI Se0=3512976957,

+ ISCSIi8C81 (SC8I Command)
+ SCSI SCSI CDB Write(10)

SCSI Payload (Write(10) Request Data)
SCSI ILUN: 0:0002)
SCsI [Comnmand

Device (0:00) (L

18BC Opcode: Wiite(10) (0all
SCsl Reguestin:1]

19216815423 e r=65535 Len=D TSV=2363637168T..
80000 741921684543 19216815423 1cp 0> 56978 IACK) Se0=351 2976957 r=65535 Len=D TSV=2363637168T..
9 0000 1221921684543 19216815423 ISCSI 505k Resnonse LUN: 0402 tite(10) Good)
00000 1221921681543 19216815423 ISCSI 505k Resnonse LUN: 002 tite(10) (Good)
M 0000 1451921681523 1921681543 ISCSI SOk Wi 0) LUN: 02 (LB Dl 4c8e380. Lem S1SCSI: Data Out LUN: 0:02 tite(10) e
20000 1461921681523 1921681543 ISCSI SOk Wi 0) LUN: 02 (LB Dl 4c8e380. Lem SSCSI: Data Out LUN: 002 tite(10) e
130000 1461921681523 1921681543 iSCSI SO Wi D) LUN: 002 (LB Dt 4b0330,Len: 721SCSk Data OWt LUN: D12 Attt 0) Rec..
14 0.000 1146 182.168.15423 1921681543 iSCSI CEL Write(1 0) LUN: 0x02 (LBA: 0x14b0330. Len: 72SCS). Data Out LUN: x
TP 16000 Checksurr Falsel B
T Bad Checksur: Fasel
TP Oplions:(12yes)
Tcp NOP
TP NOP
TP Timestamos: Toval 1014043810, T9ecr 2363636948

00 04 02 £¢ 66 3a 00 25 bS 00 54 04 81 00 00 92
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Improve Operational Efficiency
Using Cisco Prime NAM to Resolve Network Problems

USE CASE: End users are complaining about slow application response times
and unresponsive applications.

1. ldentify the busiest network applications

2. Drill down to identify and isolate network performance
trends

(68th)

3. Zoom into a specific time intervalto | ] 2SO 07
identify the offending application process -

4. Correlate performance data into a single view to isolate

Time
the problem | wew E
14000000 —
o i A A A
0
17:00 19:00 21:00 23:00 1:00 3:00 5:00 7:00 9:00

5. Resolve the problem by allocating more resources or
. . & Ingress Bytes/sec -0 Egress Bytes/sec
stopping the offending process - -

Enter speed for this interface: Setup = Network = NDE Interface Capacity

<@’ Understand how network traffic is performing and being used

v Optimize and troubleshoot network and application performance




Speed Problem Resolution
Utilizing Cisco Smart Interactions

USE CASE.: Help desk operator sees a problem with a gateway router and uses Cisco smart interactions to
help quickly isolate and solve the problem

. . . Device Fadt Summary m t

1. Fault notification on core switch e Dot opratanabooun A
_ ) = Device Type Routers
BOMR  FTexr |4 Arnctate Notfy Everk Monkor Faut Last Updated At 27-Jun-2011 10:04:01

] Event 1 l Admin Status UP

. Change Last Detected ., o
2. Operator engages support community omurahOow \ Coroets 1 St et b ancncomys (7|14
por ationalyOown al omy 3 (Fac)
Component Chss {n(nlfau : 14.csco.comf4 [Fa3)
Component Event Code 1075 b -
Ouglex Moce FULLDUPLEX p-14.azco.comy2 [Fal] (cicoee
1
1

CperationallyOown

o0000

Evert Category Interface

)

0000000

Opes sticnalyDow Event Source DEM

per JtonalyDowr If Descrption FastEthernet4

tonaDown Interface Code CODEUNKNOWN

N SyLAIw Is Fagong false v

3. Validates issue and opens Service
Request with contextual information
about the problem = oS U P

B Open Notes B Forensics Data B Sewch Communties

O 418
omy8 [Fa3)
o7 [Fa2)

O0eeBBerc

@ Seamless access to Cisco support communities

v Significantly reduce time required to resolve problems




Summary

 Cisco Prime is a strategy that delivers a “network services centric foundation” and a set of
common attributes aimed at simplifying network management
« The Cisco Prime product portfolio consists of products in three areas:
* Infrastructure for wired/wireless management
 Collaboration for voice/video management
» Assurance for performance management and end-to-end visibility
« Cisco Prime can help lower OpEx and simplify management
* Preparing and meeting regulatory audit requirements
» Deploying and managing Cisco value-added technologies
 Proactively troubleshooting problems before they impact end-users
* Provide visibility to ensure application and service delivery

ites. All rights reserved. Cisco Connect 28 28



For More Information
« Cisco Prime for Enterprise
* WWW.CiSco.com/qo/prime

. Cisco Prime Products Prime Assurance
e Cisco Prime Infrastructure
* Www.cisco.com/go/ims

Data Center Prime

* WWW.CiSco.com/go/ncs )
(iR Collaboration

e Cisco Prime Collaboration
* WWW.CiSCO.com/go/cm

* WWW.CiSco.com/go/upm

Prime Infrastructure

* WWW.Cisco.com/go/uom

* WWW.CiSCO.com/go/usm

e Cisco Prime Assurance
* WWW.CiSco.com/go/nam

* WWW.CiSCo.com/go/pam

ites. All rights reserved. Cisco Connect 29 29



Join Cisco Support Communities!

 Free for anyone with Cisco.com registration
- Get timely answers to your technical questions
 Find relevant technical documentation

« Engage with over 200,000 top technical e EXpe _© Video
experts

« Seamless transition from discussion to TAC

Service Request (Cisco customers and

partners Only) The Cisco Support Community is your one-stop

. : : : community destination from Cisco for sharing
- Visit the Cisco Support Commumty booth in the current, real-world technical support knowledge

World of Solutions for more with peers and experts.

& Mobile Discussions
O

supportforums.cisco.com
supportforums.cisco.mobi

ites. All rights reserved. i
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