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A quick Introduction

Cisco Security Awareness 
Program
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“People influence security more 
than technology or policy and 
cybercriminals know how to exploit 
human behaviors”

* Magic Quadrant for Security Awareness Computer-based Training 2019 Report
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Cisco Security Awareness

Drive Security culture

Establish accountability

Maintain compliance

Simulation, Training, Reporting
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Cisco Security Awareness
Platform Building Blocks

Course 
Builder

Quiz 
Builder

Phishing 
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Report 
Builder
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Center

User 
Management

Filter Based 
Management

Multilingual 
UI
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Microlearning and Nanolearning
Tacking Emerging Threats and Specific Risks

• 2-3 mins 2D video with audio

• Focused on one risk, easily 
consumable bites of content

• Scenario-based branching design

• Uses decision making to allow a 
learner to see the immediate 
impact of making the right or 
wrong security decision

• Developed monthly in line with 
new cyber attacks and risks

Microlearning Nanolearning
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Multilingual Support
Optimal Learning Experience in User’s Native Language
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Gamification
For Increased Engagement and Security Culture
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§ Increase engagement and motivation 

§ Option to replace the course test and 
provides a positive learning experience

§ Real-time points accumulation displayed 
in leaderboard 

§ Friendly competitive strategy between 
countries, departments, roles

§ Opportunity for incentive-based
initiatives
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Phishing Templates
§ Based on real world phishing scams

§ Personalized, customizable, multilingual

§ Double barrel simulations 

§ Monthly updates with new scenarios
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Phishing Simulation Workflow
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Phishing Simulation Workflow
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Scheduling Your Simulation

1 scenario

Standard Simulation

multiple scenarios

same content for all varied content for all

completed after 1 simulation

1 scenario

Continuous Simulation

multiple scenarios

same content for all varied content for all

next round starts based on policy
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Automated Results-based Learning Path 
Promoting The Right Security Behaviors

FOUNDATIONAL TRAINING 
E-Learning Modules

MICROLEARNING - Introducing  RISK #1
i.e. Business Email Compromise

New Employee2New Employee1 New Employee3

PHISHING #1
PASSED

PHISHING #1
PASSED 

PHISHING #1
FAILED

Move to Champion Group Move to Champion Group Move to First Time Clicker Group

MICROLEARNING - Introducing RISK #2
i.e. Spear Phishing

Remain in Champion Group Move to First Time Clicker Group Move to Repeat Clicker Group

Just in Time Training

Just in Time TrainingJust in Time Training

PHISHING #2
PASSED

PHISHING #2
FAILED

PHISHING #2
FAILED

BASELINE: Quiz and Phishing Simulation
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The Cisco Security Awareness Offer

Security Simulation ( L-SA-SS-LIC= )

• Unlimited Phishing Simulations 

• Phishing Reporting Button

• Reporting Features

• Corporate Branding

• Admin Platform Training

• TAC support

• User guides and periodic bulletins

Security Simulation + Training ( L-SA-SLT-LIC= )

• Unlimited Phishing Simulations 

• Phishing Reporting Button

• Reporting Features

• Corporate Branding

• Admin Platform Training

• TAC support

• User guides and periodic bulletins

• 12 Training Topics (Pick your own 12)
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