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• Hvad er :

• Secure Internet Access

• Secure Private Access

• SSE

• SDWAN

• SASE

• Cisco+ Secure connect

• Cisco Secure Access

• SD-Routing

• Hvorfor Cisco Secure Access

Når denne
session er ovre
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Secure Internet 
Access

Internet 
apps

SaaS 
apps

Secure Private 
Access

Private 
apps+ =

Security Service 
Edge (SSE)

Secure Access 
from anywhere to 
everywhere

What is SSE (Gartner)

Zero trust 
Network 
Access
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What is Cisco Secure Access (Cisco+ Secure Connect)

Go beyond core Secure Service Edge (SSE) to better connect and protect your business

CSPMDUO MFA/
SSO

Firewall as a 
Service (FWaaS) 
and IPS

Secure Web 
Gateway 
(SWG)

Cloud Access Security 
Broker (CASB) and 
DLP

Zero Trust 
Network 
Access (ZTNA)

Cisco delivers the core and more in a single subscription…

Core SSE

DNS
Security

Remote 
Browser 
Isolation

Multimode 
DLP

VPN as 
a 

Service

SandboxAdvance
d 

Malware 
protectio

n

Talos 
Threat 

Intelligence

Digital 
Experience 
Monitoring

Add-on solutions

SD-
WAN

XDR

Native integration

+

SSE Dashboard
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Cisco Secure Access er super simpelt

The Snake
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Umbrella – Cisco Secure Access Evolution

1.0 2.0
3.0

Umbrella DNS

Cisco Umbrella SIG
Full Security cloud proxy

DNS-layer
security

Cloud-
delivered
firewall

Secure web
gateway

Cloud access
security broker
(CASB)

Interactive 
threat intel

Remote 
browser
Isolation

Data loss
prevention

Cisco Secure Access (SSE)
Cisco+ Secure Connect (Unified SASE)

DNS-layer
security

Cloud-
delivered
firewall

Secure web
gateway

Cloud access
security broker
(CASB)

Interactive 
threat intel

Data loss
prevention

Secure internet access
Provide users with safe access to the internet and 
cloud applications from any location and block 
malicious activity
and threats

Secure private access leveraging Zero-
Trust Principles
Deliver secure connections to company assets in 
private data centers or in the private cloud.

Interconnect
Dramatically simplify architecture and 
configuration by inherently interconnecting 
anything you connect to the SASE Fabric

VPN & ZTNA 
Private Application 

Access

Unified Dashboard 
Experience

Secure internet access
Provide users with safe access to the internet and 
cloud applications from any location and block 
malicious activity
and threats

Secure web access
Provide users with safe access to websites 
and cloud applications from any location 
and block malicious activity and threats

Digital Experience 
Management
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What is SASE

SASE

SSE

Firewall 
as a 

Service
(FWaaS)

Secure 
Web 

Gateway
(SWG)

Cloud 
Access 
Security 

Broker (CASB)

Zero Trust 
Network 
Access 
(ZTNA)

SD-WAN
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Secure Internet Access + Secure Private Access = SSE

Så nu har vi lært at : 

SSE+SDWAN = SASE

SSE done the right way = Cisco+ Secure connect and Cisco Secure Access

Funktionalitetsmæssigt er Cisco+ Secure connect = Cisco Secure Access
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COPPER

PVC

IRON

STEEL

Users

Eliminate unnecessary decisions

Users

Internet apps

T

P

Traditional apps

Private apps

SaaS apps

How would you like 
your water delivered?

VPN

ZTNA

Direct

SaaS
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Seamless user to app Zero Trust

Internet apps

T

P

Traditional apps

Private apps

SaaS apps

We handle the 
plumbing

STEP 2

Go Work

Users

STEP 1

Authenticate
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Corporate Network

Authenticate User

Smooth and easy intelligent access
User

No
Re-authentication

Required
Concur

Salesforce

Workday
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Smooth and easy intelligent access

Re-authenticate

Different Network

Secure Access

User

Privacy preserved 
verification

Concur

Salesforce

Workday
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Internet apps

T

P

Traditional apps

Private apps

SaaS apps

Cisco Security Cloud

TP

Single central, cloud-based
console

Centralized policy management simplifies security 

Experience monitoredData protected Malware stopped Policies unified

IT
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Network ApplicationClient BroadbandWiFi

User

Cisco ensures a great user experience

Built into Cisco 
SD-WAN

Robust, fault tolerant 
global network

Target latency of 
~40ms or less for 99% 

of users

Built on industry leading 
QUIC protocol

ThousandEyes



Architecture Overview
Internet Traffic

Private Traffic

Secure Tunnel

Breakout (unmonitored internet and trusted SaaS)

Public Applications

Private Applications

Clientless
Access

ZTNA Private 
Applications via 
App Connector 
or Backhaul VPN

Public Applications

DC/Colo/
Branch

Cisco Secure Access

POPs in Public Cloud

Internet/SaaS

Public/Private 
Cloud

Private 
Applications

On Premise,
Users, Devices 

& Things

Managed 
Endpoint

Unmanaged

Unified Dashboard

•Identity and Posture 

based Controls

•Single SLA

•Single Policy

•Magnetic Design System

Unified Security

•Flexible ingress/egress 

connectivity

• Consistent inspection for all 

traffic

•Granular context-based 

control

How AppsUsers & 
Devices

Slido SecureAccessNL



One Dashboard
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Nu ved DU hvad forskellen er 
på disse ting : 

• Secure Internet Access

• Secure Private Access

• SSE

• SDWAN

• SASE

• Cisco+ Secure connect

• Cisco Secure Access



Cisco Secure Access
Simplify / Unify



Introducing SD-Routing
Transform the platform experience

SaaS/IaaS

Traditional WAN 
Routing 

Deployment

Future-Ready WANSimplicity and Agility OpEx Reduction Multi-layered Security

Catalyst SD-WAN Manager

Users

Branch/HQ

DC/Private Cloud



Cloud 
OnRamp*

On-prem.
Security*

SD-WAN deployment

Cloud 
Security*

Routing deployment

SD-Routing
SD-WAN 

Fabric

Smoother migration from SD-Routing to SD-WAN*

Smoother SD-WAN migration*

Scalable automated security integration for 
Routing*

Scalable automated cloud  integration for Routing*

Unified management for SD-WAN and Routing

* On Roadmap for Routing. Fully supported with SD-WAN today.

Same cloud workflows 
for SD-WAN and Routing*

Same security workflows 
for SD-WAN and Routing*

Unified Management for your WAN



Embedded 
Security Enabled

Embedded Security

Secure Branch model
Thick branch with routing and security

On-Prem Security

Headquarters/

Data Center

Cloud Security

SSE Integration

and Hybrid Security

Secure Branch with SIG 
integration

Hybrid model
Thin branch with cloud security

Thick branch with routing and security

Headquarters/

Data Center
Thin Branches

SaaS / Private 

Application

SaaS / Private 

Application

Branch Office

Embedded 

Certs
TLS control 

plane
Encrypted 

Tunnels

   

      

Fabric Security
Segmentation

Integration with 3rd

Party Cloud Security

Consistent Security Across SD-WAN and SD-
Routing



Monitoring

Troubleshooting

Lifecycle management

Device onboarding

What’s available with 20.12/17.12 for SD-Routing



OpEx Reduction

Simplicity and Agility

Future-Ready WAN

Avoid dispatching IT staff onsite for routine 
operational tasks with a single dashboard 

for all use cases

Eliminate CLI and reduce potential 
configuration errors on individual devices

Easily migrate to Catalyst SD-WAN with 
familiar UI and workflows

SD-Routing (roadmap) 

Experience scalable and unified 
manageability for both traditional 

routing and SD-WAN

Device Lifecycle
Management

Intelligent 
Monitoring

On-Prem 
Security 

Workflows

Multicloud
Integration

Key takeaways 
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Nu ved DU hvad : 

• SD-Routing



Thank you

#CiscoLive
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