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Zvladnuti hrozeb uvnitr sité

Kontrola pristupu W\ = N
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Zvladnuti hrozeb uvnitr sitéy

Kontrola pohybu Skodlivého obsahu
prostifednictvim kontrolnich bodu

To je to, co je dovoleno
vnaset do bezpecné
zony / sité.

Kontrola obsahu
* HIluboka viditelnost obsahu na
kontrolnich bodech




Zvladnuti hrozeb uvnitr sité

A ted sledovat Cinnost uvnitt
A kontrolované a zabezpecené zony.

®
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Monitorovany prostor poskytuje
viditelnost a vyssi bezpecCnost.
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Introduction to NetFlow

» Developed by Cisco in 1996 as a packet forwarding mechanism
» Uses a fixed seven tuples of IP information to identify a flow
» Reporting is based on Flow and not necessarily per-packet

» Various versions exist version 1 through 9, with 5 being the most popular and
9 being the most functional
» Traditional NetFlow (TNF) — fixed info to identify a flow
» Flexible Netflow (FNF) — user defines how to identify a flow

» NetFlow will let you understand who, what, when, where, and how network
traffic is flowing

» Flexible NetFlow fully supported in IOS 15.0 and up & IOS XE 3.1S and up

IICIIlS.éIOl‘ © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public



NetFlow

port 1024

Start Time |Interface|Src IP |Src |DestIP |Dest |Proto |Pkts |Bytes |SGT [DGT |TCP Flags
Port Port Sent [ Sent

10:20:12.221 eth0/1 10.2.2.2 1024 10.1.1.1 80 TCP 1025 1010 SYN,ACK,PSH
10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712 1010 100 SYN,ACK,FIN

e
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NetFlow = Visibility

dfre]n
cisco

~ Router# show flow monitor CYBER-MONITOR cache W wHERy|

IPV4 SOURCE ADDRESS:  192.168.100.100
IPV4 DESTINATION ADDRESS: 192168 206
TRNS SOURCE PORT: 47321

TRNS DESTINATION PORT: 443
INTERFACE INPUT: Gi0/0/0

FLOW CTS SOURCE GROUP TAG: 100
FLOW CTS DESTINATION GROUP TAG: 1010
IP TOS: 0x00

IP PROTOCOL: 6

ipv4 next hop address: 192.168.20.6

tcp flags: Ox1A
interface output: Gi0/1.20
counter bytes: 1482
counter packets: 23
timestamp first: 12:33:53.358 WHEN

timestamp last: 12:33:53.370

ip dscp: 0x00 / %
ip ttl min: 127

ip {tl max: 127

application name: nbar secure-http

© 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public
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NetFlow - The Network Phone BIll

NetFlow = shows you the who, what, where and

.
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NetFlow Deployment Architecture

Management/Reporting Layer:
* Run queries on flow data

' \ Centralize management and reporting

Flow Collection Layer:
» Collection, storage and analysis of flow
records

— (Flow Exporting Layer:
T « Enables telemetry export

@’@ \\ As close to the traffic source as possible

e
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StealthWatch System Overview

DO =

Non-NetFlow-

Capable Device NetFIow/ NBAR / NSEL
5 Generate v
_e» e ‘NetFIow v
SPAN ¥
StealthWatch StealthWatch Sg”ticiggg ;”‘ij‘r'ﬁi
FlowSensor FlowCollector .

Up to 240,000 flows per
second (FPS) sustained

— — StealthWatch +  Management and reporting
il J D Management * Upto 25 FlowCollectors
: —  Console *  Up to 6 million FPS globally

e
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Scaling Visibility: Flow Stitching

10.2.2.2

pori i024 e

Unidirectional Flow Records

Start Time Dest IP Dest Port Pkts Sent | Bytes Sent

10:20:12.221 etho/1 10.2.2.2 1024 10.1.1.1 1025
10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712
Bidirectional Flow Record v

« Conversation flow record
+ Allows easy visualization and analysis

Client Server Client Client Server Server
Start Time Client IP Port Server IP | Port Proto Bytes Pkts Bytes Pkts Interfaces

10:20:12.221 10.2.2.2 1024 10.1.1.1 1025 28712 eth0/1
eth0/2



Scaling Visibility: NetFlow Deduplication

® Router A: 10.2.2.2:1024 -> 10.1.1.1:80 =
— Duplicates - V.
® Router B: 10.2.2.2:1024 -> 10.1.1.1:80 10111

® Router C: 10.1.1.1:80 ->10.2.2.2:1024 port 80

o
* Router B
Without deduplication = @

i

Traffic volume can be misreported @ Router C

False positives would occur @

p—
-
h——

....... * Router A

Allows for efficient storage of flow data

Necessary for accurate host-level reporting ‘@‘

Does not discard data 10.2.2.2
port 1024

e
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Conversational Flow Record

+ Duration + Search Subject + Port + Traffic Summary + Port + Peer
Start: 05/29 - 12:19:18 PM o Wh 4866/TCP 11.49KB | 285 packets | 8O/TCP 216.191.247.145
End: 05/29 - 12:20:58 PM ere p— [+] Canada

ion: crl.entrust.net
e HTTP l

00:50:56:b4:3f:af
— What
®
1.62MB | 1.15K packets Who
When Who

Flow Detailed Summary: 10.10.18.102
» Highly scalable (enterprise-class) collection

« High compression => long-term storage Search Subject Details ~ Totals Peer Details
] Packets: 285 Packets: 1.44K Packets: 1.16K
» Months of data retention Packet Rate: 2.85pps Packet Rale: 14.37pps  Packet Rate: 11.52pps
Bytes: 11.49KB Byles: 1.63MB Bytes: 1.62MB
Byte Rate: 117.60bps Byle Rate: 17.11Kbps  Byte Rate: 16.99Kbps
Percent Transfer: Search SubjectiPeer Percent Transfer:
0.6879456949171267% Ralio: 0.01 99.31205410508288%
Host Groups: Desktops TCP Connections: 2 Host Groups: Canada
TrustSec [D: 100 RTT: 2Zms Payload: 200 OK
M ore context TrustSee Name: Employees SRT: 488ms

TrustSec ID: 0
TrustSec Name: Unknown

12048¢ca.crl

1 Security group

e
CIsSCO



NI Cisco
CISCO. @ TechDay

Zjistovani

Design a nasazeni




Host Groups: Applied Situational Awareness

™ Host Group Editor for ACME H
Flnd:l @ @ [ match Case | Host Group

Id: 61
=t ’!!:B Inside Hosts = Narne: ILab Servers [ ]
¥p catch Al
=P By Function Ranges
[+ "'-:B Business Units
. . 3p oMz 10.11.0.0/16
Vl I't u al C O n t al n e r Of "'-:B Guest Wireless Metwarks

[+ "':B Infrastruckure

i ® nkernal 3rd Party Managed Devices 1
multiple IP i Btemalrdpury gt Lab server grouping
addresses/ranges that H...aagm
. . . P Antivirus Servers
have similar attributes . % Backup Servers
- P Compliance Servers
;g Conf?dential Servers
Best practice: D s

"!‘.B Diamain Controllers

ClaSSIfy a” knOWﬂ IP ----’H)FileSarvers

addresses into one or B oy ropor Ranges.._|

’{B NTFP Servers

more host groups - 4P PODK Servers Advanced Polcy Options

"!:B SMS Servers

"!,‘B web Servers Enable baselining for Hosts in this Group: I3

[ "'-:B Lsers
[ % voIP

[#- ’éB By Location Disable flood alarms and CI Events when a Host in this Group is the target: [
Outside Hosts )
5’:: Command & Control Servers LI Trap Hosts that scan unused addresses in this Graup: -

Impart. .. | Export... Validate Rewvert |
Help oK | Cancel |

1

Disable CI Events using excluded services: v

e
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Locating Services and Applications

£ Query Bullder @ Advancec
Range: ~OR - From:
Last 24 Hours j
* Search for assets based on
° transactional data —
KZiearch Suhol il for example, protocol (HTTP
Host: + Host: +
" . . . servers, FTP server, etc.)
Port/Protocol: Port/Protocol: +
Inchxise j suToe : TrustSec ID: +
TrustSec 10 + TrustSec Name: +
R ' &8 Flow Query Results -
either j . = | ﬁ
—=® |dentify servers and assets
+ Duration + Search Subject + Port + Traffic Summary + Port + Peer
Start: 05/24 - 02:33:38 PM 10.3.200.10 a8oTCcP T71.84KE | 160 packets 52171/TCP 10.10.18.102
End: 05/24 - 02:36:59 PM ﬁ 2. RFC 1918 — L) mrrcios
Duration: 3m 21s HTTP w7-client-3850.¢ts local | employeet, poiuserd
00:50:56:bd:31:af
h

44,44KE | 324 packets

e
CIsCO



Profile Applications

Custom Application: Production Payment Processing

Name: . .

I Production Payment Processing I O ClaSS|fy bUS|neSS'
critical applications

Description:

Payment procassing application on production server|

(# Add Rule

Enter criteria to define the custom application below. Criteria within each block is "AND-ed" together. Subsequent blocks are "OR-ed"
together.

Port/Protocol: @
80/TCP

Server: @
IP Address j
10.3.200.40

DPI Classification: @

HTTP v

=+ Add to Rules

CIsco
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Segmentation Monitoring with StealthWatch

Host Group Relationship Map m P @« SO Traffic :.

PCIl Zone Map

Define communication
policy between zones

N—— T Y Y W G VIR

Monitor for violations

CISCO © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Policy Modeling and Monitoring

Rule/Event Name:
CUStom event I Employee to PCI Servers ® RUle name and
triggers on Description: description
t raffl C C O n d I tl 0 n Viclation of Security Group Policy
@ Object L& Peer
Haost: Host:
Use User:

Devices: D GT

Port/Protocol: Port/Protocal:
TrustSec ID: TrustSec ID:
includes j 100 + includes j 2000 +

+ + + +
+ + + +

TrustSec Name: + TrustSec Name: +
Application: + Application: +
Orientation . . . . .

er o Trigger on traffic in both directions,

successful or unsuccessful

e
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Modeling Policy in StealthWatch

Create flow-based rules for all proposed policy elements

4 demo.local | Custom Security Events

BB Custom Security Events @ Add Custom Event =
+ Event Name + Date Modified Description Edit Delete + Enabled
[ J
Employee to Production Servers 5/1/15 5:03 PM Violation of Security Group Policy. a b 4 q

Employee to PCI Servers 5/1/15 2115 PM Violation of Security Group Policy a ‘,\

Policy violation alarm will trigger if condition is met.

e
CIsCO



Modeling Policy: Alarm Occurrence

Alarm dashboard showin
@ demo.local | Alarm Dashboard : Policy Violation (1) : 9
all policy alarms

BB Alarms

% First Active Source Host + Source Target Host + Target + Policy + Event Alarms + Source Details

Groups Groups User
5/25/15 4:42 Catch All 10.10.18.102 - Multiple Inside Employee to Production employee1
PM

Expected 1 points, tolerance of 75 allows up to 300k
points.

Details of “Employee to
< demo.local | Alarms : Employee to Production Servers for 5/25/2015 (1) Production Servers”

alarm occurrences

Hosts Hosts Servers

+ First Source Host + Source Target Host + Target + Alarm + Policy + Source Details + Last = =

Active Groups Groups User Active Active Acknowledged
5/25/15 4:42 Catch All 10.10.18.102  Catch All 10.3.200.10  Employee to Production Inside employee1 View Current Yes No

PM Servers Hosts Details

N
CIsCoO



NI Cisco
CISCO. @ TechDay

Indication of Compromise:
Detekce anomalniho
chovani v siti

Network Behavior Anomaly Detection




Behavioral and Anomaly Detection Model
Behavioral Algorithms Are Applied to Build “Security Events”

SECURITY ALARM
EVENTS (94 +) CATEGORY RESPONSE
ddr_Scan/
ﬁddtsﬁiﬂ/ﬂcdpp CEEET Alarm table
Bad_FlI ACK**
COLLECTAND B:agon?r?aHost Recon
ANALYZE FLOWS Bot Command Control Server

Host snapshot

N

Bot Infected Host - Attempted
= Bot Infected Host - Successful
— (@ ) Flow_Denied

ICMP Flood

C&C

Exploitation

)

< , ' Data hoarding
- Max Flows Initiated Syslog / SIEM
Max Flows Served Exfiltration
Suspect Long Flow .. .
Suspect UDP Activity DDoS target Mitigation
SYN Flood

e
CIsSCO



StealthWatch Alarm Categories

Concern Index Target Index Recon C&C Exploitation
71 0 48 0 51
DDoS Source DDoS Target Data Hoarding Exfiltration Policy Viotation
0 0 2 1 0

|

Each category accrues points

Anomaly



Example Algorithm: Data Hoarding

Suspect Data Hoarding
* Unusually large amount of data

inbound from other hosts
- @

Target Data Hoarding
* Unusually large amount of data
outbound from a host to multiple hosts

\'Em_r _________________________________ N

dfre]n
CIsSCO



Network Behavior and Anomaly Detection

+ First
Active

5/29M15
12:00 PM

5/29/15
11:20 AM

e
CIsCo

Alarm Model

« Monitor activity and alarm on suspicious conditions
« Policy and behavioral

Source Host Groups + Source Target Host + Target + Alarm + Policy + Source
Groups User

Atlanta, Sales and 10.201.3.18 - Multiple Suspect Data 10.201.3.18 -

Marketing, Desktops Hosts Hoarding [ ]

Terminal Server, 10.201.0.23 - Multiple Suspect Data 10.201.0.23 -

Datacenter Hosts Hoarding

Details

Observed 23.9G bytes.
Policy maximum allows up
to 50M bytes.

Observed 38.45G bytes.
Policy maximum allows up
to 50M bytes.

+ Last
Active

529115 1:056
PM

5/29/15 2:40
PM



NI Cisco
CISCO. @ TechDay

Reakce na incidenty

Incident Response




Investigating a Host

@ Lancope | Host Report for 10.201.3.59

Concemn Index

DDoS Target

0

-

View Flows

Status:

Summary
—eo

Hostname:

Host Groups:

Location:
Last Seen:
Policies:

MAC Address:

e
CIsCO

Target Index

0

Data Hoarding

0

Host IP

10.201.3.59
Classify History
Active

Isharp-11.lancope.local

Atlanta, Sales and Marketing,
Desktops

RFC 1918

6/5/15 1:08 PM

High Target Index Supress, Inside
c8:2a:14:26:a8:61 (Apple Inc)

Exfiltration

Recon Command & Control
0 0
Policy Violation
0 0

Traffic by Peer Host Group (last 12 hours)

@ Atlanta

@ Deskiops

@ Domain Controller/[ United States ©

@ Chicago 10.201.3.59 Google @
@ DHCP Servers

@iSCSI Storage

@ File Server

@ Multicast

@ Others (Inside)

Communication
patterns

Exploitation DDoS Source
1 0
Anomaly
0
Alarms by Type (last 7 days)
Alarms by Type
10
7.5
€
5
5
Y s
]
&

BB
: II B
HEEEEEN

05/30 05/31 06/01 06/02 06/03 06/04 06/05

I Touched
I Exploitation

M High Concern Index



Investigating: Host Drill-Down

Users & Sessions M Application Traffic Internal
Mac Address: Mac Vendor: Device Type:
c8:2a:14:26:a8:61  Apple Inc Apple Ipad Application Total % Ratio Received 7-day Trend 24-hour”
Heer o o HTTP 47.83MB  37.00
betty 6/5/15 11:36 AM m
betty 6/5/15 8:06 AM 6/5/15 11:20 AM
betty  6/5/15 7:24 AM 6/5/15 7:50 AM HTTPS 4241MB  33.00
betty 6/5/15 12:22 AM 6/5/15 7:08 AM _ v
betty 6/4/157:31 PM 6/5/15 12:09 AM
HTTPS (u... 16.06MB 12.00
betty  6/4/15 6:46 PM 6/4/15 7:15 PM _ k
betty 6/4/15 5:21 PM 6/4/15 6:32 PM
betty 6/4/15 1:50 PM 6/4/15 5:07 PM Undefined... 11.13MB 9.00
betty  6/4/151:07 PM 6/4/15 1:37 PM — -
DNS 1.32MB 1.00
User information e T
authentic... 1.9MB 1.00 -
A ———— e =

e
CIsCo




Investigating: Audit Tralls

Network behavior retroactively analyzed

= Flows (20)

i Actions

£ Save Results
&) Save Query

(?) Clone Query
& Export as .CSV

i= Curmrent Filters

No Filters Selected

Clear All

Y Filter Results By:

Search Subject

Host Groups v

Inside Hosts (58)

e
CIsCO

B8 Flow Query Results

< Duration

Start: 01/11 - 11:54:01 PM
End: 01/11 - 11:57:32 PM
Duration: 3m 31s

Start: 01/11 - 11:56:15 PM
End: 01/11 - 11:66:56 PM
Duration: 41s

Start: 01/11 - 11:54:01 PM
End: 01/11 - 11:54:24 PM
Duration: 23s

+ Search Subject

8. RFC 1918
ethel
View Details

10.201.3.78
R.RFC 1918
ethel
View Details

10.201.3.78

R RFC 1918
ethel

View Details

< Port

17500/UDP

54279/TCP

54229/TCP

+ Traffic Summary

17.86KB | 72 packets
—
Undefined UDP
—
08B | 0 packets

4.19KB | 15 packets
—
search
—
12.99KB | 16 packets

9.05KB | 22 packets
—
HTTP (unclassified)
—
5.45KB | 12 packets

< Port

17500/UDP

80/TCP

80/TCP

~ Peor

255.255.255.255
% Unknown

74.125137.113
W United States
yh-in-1113,1€100.net

98.136.145.153
S United States.
r2.ycpi.vip.acd.yahoo.net



Extrapolating to a User

aethel  Username Active Directory details

i Actions

= View Flows

T View flows

© Concem Index:

s N EEERE W

24 hes [ERDRRRTNRRRRRRARONRNIND |

Devices and sessions

0 Devices and Sessions

O Recon

7deys NN D

Mac Address: 14:7d:c5:bf:34:85 Mac Verjdor: Unknown Device Type: Unknown
Host Name Group Location Count Start End
11111 1 i [ |
2 tes HNINIITITITIRINORINNON 10201.378 = Sales and Marketing B.RFC1918 5 1/11/15 10:25 PM ==
Atlanta ®
Desktops
©@ Command & Control Mac Address: 00:26:b0:ca:f2:a9 Mac Vendor: Unknown Device Type: Unknown
Host Name Group Location Count Start End
7 days 10.202.1,151 - Atlanta BH.RFC 1918 5 1/11/15 10:11 PM 1/11/15 10:21 PM
Sales and Marketing
Desktops

e
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Adaptive Network Control

Host Summary

D 192.168.100.101

View Flows Classify History

Cisco® Identity StealthWatch
Services Engine Management Console Status: Active
Hostname: 5)0-i3-swr-101_cisco.com
. . . . Host Groups: PCl Servers
Quarantine or unquarantine via pxGrid ,
Location: RFC 1918
Last Seen: 1/9/15 1:56 PM
Policies: Inside, Servers
MAC Address:

Quarantine Unguarantine

e
CIsSCO
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NetFlow Supported Platforms © neron Capae

User Switch Router Router Firewall Data Center Server Cisco Identity
Switch Services Engine

NetFlow Exporters Lancope is now part of Cisco

Cisco® Catalyst® 2960-X (NetFlow Lite) - sample Cisco 5760 Wireless LAN Controller (WLC)
only (FNF v9)

Cisco Catalyst 3560-X (SM-10G module only) Cisco 5520, 8510, 8540 WLC (v9)*

Cisco Catalyst 3750-X (SM-10G module only) Cisco ASA 5500, 5500-X (NSEL)

Cisco Catalyst 3850/3650 (FNF v9 SGT support) Cisco Nexus® 7000 Series (M Series /0

StealthWatch
B8 Management Console

Cisco Catalyst 4500E (Sup7E/7LE) modules — FNF v9)

Cisco Catalyst 4500E (Sup8) (FNF v9 Cisco Nexus 1000v (FNF v9)

SGT support) Cisco NetFlow Generation Appliance (FNF v9)

Cisco Catalyst 6500E (Sup2T) (FNF v9 Cisco UCS® Virtual Interface Card (VIC) (VIC

SGT support) 1224/1240/1280/1340/1380) StealthWatch FlowCollector

Cisco Catalyst 6800 (FNF v9 SGT support)
Cisco ISR G2 (FNF v9 SGT support)

Cisco 4000 Series ISR (FNF v9 SGT support)
Cisco ASR 1000 Series (FNF v9 SGT support)
Cisco Cloud Services Router 1000v Series (FNF
v9 SGT support)

e StealthWatch FlowSensor

For more information, visit: http://www.cisco.com/c/en/us/solutions/enterprise-networks/threat-defense/index.html

e
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Key Takeaways

The network is a key NetFlow and
asset for threat StealthWatch provide
detection and control visibility and intelligence

e
CIsSCO



Reference:

Lancope is Now Part of Cisco

https://www.lancope.com/partners/lancope-now-part-cisco A | l e I 1
StealthWatch Wiki C I S c o ”
https://www.lancope.com/wiKi Py
STEALTH
Cisco Cyber Threat Defense Solution WATEH

http://cs.co/9004BYtJ8

Cisco Cyber Threat Defense Solution Data Sheet
http://cs.co/9005BYtJ3

Cisco Identity Services Engine and Lancope StealthWatch Integration
http://cs.co/9001BYtJT

e
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Dekujeme za pozornost.

DEMO

https://dcloud-lon-web-1.cisco.com/dCloud/drn.jsp
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