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Unable to connect to the Internet

Google Chrome can't display the webpage because your computer isn't connected to
Internet.

™




The typical user ticket it a Wi-Fi device is involved...




7/

The typical u




Agenda

Community
Wi-Fi Tooling

: Cisco Wi-Fi
S|te Survey Tooling




Zlick on the map to inspect the selected point for more information. CTRL/CMD+Click to select/deselect access points. 5 GHZ SPECTRUM LIVE | EKAHAU SIDEKICK

RADIOS | SURVEYS &

Al

B VSR SEVERA §

Design & Site Survey

alraln
cisco

© 2025 Cisco and/or its affiliates. All rights reserved.



»WIi-Fi nefunguje... ale signal

mame dobry.“

Slyseli jste to uz nekdy?

CCCCC



Coverage # Performance




Typicke problemy Wi-F
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___________

| siti = Channel Interference

X 40 MHz kanaly
> VSesmérové ant.

ReSenim je:
¥ 20MHz kanaly
¥ Smérové ant.

Co and Adjacent Channel Interference at 5 GHz: 6

Client channel: 100 104

NAME(MAC)

Measured AP-94:40(68:7d:b4-...
Measured AP-2e:a0(68:7d:b4-...
Measured AP-16:80(48:91:d5:...
Measured AP-9a:81(88:9c:ad-:...
Measured AP-d5:40(68:7d:b4-...

CHANNEL RSS! (dBm) FLOOR

100 104
100 104
100 104
100 104
100 104
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-83
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Typické problémy Wi-Fi siti — Cizi ruseni, cizi AP

Zlick on the map to inspect the selected point for more information. CTRL/CMD+Click to select/deselect access points.

®

5 GHZ SPECTRUM LIVE | EKAHAU SIDEKICK

RADIOS | SURVEYS &

Al
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5 GHZ SPECTRUM HISTORY | EKAHAU SIDEKICK

TR

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Typické problémy Wi-Fi siti - umisténi a antény

B B BT
i

\

\
!

Nesnazit se pokryt celou halu jednim
AP s omni ant.

i

Pro venkovni pbkryti
pouzit outdoor AP

Umistit pod prekazky, ne nad né

bl
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VERY BAD BETTER BEST
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CW9176D1 (Directional) vs CW9176] (Omni)

® rodic2 561

ORaenad | Banvimsatn

Auto (44 | 20 MHZ)

1 power

s
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| @ modio 25 GHy

Crannel | bandaien
Auto (36 | 20 MM2)

TX prowet
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CW9179F - prepinatelné konfigurace antén
(indoor/outdoor)

Narrow Front-and-back

5GHz Low

2.4GHz

5GHz High 6GHz 5GHz Low 5GHz High 6GHz 5GHz Low S5GHz High
35°x35° 355G 35°x35° 35°x35°  70°x35°  35°x35° 35°x35°

2.4GHz 2.4GHz
70°x70° 70°x70°
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Jak to odhalit a napravit

Site survey




Site Survey - on-site vs prediktivni

K— Existing Network Redesign ﬁ

Measured Data Design Traditional Predictive Modeling
Redesign wireless networks based Plan wireless networks from
on Sidekick 2 survey data scratch using floor plan modeling

\ A y
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Hardware pro site survey (Ekahau)

Prediktivni (design):

¥ Ekahau software/licence

(Connect subs. - Cloud, Online App, Mobile
Apps, Desktop App.)

n-Si i rv

-+ Ekahau Sidekick2 (2.4, 5, 6GHz)
-+ iPad Pro (GPS/Lidar)

Pro méreni AP on a stick:

-+ AP v site-survey modu

-+ Teleskopicky stativ na koleckach 1,5-7m
-+ Baterii 24V-7.8Ah

-+ POE injektor 90W

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Ekahau Analyzer

VALIDATE = MERAKI-LAB > ANALYZE

. Coverage -44 dBm | 2 APs > . Spectrum >

. Channel CH5 | 1APs > . Packet Capture >

. Connectivity 17ms » (7)  Speedtest >

X | Interference 2 detected > @R Client Analysis >

alraln
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Ekahau Analyzer

&

o This device may be experiencing some potential issues.

Client-to-Sidekick

Distance

Signal strength
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Further

-89 dBm

Client Analysis

Network

Channel

Channel width

Encryption

Management frame protection
Minimum basic rate

Primary coverage

Secondary coverage

SsSID

52

80MHz

WPA2 (PSK)

Disabled

6 Mbps

-54 dBm

-84 dBm

VMW-LAB
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Ekahau Al Pro Online

Ukazka prediktivni site survey (design)




Integrace Ekahau - Cisco

Ekahau 2 Cisco Catalyst Center

« import Ekahau projektu (.esx)

* prenos map a umisténi AP

* mapovani navrh vs realna sit

« vyuziti pri deploymentu a
troubleshooting

© 2025 Cisco and/or its affiliates. All rights reserved.

Q Search Dashboard

= il Catalyst Center Design / Network Hierarchy

n 3D 5 GHz Add/Edit Data/Filters

£ Warehouse / Warehouse / Floor 0 - Ground U

. 0. 0.0 0
)

APl export - APl export - 009 >or APl export - 017 port - 012
eeeee

Wir
(")
9

Ekahau 2 Meraki Dashboard

» import floor planu

« automatické umisténi AP na mapé

* mapovani zarizeni

« pomoci Ekahau Cloud integrace a
napojeni na Meraki Dashboard API
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Na co si dat pozor pri navrhu

« volba spravnych modelu AP a ant. pro dany prostredi
e spravna hustota a umisténi AP

* neresit jen coverage, ale kapacitu
 minimalizace co-channel interference

« zohlednéni klientskych zafizeni (2x2 vs 4x4)

ol I
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Na co si dat pozor pri site survey

© 2025 Cisco an

* broadcast SSID prip. Aironet extension pro viditelnost AP hosthname

AP on a stick:

d/

spravna volba modelu AP (ant.) vs umisténi
nastavit transmit power (max.14dBm/25mW)
realné prostredi (lidé, provoz, prekazky)

kontrola overlapu (sec. sig.)

or its affiliates. All rights reserved.
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Al-powered tools
for great wireless.

Fast, simple design and analysis for Wi-Fi, Private 5G and wireless |oT networks.

with Hamina Planner
Browser-based network planning & live analysis tool with real-time
heatmaps, powerful signal prediction, and automated Al building
modeling

Design Wi-Fi, loT, and Private 4G/5G networks

Visualize, analyze and troubleshoot running networks

Plan for switching, PoE and cabling

Create rich, interactive reports

Wi-Fi 7 Site Surveys
with Hamina Onsite
Perform on-site Wi-Fi survey measurements, troubleshooting, and
spectrum analysis.
- Validation site surveys for 2.4 / 5 / 6 GHz Wi-Fi
Remediate in Planner after site survey
"AP on a stick" pre-deployment validation
Add notes, generate reports

Troubleshoot Wi-Fi on-site

Learn more

Live Troubleshooting

with Hamina Live (part of Planner Plus)

Real-time network analysis and live network testing that provides

continuous 3D visibility into wireless network performance and user

experience.

Live heatmaps & 3D network analysis
Live client & AP testing and troubleshooting
For junior engineers & CWNE experts alike

Supports modern enterprise Wi-Fi (capabilities vary). Internet
experience testing with Orb.

Watch video

Access Point




Q & O

< C 25 eu.hamina.com

B 3 Jaroslav Cizek ,

0f) Simulation

Configure AP on the right. Click on the map to place [ Add Access Point ®
Manual Auto-plan
Technology:
Wi-Fi v
g
Access point:
O
Cisco v 9178l v
B_“I‘ Mode
] 2.4/5/6 v
4
%1
Mounting type: Height:
= Ceiling v 2.5 m
‘ . ‘ QA O 4@
@ ) m e
Y ,7 : | \ - = b Show more v D ) B < Jaroslav Cizek
8 ‘ ; .;_J =R i v | : - 7 s D @0 RN, Edit Access Point (1) e W
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== = = Q | I - ,
OO | okl =B ’ o ’
Access Point 65 45 20 = =
B - T T = 4
o = == Fa = I ~ Access point:
Wi-Fi Coverage on 5 GHz ~ = — :
—— > .
S Cisco v 9178l v
5 /
| — V] 5 Mode:
75 70 -65 12 1 N
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N
4
L Mounting type Height:
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Show more v

. 7
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+
Wi-Fi Coverage on 5 GHz HH
3
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S =25 G %5 eu.hamina.com

JC-Home > RD-1_NP

"/Ilgi/,_ﬁ’l! -

Y= AP TY

08 simulation @© Live

® Device OK
Client device is working as expected

Signal

-47 dBm

JC-S25 / Android 16
192.168.1.12 / 3C:31:8A:80:62:1F N

D e e ©)

Ping

Channel utilization:

Client receive

Data rate: 2395.8 Mbps @

Connected to AP:

6 GHz | Channel 5 Connected to xcj-rd2

lllllll'lllll’ I 'I WU HIIIIIIllIHIIII |

AP to client

4% e

Client transmit

2838.1 Mbps @

JC-CW9176l

Q % O & O

E] °@ Jaroslav Cizek

jacizek@cisco.com

Client search:

Search for name, MAC, or IP address...

Client list (7)

® azrouter

94:B5:55:A4:4D:6C | 172.16.1.11 | Espressif

® JC-Mac

84:2F.57.44:E8:2E | 192.168.1.10 | Apple

® Netatmo

70:EE:50:3F:4D:16 | 192.168.1.21 | Netatmo

® JC-S25

3C:31:8A:80:62:1F | 192.168.1.12 | Samsung

® Martina-NB-Lenovo

3C:21:9C:81:A8:49 | 192.168.1.137 | Lenovo

® nrgkick2

E0:E2:E6:78:32:28 | 172.16.1.14 | Espressif

® Tab-A8-Bara

0A:33:B5:4A:77:2C | 192.168.1.192 | Samsung

v
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Site Survey Webinars

 Ekahau: https://www.ekahau.com/resources/webinars/

« Hamina: https://webinars.hamina.com/

bl
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Wi-Fi Tooling

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Wi-Fi OS-based Tools - OSX

Wi-Fi

Personal Hotspot

@ iPhone (168)

Known Networks
@ GuessWho
% GuessWhoGuest

% GuessWholoT

© 2025 Cisco and/or its affiliates. All rights reserved.

5G @ _

“Option” button + Wi-Fi icon

Wi-Fi
Interface Name: en0
Hardware Address: 84:2f:57:38:ee:be

Enable Wi-Fi Logging
Create Diagnostics Report...
Open Wireless Diagnostics...

Personal Hotspot

(@ iPhone (168) '

Known Networks

. GuessWho

IP Address: 192.168.128.111
Router: 192.168.128.1

MAC Address: 76:82:b3:6e:13:a6
Security: WPA3 Personal
BSSID: 6a:49:b2:3e:80:80
Channel: 69 (6 GHz, 160 MHz)
Country Code: CZ

RSSI: -50 dBm

Noise: -93 dBm

Tx Rate: 2 401 Mbps

PHY Mode: 802.11ax

MCS Index: 1

NSS: 2

= GuessWhoGuest

= GuessWholoT

5G

alraln
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Wi-Fi OS-based Tools - iOS -

4 AirPort Utility

Allow AirPort Utility to Access

@ Local Network -

. Apple Intelligence & Siri

Search
Mobile Data N )

Preferred Language

Download & Insta" @ Language English (UK)
Ai rport AirPort Utility Settings

Version
kMobileAirPortUtilityMarketingVersion
(kMobileAirPortUtilitySourceVersion)

Acknowledgements

Wi-Fi Scanner -

AirPort Utility

@® Internet

Settings > AirPort Utility and toggle "Wi-Fi Scanner" to ON

© 2025 Cisco and/or its affiliates. All rights reserved.

blizzard

internet

blizzard

internet

blizzard

blizzard

internet
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Wi-Fi OS-based Tools - iOS - Shortcut

My Wi-Fi v

Mon Mar 30 9:12 PM

GuessWho {54
Excellent SNR Signal / Noise
Signal Quality 47 _41 I '88

dB dBm

Channel Band Tx/ Rx Rate
() 6 2401 /1200

GHz Mbps

BSSID

6A:49:B2:3E:80:80

IPv4 Address

192.168.128.64

46.13.219.120

IPv6 Address

fe80::8ea:c21e:370:409¢e

Device Details

iPhone, iOS 26.4

Shortcut Version

1.3.1

ApowerMirror M

“My Wi-Fi” -

Shortcut

© 2025 Cisco and/or its affiliates. All rights reserved.

4 GuessWho

Diagnostics

Auto-Join -

Password ececcccccccccce

Low Data Mode .

Wi-Fi 6E Mode Automatic
Private Wi-Fi Address Fixed
Wi-Fi Address D6:2C:AA:EE:56:FO

n track ot

even on ¢

4 Diagnostics

BSSID 6a:49:b2:3e:80:80
Channel 69 (160MHz)
Signal Strength -35 (Strong)
Channe tili ) )

Security WPA3 Personal
Captive No
Deployment Unspecified
Motion Unknown

CONNECTIVITY

Gateway ms
Internet 8ms

Responsiveness

COEXISTENCE

AWDL Mode

- Shortcut

Install Diagnostics profile

alraln
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Wi-Fi OS-based Tools - Windows netsh wlan show wlanreport

Output for 'netsh wlan show

Name
Description

GUID

Physical address
Interface type

State

SSID

AP BSSID

Band

Channel

Connected Akm-cipher
Network type

Radio type
Authentication
Cipher

Connection mode
Receive rate (Mbps)
Transmit rate (Mbps)
Signal

Rssi

Profile

QoS MSCS Configured
QoS Map Configured
QoS Map Allowed by Policy

© 2025 Cisco and/or its affiliates. All ri

: Wi-Fi
: Intel(R) Wi-Fi 6 AX201 16@MHz

: fodef893-5603-42ee-985b-7f53ca82ad3b
: f0:57:26:88:9c:d@

: Primary

: connected

: blizzard

: ce:6e:3a:02:88:40

: 5 GHz

: 60

: [ akm = @0-0f-ac:03, cipher = 00-0f-ac:04 ]
: Infrastructure

1 802.11ac

: WPA2-Enterprise (FT-Roamed)
: CCMP

: Auto Connect

1 400

1 400

: 89%

=51

: blizzard

all'

ghts reserved.

netsh wlan show all

Disconnect Reason:The network is disconnected by the driver.

4042 2026-03-27T14:17:58 [+]Capability change on {f0def893-5603-42ee-985b-7f53ca82ad3b} (0x47008000000000 Family: ...

11004 2026-03-27T14:23:40  |[+]Wireless security stopped.

4042 2026-03-28T09:10:07 [+]Capability change on {f0def893-5603-42ee-985b-7f53ca82ad3b} (0x47008000000000 Family: ...

11010 2026-03-28T09:10:07 [+]Wireless security started.
11005 2026-03-28T09:10:07 [+]Wireless security succeeded.

alraln
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Wi-Fi OS-based Tools - Android

MREES . oxA.IED
{ Wi-Fi Wi-Fi Direct

Intelligent Wi-Fi
Zapnuto

Rozsifené nastaveni
Aktualni sit

=6 internet @
Pfihlaste se k siti. / Nezabezpeceno

Dostupné sité

6E .
=, blizzard

-~ Pfidat sit

1 @) <

© 2025 Cisco and/or its affiliates. All rights reserved.

M3 EE & - ox 2.

< Intelligent Wi-Fi

Prepinat na lepsi sité Wi-Fi

Automaticky prepina na sité Wi-Fi, které jsou

rychlejsi ¢i stabilnéjsi nez aktualni sit. Aby se .
zabranilo prerusenim, tato akce prob&hne jen

pri vypnuté obrazovce.

Autom. zapnout/vypnout Wi-Fi ®

Preferovat data v redlném case

Nastavi prioritu sité na hry, videohovory a

dalsi ulohy, které jsou citlivé na zpozdéni. .
Vyuziti dat na pozadi ma nastavenu nizsi

prioritu.

Zjistit podezrelé sité
Budete upozorfiovani, kdyz bude v aktuainf .
siti Wi-Fi zjiSténa podezreld aktivita.

Autom. pfipojeni k hotspotu
Nejste prihlaseni
Intelligent Wi-Fi

7.00

Cor Labs has already been turned on.

This feature Is for internal test purposes. It does not
guarantee stability.

1 @) <

Tap ”Intelligent Wi-Fi build number" 7 times

MIBEES - I €D
< Connectivity labs
Time Usage
Mon. March 30
® Wi-FiON 14m
® Connected 1B3m
Band
® 24GHz 4h 57m
® 5GHz 106h 22m
6 GHz om
Standard
® WiFi4 om
® WiFi5 om
® WiFi6 111h 20m

I @] <

LB TRCH - K- 3 o N A D

< Connection information

Link status L2 status L3 status

internet
ca:6e:3a:02:88:40

RSSI
-58 dBm

= 2.4GHz = 5GHz = 6GHz

Channel utilization
3% (8/255)

z == 5GHz = 6GHz
Link speed

Tx=573 Mbps / Rx=573 Mbps

Tx/Rx data
0,377/ 0,377 /0,00 /0,00
(Tx success/Rx Success/Tx lost/Tx retries per sec)

I @] <

alraln
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Mm2=80 % - oxNA.ED
< Vyvojaiské moznosti Q
Zapnuto @

wialiaueny 1vu

Nastavit preferované osloveni

Ladéni

Ladéni pres USB
Povolit rezim ladéni s pripojenym zafizenim .
UsB

Zrusit autorizace k ladéni pres USB

AT pikazy 3GPP ®
Zapne nebo vypne AT prikazy 3GPP.

Bezdratové ladéni )
Rezim ladéni pri pripojeni k Wi-Fi

Zakézat Casovy limit autorizace adb
Zakaze automatické odvolani autorizaci

adb pro systémy, které se znovu nepripojily .
béhem vychozi (7 dnii) nebo uzivatelsky
nakonfigurované (minimainé 1 den) doby.

Zastupce hlaseni chyb
Zobrazit v hlavni nabidce tlacitko .
k vygenerovani chybového hlasent

Davnlit nadrahnd nratalalavAni

[ @) <

Settings -> Developer Tools

© 2025 Cisco and/or its affiliates. All rights reserved.

Wi-Fi OS-based Tools - Android I

M:28EG » ot = . €

< O]

internet

Pfipojeno / Nezabezpeceno / 6G STAs:1f = 5320
ca:6e:3a:02:87:50 standard = Wi-Fi 6 rssi = -67
score = 60 tx=0,6, 0,5, 0,0 rx=0,3 hasInternet:true,
isDefaultNetwork:true, isLowQuality:false
[(7)max=-64,
{ca:6e:2a:02:62:20=2462,-64 Wi-Fi 6,0s}
{ca:6e:2a:02:85:c0=2437,-73 Wi-Fi 6,0s}
{ca:6e:2a:02:87:50=2462,-73 Wi-Fi 6,0s}
{ca:6e:2a:02:89:c0=2462,-74 Wi-Fi 6,10s}
{ca:6e:2a:02:81:10=2412,-80,Wi-Fi 6,0s}
{ca:6e:2a:02:8a:60=2437,-82 Wi-Fi 6,0s}
{ca:6e:2a:02:88:a0=2412,-84 Wi-Fi 6,10s};
(6)max=-67,
{ca:6e:3a:02:87:50*=5320,-67,Wi-Fi 6,0s}
{ca:6e:3a:02:62:20=5180,-70,Wi-Fi 6,0s}
{ca:6e:3a:02:8a:60=5180,-73 Wi-Fi 6,10s}
{ca:6e:3a:02:85:c0=5745,-76 Wi-Fi 6,0s}
{ca:6e:3a:02:81:10=5560,-78 Wi-Fi 6,0s}
{ca:6e:3a:02:89:c0=5560,-83 Wi-Fi 6,10s};;]

Zabezpeceni
Automaticky znovu pfipojit N )
o & 0]
QR kéd Sdilet sit Odstranit

11 @) <

alraln
cisco



Wi-Fi Community Tools - nOversight e

@ 6 -

@ 02.CZ 5G NR NSA

blizzard

CE:6E:0A:02:8A:60

DemoNet No Subscription. Limited to 1 minute.

Signal

09:59:34 09:5 10:00:02 (X) o4 10:00:19

T Rate 1le Noise

Link Rate

Tx Rate @ Rx Rate 10:00:02
1500
1134 Mbps

1000

Sl e——

(]

MacBook Air
= e . .
Timeline

< blizzard

o

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Wi-Fi Community Tools - Analiti

© 2025 Cisco and/or its affiliates. All rights reserved.

819 MtT?t .

N Zh .l €D

= ConnectionTra.. () {8

5GHz
v, WA U-NII-T
internet CH36
' ca:6e:3a:02:62:20 40MHz
AX2402
-76
dBm
device IPs [10.169.44.13,
fe80::804:12ff:febf:6305 |
gateway IP 10.169.44.1
internet by  AS109 CISCO SYSTEMS,
INC./NL&=
public IP 173.38.220.53
dns servers [208.67.220.220,
208.67.222.222 ]
T, Now £ 30 SEC.. I= EVENTS
Signal Strength
dBm
0 & 0
30 {30
60 = 60
90 1 90
-120 120
150 -150

— WIFl/internet/ca:6e:3a:02:81:10

WIFl/internet 6e )-88:a0
WIFl/internet/ca:6e:2a:02:88:a

-3 @ = i

S 2 -
Connection Speed Networks Channels

I @)

&
Devices L

<

alraln
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Wi-Fi Community Tools - Wi-Fi Explorer Pro 3

LN N BENCE) b H OActive Scanning: Wi-Fi | blizzard @ 85 | 6GHz | 80MHz | Mcsn | Nss2  [1200mbps O 3, (mg]
(ID Default 2 ® Al 2.4 GHz 5 GHz 6 GHz Open Secure New filter QuFilter
BSSID Network Name Vendor AP Name Annotations Signal Noise SNR
l CA:6E:3A:02:8A:80 internet 8 Cisco Meraki (& -72dBm W -96 dBm 24dB
l CE:6E:0A:02:8A:80 blizzard a8 . Cisco Meraki & -70dBm @ -96 dBm 26 dB
l CE:6E:3A:02:86:D0 blizzard a8 . Cisco Meraki (& -66dBm WM -96 dBm 30dB
I CA:6E:3A:02:86:D0 internet . Cisco Meraki @ -66dBm W -96 dBm 30dB
I CA:6E:2A:02:8A:80 internet . Cisco Meraki & -66dBm @M -96 dBm 30dB
I CA:6E:2A:02:86:D0 internet @ Cisco Meraki @& -e4dBm B -96 dBm 32dB
l CE:6E:3A:02:86:50 blizzard a8 - Cisco Meraki @& -64dBm @M -96 dBm 32dB
l CA:6E:3A:02:86:50 internet . Cisco Meraki & -64dBm @M -96 dBm 32dB
Network Details Signal Strength Spectrum 2.4 | 5 GHz Spectrum 6 GHz Advanced Details
ISM UNII-1 UNII-2A UNII-2C UNI-3 UNII-4
10 -10
-20 -20
-30 -30
-40 -40
-50 -50
-60 Network Details Signal Strength Spectrum 2.4 / 5 GHz Spectrum 6 GHz Advanced Details
70 D Length Information Element Details
il 0 8bytes > SSID blizzard
1 4bytes > O Supported Rates 24(B), 36, 48, 54 Mbps
“ “ 5 4bytes > Traffic Indication Map DTIM Count: 0, DTIM Period: 1
“ | 7 10 bytes > ) Country CZ (Global Operating Classes)
“ 32 1bytes > ) Power Constraint 0dB
| L
2 3 4 5 8 7 8 9 10 12 13 14 36 40 « <1 2bytes > TPC Report Transmit Power: 8 dBm
48 28bytes > O RSNE Group Cipher: CCMP-128; Pairwise Cipher(s): GCMP-256, CCMP-128; AKM Suite(s): FT-802.1X, 802.1X (SHA-256); MFP Required; MFP Capable
1 Sbytes > () BSS Load Stations: 1, Channel Utilization: 5%
Networks Found: 65, Selected: 1
71 1bytes > ¢ Multiple BSSID
70 5bytes > ¢ RM Enabled Capabilities Link Measurement, Neighbor Report, Beacon Passive Measurement, Beacon Active Measurement, Beacon Table Measurement, Channel Load Measurement, Statistics Me...
54 3bytes > <) Mobility Domain Over-the-Air Fast BSS Transition
127 Tbytes > Extended Capabilities Extended Channel Switching, Proxy ARP Service, TFS, WNM Sleep Mode, TIM BSST ), Multiple BSSID, SSID List, DMS, QoS Map, Operating Mode Notif...
195 2bytes > ¢ Transmit Power Envelope Regulatory client EIRP PSD, Category: Subordinate Device
195 2bytes > ¢ Transmit Power Envelope Regulatory client EIRP PSD, Category: Default
255 35bytes > D Extension: HE Capabilities 4 Spatial Streams; 40 & 80 MHz (5 GHz)
255 12bytes > () Extension: HE Operation BSS Color: 52, Primary Channel: 5, 80 MHz (6 GHz), Indoor AP
255 2bytes > < Extension: Spatial Reuse Parameter... PSR Disallowed, Non-SRG OBSS PD SR Disallowed
255 14 bytes > {? Extension: MU EDCA Parameter Set
© 2025 Cisco and/or its affiliates. All rights reserved. 255 3bytes > () Extension: HE 6 GHz Band Capabilit...
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Wi-Fi Community Tools - WianPI WLAN Pi

Wi-Fi Analysis. Anywhere
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AlOps everywhere
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Always-on Anomaly Capture

Discover and root case issues AN 4O mMUEBR A eoATSME QA AN

n (= RSl
No Source Cesraton Protocal  Lergtr nfo

AIATINNN AOYITY ¥

| €1 88 CAsco Seibl:ct 2.1 56 Authesticat o SN=169S, Ml Flagss, ...
Fnable Anomalv Capture 2 s 7 . B2.11 36 Authestication, Sed, Ped, Fiagse........
y p | Cisc 88 .11 161 Asseciation Reguest, SN=1656, M=, Flagys
4 Cisc 17 194 Asseciation Response, SNel, M, Flags=,.
S Cisc 7 159 Koy (Message 1 of 4)
§ C 7 159 Koy (Message 1 of 4)
Cisco DNA g . 3lth - User 364 ’ 3 7 150 Key (Messspe 1 of 4)
$ b 1c? 52 Deautheatication, SN«2, F0, Flagse...

» Frame 15: 52 ytes oo ’ 1 < It captwr i

Intelligent Capture: Grace.S Aty it W8, Lanyth .
AR Validate Issuc@)

I1EEE B2 t

v Fized

1 hour ~ PCAP I

Nov 15

gshako tineout [alf)

Onboarding Events '
® KeyExchange
Nc L

Nov 15, 2020 Time Duration

@® Re-Authentication

, — Download
Anomaly Event > oo Packets

Packet Capture S ;

codirectional EAPoL
Packet #

A 3 AP4800-8DCE
112 pm

2:21:12 pm

100 -47 dBm

Event Legend: :

Broadcast Rekey

Green = Healthy event

alraln
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Client 360

Client /

SuMmMary war 14, 2026 10:27 PM - Mar 15, 2026 10:27 PM

Device Info Connectivity RF i0OS Analytics User Defined Network

Onboarding failed during Authentication (1 out of 1), due to 'Auth Key Exchange Timeout' (1)

Neighbor APs (5) Client Disassociation Details (30)

Roaming failed during Authentication (4 out of 4), mostly due to 'Auth Key Exchange Timeout' (3)

Q,  search Table \4 Q. search Table \4

BSSID ~ Channel

RSSI (dBm) Time ~ Disassociation Reason Disassociated AP

Onboarding Roaming

©4:38:7e:46:55:15

CW91661-LDN1-05 -46.0

Mar 15, 2026 9:56 PM User triggered disassociation C9120AXI-LDN1-:

©4:38:7e:46:44:e4 Cw9178I-LDN1-04 -44.0

Mar 15, 2026 9:51 PM Device idle C9120AXI-LDN1-:

@ Successful (6) @ Successful (5)

Incomplete (3) @ Failed (1) ©4:38:7¢:46:33:d3 CW9178I-LDN1-03 -22.0 Mar 15 2026 9:46 PM Device idle C9120AXI-LDN1 -
@ Failed (2) 6
11 @ AAA (2) Atemores) e4:387e:d622:c2 CWIT76I-LDN1-02 “47.0 Mar 15, 2026 9:41 PM User triggered disassociation  C9120AXI-LDN1-:
Attempt(s)
5 Record(s) Show Records: 10 W o 30 Record(s) Show Records: 10 v o 2 3 >
CW9178I-LDN1-01
e4:38:7e:46:11:b1
CW91761-LDN1-02
e4:38:7e:46:22:c2
me CW9178I-LDN1-03
L Y | | : AP Associations 0| €4:38:7e:46:33:d3
View Details CW9178I-LDN1-04
e4:38:7e:46:44:e4
CW91661-LDN1-05
. 4:38:7e:46:55:5
Event Viewer @ Current Data Selected: o
Impact Analysis ®
Correlation @ Go to Global Event Viewer { 7 Full Screen Association Start
Mar 15, 2026 7:15:42 PM
Q Search Table
Event Time Details
Status:
. ® Success
> @ INTRA-Roaming (6) 3:13:12.217 PM - 3:17:22.217 PM AP:CW9178I-L
Details:
~ @ INTRA-Roaming (6) 10:18:12.217 AM - 10:22:22.217 AM AP:CW9178I-L
AP_MAC 00:3A:7D:87:C3:80
@® Association Start 7:15:42.217 PM Client Associat WLC_ NAME WLE-9800
® Run 10:22:22.217 AM SSID @CorpSSID
® KeyExchange 10:21:32.217 AM sLot L
o FREQUENCY 5.0
® Authentication Done 10:20:42.217 AM Dot1x Full Auth
. . - Authentication Start 10:19:52.217 AM
© 2026 Cisco and/or its affiliates. g




Roaming Analvytics

Tools for per-device and network-wide troubleshooting

JAMEWEI-M-V47)

Roaming

Roaming | Last 24 hours

Roaming status

Roaming event log

Roam time

# Origin AP to New AP (ms)

sfo12-4-ap-017 »
sfo12-4-ap-006

sfo12-4-ap-006 -
sfo12-4-ap-002

© 2026 Cisco and/or its affiliates. All rights reserved.

' Overvie

Try new version

Networ

Clients

9 wir
30ci

Networl

Suboptimal ream

Start time Duration

Jun 2,1
AM

Jun2,1
AM

Roaming

Wireless roams | Allr

Impacted clients 900

Operating
system

Jerry's 0515
iPhone

ALOPE-J-JA|

Yaos-Cisco- _
Phone

Stefs-ipad @ 0S 15
STEVEN-M @  i0S15

Pixel

Badroams () - Suboptimal roams @  Ping pong Sticky roams |

Roaming

Wireless roams

Floor 7

10% (10/1000)

Roaming

Wireless roams  Allroams

Suboptimal roams

alraln
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https://documentation.meraki.com/Wireless/Operate_and_Maintain/User_Guides/Monitoring_and_Reporting/Client_Roaming_Analytics
https://documentation.meraki.com/Wireless/Operate_and_Maintain/User_Guides/Monitoring_and_Reporting/Client_Roaming_Analytics
https://documentation.meraki.com/Wireless/Operate_and_Maintain/User_Guides/Monitoring_and_Reporting/Client_Roaming_Analytics

On-demand Spectrum Analysis

‘ Start Spectrum Analysis

Toggle Radio Band View

Spectrum Analysis

Default Persistent FFT View

Channel

By Amplitude T e - W= v Configurable Realtime FFT View

2412 MHz 2417 MHz 2427 MHz 2432 MHz 2437 MHz 2442 MHz 2447 MHz

T
2452 MHz
ch1 Ch2 Cha Chs ché Ch7 Chsg

Channel
by Time

g g g y g
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Interference and Duty Cycle

Interference

Severity Per Channel
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Cisco Wireless Active Testing (WAT) powered by

Thousandeyes

CWOT/2H +
TE endpoint agent

Dedicated AP as a Client

\
\
\
\
\
\
\
\
\

High Priority Location

End-to-End Tests

CCCCC



2D & 3D Wireless Maps Bt

& Prague / PRGO7 / PRGO7-5

6 GHz: Your target for real-time voice is not met. 84% of your floor coverage has an RSSI
of -67 dBm or more. View coverage gaps

(4/6) Previous Next Mute This Insight { View All Insights

m 3D Add/Edit  Data/Filters  View Optic
QAPGG7D.845C‘A2A0

£ Prague / PRGO7 / PRG07-5 Updated 30 seconds ago £ A © © 4 AP(s) license el g PRG7-5-Chain-Bridge

:E643.851C

Ly

@ PRG7-5-Kitchen

oooooo
oooooo

ey

APF4DB.E64, ‘3).':
T

ekahau-lab
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Simulation

Q Search

View Options

v Contributing Floors ®

Compute Display Display

APs APs Geometry

Heatmap .:]
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Heatmaps

= ‘il Catalyst Center Assurance / Al Network Analytics / Network Heatmap ¥ Q «d @) Q”*.“ | Q Dominik

cisco

SUMMARY

| Utilization: R . . .
No. of rad 1 nnel Utiliza

Utilization in

Is this heatmap helpful?

nnel Utili

All APs / Monthly View (March 2026) (T Export

CW9166-2 7
PR

alraln
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Overview Threats Allowed List Rules aWIPS Profile

RO g u e S & a WI I S TOTAL ROGUE THREATS TOTAL AWIPS THREATS TOTAL UNIQUE ROGUE CLIENTS ROGUES CONTAINED

407 89 62

High Threats Summary
Active High Threats (89) By Threat Type B Top Locations Affected @

w

89

‘ High Threat

Rogue Access Points | Honeypot or Evil Twin | AP MAC Spoofing Microwave | Bluetooth
Radar | RF Jammers

I

Basic Wireless Security

Denial of Service | Reconnaissance | Cracking Tools ﬁ%

Advanced Wireless Security Visibility of non-WiFi interferers

© 2025 Cisco and/or its affiliates. All rights reserved.




What is Al-Enhanced RRM?

On-Prem Al-Driven RRM solution

Al Cloud
Al-Enhanced RRM
Actionable algorithms
insights 2 Al-based
Anonymized N 3) dataand
RF data events
Y. <4
|/I || Cisco Catalyst Center RRM control
4) Center
Assurance and Automation populated
%
1 | 5) Decisions
RF data cpnfigured
via Cisco
Q Network infrastructur' Catalyst
SR o Center
Catalyst® 9800 controller Automation
Wave 2, Wi-Fi 6/6E APs
\:// Exceptional Al-Enhanced
~— wireless experience!
- s
5)
\_ 2N _ %

alraln
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Wireless Troubleshooting Automation
Wireless Reports

Configuration Debug | » Wireless Detector

» Wireless Config Analyzer Express f |
RA Trace
/ » Wireless Debug Analyzer

9800 Guest Shell/EEM scripts

k&v

OTA Capture
» WiFi HAWK

© 2026 Cisco and/or its affiliates. All rights reserved. . Clsco


https://developer.cisco.com/docs/wireless-troubleshooting-tools/#wireless-config-analyzer-express
https://cway.cisco.com/wireless-debug-analyzer/
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wifi-hawk/
https://developer.cisco.com/docs/wireless-troubleshooting-tools/#!9800-guestshelleem-scripts-9800-guestshelleem-scripts
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-detector-wireless-detector/#wireless-detector

Shrnuti

 Site survey a nastroje pro praci s Wi-Fi pomahaji predchazet slozitym situacim

» Doporuceny postup:
* Prediktivni analyza RF pred realizaci
* lypocet kapacity z pohledu poctu/hustoty klientl a typu provozu
 Site survey
 Post-deployment validace - site survey and nastroje pro testovani)

» Proaktivni monitoring pomoci AlOps pro wireless only

bl
© 2025 Cisco and/or its affiliates. All rights reserved. cisco
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