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Commonly Used Acronyms

Acronym
I0S Cisco Internetwork Operating System

CCE Cisco Configuration Engine

CNS Agent o the Used to communioate with CCE
CNR Cisco Network Registrar

CPE Customer Premise Equipment

ACE Application Control Engine

EEM Embedded Event Manager

SDP Secure Device Provisioning

CX Cisco Configuration Express

TFTP Trivial File Transfer Protocol

DHCP Dynamic Host Configuration Protocol

Al Autolnstall — an I0S Embedded feature



Zero Touch Deployment Models

Cisco Near Zero Touch

Cisco True Zero Touch

The router has the smarts to
auto configure without human
intervention

Requires some degree of
manual intervention

Primary components include = eToken: a USB-based smartcard

Autolnstall — a Cisco I0S software device;
ealteicomponent = CX: Cisco Configuration Express;

= Cisco EEM: Cisco Embedded Event
CCE Server to manage/administer the Manager
CPE configuration templates

Cisco Network Registrar to provide the| * C15c0 SDP: Secure Device
TFTP and DHCP functionality Provisioning

For HA, Redundancy and Load
Bal%ncing of the CCE servers are
use

CNS Agent in Cisco CPEs

Validated Model




True Zero Touch
Solution Highlights... (contd)

= Uses common network protocols for automatic CPE deployment

= CPE connectivity to SP network is done automatically via
Autoinstall

= High volume of CPE deployment automatically using template
based configurations

= CNS agents on CPEs allow for further automation capabilities
when used with CCE

|OS image upgrades, Configuration changes

= Solution enables managed connectivity and additionally facilitates
rollout of managed services like FW, VPN, CME etc on the CPE.

= CCE provides CPE management (i.e. Moves, Adds, Changes) as
well as configuration template management

= Integration with CCE provides Day-1 and Day-2 services
capabilities

Solution Tested



CCO Ordering Process
Enabling Al on the ISRs shipped from factory

F -~ -~ .-‘
A Cisco Configuration Tool - Configure - Microsoft Internet Explorer E]@|g|

File Edit WView Favorites Tools Help ;',' FOI' AUtOinSta" tO WO_rk, the.re
" I | 'I' Cisco Cn:lﬁguratinn Tool | Cisco Home | NPM | | Login | Profile | | !‘nl;ﬁt bNevNR%ﬁonflguratlon
.C IS'CO' CUangUTE You are logged in as: ARAMACHA In e

Exit Configuration HELP

[ Select Options ]

Ordering process defaults to
this option. CCP is

CISCO881GW-GN-A-K9

. Vi My Selecti
Cisco 881G Ethernet Sec Router w/ 3G B/U 802.11n FCC Comp HeH TN Seectons

To add options, select itern category on the left, then select options from the list . " L A
displayed on the nght e i Confiquration Guidan installed by default on all
Use the Cisco I0S Software Selector for software selection assistance. — on ISRS Shlpped Out Of factory
STEP 1: Select ltem Categol STEP 2: Choose Options and Select Desir=~ 7 .ty Below
-— - -
Power Cables i.e. CCP in Flash and NVRAM
g (&) None Selected
[-] Software Options
S880DUKSY - Universal Data CCPCD usD 0.00

[l License Options o)

Advanced IP Services License CCP On CD And CCP Express On Flash

URL Filtering License
SSL VPN Licenses
DRAM Upgrade
3G Modem QOption

(1)

CCP-CD-NOCF usD 0.00

CCP On CD And CCP Express on Flash W/O Default
Config

POE Option

Cisco Configuration Professional
Additional Cable Option
Config Express Custom Build

O

1)

Delete All | Exit Configuration

CCP-EXPRESS usD 0.00
CCP Express On Flash And Mo CCP CD
CCP-EXPRESS-NOCF usD 0.00

CCP Express On Flash W/O Default Config And Mo CCP
cD

Check Configuration

PS: Hitting the reset button on the 8xx series ISR routers,
results in the default config being copied from Flash to NVRAM.

This will break Zero Touch deployed configuration in the field.
See Troubleshooting section for manual override steps

Select “CCP-CD-NOCF” option.

During configuration of the
ISRs, the customer must
select the option
highlighted in order to
enable Zero touch on the
ISRs out of the box

Solution Tested



True Zero Touch
Solution Components

1. Embedded Cisco IOS Auto Install feature (Al)
2. Cisco CCE

Linux/Solaris based deployment

3. Embedded CNS Agent in Cisco 10S

4. Cisco Network Registrar (CNR)
Provides DNS, DHCP and TFTP services

5. LDAP Server
6. ACE Load Balancer

/. Hardware/Software Matrix

Solution Tested



True Zero Touch Solution Components
1. Auto Install Underlying Pre-requisites

= No configuration file resides in * List of validated ISR WAN interfaces for ZT

NVRAM on the CPE device (See next

slide #21))
i.e. Cisco Configuration Professional
(CCP) is NOT prgsent on the device Ethernet Y Y
= A DHCP server/services is available Cable Interface N Y
on the network to provide IP
addresses to the CPE WIC-1DSU-T1-V2 N Y
= CPE device is powered on and WAN VWIC2-1MFT-T1/E1 N N
interface™ (Eth) is physically connected
to the network HWIC-1T1 N N
= The network has the IP connectivity
ne%:esskary tg pe_rmi[t t?e gl?hE VWIC2-2MFT-T1/E1 N N
networking device to load the
configurat?on files from the TFTP NEIEETEEEE N N
server during the Autoinstall process. NM-2CE1T1-PRI N N
= The default/generic configuration file, .
and where necessary host SEecific Wi il X N
config files to be loaded on the

devices resides on a TFTP server that
is available on the network

Solution Tested



Step 1:
Staging of CPE

Set up device in Cisco Configuration
Engine before device deployment

= Add Cisco Network Services ID: Unique
device identifier

= Cisco Network Services ID can be
hostname, IP address, MAC address,
hardware serial number, unique device
identifier (UDI)), or any string

= Associate configuration template
with device




Step 2:
Load Bootstrap Configuration on CPE

= Bootstrap configuration is initial set of dynamic startup configuration commands




Step 2: contd
Bootstrap Options: Autolnstall* Call flows

1. CPE sends Dynamic
Host Configuration

Protocol (DHCP)
Discover

2. DHCP server replies
with Offer

3. CPE sends DHCP
Request

4. DHCP server replies
with Option 150

5. CPE requests bootstrap
file over TFTP

6. TFTP server sends
CPE bootstrap file

*Requires CCP NOCF SKUs during ordering process




Post Bootstrap Call flows

Cisco 1
Configuration Engine

-
2.

S

X

58

5 Z

Q @

85 5.

28

On

S 6.
CPE requests config template
CE responds with the
template

9. CPE is operational



Zero-Touch Deployment lllustration
(view in presentation mode)

I |
< AN

Warehouse D T D

QUGS

Can | have my configuration?

s_n
.\. f‘ﬁ' Branch
i

N Office or
i\:L-— @ Customer
= ‘ > [« Premises

OK. Here is your configuration.

~\
N\

Configuration | * Cisco 10S Software Network
Engine Server [ “erfiodar Services Agent Device

Device (CPE-A) is selected from warehouse and loaded without configuration
CNS ID and template for CPE-A is entered in the configuration engine
CPE-Ais shipped to the customer premises or branch office

CPE-A powers up and calls home to the DHCP/TFTP/Configuration Engine
Upon authentication, configuration engine sends configuration to CPE-A

. CPE-A applies configuration and becomes operational

SHNCIE S ORI



True Zero Touch Solution Components
2. CCE Architecture

Customer
l Application

Publish/Subscribe Event Bus XML/SOAP
m Velocity
Template
Engine
Web Services XML/SOAP

Device Configuration Image
Module Services Services
Toolkit Data Storage A A

Configuration Service

Delivers initial (partial)
configuration

Image Service

Distributes and
activate software

TFTP FTP
TCPISSL | oo ver Server HTTP/HTTPS

image to Cisco
devices

Event Gateway

Acts as an interface
between the devices
and the event bus

Configuration

CAT 0S Agent

10S
VPN 3000

Cisco I0S Device






CCE - Day 2 Services

Configuration and Image Services

= Configuration Changes

= Secure configuration updates to 1000’s of devices
in minutes

= Secure distribution of service configuration (Voice,
VPN, Security)

= |mage Distribution

= Cisco I0S Images, Cisco CatlOS Images, Intrusion
Protection Signature (IPS) Files, Security Device
Manager (SDM) Files, IP Phone Images, Music On
Hold (MOH) files, Interactive Voice Response (TCL
IVR) Files and more

= |mage Activation — Any File - Anywhere

= Cisco I0S and CatlOS Images can be activated
and the device reloaded and verified.

= Configuration commands can be applied
immediately prior to activating an image.

Customer/Partner
Application

dVOS/TINX
S991A19S QoM

G0 G RO RO

Web GUI or Web Services Interface



Linux CE 3.0 Characterization

Adding 5k devices
Config updates to

2000 devices
Time taken to send

Config updates to

2000 devices

Memory Consumption

Maximum device connections




True Zero Touch Solution Components
3. CNS Agent

= Embedded feature within Cisco I0S

= Maintains TCP connection between the |IOS Event

Agent and CCE’s Event Gateway for communications
management

= Integrates with CCE for device events, configuration
events, device inventory and image updates

= Offers programmable functionalities to further enhance
Cisco CPE deployments

Solution Tested



True Zero Touch Solution Components
4. CNR Server

= CNR provides the DNS, DHCP and CNR Hardware Platform Specs
TFTP functionality for the true Zero

Touch solution = Solaris 9
An existing/functional CNR can be .
configured to provide functionality for the = Sunfire V240
true Zero Touch solution 2 CPU 1 5GH
| |
= Although the True Zero Touch solution S @ i £

uses a single CNR server, it supports = 4 GB RAM
an active and standby server
configuration for redundancy. = 72 GB HD

= Provides a central location for CPE
configuration file management for the
bootstrap configuration file

= Allows for custom option definitions to
enable other IP networking services

Solution Tested



CNR Overview

= A high-performance DHCP, DNS and TFTP server

Scalable, Reliable and Extensible

= Successfully deployed in Service Provider, Enterprise
and Government networks

= Standards compliant

= A basis for numerous network applications:
—VolP
—Metro Ethernet
—Wireless



CNR Deployment Architecture

= Local Cluster Regional Cluster
— Provides DNS/DHCP services
— Deployed throughout network

= Regional Cluster
— Management of local clusters

Backup
Cluster

Backup
Cluster

Backup
Cluster

Local Local Local
Cluster Cluster Cluster



Centralized IP Address Mgmt

Hasic | | | Address Space va |

Address Space | Adcress 3locks | Sabnetz | Address Tpes

View Unified Address Space
Select VPN [none] ~

= Address/Mask* Type Owner Region Address Type Description
;24 v|  |AddressBock v | |[none] ¥| |[none] ¥  |[nome] v | |

| Add Adcress Block |

Address Current

(2> Address/Mask Type Owner Region Type  Usage Description
1234556789010 Al
=192 168 50 074 Address Block [more.  [ncne]  [none] £3
192 168 50.0:24 Subnet [nore.  [ncne]  [none] 53
0192 1688 60.0/24 Address Block [more”  [ncne] [rone] £
=197 168 B0 B4/28 Address Block [more.  [ncne]  [mone] £3
TY2 168 B0 3ACE Subneat [nore. [ncne] [nane] ]
192,168 .60 128/26 Address Block [more”  [ncne] [rone] £
192 18 70024 Address Block [more.  [ncne]  [none] £3
Kooy | /|24 v Q [Subnet] 10 | Change Pege Size | :
[ Show Currznt Mlization for A1 Subnets ] ‘

Easic | | Address Space

Addrzss Sozcel | Address Blccks Subnets | Address Twpes

View Current Utilization Report for: 7192.768.50.0/24

& Utilization Detalil Type Active Dynamic Free Dvnamic
1 2 3 4 s g I 8 el 10 Al
192 165 50.0/24 Address Slock 1] 120
FA192 168 50.0/34 Ardrdress Slack I 170
example-scope Scope v 120
ka oo o -0 [ Charge Page Size |

I ol |



Basic and Advanced Configuration Menus

G | Advanced

Main Menu

Set up this CHNR Server
Select the services and configuration
Adminestration Main Menu
Lkse these pages o manage licensas
Servers

Use these pages to manage protocaol Use these pages Lo mamage Boenses, administralors, adminestrator groups and rodes, sncryption keys and access conbrol lists.
Clusters owmners and regioms, and to vew the datastore change logs
T Ik Sanvars
Use these pages bo manage remote Use these pages to manage protacel seraers on thes dster
lanage Scopes Clusters

Lise these pages (o manage scopes LUkse these pages to manage remota slusters

E

:

Use these pages to manage zones in Use these pages 1o menage routers and router inerfaces,
Go to Advanced CHR Configuration P

Use these pages to manage the Ciuoo Metwork Regrsirar DHCP server. This inclides management of scopes and assoclaled
Exkt basic pages, and go to advance ranges, reservations and keeses, polses and associted optiars, and clent and client-class entries.

2

E

Uze theze pages to manage the lists of zones, reverse zones and secondary zones, and their resource records. &lso manage
rone lamplates, sacondary sarvars, and Fone detnbition

Use these pages to manage hosis, assignng them a DMS name and one o more |P addresses.

Use these pages to view the unified eddress space free. end to manage address blocks, subnats and static IP ranges.

o to basic CHR conSguration pages.

w Enoww Roles for Lser animin
= Sindian St g

Slerer = | GelSooos Edibdoeds |
Synghronos = | SetZore Scitbiioe |
Atvancad « [ Selwebia mode |

¥ Webll Debug Settings
& Berver Debug Seltings
= Change Passwerd

F11508



CNR 7.0.1 DHCP Performance

Figure 1: Maximum DHCPv4 Leasing Performance Table 1: Server Hardware Ennfiguratimls

= . Model 0S CPU Disks |Memory
§ 15000 st :
% i ki SunT5220 | Solaris 10 8x1.2GHz | SCSI | 32GB
g 10309 10k rpm
z 8 7 disk array
S so00 .
2 . B HP DL360 | Windows 2003 | 4x3.8 GHz | SCSI | 3.5GB
§ N 15k rpm
e P By e HP DL360 Linux RH4 | 4x2.8 GHz | SCSI 8 GB
= 100% Retrring Clens 10k rpm
Figure 2: Maximum DHCPv6 Leasing Performance  Table 2: Client Hardware Configurations
e Model 0S CPU Disks |Memory
2 15000 i -
8 o0+ e Intel PC Linux RH4 2%x2.4 GHz | 7200 rpm| 4 GB
? 12000
g o Intel PC Linux RH4 2%x2.4GHz | 7200 rpm| 4GB
E i Intel PC Linux RH4 | 2x3.0 GHz | 7200 rpm | 512 MB
g 3000 Intel PC Linux RH4 | 2x3.0GHz [ 7200 rpm| 1GB
| 563
o _ - — Intel PC Linux RH4 2x2.4 GHz | 7200 rpm| 4 GB
Solaris 10 Window s 2003 Linux RedHatd
0 100% New Clients Intel PC Linux RA4 2x3.0 GHz | 7200 rpm| 1GB
B 100% Returning Clients
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1. Case Study — EU Incumbent SP

Customer - = Provide managed security & voice services on ISRs to Enterprise and SMB
Project customers

= Provide IP VPN connectivity, managed FW, managed voice services to

Objective
customers

= Massive configuration updates to several thousands of CPEs simultaneously

Challenges

= Massive image upgrades to several thousands of CPEs at a time

S = Seven (7) Config Engines deployed integrated with in-house OSS
olution
= Uses IMGW to provision all types of CPEs

= 50,000 sites deployed to date, planning to expand to 100,000
= Reduces Day-2 operational expenses via Config Engine
AIEEEUIERE .« | mproves operational cash flow from 5-weeks to 5-days

= Tight integration of provisioning, monitoring and management of CPEs between
Configuration Engine and in-house OSS via SDK/CE APIs




2. Case Study — US Service Provider

Customer -

. = Provide host static ip services to SMB customers
Project

Objective = Provide IP connectivity to connected customers

= Configuration updates to several thousands of CPEs at a time

Challenges

= Image upgrades to several thousands of CPEs concurrently

S = Two (2) Config Engines integrated with in-house OSS to manage 25K devices
olution
= Uses CNS Agent to provision all types of CPEs

= 25,000 sites deployed to date, planning to expand to 40,000, adding ~350
ISRs/wk

A TEET EHIEEE = Reduces Day-2 operational expenses via Config Engine

= Tight integration of provisioning, monitoring and management of CPEs between
Configuration Engine and in-house OSS.




3. Case Study — Cisco IT

Customer -

Proi Cisco IT — Enterprise Class Teleworker — Employee‘s home offices
roject

Provide IPSec VPN CPE, managed FW, managed wireless and managed unified
Objective communications to Cisco Employee Teleworkers, connected via local SPs
broadband internet access

= Unsecure & unreliable management connectivity to CPE

Challenges

= Dynamic IP address assignment (by local SP) to CPE

= Config Engine integrated with Cisco Security Manager
= CPE Identification via CNS

Solution

= 13000 sites deployed to date expanding to 30000+ sites worldwide

AT EVET SRS = Reliable & secure deployment via Config Engine

= Fully managed CPE model (config change considered security breach)



4. Case Study — Large SP Customer
ZT Deployment for Access (ISRs) & Aggregation/Infra. (ME3400)

\ / iz SP
ZZ P ;Ring w/ WiMAX Core
— Mﬁwers Network
851, 871, (PE) _ @. :
L2 Internet PE
Customer SP Network
Premise (SP controlled/owned)

True Zero Touch Deployment
* Being used to rollout & maintain access infrastructure at Cell Sites (ME3400)

* Deployment of routers on premise (behind WiMax receiver) — ISR Ethernet WAN
for managed connectivity & basic security services



True Zero Touch Advantages/Disadvantages

Advantages Disadvantages

Auto configure without human intervention
Eliminate truck rolls deployment

Enable SP managed service adoption and
CPE deployment at low cost

Facilitate scalable, cost effect CPE-based
managed service offerings administered
from a central location

Provides CPE management (moves, adds,
changes) of single or bulk configurations

Support for large scale deployment with
loadbalancing and redundancy

Uses existing off-the-shelf Cisco software
and hardware components

Autoinstall + CCE is the most flexible
implementation

Allows for custom provisioning of CPEs

SSL and encryption between CPE and CCE

Deploying multiple servers require the use
of external server as internal multiple
database do not sync with each other

Need to develop application based on CCE
SDK for monitoring status of CPEs being
managed

No encryption in Autoinstall initial request
(DHCP request and offers are not
encrypted)

No encryption in tftp requests

Image Upgrade requires manual
intervention

Solution Tested
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Near Zero Touch Deployment Models

Configuration Express

Cisco Ordering Tool used to
simplify the processes of router
configuration and deployment

IOS Embedded Event Manager

Embedded Event Manager in
conjunction with Tcl scripts can
deliver a a near touch solution at
very low cost




Embedded

Event Manager

POC Tested Effort



What is Embedded Event Manager (EEM)?

= An extremely flexible and very powerful subsystem within Cisco
|OS Software

Using EEM you can:
Write programs that run on the router or switch
= What can EEM be leveraged for?
It's about automation - onboard automation
Automate troubleshooting
Automate commands

Program automatic actions based on events
Only limited by your imagination

POC Tested Effort



EEM Basic Architecture

* All within Cisco 10S
= Event Detectors

105 Subsystems

Subscribes to moeive
application events,
publishes application
evenls LEing
Application Specific
Event Detector

. EEM Applet Poli
watch for events of ke

|nte rest” events, implerments

podicy actions

s |
= EEM Server \

The “brains” of the system A

o icat
Embedded Event Manager| "> | one
S = - |Event Detectar | et Detcest

= Policies (Scripts)
Applets
Tcl-based

Event
Detectors

Services

Interface
i Counters &
Sratus
1015 Process . e ic ol " Redunda
Diagrostes e ]
Wa.t::hdug. I{EGED] r Facility 1

Cisco 10S Infrastructure and Network Subsystems

POC Tested Effort

Resource
Manzger




EEM Event Detectors and EEM Policies

All of this is internal to Cisco I0S

Wk "

Event Detectors

Think of a polic
as an action
registered to an
event

D notifies EEM
Server; which
triggers interested
policies

Embedded Event Manag

= Applet-based policies
» Defined via CLI
= Simpler

» Tcl-based policies
* Programmed in Tcl
= As complex as you want

POLICY ENGINES - TWO TYPES

Event Subscribers POC Tested Effort



Using EEM for Zero Touch Deployment

= EEM, with the help of scripts, facilitates automation of tasks such
as a bringing up a CPE or provisioning and deploying the CPE.

= |n cases where the customer is unable able to deploy CNS-
Configuration Engine, the next best option is to use EEM.

= While it does require the user to load a tcl script in the CPE, EEM
streamlines and automates the near Zero-Touch process in the
CPEs.

= The Tcl scripts are loaded at the factory via Configuration Express
or at the service provider's staging center

POC Tested Effort



EEM: Advantages/Disadvantages

Advantages Disadvantages

=Highly intelligent and =Scripts must be written by the end-
customizable scripts to automate |customer

operational tasks =No Cisco support for Tcl scripts

=Powerful tool for device and

system management =Thorough testing is required before

deployment of devices
*Programmable actions to receive
notifications of successful/failed
router operations

=May require staging for scripts to be
loaded onto device

=Scripts are stored onto FLASH, which

"Automate |OS Image version may become corrupt or deleted

verification and download
"Reduce operational expense

=CX may be leveraged to load
scripts to a device POC Tested Effort




EEM Case Study:

NTTPC Communications

= Auto-Configuration Project Overview

POC Tested Effort



EEM: Auto-Configuration Project Overview

= Auto-Configuration was highly required to win back Japanese small CPE market for
commercial/Enterprise customer.

= Project goal: creating high value- added Managed CPE service with SP Carriers.

Back Ground

TS
- In Japanese market, domestic products like Yamaha, NEC are very
competitive and very successful in Japanese CPE market because of their

peformance and price. (Their products are inexpensive and have IPsec high
performance.)

- Cisco was forced to compete on performance & price.

As a countermeasure, we must create a new value-added managed service
like Auto-configuration which is related to decrease their deployment cost.

Challenge : win back the small CPE market share.

Benefit of Auto-Config

Reduce the cost of installation

Save the trouble of installation and operation POC Tested Effort



Business Results

= NTTPC’s implementation of Auto Configuration using EEM enables near
zero touch deployment of the Cisco 1800 CPEs, significantly reducing the
installation and troubleshooting costs for NTTPC and dramatically
improving the overall ISR deployment experience for its end customers.

NTTPC is benefiting from:

= Over 50% acceleration of service activation time

= Over 20% reduction of connection verification time

= Quick and easy recovery in the event of initial mis-configuration

As the result of these benefits, NTTPC’s customers are enjoying:
= Over 30% lower initial cost

= Over 50% reduction of router installation time

= Over 60% reduction of overall deployment time



NTTPC Communications. Corp Overview

Name: NTTPC Communications, Inc. @ NTT EC cOMMUNICATIONS
Established: September 4,1985

Capital: 4 billion yen

Shareholder: NTT Communications Corporation

Business: Telecommunication business

Description:

Network Business
-Internet connection

-IP-VPN services
-Wide area ethernet service

-Internet VPN Services Cisco SYSTEMS cold
(4]

Partner

Total solution business

Web Business Integration Business
-Hosting / housing service -Network products
-ASP service -Network design / construction /

: operation / maintenance
-Contents service

POC Tested Effort



Challenge

= Beat domestic product (Yamaha / NEC efc...)

The Japanese boxes were their standard products in small CPE
managed service because of costs.

= Win back CPE market share

= Auto-configuration with EEM, without expensive NMS.

POC Tested Effort



SP Managed Service CPE POC Tested Effort
Auto Configuration Specification Overview

Config-server Mail server qut seryer The customer datacenter
FHK093621AE — - q» = — -
sy s
|

- : _
Customer configurations. —/ —"
The name of files is serial nvber

SP asset \ @‘\/—\_v
(2)

/ p slaicmp echo to the user server

/ Customer asset

~-  Auto-config

done! —

Physical connection

»Reboot

Shipment CPE with shared config and scripts

Copy the customer configuration from the server to
the start-up, and reboot automatically

If VPN tunnel to the customer server works fine,
delete the scripts.

Notify the result by Japanese e-mail.

Small office

Field engineer
Or end user

>
1.
2.
3.
4,



]
POC Tested Effort

EEM/Tcl Auto Configuration Scripts

startup-config: initial-config (All routers have same initial configuration)
The router has six scripts in the flash.
-Boot01.tcl -> Initial Script
-Copy01.tcl -> Copy configuration form server
. . -Reboot01.tcl -> Reload the router if server is not unreachable
1) Physical connection -2ndBoot01.tcl -> 2n Script
2) Power-on -VPNSuccess01.tcl -> Confirm the customer pppoe and VPN
-VPNFail01.tcl -> Back to Boot01.tcl if customer VPN does not work

10S: 12.4(6)T2 ===

A A

Register Boot01.tcl | _
_3) “RESTART” Syslog detection

'

Register Copy01.tcl D Register Reboot01.tcl D
4) Track 10 (reachability -> Up) : ip sla icmp echo to the config server  4°) Wait 90sec, detect IF-MIB status is up.
5) Get serial number of the router -> Tracking seems fail pbecause of timeout.
6) erase startup-config 5') Reload the router

7) Copy the customer configuration from the server to the start-up
8) Un-register Copy01.tcl and Reboot01.tcl
9) Reload the router, and the router will boot up with 2ndBoot01.tcl

Register 2ndBoot01.tcl

‘ 10) “RESTART” Syslog detection |

Register VPNSuccessO01.tcl Register VPNFail01.tcl
11) Track 11 (reachability -> Up) : ip sla icmp echo to the user server 11") Wait 90sec, detect IF-MIB status is up.
12) Delete Copy01.tcl, Reboot01.tcl, VPNSuccess01.tcl and VPNFail01.tcl -> Tracking seems fail because of timeout.
13) Un-register VPNSuccess01.tcl and VPNFail01.tcl :32') l-(l)r;-reiCJlster 2ndBoot01.tcl and register
oot01.tc
Auto-Configuration done! 13') Copy run start

14’) Reload the router



]
POC Tested Effort

Customer Win

= They has released their new service with Cisco 1812 as their standard
box.and EEM/DMVPN feature. Case Study URL.:

= The release has great impact on Japanese managed CPE market
targeting for Commercial/Mid-Enterprise.

= They are very satisfied with EEM powerful and flexible potentiality, and
they are planning next step with it.

B4 matpe st cherm am A A A prass nllet el i nrs e SHS e cane i B0 ens S0 I 4 il - Misenest | fnseenet Expinrer pen [ |5 F5E
o - Ga [a— Hea B
Bisveascoey = @ Pl seacn T coiect | gl | B+ (D) e E | re |- 533 1) P - wr
§ sifuan]n. Cimic i o
NTT PCcoMmMUNICATIONS RIes
NTTPC Communications Inc. Offers Autc Configuration for
SP Managed Services

NTTPC Comivaernalalions I deiioss Ciscd Integratad Sendos Routers with K25
T revkacE e s

wssckidad Evert Mg T
1=l e Eaaass| Busin
= ENECUTIVE SLAWIMA Y
= . T Tha
¥ TIT G b wve G
- N ™ . -
- - g T
| (e o
E P
i imat o i
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o
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Near Zero Touch Summary

= |n situations when deploying true Zero-Touch connectivity is not
feasible, eToken, CX, EEM, SDP can provide a near Zero-Touch
Solution

= All of the near Zero-Touch models require some degree of manual
intervention

= Some near Zero-Touch models only support managed
connectivity, while others support managed connectivity and
ongoing managed services as well

= CCE may be integrated with any of the near Zero-Touch solutions
to provide ongoing managed services

= There is no perfect near Zero-Touch model, based on technical
and business needs one may be preferred over the other

POC Tested Effort



Conclusion

= Zero Touch solution enables SP managed service adoption & rapid
CPE deployment at low cost

= SPs can deploy Cisco CPE (routers & switches) at end customer
sites in a scalable manner

= SPs can drop ship CPEs at remote customer sites and administer
them in a truly automated manner®

= Solution can be deployed globally
= Solution is available for mass deployment without pre-provisioning

= Automation of Day 2 functions (post install) for MACD (moves,
adds, changes, & deletes)

= Establish the foundation that Cisco can uniquely add value
differentiation for all revenue and non-revenue generating SP
services/applications

* Exceptions apply
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