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Basics

Monitoring overall network health helps you to avoid or mitigate potential operational disruptions
or downtime.

In addition to the dashboards and dashlets that you can use to monitor various targeted aspects
of the network, you can monitor and evaluate the overall health of the entire enterprise network
efficiently by using these key monitoring tools:

« The Network Health dashboard
Which provides summary views of all of the sites that comprise the enterprise network,
and reports on the health of:

+ Network routers, switches, and access points, including whether the devices’ key
performance indicators (KPIs) are within or outside of nhormal ranges.

+ Business critical application metrics, such as application response or client
experience.

. Note: Prime Infrastructure requires an Assurance license to support the Network
| i Health dashboard and functionality.

A Dashboard / Network Summary / Network Health Launch Healtn Rules £ (D | @ 3 [
Network Health

Time Filter: Past6 Hours | Site: All Locations Wired | Wireless | W | (& 15m | 1h | 6h

» Wireless Client Count (Associated) + Health Summary

Client Count .
Access Point

o Site(s): @2

Service Health

. ; : : ; o Site(s) @14 181
6:22 AM 725 AM 254 AM 1004 AM 11:18 AM
Time Business Critical Applications

6 /28 Discovered Configure
Sites Access Point Service Health

HUB Q
M System Campus [x]
W TMELAB o

Unassigned

» Executive View

@ Critical issues Warning issues No issues No status
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Performance graphs
Which report device and interface metrics over time for the KPIs that you indicate.

A | Monilor | Monltoring Tools f Performance Graphs

[N AT Teriglines Tesgy W CF T W Bbermaony To W leherine s (Ta) = Teys M Inderfaces (Ra) s

g

Shaa e

(AR LSRIARLY

o

(3 Swtiingn

When you see that a device is reporting KPIs outside of normal ranges on the Network Health
dashboard, you can investigate the issue further by using performance graphs.

For example, if you see that a device indicates critical health issues, you can review a
performance graph for the component with the metrics of interest to compare their behaviors. You
also can display alarms and configuration changes to see if either of those activities correlate to
time periods in which metrics are exceeding metric thresholds.

This job aid introduces you to the types of information that you can see when using the Network
Health dashboard and performance graphs to monitor overall network health.

Skills

To monitor overall network health, you need the following experience.

Basic

D3

% Practical network and LAN or WAN management experience

B3

w Cisco Internetwork Operating System (IOS) concepts

Proficient

< Prime Infrastructure user interface and navigation
“ OSI model
% Network hardware design and concepts

% Networking concepts

Expert

D3

% Correlation of metric, alarm, and configuration data

Network Health Monitoring Overview Job Aid
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Terms

Business Critical Applications

Those applications that system users or administrators have identified in Prime Infrastructure as
critical to business operations

System users or administrators indicate business critical applications when adding applications
and services on the Services | Application Visibility & Control | Applications and Services

page.

E = » Services
O, search Venu TrustSec Application Visibility & Con
Readiness Assessment Readiness Assessment
. Endpeint Asscciation
Dashboard > Network Services "

NBAR2 Protocol Pack Management
IWAN Enablement

Monitor > PiR Monitorin
TRz | Applications and Services ]

Instant Access R Erofles
Configuration >
e Guest Users Interfaces Configuration
Inventory . Router Virtual Containers Application Troubleshooting
WAASXE Lync Monitoring
M e Mediatrace
aps > A a
P Mobility Services Netflow Templates
o _—, N Mobility Services Engines NAM Application Servers
Synchronize Services Service Health
M | Services / Application Visibility & Control / Applications and Services @ on
. Services
Services o
All Applications Selected 0/ Total 1663 (5 £F =
i View Jobs Show | Quick Filter A
3\
|_|  Application Name & Busin... Category Sub Category PzP Tunnel Encrypted
All Applications
anonymizers
backup-and-storage || ariel2 i No other other No No No *
browsing [ ariel3 i No other other No No No
business-and-productivity-tools [ anis i No other ather Unassigned  Unassigned  Unassigned
consumer-file-sharing [ ams No other other No No No
consumer-internet - o . . .
i || amp w other other Unassigned Unassigned Unassigned
consumer-messaging _ R
i . || aruba-papi i No net-admin network-management No No No
consumer-streaming — -
database [ as-severmap i No other other No No No
email [ asa i No other other No No No

Parent and Child Sites

When organizing locations groups, users can add child locations, also referred to as sites, under
a parent site, so that the devices associated with those locations are organized logically to reflect
how the enterprise manages device groups.

When you are investigating issues, it can be helpful to recognize location dependencies to avoid
or mitigate potential network disruptions or downtime across larger regions.

Sites or Locations

In Prime Infrastructure, the terms site and location are used interchangeably.
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Monitoring Key Network Device and
Application Health Metrics

Network Health Dashboard Overview

Introduction

You can monitor key device and application health proactively on the Network Health
dashboard. By using color-coded indicators, the dashboard alerts you to sites and devices that
are reporting KPI values that are outside of operational ranges.

When monitoring network health proactively, you can investigate potential issues and take
corrective actions, as needed, to avoid or mitigate problems.

Based on the health rules and device location groups, referred to as sites, that system users
configure, the Network Health dashboard reports the health metrics for router, switch, and
access point devices and interfaces.

The flexible layout that includes a map and readily accessible views at the site and device levels.

© il Prime Infrastructure 0, -~ A Q38 Robbin - ROOT-DOMAIN  {¥

A | Dashboard / Network Summary / Network Health Launch Health Rules 3 (7 ‘ e on

Network Health
Time Fiter: Past6 Hours | Site: All Locations Wired | Wireless | ¥ | () 15m | 1h | 6h =

+ WAN Interface Utilization ¥ Health Summary

50 Router

0 o Site(s) ©2
El
= Switch
10
: - Ll o - ; ; - o Site(s) ©3
a:02 A 10:53 AM 11:48 AM 12:44 PM
Time Service Health
ol Site(s) @1
@ Sites Routers Switches Service Health
Business Critical Applications
] Q
Expand a SECtIOI’] 0 2 /39 Discovered Configure

Canada for more visibility. ] (] (]

W =
United States & » Executive View

Mexico

i child Site PA Ve

Warning Cologgbia B
a 0 Critical issues Warning issues No issues No status

Ecuador
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Viewing Wired or Wireless Metrics

To see router and switch metrics:
«» On the toolbar, click Wired.

A | Dashboard / Network Summary / Network Health Launch Health Rules &3 @ | @

Network Health

Time Filter: Past 6 Hours Site: All Locations r,rem;; Y ) 15m | 1h | 6h HH

+ WAN Interface Utilization v Health Summary
50 e Router
10 o Site(s) @281
30
0 Switch
10
0 ! Ol : - ; ; o Site(s)y ©3
0:02 AM 0:58 AM 10:53 AM 11:48 AM 12:.44 PM

At a site level, router and switch metrics include:
“ Site availability.

“ CPU usage.

“ Memory usage.

% Device temperature.

“ Interface availability.

“ Interface usage.

“ Quality of service (QoS) for the classes of traffic that system users can indicate.

To see access points:

°,

s+ On the toolbar, click Wireless.

A | Dashboard / Network Summary / Network Health Launch Health Rules £3 @ | @ O

Network Health

Time Fiter: Past 6 Hours | Site: All Locations Wired Y | ©15m | 1h | 6h

» Wireless Client Count (Associated)

w Health Summary

Ciient Count

1 Access Point

M Site(s) ©2

Service Health

M Site(s): @1

u T T
5:42 AM 10:00 AM 10:53 AM 12:00 PM 1:07 PM

Time Business Critical Applications

2 139 Discovered Configure

@ . . Sites Access Point Service Health
e
)‘ Unassigned [x] D
o il test [x]

At a site level, access point metrics include:

B3

»  Channel usage.

o,
¢

Noise.

o,
°n*

Interference.

B3

» Interface usage.
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% The number of clients currently connected to access points at the site.
Navigating the Dashboard
Layout Overview
The Network Health page layout is the same in the wired and wireless views. You select whether
to monitor the wired or wireless network based on your monitoring tasks.
The following screenshot illustrates available wired network information when the Health
Summary panel is active.
M | Dashboard / Network Summary / Network Health Launch Health Rules ®leon
- Wired network
Network Health page content
Time Fiter: Past 6 Hours | Site: All Locations = Y | ©15m | 1h | 6h =
+ WAN Interface Utilization v Health Summary
o Graph section Router
«
“ ol Site(s) @281
30
20 Switch
12 ‘ , : : o Site(s) @3
217 AM 10:18 AM - 11:18 AM 12:18 PM Service Health
o Site(s) @1
Sites Routers Switches Service Health
Huus‘:; New York o o Business Critical Applications
Bay '. San Jose o 2 /39 Discovered Configure
2 Unassigned [x] <] ]

Health Summary panel with
site level and application
metrics summaries

. With the Health Summary
- ; panel expanded, see the » Executive View

Health Index View or
Table View of KPI metrics.

The default layout is the
Table View layout.

= QD Critical issues Warning issues No issues No status
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The following screenshot illustrates the available wireless network information when the Health

Summary panel is active.

A | Dashboard / Network Summary / Network Health

Network Health

Launch Health Rules 33 @) | @

Time Fiter: Past 6 Hours | Site: All Locations

Wired |\ Wireless | Y | ©15m|th|6h| | s

+ Wireless Client Count (Associated)

Ciient Count
1

w Health Summary

Access Point

o Site(s) ©2
Service Health
M Site(s) 1

T T
B:42 AM 10:00 AM

T T
10:53 AM 12:00 PM

Time

1:07 PM

A

Business Critical Appli

Sites
Unassigned
M fest

i)

) Critical issues

Access Point

(x]
(%]

Warning issues No issues No status

2 /39 Discovered Configure
Service Health

Q

» Executive View

Network Health Monitoring Overview Job Aid

7




atfren]n
CISCO

Core Software Group Monitoring Key Network Device and Application Health

The following screenshot illustrates the available wired network information when the Executive
View panel is active and an option selected in the list.

f | Dashboard / Network Summary / Network Health Launch Health Rules &3 @ le o0
Network Health
Time Fiter: PastG Hours | Site: All Locations Wired | Wireless | ¥ | & 15m | 1h | 6h HHE]
+ WAN Interface Utilization » Health Summary
Ut
50 : w Executive View
40
30 i Network Devices
20
10 $ Network Interfaces
o T Ly T T T
217 AM 10:18 AM 11:18 AM 12:19 PM 119 PM
e g Applications
Top N CPU Utilization Top N Memory Utilization
Device Name Device IP Curr Util Avg ... Device Name Device IP Instan... Curr Util Execu“v? VI ew
panel, which displays
2924-XL 172.20.118... 63 63.19 3850-24U_46 172.20.12.. Switch... 99 dashlets based on the
switch8cabld 10.75.166.... 64 62.13 3850-24U_46 172.20.12.. Switch... 95 active |tem in the Ilst
sw3750stck2.C... 17220119 36 36.33 Rishith-Polaris 10.65.124_. Switch... 94
Rishith-Polaris 10.65.124.... 2225 36.31 2924-XL 172.20.11... Proce... 92
Switch.Cisco.c... 172.20.119... 36 36.19 Solution-HA 10.197.72.. System 82
Top N Environmental Temperature
Device Name Device IP Avg U.. MaxU..
cat_6503.Cisco.... 10.197.72.51 57.6 58
cat_6503.Cisco.... 10.197.72.51 5193 53
cat_6503.Cisco.... 10.197.72.51 516 52
[ Good] " more]
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The following screenshot illustrates the available wireless network information when the
Executive View panel is active and an option selected in the list.

| Dashboard / Network Summary / Network Health Launch Health Rues % @ | @ O [
Network Health
Time Fiter: Past 6 Hours | Site: All Locations Wired | Wireless | h 4 ‘ ® 16m | 1h | 6h | EEE = |
» Wireless Client Count (Associated) » Health Summary
Chent Count

v Executive View

1
L:I Clients

Bl Access Point

B:42 AM 10:00 AM 10:53 AM 12:00 PM 1.07 PM
Air Quality

Time
# g Applications

Avg Air Quality Min Air Quality
802.11a/n | 802.11big/n 802.11ain | 802.11big/n

80 20

&0
40
20

Q

10:40:02 AM 10:48:02 AM

Worst Interferers Interferer Count
802.11a/n | 802.11big/n 0211ain | 802.11b/g

Interferer ID Type Status Severity
36:f0:59:00:f7:05 Continuou... ~ Active

36:f0:59:00:f6:e2 Continuou...  Active

C i 36:0:59:00:f6:fa Continuou...  Active

0-49-08 AM 19-19-00 PM

" more
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Metric Health Status Color Codes

In all views, the system applies color codes to alert you to areas that might require attention. The
health and experience levels that the system reports are defined by the threshold values in the
health rules.

The associated metric is reporting below the warning threshold value.

Warning

The associated metric is reporting above the warning and below the critical threshold
values.

The associated metric is reporting above the critical threshold value.

No data

The system is not reporting data on the metric.

Note: In most cases, you can configure health rules so that the page
reports the data that you need to see.

— To review how to configure health rules, refer to the Configuring Health
Rules topic.

Network Health Monitoring Overview Job Aid
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Changing the Page Layout
The system default selections are that the graph appear at the bottom of the window and the
panel containing the Health Summary and Executive View opens automatically.
You can control panel visibility and the graph location based on your preferences.
To make changes:
< Below the application banner, point to the Setting icon.
The Network Health Setting pop-up window opens. The default settings include:
% The graph section visible and at the top of the page on page entry.
“ The Health Summary / Executive View panel expanded on the right side of the
page.
© vl Prime Infrastructure Network Health Setting ROOT.DOMAIN T3
M | Dashhoard / Network Summary / Network Health m
Network Health Overtime Chart Setting
Time Fiter: Past 6 Hours | Site: All Locations Chart Sxpand 6h i =
» WAN Interface Utilization Position” | Top v s
ummary
Ut
‘j Summary panel Setting 5) @2
Tj Panel Expand:
a . L0 - - s) @3
2:17 AM 10:18 AM 11:18 4
Time Health
@ Sites Routers Close Rt
New York o = - Critical Applications
San Jose 9 2 139 Discovered Configure

To set the graph section to a collapsed state when you open the page:

% Clear the Chart Expand check box, and then click Save Network Health Setting
and Close.

Layout Preferences

To set the graph section to appear at the bottom of the page: verime Char Sefing

“ Inthe Position drop-down list, select Bottom, and then

click Save and Close. Chart Expand:
Position: | Top v

To set the panel to a collapsed state when you open the page:

<+ Clear the Panel Expand check box, and then click S pERCE S
Save and Close.

Panel Expand: @

Network Health Monitoring Overview Job Aid
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Applying Time Reporting Filters
The dashboard reports data for the past hour by default, and indicates the data reporting time
period below the Network Health tab.
You can change the reporting time period by using the tools on the toolbar.

A Dashboard / Network Summary / Network Health launchHeathRues ¥ @ | @ ¢ [

Network Health

Time Filter: Past 6 Hours Site: All Locations Experience Level Critical x  Warning ¥  Good x Wired | Wireless Y 8 15m | 1h | &h EEE E

~—

Data reporting Preset time Custom time

period links period button

time period

To select a preset time period:
“ On the toolbar, click a time period link.

To configure a custom time period:
1. On the toolbar, click the Custom time period button.
2. Inthe pop-up widow, select a time period, click Apply, and then click Close.

Wired | Wireless Y 8 15m | 1h | 6h

From | Past 6 Hours v
| To | 5/8/2017 1:.38 PM
* Format. MidAyyy, homm AMIPM, Time-zone EDT

Clear Selection m Close

Network Health Monitoring Overview Job Aid
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Applying Location, Metrics, and Health Status Filters

You can configure the location metrics, including device type or application metrics, and health
statuses that you want to see on the dashboard.
To configure the location, device type or application metrics, or health statuses:

1. On the toolbar, click Filter.

2. Inthe pop-up window:

% To select a location, expand the applicable locations headings, and then select the
location entry.

“ To select all or specific device types or applications, under Health Category, select
the applicable check boxes.

“ To select all or specific health statuses, under Experience Level, select the
3. Click Apply, and then click Close.

applicable check boxes.
:
Pop-up window ]

\< g Wired | Wireless Y

Site Health Category
~ ] A1
o, -
|| Router
[] Switch
MNew York [] Application
San Jose

System Campus

Unassigned

Experience Level
All
Critical
Warning
Good

Clear Selection m Close

The page refreshes automatically and displays the data based on the filters that you
selected.

M | Dashboard / Network Summary / Network Health

Network Health

Time Filter: Past 6 Hours Site: All Locations Experience Level Critical x  Warning ¥ Good X

Wired | Wireless

+ WAN Interface Utilization

%6 LA

f e + = L e e e e
8:22 AM 10:23 AM 11:23 AM 12:24 PM 1:24 PM
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Navigating Among Location Groups

When you click location name links in lists or pop-up windows, the system opens the next level of
site detail. For example, you can navigate from a site with several locations to a single location,
then to a building at the location, and then to a floor in the building.

When you navigate to a more detailed site view, you can return to higher level views by using the
breadcrumbs available by using the Show Parent button.

To return to a higher level view on a page:

<+ On the toolbar, beside Site, click the Show Parent button, and then, in the list of
breadcrumb links, click the level of view that you want.

Network Health

Time Fitter: Past 1 Hour Site: (1) AMS 5%

Sites r All Location+'Euro e-'ll\msterdam Branch/

Important Note: The top level folder and each subgroup folder must have its
geographical coordinates configured in order to appear in map or health index
views.

If coordinates are not configured for a view that users select in the breadcrumb
links, they will not see those sites in the view.

For more information, refer to the How Location Group Organization Affects

Views topic.

Important Note: The information that you see on the page depend on the site
that is active on the page.

If, at the particular parent or child level location level, the location does not have
assigned devices of the type indicated, the system prompts that no data is
applicable based on filter criteria.

f | Dashboard / Network Summary / Network Health

Network Health

Time Fitter: Past 6 Hours

Routers Switches Access Points Service Health
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Map Navigation Overview

The Map View

Network Health provides a map that you can use to monitor the network in its geographical
context. This way, you can identify problem areas and their network relationships to determine
the effects of issues more efficiently.

/ Tip: For optimal visibility, you can:

e “ Expand the map area.
« Collapse the graph area.
+ Close the Health Summary / Executive View panel.
% Maximize the browser window.

A Dashboard / Network Summary / Network Health Launch Health Buls |l o nO
Network Health
Collapse the panel.
Time Fiter: Past 6 Hours | Site: All Locations | Experience Level CriticalX Warning X Good X p P
( )
» WAN Interface Utilization ﬁ Collapse the graph. J
5\ " o . : 0_ A . " Sites Rou... Swi... Ser..
B New .. @ [}
Expand tool
Ji San ... [}
: R Unas.. @ [} a
- N "_C'anaga !
s CITHRR A IR
Prince Rupert - e, P
- _eEdmonton S, &ﬁ\
: o Saskatoon | .
Vi
_ °Regina
se.ml ! .
~ Helena® )
Fortlande
C idaho =+
ore. © o
L A "R L lowa
% | Cheyennes | o 1 5
It , L = Lo
o e . Utah Colo United States st Louis
A Kans. Mo, 4
alif. 1
San Jose g Okl
LAEEE Expand tool
= N . e Xpan
; oDallas  Miss Al pa 0
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For the location or group of locations that have geographical coordinates, the map displays icons
for those groups and their associated devices, which system users configure.
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Important Note: Map behavior, including zoom levels, and the sites that you

— | see, are based on how location groups are organized and whether their

wi= geographical coordinates are configured.
For more information and key concepts on organizing and configuring location
groups, which define parent and child sites and map behaviors, refer to the
Organizing Location Groups topic.

Depending on the zoom level of the map, the map presents location groups that are
geographically close together in a single icon. In broader views, the icon indicates the number of
sites that the icon represents.

When you zoom in to a specific area, the icons update to represent each site individually.

The icon color-code at individual and grouped site levels represents the most critical health issue
occurring on one or more devices associated with the site or sites.

You can point to the icon to see the sites that are included in the grouped location.

v 212 sites have critical or warning issues

Sites Routers Switches

il San Jose (%]
0 New York (<] ]

Parent Site Child Site
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To zoom to a more detailed view, you can click the location icon on the map or by using one of
the name links in the pop-up window.
The map view zooms in and the system applies a filter so that the dashboard reports the data for
that location only. The system indicates the site level filter below the Network Health tab.
M Dashboard / Merwork Summary / Merwark Health La Health Fules 43 eocn

» WAN Interface Utilization

Siwes Heuters Switches Sarvice Hoa...

@B San Josa ] <]
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Unmapped Locations

When system users have configured location groups but not applied geographical coordinates to
those groups, they will not appear in the map view.

To help ensure that you are seeing the sites that you need to monitor:

% Click the Sites with no Geo coordinates button.

A dialog box opens and lists the locations without coordinates.

Norwav: _ BN '~ e ¥ '

Sites with no Geo coordinates

Allen Asia Pa... Asia Pa... B Europe more

Vancouver o . -
“Pleaze click on =ite name fo zef the coondinates
Wash. l

Seattle o

S—
Lid,

g
B gt

To apply geographical coordinates to a location group:

o,

“ In the dialog box, click the location name link.
This system navigates to and opens the Network Devices page where you can find and
configure the location group coordinates.

| Note: To review how to configure a location group, including adding
- | geographical coordinates, refer to the Organizing Location Groups

topic.
M | Inventory / Group Management / Network Device Groups
Device Groups iﬁrige%%epss
= o+ Import Groups Export Groups
o, = )
[ | Device Name 4  |P Address/DN
All Devices (i
» Device Type (7)
v Location () [  3560-DC-1 10.0.252.4
¥ All Loc;\ons @ |:| AMS-ASRIK-INET 22
v Europs (7) [ AMS-ASR1K-MPLS 10.11.1.1
» Amsterdam Branch (7) []  AMS-SW3650 10.11.1.6
v Paris Branch (7) [] AMS-WLC5508 10.11.200.1
Atlantis () [| ASRIK-CORE1 10.0.22
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Accessing Metrics Overview

By default, the page displays the Table View layout. At the highest level, the layout lists all of the
parent and child location groups that include geographical coordinates.

Sites that contain child locations are indicated by solid icons that are color-coded to indicate the

highest reported severity level.

When a site is at its lowest child level in the location group hierarchy, the icon is not solid.

The Table View displays the health metrics in a list by site and device type, and indicates the
most critical alarm type that is occurring at the location level.

A | Dashboard / Network Summary / Network Health Launch Health Rules  $F @ | oo

Network Health

Time Fitter: Past 6 Hours | Site: All Locations | Experience Level Criticalx Warning X Good x ereless Y | ®15m | 1h | 6h H
SN

+» WAN Interface Utilization v Health Summary
s - Router
e ol Site(s) @291
) Switch
4
s : ; - i Site(s): @3
9:48 AM 10:58 AM 12:00 PM 1:18 PM 2:30 PM
Time Service Health
M Site(s) @1
Sites. Routers Switches Service Health
Business Critical Applications
New York o D) PP
San Jose 0 2 /39 Discovered Configure
Unassigned [x] [x] [x]
[ Table View layout ] b BrEE
Gulf of
Mexico 0
 Crifical | L N Warning |
) N Good | e m @ Critical issues Warning issues No issues No status
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In the Health Summary panel, you can click a device type or service health item. The view
section updates to list the sites and show their related metrics, screenshots below.

This screenshot illustrates the metrics for the view of the wired network for multiple locations.

f | Dashboard / Network Summary / Network Health

Network Health

Launch Health Rules  $% (@ @ <O

Time Filter: Past 6 Hours Site: All Locations Experience Level Criticalx Waming x Good x

Wired | Wireless Y

(© 15m | 1h | 6h HH

» WAN Interface Utilization

%t

T T
10:03 AM 11:13 AM

T
12:24 PM

T
1:34 PM

T
2:45 FM

¥ Health Summary
Router

M Site(s): @218 1

Switch
M Site(s) @3

Service Health

Site(s) with Router Issues

o Site(s): ©1

Business Critical Applications

2 39 Discovered Configure

Show All | ZCritical | 1Good
Sites Availability CPU Memory Temp... Interface Availab... Interface Utili... QoS
[ New York o
i Unassign... € (]
{1 San Jose

P":E:'C:th & Critical issues Warning issues No issues No data

» Executive View
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This screenshot illustrates the metrics for the view of the wireless network.

A | Dashboard | Network Summary § Network Health ianhtuahiin O 0 | @ OO
" Network Heah |
Tiow Fiat. Piac € four | Sae: ANLotiioay | Enperascelird Crmsais Waming  Goad i Wired  iwtesa | T | SiEm mh 6 B | iR B
» Wireless Chent Count (Associated) v Heaiths Summary
i Cisr S Aeecwad Polnt
LB <
Service Health
3 ¥ T ¥ T o Sais) O
1350 [Fr- - - ran o
Businass Criiical Applications

Lo

21 ¥ Depcowernd Comiguew

Site(s) with Access Point Issuas
Show AN 2 Gt

L1 Chisirasl Mo Iihi i el i it Liliddthod Ot Ciiiivt
D Uneusigned a ] [+ -]
M Eerem Campn ak & ik -] [}

*  Essciiive Wiw

O Crveal anves i Warreng maues B ne asues & Fo data
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In the table view, when you click a metric in the row of a parent site, a pop-up window opens
provides navigation to its child sites.

12:57 PM

Sites
il 1
BB San Jose Outdoor

BB System Campus

Unassigned

s Site: System Campus X
» 21 4 sites have critical or warning issues
2:00 PM
Sites Access Point
SJC18 D)
SIC24 D)
Accesy SIC04
a
o » 1/ 4 sites have noissues
|L.
o 4

When an item is at its lowest child level in the location group hierarchy, you can click a device
type status indicator to open a pop-up window, which lists the metrics for each device of that type

at the location.

The Health Summary tab illustrates the status of each metric.

I - s ew vork

® Good x
T
1:13 AM
Time

Sites Router
New York [x]
0B San Jose
Unassigned [ ]

| Health Summary | Health Over Time
2 Router(s)
Show All | 1 Critical | 1Good Search
=
Availability CPU Memory Temperature Interface Interface Qos
Availability Utilization
J925e-r6-4

nos-1941-2.cisco.com

Monday, May 08 2017 at02:58 PM EDT
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When you have a long list of devices, you can search for a specific device.

To find a specific device:

“ Inthe Search field, begin typing the characters that are included in the device name.

As you type, the list filters to display all of the devices with names that include the

characters that you are typing.

w Health Summary

213 AM 10:30 AM 11:38 AM 12:54 PM

Time

Access Paoints | Service Health

Access Point

B Device(s): @10 42

34 Access point(s)

Show All | 10Critical | 21 Waming | 3 Good I |Searr'ﬁ

B

SJC14-RAP-NORTH

SJC14-RAP-SOUTH

SJC17-RAP-NORTH -

SJC17-RAP-SOUTH

SJC19-ROOF-MAP -

SJC2-RAP |

SJCE-RAP |

I

Service Health

No data available

» Executive View
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The Health Over Time tab illustrates the health of the device indicated in the Device drop-down
list for the active time period. You can review the health of each device at the location by

selecting it in the drop-down list.

I = e New York? * X

Health

Evel Critical x  Warning =

Health Summary

Health Over Time

Good x

Device | lumos-1941-2.cit ¥ || lumo_._.com (172.23.208.71) @ Search

© 15m | 1h

14:42 14:23 14:05 13:46 13:26 13:07 12:49 12:30 12:11 11:53 11:34 1111

v N R R

T
11:13 AM

Sites

New York
San Jose
Unassigned

Router
o
N
Monday, May 08 2017 at02:58 PM EDT
9 w5 w

A

To evaluate a specific metric, on the Health Over Time tab:

<+ Point to the metric of interest.

A third pop-up window opens and indicates the thresholds defined by the health rules in
addition to the metric that the device was reporting at that time.

-~ |

Critical Threshold 0 %
‘Warning Threshold : 0 %

Site: New York £ A X
Health Summary Health Over Time .
Device | lumos-1941-2.¢cir ¥ | lumo...com (172.23.208.71) @ ar
() 15m | 1h | 6h

15:37
EAERERERERERE R
IMetrics T Availability
Time ©15:37
Availability -0 % [critical ]

Monday, May 08 2017 at03:51 PM EDT
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When you are accessing metrics at the lowest child level of a site (a site with no dependencies),
you can apply the Health Index View.

A Dashboard / Network Summary / Network Health

Launch Health Rules ~ $3 @ | 0 (%] EI
Network Health (

Time Fiter: Past 6 Hours Site: (1) San Josex Experience Level Critical x Warning x Good x Health Index VIeW
button |
+ WAN Interface Utilization ~

J
w Health Summary

Ut

Router

9 Device(s) &1

o s omow e

Switch

= .
T T T T T Device(s) @1 E6
10:23 AM 11:33 AM 12:44 PM 1:54 PN 305 PM

Service Health

5 N R No data is available
Sites Routers Switches Service Health

B3 San Jose [}

In this view, you see all of the devices in the location group and the highest severity level of each
metric.

Lewvel Critical x Waming ¥ Good X

Wired | Wireless | ¥ | & 15m | 1h | 6h

v Health Summary

Router

@ Device(s): 1

Switch
T B Device(s): @18
11:33 AM 12:44 PM 1:54 PM 3:05 PM
e Service Health
? Y ) T T Nodatai ilabl
| Routers | Switches Service Health i e i
1 Router(s)
Show All 1 Good
m-
A\raital:nirty Memory Temperalure Inte
» Executive View
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To access the metrics for a specific device in the list:

% Click the device name link beside the graph.

The pop-up window reports metrics based on the global time frame configured on the
dashboard.

el Critical x Waming

T T
11:33 AM

Routers | Swi

1 Router(s)

Show All | 1 Good

ASR1K_248

Router: ASR1K_248 '

| Time Frame: Past6 Hours

Availability

CPU: cpu RO/D

Memory: qfp FO/0

Temperature

Inte...Util: Gig....01

Inte...Avai: Gig...0/1 -

15:17 15:09 15:04 15:01 15:00 14:52

Monday, May 08 2017 at03:38 PM EDT

14:51 14:49 14:46 14:42 14:37 14:34 1432
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You also can click a device type in the Health Summary panel to display the health metrics for
the device indicated in the Device drop-down list.

¥ Health Summary

In the Health
Summary panel,

Router N
click an entry...
@ Device(s): @ 1
Switch
: : . . Device(s) @186
11:33 AM 12:44 PNV 1:54 PM 3:05 PM
Time Service Health
S t h 1 Mo data is available
R S Device drop-
Show All 1 Crifical | 6 Good down ||St
Site: San Jose [ 13
Device | 3850-24U 46 v ||3850-24U 46 (172.20.126.46) @)
© 15m | 1h | 6h ..to see the individual
metrics and the
E highest severity level
15:16 15:00 15:04 15:00 14:54 14:52 14:51 14:47 14:42 14:37 14:36 14:32 14:30 14:23 14:22 | each is reporting.
i . . . » Executive View

Availability - L

CPU: CPUO- . .

CPU: CPU2- . .

CPU: CPU 3 - . .

CPU: c38..tack - - .
Monday, May 08 2017 at03:42 PM EDT
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Additional Navigation Features

Various dashboard elements provide navigation to detailed information, including links to:

o,

%  Summary and detailed performance metrics.

R/

<+ Device information.

This way, when the information that you see on dashlets prompts you to get more information,
you can access more information efficiently.

Opening Metrics Dashboards

When reviewing metrics by using the Health Summary feature, you can navigate directly to:

®,

« The Performance | Site dashboard tab to see a summary of location
performance metrics.

®,

“ The Performance | Device dashboard tab to see a summary of device
performance metrics.

To open the Performance | Site dashboard tab:

7

«» In the metrics area, beside Site, click the site name link.

To open the Performance | Device dashboard tab:

o,

“ In the metrics area, beside the Device drop-down list, click the device name link.

Click the site name link

Switch Issues

Health Summary
to open the dashboard. . . . ki
Show All | 16 Critcal | 12G P Click the device name link Rout
outer
Site: Unassigned to open the dashboard.

@ Device(s) @1 & 18

Device | d7-3850-1.Cisco.com v |d?-3.._.c0m (1?2.25.155.31:'@
Switch
© 15m | 1h | 6h Device(s) @168 12
= Service Health
10:13 10:09 10:04 09:58 09:50 09:48 09:43 09:33 09:31 09:28 ) RE>
i pn e i L¥ Senvice(s) &2
Availability . . . Business Critical Applications

CPU:CPUD 2 [20 Discovered Configure
CPU:CPU1
CPU:CPU 2

CPU:CPU 3

Tuesday, May 09 2017 at 10:23 AM EDT
» Executive View
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When reviewing metrics by using the Executive View, you can navigate directly to the

dashboard.

To navigate to a dashboard:

®,

<+ Below the dashlets, click the more link.

Top N CPU Utilization

Device Name Device IP

BLR-Dual-MPLS  10.104.62. .

Device Name Device IP

sw-r6-7.Cisco....  172.20.114..
IDU_ASR1002... 172.20.118...

BLR-Single-Br...  10.104.240...

DSw3750E-r5-...  172.20.114...

d6-4500-1.cisco... 172.26.165....
j10-4500-3 172.26.165. ...
lumos-1941-1¢ci...  172.23.208....

Curr Util

Top N Environmental Temperature

Avg U..

81.25
70.25

63.25

Top N Memory Utilization

Avg ... Device Name Device IP
66 sw-r6-7.Cisco.... 172.20.11...
16 DSw3750E-5-... 172.20.11...
15 SAM-5-CH-AC... 172.23.20...
15 MACE-Branch... 172.20.12...
13 IE-3010-24TC...  172.20.11...
Max U..
82
7
64

Wired | Wireless

Instan...

[1{e]
1o

.'ro

Proce...

.'ro

Curr Util
78
77
68
68
64

Y | ®15m | 1h | 6h HH

» Health Summary

¥ Executive View
E Network Devices

& Network Interfaces

g Applications

7" more|
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The system navigates to and opens the related Overview dashboard tab.

For example, when you click the more link below the Network Devices dashlets, the
system navigates to the Network Devices dashboard tab, screenshot below.

A | Dashboard / Overview |

Filters (&) «Time Frame

Device Name
sw-r6-7 Cisco.
IDU_ASR1002
BLR-Single-Br
BLR-Dual-MPLS

DSw3750E-r5-

e

Celsius | Fahrenheit

Device Name

d6-4500-1.cisc
j10-4500-3
lumos-1941-1.c
lumos-1941-4.c
ts-r5-1-1.cisco.

-,

General Incidents

10.104.62...

172.20.11

Past 1 Hour

Top N CPU Utilization 38 &

Device IP

1722011
1722011

10.104.24

Device IP

172.26.165.
172.26.165.
172.23.208.

172.23.208.

1722014,

Client

Network D

Last Polled

03% -
16%
158%
15%

13%

M 0%-50% M 51%-70% M 71%-90% M 91%-100%

Tuesday, May 09 2017 at9:47 AM EDOT

Top N Environmental Temperature @ &

Sensor Name

XPP
XPP
cPU
CcPU

CPU

Tuesday, May 09 2017 at 9:47 AM EDT

Network Interface

Average ¥ Maximum

66% @
16%
158%
15%

13%

Temperature

Avera... Maxi...

8125 82
70.25 m
63.25 64
61 61
59 59

O7%
16%
15%
15%

13% C—

Minim..

81

70

63

61

59

Service Assurance

Minimum

26% @)
16%
15%
15%

13% C—

LastP..
43271 o
4525

336

302

344 M

Top N Memory Utilization i @
Device Name  Device IP Insta...
sw-rb-T_Cisc 17220 (i) WO
DSw3750E-r 17220 (i) O

MACE-Bran 172.20....

i

Z
SAM-5-CH-A 172.23. E ) o

i) Proc...

Z

1E-3010-24T. 17220... (O WO

Last Polled
78% EEED)
77% D
65% @)
68% EED

64% BT

M 0%-50% M 51%-70% M 71%-90% M 91%-100%

s

Tuesday, May 09 2017 at 9:47 AM EDOT

Average ¥
78% D)
77% D
65% @D
68% EED)

64% @)

eon
I3 Settings
Maximum Minimum

78% D 78% WD)
7% D 77% WD
68% B 63% @)
68% EED) 68% B
64% @) 64% @B
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Monitoring Service Health

The Service Health summary feature also reports the service health of KPIs for applications by
site and source that system users have identified as business-critical and that have location
groups associated to subnets.

The health statuses that the system reports are defined by the threshold values in the health
rules.

The Health Summary feature indicates service health issues based on the site level that you
have active in both the wired and wireless views.

f | Dashboard / Network Summary / Network Health v Health Summary

Network Health Router

Time Fitter: Past 6 Hours Site: All Locations

@ Device(s): @18 18

Switch

Device(s): €16 8 12

Service Health
Q Service(s):

Business Critical Applications

2 1 20 Discovered Configure

» Executive View
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To investigate the location or locations reporting service health issues:

o,
°n

under Service Health, click Service(s).

Navigate to the location level that you want, and then, in the Health Summary feature,

A panel opens and lists the metrics with health indicators...

Wired | Wireless | ¥ | ® 15m

1h | 6h | E

Service Health Issues

v Health Summary

1315 13:10 13:05

13:00

12:55

Show All | 1Crfical | 1 Warning
- Router
g Site- HUB {3 Conversations
@ Device(s) @2
Appication | ssl v | source | Al v | sl Se: |
: Switch
© 15m | 1h | 6h No data is available
13:20

12350 Service Health

Application Response -

Client Experience -{ 912663

Metwork Performance -

Traffic -

a Service(s): @1 A1

Business Critical Applications

6 /28 Discovered Configure

...for the business critical application that is selected in th

Service Health Issues
ShowAll | 2Cnrtical | 1 Good

ib Site: Los Angeles [

Application! http v |

Source| All v | http

e Application drop-down list.

You can point to a metric on the timeline to see details, including the metric thresholds.

Network Performance | 4093
Metrics - Network Performance
Time b e
Critical Threshold t25ms
Mean -3ms
Network Performance : 34.08 ms [ critical ]
Standard Deviation 137 ms
Warning Threshold 19 ms
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To evaluate another application:

“ Inthe Application drop-down list, select the application.

@ Site: Los Angeles

Application [ http v

http

Ef share-point

exchange

By default, the system reports the combined metrics for all of the devices with the NetFlow
feature enabled, which collects IP network traffic flow.

To evaluate the metrics of a specific device:

“ Inthe Source drop-down list, select the device.

Source | All | v | http
All
ASR1K-CORE1-10.0.255.42
ASR1K-CORE2-10.0.255.52
10.11.255.1-10.11.255.1
AMS-ASRIK-INET-10.11.255.2
PAR-ASR1K-WAN-10.12.255.1

You can indicate the business critical applications on which you want the system to report service
health.

Note: For more information, refer to the Indicating Business Critical

é I Applications topic.

You also can evaluate and monitor NetFlow traffic by interface or site by using the Conversations
feature, available by using the Conversations link.

Service Health Issues

Show All | 1 Critical | 1 Warning

Site HUB ! & | Conversations |

. . | | | | .
Aapl1catmn| ssl v Soun:ei All w | ssi Search |

© 15m | 1h | 6h

13:20 13:15 13:10 13:05 13:00 12:55 12:50
1 | | | | | |

Network Performance -
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Reviewing Key Graphs

The Network Health dashboard page also provide a key graph based on the view type, either

wired or wireless.

When monitoring the wired network, the page displays the WAN Interface Utilization graph.

Knowing how heavily interfaces are being used at the location provides insight into whether, for
example, you might consider adding links to distribute traffic more evenly or reduce network

congestion.

Network Health I

A | Dashboard / Network Summary / Network Health

L NONN W]

Launch Health Rules

Time Fitter: Past 6 Hours Site: All Locations

+ WAN Interface Utilization

Bt

Experience Level Criticalx  Warning x  Good x

© 15m | 1h | 6h

Wired | Wireless | 'V

¥ Health Summary

Router

M Site(s) @281

Switch

ol Site(s) @3

2:45 AM

T T T
10:58 AM 12:09 PM 1:19 PM 2:30 PM

e B

T Service Health

o Site(s): @1

When monitoring the wireless network, the page displays the Wireless Client Count graph.

Knowing the number of wireless clients that are accessing the network at the location provides
insight into whether, for example, you might consider adding access points to support network
access more efficiently or improve the end user experience.

Network Health |

A | Dashboard / Network Summary / Network Health

noleo

Launch Health Rules

Time Filter: Past 6 Hours Site: All Locations

~ Wireless Client Count (Associated)

Client Count

Experience Level, Critical x  Waming X Good X

© 15m | 1h | 6h

Wired | Wireless Y

w Health Summary

Access Point

1

ol Site(s) ©2
Service Health

ol Site(s) @1

T
10:00 AM

10:59 AN 12.21PM 1,22 PM 2:48 PN

~ ~ o e

T Business Critical Applications

2 139 Discovered Configure

Cidmfam\ yisibls Amammn Daimd lamsima
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Organizing Location Groups

Location Groups Overview

Location groups are a method of logically organizing devices based on the locations (sites), that
they support. System users must configure location groups and include geographical coordinates
so that the Network Health dashboard can display and report the locations (sites) accurately and

report location (site) level health data.

Initially, when you open a map view, the map zoom level applies based on the regions or regions

that contain locations with coordinates.

You can organize location groups on the Network Devices or Network Device Groups page.

Device Groups

+

~
\)\

All Devices

» Device Type

f | Inventory / Group Management / Network Device Groups

Device Groups / Location
All Locations

Import Groups

Device Name

v Location
v [All Locations

» Amsterdam
HUB
Los Angeles

» Paris
Santa Rosa

» SantaRosa
SJ-HQ

System Campus

Unassigned

3560-DC-1

AMS-AP1

AMS-AP2

AMS-AP3

AMS-AP4

AMS-ASRIK-INET

AMS-WLC5508

AP-PARIS-PLUG13391

AP-PARIS-PLUG13397

AP-PARIS-PLUG13415

Export Groups

4  |P Address/DNS

10.0.252.4
10.11.15.3
10.11.15.4
10.11.15.2
10.11.151
10.11.254.2
10.11.200.1
10.12.111.3
10121114

10.12.111.5

Selected 0/ Total 57

Show | Quick Filter

Device Type

Cisco Catalyst 3560E-24PD-E.S Switch
Cisco 35001 Unified Access Point
Cisco 35001 Unified Access Point
Cisco 37001 Unified Access Point
Cisco 3700E Unified Access Point
Cisco ASR 1002-X Router

Cisco 5508 Wireless LAN Controller
Cisco 36001 Unified Access Point
Cisco 36001 Unified Access Point

Cisco 36001 Unified Access Point

00

N |

To add a top level location group folder, which equates to the parent site in Network
Health views:

*,
°n

v location

I + All Locations Name
Description
» Amsterdam Type
HUB No. of Members
No. of SubGroups

Los Angeles

» Paris

Actions
» SantaRosa

Add SubGroup

SJ-HQ

All Locations

All Locations

Device

56 Direct, 56 Children

14 Total (8 Direct, & Children)

Network Health Monitoring Overview Job Aid

Under Location, point to the information button beside the All Locations category, and
in the pop-up window, click Add SubGroup.
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To make the location group visible on the Network Health dashboard page:

% Onthe Add Location SubGroup page, select the Geographical Location check box,
and then add the civic location, which is the physical address, or the location’s latitude
and longitude coordinates.
nt / Network Device Groups

Device Groups /Location / All Locations
Untitled
Add Location SubGroup
Edit Preview
* Group Name * Parent Group | All Locations -
Group Description
Group type | Default v
[+/| Geographical Location
(®) Civic Location w | View Map
() GPS (Lat. / Long.)
¥ Add Devices Dynamically @
Device Mame v contains v — | -
* Add Devices Manually @
To add a child location group (child site) to a top level location group (parent site):
“ Under the All Locations heading, point to the information button beside the top level
folder (parent site) name, and then, in the pop-up window, click Add SubGroup.
You can continue to add child sites, as needed, to represent location and device relationships.
When system users can recognize device and location relationships, they can more readily
identify the parts of the network and enterprise that potential disruption or health issues might
affect.
w» Location
» All Locations
v Amsterdam
v AMS 5
Floor-1
Note: For detailed steps on organizing location groups, refer to the Cisco Prime
Infrastructure 3.2 User Guide.
| Sem—
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How Location Group Organization Affects Views

Recognizing location group organization is critical to understanding what you see on the Network
Health dashboard.

The dashboard uses parent and child site relationships to illustrate where network devices are
located globally and in relationship to the larger enterprise. The relationships are defined by, and
the same as, the location groups and their folder organizations on the Network Devices or
Network Device Groups page.

When you add location groups, the system automatically places them in the All Locations
category.

Device Groups

+

All Devices
» Device Type
w Location
b Amsterdam
HUB
Los Angeles
» Pars
Santa Resa
P SantaRosa
SJ-HQ
System Campus
Unassigned

User Defined

Those top level folders below All Locations that have geographical coordinates configured are
the parent sites that you see on the map.

Users can continue to add subgroups of folders under top level location group folders, which
define the child sites that belong to each parent site.

System users can monitor access points at a floor level only. To make access points visible on
the Network Health dashboard page, you need to configure the following top down location
group hierarchy:

% A campus location
¢ A building or buildings in the campus location
Outdoor areas at the location
The floor or floors in the building location on which you place the access points

Network Health Monitoring Overview Job Aid
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You can configure as many buildings and floors at a campus level location as you need to
support monitoring requirements.

As with all location groups, you need to apply the geographical coordinates at each location level.

The screenshots below illustrate the Amsterdam location group, which has two subgroup levels,
and the Amsterdam parent site, which appears on the map. The icon above the site label is solid,
which indicates that the site has child sites associated with it.

Important Note: In order for users to see the parent site and all of its child sites
: on the map, the top level folder and each subgroup folder must have its
= geographical coordinates configured.

If you do not configure a folder with geographical coordinates, and a user selects
that site when navigating a map, that site and its child sites are not visible at that
level on the map.

Network Health

Time Fiter: Past 1 Hour | Site: () Atlantis x

All Locations/Europe/Paris Branch/

Device Groups

+

Q

L

All Devices (7) Solid parent

site icon

» Device Type (7)

v Location (7)
v All Locations (7]
v Amsterdam ()
v AMS 5 ()
Floor-1 (7) Atlantic

North

When you point to the site on the map, the pop-up window lists each next level child site based
on the site level that is active on the map.

v Location (7) m Site: Amsterdam
v All Locations (7)

v Amsterdam @ Sites Routers Switches Access ... Service...
* AMS 5 ID il AMS 5 g = o
Floor-1 (1)

» 1/ 2 sites have critical or warning issues

» 1/ 2 sites have no issues

= 7
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In the list of sites, you can click the name link to open the next level of child sites in the pop-up
window.

When you open child sites on the map, you can navigate to higher level folders by clicking the
Show Parent button on the toolbar, and then clicking a site link.

The screenshots below illustrate the same hierarchy in the navigation pop-up window that you
see in the location group list, when you have the Floor-1 child site open on the map.

w Location (;)

Network Health ) v All Locations (7)

¥ Amsterdam (3)

Time Filter: Past & Hours Site:
* AMS 5 .;:E)

All Locations/Amsterdam/AMS 5/

Floor-1 (7

Keep in mind that the active parent or child level affects the map view.

/ Tip: If you do not see the site or site level that you expect, ensure that:
“ You are in the applicable parent site.
« On the Network Devices or Network Device Groups page, the site’s
geographical coordinates are configured, or

« The site that you expect to see is organized under the location group folder
that you expect.

Important Note: On the Network Devices or Network Device Groups page,
when you add location groups and dependent subgroups, ensure that you
configure a logical folder hierarchy that reflects enterprise organization, which
helps system users navigate the Map View more efficiently.
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Configuring Health Rules

Health rules define the thresholds that the Network Health dashboard applies when reporting
health issues in its views and on the Health Summary.

Health rules define the warning and critical reporting thresholds based on operationally
acceptable values for service, infrastructure, and wireless health statuses.

You configure health rules on the Services | Application Visibility & Control | Health Rules
page.

To navigate to the Health Rule page, on the Network Health page, below the toolbar:
« Click Launch Health Rules.

f | Dashboard / Network Summary / Network Health

Launch Health Rules | L3 | 0 ) |:|

Network Health
2=

Time Filter: Past 1 Hour Site: (i) Unassigned x View: Wireless

Y | ®15m|1h|6

This action navigates you to the Health Rules page, which you also can access on the Service
menu.

[} I ' I 1 o
e tieeo. Prime Infrastructure

4 | Services / Application Visibility & Control / Health Rules

Service Health Infrastructure Health Wireless Health

e Services

TrustSec Application Visibility & Con...

Readiness Assessment

DMVPN Monitor Home

Endpoint Assaciation

NBAR2 Protocol Pack Management

Readiness Assessment

Dashboard > Network Services

IWAN Enablement

Monitor 3
Converged Access PR Monitoring

Configuration
Inventory

Maps

Services

Reports

Branch Threat Defense

Guest Users

Router Virtual Containers
WAAS-XE

Mobility Services

Mebility Services Engines
Synchronize Services

Synchronization History
MSE High Availability

Applications and Services
AVC Profiles

Interfaces Configuration
Lyne Monitoring

NetFlow Templates

NAM Application Servers
Service Health

Health Rules

Diata Deduplication

Data Sources

By default, Prime Infrastructure defines the key performance metric baselines, each with two
severity level thresholds, critical and warning, which are based on the standard deviation of each
metric from its baseline.

It then calculates the baseline values against the threshold values to help determine abnormal
deviations in the metrics.

Network Health Monitoring Overview Job Aid

40



Core Software Group Monitoring Key Network Device and Application Health
When a health metric exceeds either a warning or critical threshold, it displays a color-coded
severity level indicator on the Network Health dashboard page.

The Health Rule page includes service, infrastructure, and wireless health metrics thresholds.
M | Services / Application Visibility & Control / Health Rules e o0
Service Health Infrastructure Health Wireless Health
+ Show | Quick Filter A n
[J  Location Group Hierarchy Metric Critical Threshold Warning Threshold
|:| All Locations Location Traffic Rate =309 > 2326
I:I All Locations Location Server Response Time = 3.09 > 2.326
|:| All Locations Location Client Transaction Time =3.09 = 2326
|:| All Locations Location Network Time =309 >2326
|:| All Locations Location MQS Score <309 <2326
I:I All Locations Location Jitter »3.09 > 2326
|:| All Locations Location Packet Loss =3.09 = 2326
You can configure the critical and warning threshold values for all of the health rule types. You
also can configure additional health rules and assign them to specific location groups.
Note: For detailed steps on configuring health rules, refer to the Cisco Prime
Infrastructure 3.2 User Guide.
[ S—1
Tip: When configuring location-specific infrastructure and wireless health rules,
you can define varying warning or critical thresholds, which provides flexibility to
I monitor network health against discrete operational or business requirements.
Service Health Infrastructure Health Wireless Health
Show
I:! Location Group Hierarchy Metric Critical Threshold Warning Threshold
|:I X StdDev from baseline
= = — 2.326
[l AnLocations Location server Hes > 3.09 > 2326

Network Health Monitoring Overview Job Aid
41



http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure/products-user-guide-list.html

Ir
CISCO

Core Software Group

Monitoring Key Network Device and Application Health

Service Health Metrics Reporting

On service health, the system reports the following metrics:

Client transaction time
Jitter

Mean opinion score (MOS) of the telephony experience

Network time, which reports the time that it takes for packets to traverse the network

between the client and server
Packet loss
Server response time

Traffic rate

Service Health

+

Location Group

All Locations
All Locations
All Lecations
All Locations
All Locations
All Lecations

All Loc ations

Infrastructure Health Wireless Health

Hierarchy

Location
Location
Location
Location
Location
Location

Location

Metric

Traffic Rate

Server Response Time
Client Transaction Time
Network Time

MOS Score

Jitter

Packet Loss

Show | Quick Filter

Critical Threshold

=309
>3.09
=309
>3.09
<309
>3.09

= 3.09

- i

Warning T

> 2.326
> 2.326
> 2.326
> 2.326
< 2.326
> 2.326

> 2.326
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Infrastructure Metrics Reporting

On infrastructure health, the system reports the following metrics on wired devices:

« CPU, memory pool, and interface usage

« Environment temperature

“ The amount of quality of service (QoS) octets that the network is dropping for various

classes of network traffic

M | Services / Application Visibility & Control / Health Rule e o0
Service Health Infrastructure Health Wireless Health
(+] | {3 Qoslinterface | show | Quick Fiter ¥ |

[]  Location Group Hierarchy Metric Critical Threshold Warning Threshold

D All Locations Location CPU Utilization > 90 > 81

[ Al Lecations Location Memory Pool Utilization > 90 > 81

D All Locations Location Envircnment Temperature >80 >72

[ Al Lecations Location Interface Utilization > 90 > 81

[ Al Lecations Location QOS DropOctets =10 >9

By default, the system reports on all network traffic classes, except for the Scavenger class of
traffic, which includes the least important business applications.

To exclude other classes of traffic that you do not need users to monitor:

“ On the toolbar, click Qos/Interface, and in the dialog box, under Qos Setting, select the
check box beside each class of traffic that you do not need to monitor, and then click
Save and Close.

Qos/Interface Settings X

By default, all the QoS and Interface settings will be shown in the heatmap (excluding
Scavenger and Admin Down Interface).You can choose the settings which you want to
exclude from the heatmap.

Qos Setting Interface Setting
D Exclude All Exclude Admin Down Interface
|:| Voice

|:| Broadcast-video

|:| Interactive-video

[ Multimedia-c enferencing
[ Multimedia-streaming
[ Signaling

[ Network-control

|:| Metwork-management
|:| Transactional-data
[ Bulk-data

Scavenger

|:| Class-default

Save and Close ‘ Reset Selection ‘
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In the Qos/Interface dialog box, in the Interface Settings section, the system excludes reporting
that an administrative interface is reporting a down condition by default.

You can clear the check box and save the change to include reporting for that metric.

Qos/Interface Settings

exclude from the heatmap.

Qos Setting

[ ] Exclude Al

D Voice

D Broadcast-video

D Interactive-video

] Multimedia-conferencing
] Multimedia-streaming
D Signaling

D Network-control

] Network-management
D Transactional-data
(] Bulk-data

Scavenger

D Class-default

By default, all the QoS and Interface settings will be shown in the heatmap (excluding
Scavenger and Admin Down Interface).You can choese the settings which you want to

Interface Setting

Exclude Admin Down Interface

Save and Close | Reset Selection

Wireless Health Metrics Reporting

On wireless health, the system reports the following metrics:

>

)

» Channel and interface usage

>

Re

% Noise

%

% Client count

-

*,

-,

» Interferers on wireless channels that are peaking above usage thresholds.

| Services [/ Application Visibility & Control / Health Rule e on
Service Health Infrastructure Health Wireless Health
| + ‘ Show | Quick Filter v |
[l Location Group Hierarchy Metric Critical Threshold Warning Thr
] Al Locations Location Channel Utilization > 90 > 80
] Al Locations Location Interference Utilization > 60 > 50
D All Locations Location Noise < 80 <90
D All Lecations Location Client Count > 40 > 30
[7] Al Locations Location Interface Utilization =90 >80
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Indicating Business Critical Applications

Business critical applications identify those applications that could cause significant operational
issues if they experience disruption or downtime.

System users can identify applications as business critical when adding or editing services on the
Applications and Services page.

A | Services / Application Visibility & Control / Applications and Services

Services

+
o)

~

All Applications
anonymizers
bac kup-and-storage

browsing

consumer-file-sharing
consumer-internet
consumer-messaging
consumer-streaming
database

email

epayement
file-sharing

gaming
industrial-protocols
instant-messaging
inter-process-rpe

internet-sec urity

layer3-over-ip

business-and-productivity-tools

Services

All Applications

|| Application Name

| | webex-meeting
[ | ms-lync

] http

| | arp

|| rp

| | exchange

| | https

| | telepresence-media |

| | share-point

| | sap

[ | notes

| | opalis-rdv

| | opalis-robot

| | opc-job-start

| | opsmgr

= Create

OO0 OO

Business Critical

= = = =
=] =] =] =]

=
=]

View Jo|

Category

voice-and-video
voice-and-video

browsing

other

voice-and-video

email

browsing

voice-and-video
business-and-productivity-tools
business-and-produc tivity-tools
other

cther

net-admin

other

other
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On the Network Health page, you can select the business critical applications on which you want
the dashboard to report.

Under the Health Summary | Business Critical Applications, the number link indicates the
number of applications actively being monitored.

¥ Health Summary
Router

M Site(s): @2
Switch

Ml Site(s) @181
Service Health

ol Site(s): @1

Business Critical Applications

2 [ 20 Discovered Configure

» Executive View

To select business critical applications for or remove them from reporting:

% On the Health Summary panel, under Business Critical Applications, click the number
link.

Business Critical Applications

2 {20 Discovered Configur

1#]

Network Health Monitoring Overview Job Aid
46




Ir
CISCO

Core Software Group

The Configure Business Critical Applications dialog box opens.

Monitoring Key Network Device and Application Health

The Available Applications section lists all of the business critical applications with the NetFlow
traffic reporting feature enabled. You can add applications to Business Critical Applications list
to enable the system to report their related metrics.

Configure Business Critical Applications

37 Applications discovered

Available Applications ( 34 )

[Os |

binary-over-http Add >
capwap-centrol Add All =>
dhep

dns < Remove
cigrp << Remove All
facebook

filemaker-announc ement
ftp
ftp-data

Te mark a discovered application as business critical, Select Single/Multiple applications and move it to right.

Business Critical Applications (3 )

@ )

LY

exchange
http

share-point

Identifying Subnets for Site Level Service Health Reporting

By using the endpoint association function, you can relate devices on specific subnets to location
groups. Then, the Network Health dashboard can report service health issues on the location
groups (sites on the Network Health dashboard) that system users have added and configured

with geographical coordinates.

System users can perform endpoint association on the Endpoint Association page on the

Services menu.

A | Services / Application Visibility & Control / Endpoint Association I

<+ Import Export
Location Group Hierarchy Location Group 4  SubNet Data Source
Location/All Locations Amsterdam 10.11.0.0/12
Lot ation/All Lot ations Los Angeles 10.2.0.0/16
Location/All Locations Paris 10.12.0.0/16
Location/All Locations SJ-HQ 10.0.0.0/16
Location/All Locations SJ-HQ 192.166.0.0/16

Quick Filter

eon
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Monitoring Key Performance Indicators

Performance Graphs

You can monitor current or evaluate historical device- or interface-level performance data for key

performance indicators (KPIs) by using the Performance Graphs feature.

You can display alarms and configuration changes in relationship to the KPI values for the
component on which a graph is reporting. Correlating changing KPI values to alarm reporting or
configuration changes can provide critical insight into possible issues or issue causes.

You have the flexibility to select the device or interface metrics of interest, remove those that do
not apply, add custom tabs, and include a series of metrics in a single graph, which provides you

with a highly flexible monitoring environment.

Depending on the situation that you are monitoring, you can organize tabs and graphs so that you

see the data that you need when you need it.

alralie 3 0 .
@ lub Prime Infrastruciure 0,
M | Monitor / Monitoring Tools / Performance Graphs
Devices Interfaces Templates Top N CPU Top N Memory X Top N Interfaces (Tx) X Top N Interfaces (Rx) * -
= » v | Showw Zoom:1h | 6h | 1d | 1w | 2w | 4w | 3m | 6m
.3\
I | | | | | | I
» All Devices Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 28 Aug 30
» Device Type
» Autonomous AP AMSéSUV_\.%bD (10.11.1.6)
» Cisco Interfaces and Modules 404
ELE PR Y A " A
» Cisco UCS Series gw WIS A > \‘r\'!“ AN A ._‘hf‘!\f‘*f\“‘. \/A‘,‘ «_,\, A=k
i T 204 b V
» Routers o
103
» Switches and Hubs 0
v TelePresence Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30
» Voice and Telephony
3560-DC1 (10.0.252 4
» Wireless Controller 20 ¢ !
v T anndinn M 40
= El "
Metrics a 30 f i f
F 20
Select a Device from the above selector 101
0 T T T T T T 1
Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30

40?2 root - ROOT-DOMAIN {3}

Detach | [ SN |

I Settings

AMS-SW3650 / CPU/ GPU 1
AMS-SW3650 / CPU/CPU O
AMS-SW3650 / CPU/CPU 3

. AMS-SW3850 / CPU/CPU2

3560-DC-1/CPUSCPU1
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On initial entry, the Performance Graphs page provides four tabs by default, including:

% Top N CPU
Presents graphs for the devices, up to 10, that are experiencing the highest CPU usage

o,

< Top N Memory
Presents graphs for the devices, up to 10, that are experiencing the highest memory
usage

°,

« Top N Interfaces (Tx)
Presents graphs for the interfaces, up to 10, that are experiencing the highest bandwidth
usage for data that they are transmitting

“ Top N Interfaces (Rx)
Presents graphs for the interfaces, up to 10, that are experiencing the highest bandwidth
usage for data that they are receiving

To collect and report the data that you see in performance graphs, the system uses monitoring
policies, which indicate the KPIs on which to report, and define the threshold reporting values and
polling intervals on the KPI parameters.

On initial startup, Prime Infrastructure enables several policies automatically, referred to as
automonitoring policies, which report:

®,

«» Device health metrics.
)

« Link port, trunk port, and WAN interface and quality of service (QoS) metrics.

System users also can configure and activate custom monitoring policies to support operational
and business monitoring requirements.

A Monitor / Monitoring Tools / Monitoring Policies

Policies b
Automonitoring
= Device Parameter
Automonitoring Parameter Polling Frequency Threshold

v My Policies v Device Health

3560 Interface

3rd party CPU Utilization 5 min v Use System Defaults ¥ Percent(%)
AsrlkCryptoPerfStats Memery Peol Litilization 5 min v Use System Defaults v Percent{%)
CPU Utilization Envirenment Temperature 15 min v Use System Defailts v Degree Celsius
Custom MIB Polling Example Device Availability 1 min v Thresheld N/A

Device - Health (default)

IP SLA Monitering Interface Parameter

Interface Health {default) Parameter Polling Frequency Threshold

Interface Health - LISP e —

InterfaceHealth-AVC
» AN Interfaces
InterfaceHealth-UCS
Lon-Devices
dmvpn-monitor

email :

perichannel
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Performance Graphs

Managing Graph Data Elements

By default, graphs report the KPI metrics that you select for the device or interface. In addition,
you can show:

*,

< Data points, referred to as datamarkers.

°,

< Alarms.
/)

% Configuration changes.

You also can control the placement of the legend. On the Show drop-down menu, the visible
elements are emphasized with a check mark and highlight.

Note: The choices you make by using a Show drop-down menu apply
only to the active tab.

Show
Chart Options

& Show Datamarkers

Legend Options

~/ Show Legend

Show Legends

~/ On the right
On the top

~ Show Alarms

~/ Show Config Changes

To show or hide what you see on a graph, on the Show drop-down menu:

« Select or clear any Show drop-down menu item.

You can indicate your preference of legend placement, either above the graph or on the right side
of the graph.

To indicate legend placement, on the Show drop-down menu:

®,

« Select On the right or On the top.

I Note: You cannot remove the legend from view.
[ S—1
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Monitoring Key Performance Indicators

Each tab provides zoom, date range, and horizontal timeline slider tools so that you can control
the time period for which the graphs on that tab are displaying data. These tools are available
above the tab graphs.

I Note: The timeline that you indicate applies only to the active tab.

Top N CPU Top N Memory X Top N Interfaces (Tx) X Top N Interfaces (Rx) X -+
# v | | Show~ Zoom:1h | 6h | 1d | 1w | 2w | 4w | 3m | Bm | 1y
I | | | 1 | | I
Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 28 Aug 30

AMS-5W3650
50

Percent

{10.11.1.6)

Aug 24

Aug 25

Aug 26 Aug

27 Aug 28

Aug 30

. AMS-SW3E50 /

. AMS-SW3E50 /
. AMS-SW3850 /

AMS-SW3850 /

To apply a pre-defined time period by using the zoom tool:

®,
0.0

In the Zoom field, click the hourly, daily, weekly, monthly, or annual time period link that

you want.

Zoom| 1h | 6h

1d | 1w | 2w | dw

Im | Bm

1y

To apply a custom time period:

®,
0.0

To the right of the Zoom time period link, click Select a custom date range, indicate the
range that you want, and then click OK.

Zoom:1h | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y
From | 8/23/2016, 315 PM
(Abiddeyyy, homm AMPM)
To | 8/30/2016, 3:15 PM
(MAdAyyy, h:mm AMPM)
Clear m Cancel
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To apply atime period by using the horizontal timeline slider:

°n

On either side of the slider, drag the bar.

Top N CPU Top N Memory X Top N Interfaces (Tx) X Top N Interfaces (Rx) * +
A v | | Showw Zoom:1h | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y
I I I I I I I I
ug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 3
I I I I I I I I
Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30

Changing Graph Layouts

You can move graphs on a tab, maximize graphs for better visibility, or collapse graphs to make a
series of graphs easier to see.

You move graphs using the drag and drop operation.

Top N CPU TopN Memory X = Top N Interfaces (Tx) % | Top N Interfaces (Rx) X || == L% Settings

.

v | Show~ Zoom:1h | Bh | 1d [ 1w | 2w | 4w | 3m | Bm | 1y

1 1 1 1 1 1 I
Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31

AMS-SW3650 (10.11.1.6)

3560-DC-1 (10.0.25

40
30
20
10

0

Aug 24

Percent

2

Percent

A.Jé 31
B Ams-swesso s
AMS-5WB650 /
B Avs-sweasa
B ~vsswesso s

[=

LA-3650 (10.2.1.2)
50
40

o o0 o

Percent

Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31

PAR-38560-2 (10.12.0.6)

-

[l Par-38502/ CPU/CPU 1
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To collapse a graph:
% Point to the graph, and then, click Collapse. [ Collapse button
AMS-SW3650 (10.11.1.6) ed X
50 . AMS-SW2B50 / CPU/ CPU 1
E= 0 AMS-5W3650/ CPUJCPUD
=
& ;E . AMS-SW3650 / GPU/ GPU 3
@
= 10 . AMS-SWaB50 / CPU/ CPU 2
04 T T T T T T 1
Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31
The graph view closes and remains available to expand and view, as needed. The Collapse
button toggles to the Expand button.
Top N CPU Top N Memory ¥ | Top N Interfaces (Tx) % | Top N Interfaces (Rx) X | <= | LF Setting
e T Zoom:1h | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y |
r I | | | | I I
Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31
AMS-SW3650 (10.11.1.6) e3
3560-DC-1 (10.0.252.4) Expand button
LA-3650 (10.2.1.2)
To maximize a graph:
N ) ) o Maximize/
% Point to the graph, and then click Maximize/Restore. Restore button
AMS-SW3650 (10.11.1.6) ~<| 03 [X
50 . AMS-SW3650 | CPU/ CPU 1
40 AMS-SW3850/ CPUJCPUD

. AMS-SW2B50 / CPU/ CPU 3
. AMS-SW2650 / CPU/ CPU 2

Percent
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The graph view maximizes and the button icon changes.

AMS-SW3650 (10.11.1.6) —
507 &) [ #Ms-swass0 | CPU/CPU

: E‘ AMS-SW3650 / CPUSCPUD
V ) [l AMs-svmes0 ./ cPUZCPU 3

E‘ . AMS-SW3650 / CPUf CPU 2
40

Percent

0 | T
Aug 24 Aug 25

Aug 26 Aug 27

Aug 28 Aug 29 Aug 30 Aug 31

To return the Performance Graphs page or tabs to their default layouts:

D3

% On the Settings menu, under Manage:

+ To return the active tab on the page to its default layout, click Reset Tab.

¢ To return all of the tabs to their default layouts, click Reset all Tabs.

Important Note: When you reset all of the tab layouts, this action
removes any custom tabs that you have added, also.

'3 Settings
B Add Tab

P Renames Tab
Export
Print

w Manags

Reset Tab
Reset All Tabs
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Performance Graphs

Seeing the Data That You Need

When you first use performance graphs, the system provides four default tabs with graphs.

Depending on the metrics that you need to monitor the network or evaluate potential issues, you
might consider organizing performance graphs by:

“ Adding or removing the default tabs.
“ Adding or removing graphs from default tabs.
« Adding custom tabs with the graphs that you need.

For example, you might add a custom tab that includes key metrics for devices that you
need to monitor regularly. That way, you can have the information available in a single
view.

« Layering several metrics on a single graph for comparative or data correlation purposes.

« Layering configuration changes and alarm reporting over device metrics for comparison
purposes.

For example, while evaluating a device reporting CPU values that are exceeding critical
thresholds, you can display alarms or configuration changes to determine if there is any
relationship between those activities and the excessive CPU values.
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Adding or Removing Device or Interface Graphs to Tabs

You add graphs by selecting the device or interface of interest, and then selecting the metrics that
you need to see.

You select device or interface related metrics by following the same steps.

To add a device or interface graph:

1. Onthe Devices or Interfaces tab, in the devices list, expand the category of interest, and
then locate and select the device or device interface.

Below the list, the Metrics section populates with the categories of metrics that are
available for the element that you selected.

| Devices Interfaces Templates

‘
VSS-CATE800-dist (10.0.0.2)
NSK-CORE1 (10.0.17.101)

I NIK-CORE2 (10.0.17.102)
NX9693-2 (10.0.17.103)
ASR1K-CORE1 (10.0.2.2)
3560-DC-1 (10.0.252.4)
CORE-1 (10.0.255.31)
CORE-2 (10.0.255.32)

CORE-1-VPC-AGG-1 (10.0.255.33) o
»
Metrics The Metrics section with the
b Availability categories of metrics available
y cPU for the Nexus 9K series switch,
in this case.
» Memory
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2. Inthe Metrics section, expand the category of interest, and then drag the entry toward
the bottom right of the window until you see a green highlight and check mark, and a
message to drop the item in the highlighted location...
Metrics g in\ = '\-\“ '-._///\‘ - — A = .__,,"."""u.,\/‘"--_' 7 “-.___ ¥ 5 = /,,"\,__ = /,,' \.\_}
v Availability i3
INSK-COREZ) o . . |
> CPU - Aug 26 Aug 27 Aug 28
¥ Memory
LA-3650 (10.2.1.2)
EEI_: @E LA-3650 / GPU/ CPU 1
_ 407: : = LA-3850 / GPU/ CPU O
%jg: — — o T ——— —— = [v] [l -a-3850/ cPu/CPU2
‘D—; b
hE . : :
Aug 26 Aug 27 Aug 28
[:-P;\Ff-a-es-a-z-c1-o-12-u-.s-> """""""""""""""""""""""""""""""""" =X
NSK-CORE2 / Availability f NOK-CORE2 Drop item here
I : 2 =
...and then drop the item. The graph appears below all of the other graphs that are visible
on the tab.
Metrics CORE-2 (10.0.255.32)
v Availabilty 4 CORE-2/CPUJCPU
NIK-CORE2 z *
© 20 /M / ~ ~
» CPU &
10
» Memory 5
Aug‘l 26 .-’\ugI 27 .-’\ugI 28
N9K-CORE2 (10.0.17.102)
2004 MNAK-CORE2 / Avsilabiity / NOK-
CORE2
§ 100
0 T T T T T T 1
Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30

To see any configuration changes that occurred during the time period:

7
o

On the Show drop-down menu, select Show Config Changes.

To see any alarms that the system is reporting during the time period:

o,
o

On the Show drop-down menu, select Show Alarms.

To see alarms or configuration changes without the metric that you selected:

“ Inthe legend, clear the metric’'s check box.
NSK-CORE2 (10.0.17.102)
200—: MOK-COREZ / Availabiity / NBK-
1 COREZ
2 100
£
o ] T T T T T T 1
Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30
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You can remove graphs that do not apply to your task or that you no longer need.

To remove a graph:

°,
o

Point to the graph, and then, on the toolbar that appears in the upper right corner, click
Close.

The system removes the graph.

N9K-COREZ (10.0.17.102) — 52
200 5 NEK-CORE2 / Availability / NOK-

CORE2

100

Percent

Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30

Adding or Removing Tabs

While the Performance Graphs page provides default tabs, you can add custom tabs or remove
those tabs that you do not need.

Note: The custom tabs that you add are only available to you in the virtual
"

domain in which you add them. If you work in another virtual domain to which you
have access, you will not see the tab.

To add a custom tab:
1. Inthe tab row, click Add Button.

The Settings drop-down menu opens with the Add Tab field active.

Top N CPU Top N Memory X | Top N Interfaces (Tx) X | Top N Interfaces (Rx) x| <= 1} Settings

: w Add Tab
v | Show~ Zoom:1h | 6h | 1d | 1w | 2w | 4w = y

I [ 1
Aug 24 Aug 25 Aug 26

1 [
Aug 27 Aug 28

I
Aug
P Rename Tab
AMS-SW3650 (10.11.1.6) Export

504 Print

49% P Mana
ol ir ge
= = P r 3 r ot A Ay * ak A WL e A P ﬁ Fa¥ = FaY A
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2. Inthe Add Tab field, type the name of the tab as you want it to appear on the page, and
then click Apply.

w Add Tab

CPU Usage

P Rename Tab

Export
Print

P Manage

On initial use, a help overlay opens, which you can configure to remain closed when you no
longer need it.

@ Select s Device I

@ When the icon changes from lo
drop the Metric to display the graph

W Don'l sho

Okay, got it.

\

@ Select and drag a Metric

When you clear the overlay, the tab that you added is available for adding graphs.

| Monitor / Monitoring Tools f Performance Graphs teiach | @ (O 0O
Duwvices Inferaces Templates Top M CPL Top N Memory % || Top M imerfaces (Tx) * | Top N intefaces (Rx) x| CPU Usage x | == £ Senings
= Zoom:th | Bh | td | tw | 2w | dw 1 3m | 6mo Ty | B

w Al Davices
VES-CATEE00-Est (10.0.0.2)
RGR-CORE1 (10047107}
NIK-COREZ (100 97.102) [ Drop itom here
NX9653-2 0017900

CORE-1VPE

3G-1{10.0.285 33)

Metrics

» Availatility

~ CPl
Fabec Module
Supervisor Module

)

P dxADG Ethamat Moduls
System Controier
39 40G Ethemel Module

* Momary
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3.
4,

In the device list, select the device that you need.

that you want and drop it in the container.

Monitoring Key Performance Indicators

In the Metrics list, expand the category, and then drag the metric for the device element

A | Monitor / Monitoring Tools / Performance Graphs

Devices Interfaces Templates Top N Memory X Top N Interfaces (Tx) X Top N Interfaces (Rx) X

Top N CPU

Q,

.
VS5-CAIG8U0-dist (10.0.0.2)
NIK-CORE1 (10.0.17.101)
NIK-CORE? (10.0.17.102)
NX9693-2 (10.0.17.103)
ASRIK-CORE1(10.0.2.2)
3560-DC-1 (10.0.252.4)
CORE-1(10.0.255.31)

CORE-2 (10.0.255.32)
CORE-1-VPC-AGG-1 (10.0.255.33)
CORE-2-VPC-AGG-2 (10.0.255.34)

]

Drop item here

N9K-CORET / CPU / Fabric Module

Metrics
» Availability

v CPU

I [Fabric Module|
T

CPU Usage X

Detach | @ ¢35 [0

+ L3 Settings

Zoom:1h | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y

The graph begins reporting data by using the applicable polling interval for the KPI.

Top N CPU Top N Memory X Top N Interfaces (Tx) x Top N Interfaces (Rx) x

#” v | | Showv Zoom:th | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y

CPU Usage x

-+ I3 Settings

I | 1 | 1 | 1
Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 28 Aug 30

NIK-CORE1 (10.0.17.101)

T
Aug 31

[l +2K-CORE1 / CPU / Fabric

Module

Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30

Aug 31

5. To continue adding graphs to the tab, repeat steps 3 and 4.

To remove a tab:

®,
0.0

On the tab, click Close, and then, in the system message, click OK.

Are you sure you would like to close this tab?

Cancel

CFPU Usage[l -

The system removes the tab.
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Adding Multiple Metrics to Graphs

For comparative purposes, you can add multiple metrics to a single graph. For example, you
might find it helpful to add CPU and memory metrics for a component on a single graph to
determine whether issues related to either metric correlate.

To add multiple metrics to a graph:

1. Inthe device or interface list, select the device or interface.
e
Devices Interfaces Templates

m
.

NIK-CORE1 (10.0.17.101)
NIK-COREZ2 (10.0.17.102)
NX9693-2 (10.0.17.103)

ASRIK-CORE1 (10.0.2.2)
3560-DC-1 (10.0.252.4)
CORE-1(10.0.255.31)

CORE-2 (10.0.255.32)
CORE-1-VPC-AGG-1 {10.0.255.33)
CORE-2-VPC-AGG-2 (10.0.255.34)
ASR1IK-COREZ2 (10.0.3.2)

2. Under Metrics, drag the metric, and then drop it on the graph.

Metrics
» Availability

¥ CPU

CORE-2VPC-AGG-2 (10.0.265.34) (7) | [fe===-c-----=-sssss------------mmm-----------s----------sss---------------------=-C
ASR1K-CORE2 (10.0.3.2) -
4

Aug 25 2016, 12:59:00 PM (Eastern Daylight Time) T
B 3560-DC-1 / Memory | IO: 68

N9K-CORE1/CPU / Fabric Module

Fabric Module!

= T T T 1
l L g Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31

i |

3. To continue adding metrics to the graph, repeat steps 1 and 2.
I Note: You can add up to 10 metrics on a single graph.
S—"
To remove a metric on a graph from view:

o,

“ Beside the graph, clear the check box of the metric.

LA-3650 (10.2.1.2)
50 LA-3850 / CPU / CPU 1
40 - -~ -~
_ i | LA-3850 / CPU/ CPU O
2 30 3AAMEIANIAMALSY ot AR S s WP VY A
I WYYV VY LA-3850/ GPU/ CPU3
@ i
* 10 . LA-3650 / CPU/ CPU 2
0 T T T 1
Sep7 Sep 8 Sep 9 Sep 13 Sep 14
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Monitoring Devices or Interfaces Reporting the Highest Metrics
You can select metrics of interest, which can help you identify devices or interfaces that might be
nearing or peaking above operational limits. This information can help you mitigate or avoid
potential issues.
You can evaluate network elements that are experiencing the highest:
+ CPU usage
“» Memory usage
“ Interface inbound or outbound packet discards
“ Interface inbound or outbound packet processing errors
“ Interface transmitting (Tx) or receiving (Rx) bandwidth usage
When you select a metric, the system lists all of the devices reporting the metric as trending with
higher values than other devices.
You select metrics on the Templates tab, then, under Metrics, it lists those devices reporting the
highest levels of the metric.
Devices Interfaces | Templates | Top N CPU Top N Memory X Top N Interfaces (Tx) * Top N Interfaces (Rx) X + I} Settings
= A v | Showw Zoom:1h | 6h | 1d | Tw | 2w | 4w | 3m | 6m | Ty
Top CPU Usage
Top Memory Usage aug 24 aug 75 Aug 26 A 77 Aug 28 A0 28 Aug 30 Aug 31
Top Interface Discards (In)
Top Interface Discards (Out) AMS-SW3650 (10.11.1.6)
Top Interface Errors (In) SD—- : - cPU1
Top Interface Errors (Out) _ 409 crUa
Top Interface Utilization (Tx) % 23: = ,.,7! '\, A 7\,"\,’ =B v ’._,h;;,,!‘f.‘ A \,A.f Sy 27 V = ‘&V i\ AMS-SW3850/ CPU | CPU 3
Top Interface LUtilization (Rx) = 103 \ [l #vs-swassa ) cPUICPU2
»Sug 24 »\u;; 25 »’\ugI 26 »\u;; 27 »’\ugI 28 »’\ugI 29 »\u;; 30 »’\ugI 31
3560-DC-1 (10.0.252.4)
40+ 3580-DC-1/CPU/CPU1
304 A
= \ / [
Metrics 2 204
» LA-3650 (10.2.1.2) £ 104
¥ |AMS-SW3850 (10.11.1.6) 0 I I ! I I I |
CPU 1 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31
CPUD
LA-3650 (10.2.1.2)
CPU3 50 LA-3850/ CPU/ CPU 1
CPU 2 403 [/] I LA-3850 / CPU/ CPUD
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You can follow the steps to add graphs with single device or interface metric; or follow the steps

to add multiple metrics on a single graph, as needed.

Devices Interfaces Templates Top N CPU Top N Memory X Top N Interfaces (Tx) X Top N Interfaces (Rx) X -+
= ” v | Show~ Zoom: 1h | 6h 1w | 2w | 4w | 3m | 6m
Top CPU Usage
Top Memery Usage ! 1 1 1 | | | T
Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31
Top Interface Discards (In)
Top Interface Discards (Out)
op Interface Discards (Ou) AMS-SW3650 (10.11.1.6)
Top Interface Errors (In) 50 [l AMs-SWs8ED 1 CPU/CPU 1
Top Interface Errors (Out) _ 40 AMS-SW3650 / CPU/ CPUD
S 30
Top Interface Utilization (Tx) % 2 - AMS-SW3650 / CPU / CPU 3
o
Top Interface Utilization (Rx) 10 [l ~Ms-swsas0/CPU/CPU2
0+ T T T T T T 1
Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 28 Aug 30 Aug 31
3560-DC-1 (10.0.252.4)
40 [l 3560-DC-1/CPUICRPU
£
Metrics S a0
@
» LA-3650 (10.2.1.2) i
v |[AMS-SW3650 (10.11.1.6) 03 I I ! I I ! )
: CPU 1 ) Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31
CPUD
LA-3650 (10.2.1.2)
CPU3 50 [l <3850/ cPU I CPUN
CPU 2 4”% . /] B La-3850/ CPU/ CPUD

Exporting or Printing Graph Data

You can export or print graph data at a global or tab level.

When you use the export function, the system generates a PDF-formatted file. When you use the

print function, the system opens the print functions that are available to you.

To export or print global level data:
“ On the Settings menu:
¢ To export the data, click Export.

¢ To use print functions to capture the data, click Print.

Detach @ 5 [
I3 Settings
P Add Tab
P Rename Tab
Export
Print
P Manage
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To export or print tab level data:

B3

Monitoring Key Performance Indicators

% On the active tab, click the arrow button, and then click the action that you want.

Top N CPU

# = || Show~
P Export

Top N Memory X Top N Interfaces (Tx) X

Zoom : 1

& Print

Aug 25 Aug 26

Aug 27 Al

Opening Graph Tabs in Separate Windows

You can open graph tabs in separate windows so that data is readily accessible for ongoing
monitoring or troubleshooting.

To open atab in a separate window:

B3

*  Select the tab containing the data that you want, and then click Detach.

A | Monitor / Monitoring Tools / Performance Graphs

Top N Memory X || Top N Interfaces (Tx) X ||| Top N Interfaces (Rx) X | < LSettings

Zoom:1h [ 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y

10

Percent

Devices Interfaces Templates Top N CPU
= & v| Showw
O\
T | | |
All Devices 5 25PM 130PM 1:35PM 40 PM
All Locations >

ASw2960-r5-1 (172.20.114.254)

| 1 1 1 | 1 | 1 |
145PM 1.50PM 155PM 200PM 2:.05PM 210PM 215PM 2:20PM 225PM

. ASw2060+5-1 / GigabitEthemet0/32

Utilization! T

125PM 130PM 1:35PM 140PM

145PM 150PM 155PM 200PM 205PM 20DPM 2ZASPM 220PM 2.25PM

Detach [ SN |
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Reviewing Device or Interface Details or Taking Actions

Performance graphs provide direct access to device details in a device 360° View pop-up

window, such as device type and location, performance metrics, alarms, and neighboring devices
among other information, which is based on device type.

© .l Prime Infrastructure

NIK-CORE1 (10.0.17.101) (3)
NOK-CORE2 (10.0.17.102) (7
NX9693-2 (10.0.17.103) (7

A | Monitor / Monitoring Tools / Performance Graphs

Top N CPU

Devices Interfaces Templates TopN N
= # ~| | Show
O\
I |
Aug 24 Aug 2

I AMS-8W3650 (10.11.1.6)

360° View:AMS-SW3650 2 X

View Details Actions v

10.11.1.6 Cisco Catalyst 3650-24PD-E Switch
@ All Locations AMSTERDAM, Copy OfAMSTERDAM

up for 24 days 0 hrs 28 mins 13 secs

AMS-SW3650 2 =

0S Type [0S-XE
0S Version (13,03,045E
Last Config Change august 22, 2016, 11:19:45 AM PDT
Last Inventory Collection august 31, 2016, 03:45:10 PM PDT

CPU Utilization(1 Hour)

Memoery Utilization (1 hour)

ASR1K-CORE1 (10.022) (7 407 29.33% 37.00% @A
c E
3560-DC-1 (10.0.252.4) (; % zE S’M\Vw Minimum Average Masimum Minimum Average Masximum
COREA1 (10.0.255.31) (7 < o] v\ 28.25% 33.00% 37.00% 37.00% 37.00%
CORE-2 (10.0.255.32) (i 0 T
- - Aug 24 Aug 2
CORE-1-VPC-AGG-1 (10.0.255.33) (} Modules Interfaces Meighbors Civic Location Wireless Interfac 2
CORE-2VPC-AGG-2 (10.0.255.34) (; _ _
- 3560-DC-1 (10.0.252.4) § .
ASR1K-CORE2 (10.0.3.2) (7 40 u P g He
4 »
_ 30 _/\\/\/\U 31/08/16, 18:50:05 Device "10.11.1.6". Authentication f.. Switc .
=
Metrics g 20
@
b Availability 0
v CPU od }
Fabric Module Aug 24 Aoz
Supervisor Module
LA-3650 (10.2.1.2)
48x1/10G SFP+ 4x40G Ethemet Module 50
System Controller 403
Eand A "
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To open a 360° View pop-window:

°,
o

On a graph, click the name link on the graph.

AMS-SW3650 (10.11.1.8)
50

40

Percent

04 T
Aug 24 Aug 25

Monitoring Key Performance Indicators

Note: When a graph includes more than one device or interface, links

are available for each device at the top of the graph.

CORE-1(10.0.255.31) | NIK-CORE1 (10.0.17.101)

Percent
B
L=}

T T
Aug 25 Aug 26

T
Aug 27

In addition to finding key information about the device, you can open the details and
configuration, or take actions, as needed.

1

1

—
<

360° View:3560-DC-1

3560-DC-1 9 &

10.0.252.4

@ All Locations, System Campus
up for 24 days 18 hrs 30 mins 20 secs

0S Type 105
0S Version 12 2(52)SE

Last Config Change July 28, 2016, 09:59:21 PM PDT
September 01, 2016, 07:41:18 AM PDT

Last Inventory Collection

CPU Utilization(1 Hour)

27.00%

Minimiurm Average Maximum Miniriumm
18.00% 25.18% 31.00% 67.00%
Alarms IModules Interfaces Neighbors
Severity Status 4  Timestamp Message

Mot Acknowle. .. 2611115, 22:21:10

Naot Acknowle. .. 2601115, 22:21:10
Mot Acknowle... 2611115, 22:21:10

Mot Acknowle. .. 261115, 22:23:22

Memory Utilization (1 hour)

67.00%

Civic Location

Device 3560-DC-1/Proce...
Device 3560-DC-1/1/O: w...
Device 3560-DC-1/Driver ...
Device 3560-DC-1/CPU 1.

Bl # X

Cisco Catalyst 3560E-24PD-E,S Switch

Average
67.55%

Maximum
68.00%

Recent Changes

Category

Switches and Hubs
Switches and Hubs
Switches and Hubs

Switches and Hubs
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To open device details:

o,

o

*

In the device 360° View pop-up window, click View Details.

Monitoring Key Performance Indicators

The system navigates to the device details, which provide access to device components,

configurations and configuration history, and the device software image information.

f

... [ Network Devices / Device Group / All Devices / 3560-DC-1

Device Details

Features

v System
Summary
Enviranment
Civic Location
Memory
Modules
Physical Ports
Sensor
Spanning Tree
Stacks
User Defined Field
VLANs
VTP
vPC

» Interfaces

» Clients

Configuration

Applied/Scheduled Templates

Features / System
Summary

General
IP Address/DNS Name
Device Name
Device Type
Up Time

hability Status

Configuration Archive Image

10.0.252.4

3560-DC-1

Cisco Catalyst 3560E-24PD-E,S Switch
24 days 16 hrs 40 mins 54 secs

R

Device Role

Location

Contact

‘Current ICMP Latency
Cisco Identity Capable

Location Capable

CPU Utilization
Zoom: 1h | 6h | 1d

From

Aug. CPU Utiization(%)

Tw | 2w | 4w | 3m | Bm

Unknown

12 Secs
No

No

To:

1y | View History

.

Lo

Unique Device Identifier (UDI)

Name
Description
Product ID
Version ID

Serial Number

Inventory

Software Version

Model No.

Port Summary
Number of Ports Up

Number of Ports Down

Memory Utilization
Zoom: th | 6h | 1d | 1w

From:

Avg. Memory Utiization (%)

1

WS-C3560E-24PD
WS-C3560E-24PD-S
V03

FDO1416R1GN

12.2(52)SE

WS-C3560E-24PD-S

25

2w | 4w | 3m | 6m
To:

1y | View History

[ A

By using the Actions drop-down menu, you can take direct actions, access support, or open

alarm or device detalils.

R

N

360° View:AMS-SW3650

AMS-SW3650

10.11.1.6

@ All Locations, AMSTERDAM, Copy OfAMSTERDAM

up for 24 days 15 hrs 18 mins 16 secs

Last Config Change august 22, 2016, 11:19:45 AM PDT
Last Inventory Collection August 31, 2016, 09:30:17 PM PDT

CPU Utilization(1 Hour)

17.00%

Minimum
14.00%

Average
16.45%

Maximum
18.00%

0S Type 10S-XE
0S5 Version (3.03.045E

Memeoery Utilization (1 hour)

37.00%

Minimum

37.00%

Average
37.00%

Deta Actions w

ach | @

Cisco Catalyst 36

Alarm Browser
Connect to Device
Sync Now

Device Details
Support Community
Support Request
Ping

Traceroute

N-Hep Topology

Maximum
3I7.00%

PU/CPU3

FUICPU2

ROOT-DO?

q
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Links
To Product Information

Visit the Cisco Web site to learn more about Cisco® Prime Infrastructure.

Visit the Cisco Web site to review or download technical documentation.

Visit the Cisco Web site to access other Cisco® Prime Infrastructure learning opportunities.

Visit the Cisco Web site to access learning opportunities for other Cisco products.

Send us a message with questions or comments about this job aid.

B Note: Please send messages that address the content of this job aid or other
training questions only.

Please follow your regular business process to request technical support or
address technical or application-related questions.

Network Health Monitoring Overview Job Aid
68



http://www.cisco.com/c/en/us/products/cloud-systems-management/prime-infrastructure/index.html
http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure/tsd-products-support-series-home.html
http://www.cisco.com/c/m/en_us/training-events/product-training/prime-training-infrastructure.html
http://www.cisco.com/c/m/en_us/training-events/product-training/prime-training-home.html
mailto:pdt-training@cisco.com?subject=PI%203.2%20Network%20Health%20Monitoring%20Overview%20Job%20Aid%20Follow%20Up
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