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Basics
Overview
Introduction
Various events can require you to perform device software image upgrades, such as:





Security updates
Critical fixes
Device updates to support new features or technologies
Device updates that standardize device configurations

Keeping device software images current helps you to ensure that devices on the network are
running optimally, securely, and as expected.
Note: You cannot perform software upgrades on devices that Prime
Infrastructure does not manage.
Cisco© Prime Infrastructure provides functionality to upgrade devices in bulk on the Software
Images page.
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Note: To upgrade or manage an image on a single device, you can access the
device image directly.
To access a single device image, navigate to the Network Devices page, click
the device name link, and then click the Image tab.

To open the Software Images page:
 In the left navigation, on the Inventory menu, click Software Images.
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Key Upgrade Tasks
Importing Images
Images must be available in Prime Infrastructure before you can use Prime Infrastructure to
distribute them to devices. You can import images from various locations, such as a file on a
user’s computer, a file that is accessible on a server by using a URL, or a file on a network
device, among others.

When you import images, Prime Infrastructure stores them in the software image repository. You
can continue to distribute and activate these images without importing them again.
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Configuring Image Software Minimum Requirements
Software image minimum requirements define the minimum RAM and flash memory sizes that a
device must have to accept a distributed image.
In some cases, the image header contains this information. During the image import process, the
system populates the requirements by using the header information and applying embedded
logic.
When minimum requirements are not available in the image header, you can define image
requirements manually. Configuring minimum requirements is a one-time task that supports:
 Performing upgrade analyses to determine whether devices can accept the image.
 Helping ensure that image distribution is successful.
Important Note: As a best practice, Cisco recommends that you ensure that
software image minimum requirements are configured after importing images in
the repository.
When these requirements are not configured, you can have unexpected results
or, in some cases, distribution failures.
For example, a distribution can be successful without meeting minimum
requirements, but the image might not run optimally if the minimum RAM is not
available on the device.
Before you begin image distribution, you can validate or configure minimum requirements.

To obtain the specific information that you need to configure an image’s minimum
requirements manually:
 Refer to the technical documentation that accompanies the image
Or
 Perform an upgrade analysis on the devices that require the upgrade and review the
analysis report.
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Distributing and Activating Software Images
Depending on the situation, you can distribute and activate software images on devices in a
single task or distribute and activate images separately.
Separating image distribution and activation tasks helps you to reduce your maintenance window
timelines significantly.
Note: The system supports upgrading all device types when you distribute and
activate images in a single task.
When you activate images as a separate task following distribution, the system
supports the activation task only on specific device types.
For more information on the device types on which you can activate images
separately, visit the Cisco.com Web site to review the current list of device types.

Distributing images to devices can occur while devices remain operational.
Activating images requires rebooting devices in most cases, causing a period of operational
downtime.
Note: Devices that support modular software images or Cisco In-Service
Software Upgrades (ISSU), for example, do not require rebooting after image
activation.
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Optional Upgrade Task
Performing Upgrade Analyses
Upgrade analyses can supply key information to prepare for software image upgrades.
The process can indicate the list of software images that are compatible with devices when you
are considering an upgrade.
You also can use the process to determine whether a device or devices are capable of accepting
an image before you start distribution.

During this process, the system evaluates the image or images that you select and the devices
that you indicate for distribution to determine image and device compatibility and readiness,
including:
 The amount of available RAM and flash memory on each device.
 The required RAM and flash space compared to the space available on the device.
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Specialized Upgrade Tasks
Adding Software Image Management (SWIM) Servers
You can distribute images from servers other than the one that hosts Prime Infrastructure. When
you add SWIM servers in Prime Infrastructure, they remain available for image distribution, when
needed.

This approach improves response times among the servers and devices and reduces the
workload and traffic on the Prime Infrastructure server.
SWIM servers are intended for use when you are:





Supporting a large network.
Supporting devices in geographically distributed locations.
Upgrading devices at numerous sites concurrently.
Upgrading large numbers (approximately 50 or more) of devices concurrently.
Important Note: When you are upgrading a minimal number of devices at a
single site, it is more efficient to distribute images by using the Prime
Infrastructure server.
Important Note: The use of SWIM servers, which are external to Prime
Infrastructure, for image distribution is unavailable for certain device types and
image families. When SWIM server functionality is unavailable, the system only
supports using Prime Infrastructure (Local File Server) as the distribution server.
For more information, refer to the Software Image Management Processes
and Supported Devices table.
To help ensure that SWIM servers can support current device types, install
device packs as they become available.
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Upgrading IOS-XR Devices
When upgrading a device that is using the IOS-XR operating system, after you activate the
image, you need to send a commit command to the device, which performs two key functions.
 Allows the active software image to persist, or remain, the active image, when a device
reboot occurs
If the commit command is not delivered and a device reboot occurs, the device will revert
to using its previously active software image version.
 Captures an archive record, or snapshot, of the active software image at the point of
activation
When a device is exhibiting unexpected behavior with the currently running image, you
can perform the image rollback process to the previous working snapshot.
When upgrading IOS-XR devices, you need to:
1.
2.
3.
4.

Ensure that the image is available in the software image repository or import it.
Distribute the image to the applicable devices.
Activate the image on the applicable devices.
Use the Commit function to send the commit command to the upgraded devices or
schedule the commit command action to occur during an optimal time period.

0.

Tip: You also can distribute, activate, and commit an image in a single,
combined task by using the Distribute function.
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Skills
Network administrators primarily perform software image management and upgrade tasks and
need to have the following experience.

Proficient
 Prime Infrastructure user interface navigation and behaviors
 Knowledge of network operations
 For devices being upgraded, those devices’ roles, relationships, and importance to
network operations
 For devices being upgraded, knowledge of the services and technologies that those
devices manage

Terms
Commit Command Function
A process required when upgrading software images on routers with IOS-XR operating systems
For more information, refer to Upgrading IOS-XR Devices.

SWIM Activation Job
The type of job that the system performs when activating software images that system users have
distributed to those devices previously

SWIM Collection Job
The type of job that the system performs when importing software image files into Prime
Infrastructure. Images must be available in the repository before users can distribute them to
devices by using Prime Infrastructure

SWIM Distribution Job
The type of job that the system performs when distributing software images to devices in
preparation for image activation or when performing a combined distribution and activation task
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Use Case 1: Upgrading Devices on
Distributed Networks
Use Case Scenario
As an administrator, you receive notification that the software image currently running on the
Catalyst 3850 switches in the network is reaching an end-of-life status. The notification also
includes information on the image that replaces the obsolete image and access to download the
replacement image. You decide to perform a software upgrade before the date on which the
Cisco Technical Assistance Center (TAC) will no longer support the software image.
The enterprise comprises its primary data center, located in San Francisco, and a number of
remote sites, including sites in Los Angeles and New York, that have a large number of switches
requiring the upgrade.
Because of the large number of switches and their remote locations, you plan to optimize image
distribution by using locally positioned servers, which will improve distribution timelines and
reduce load on the Prime Infrastructure server.
You also plan to distribute the image during the maintenance windows in each region and, after
the distribution is complete, you plan to activate the images in a separate maintenance window.
When activation is complete, the system validates that the image is running on each switch. You
also manually validate successful image activation.
To start this use case:
 Navigate to the Software Images page.
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Process Overview
To complete this use case, follow the steps to:
1.
2.
3.
4.
5.

Add software image management (SWIM) servers to Prime Infrastructure.
Import the software image into Prime Infrastructure.
Distribute the image.
Activate the image.
Validate that the devices are running the image that you activated.

0.
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Process Steps
Task 1: Add Software Image Management (SWIM) Servers
Because you plan to optimize image distribution by using locally positioned servers in San
Francisco, Los Angeles, and New York, you need to configure the servers in Prime Infrastructure
so that you can distribute the software image to them.
Important Note: When adding SWIM servers, you must assign at least one
location group to each server. You or other system users can configure location
groups, to organize network devices based on geographical location.
To ensure that the distribution function works as intended, it is optimal to assign
the applicable network devices to each location group in preparation for adding
SWIM servers.
During the distribution process, the system selects the applicable SWIM server
associated with the devices that you indicate, which you can change manually,
when necessary.

To add software image management (SWIM) servers, follow these steps:
1. On the Software Images page, click Add Server.
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The Software Image Management Servers page opens.

2. On the Software Image Management Servers, on the toolbar, click Add Row

.

In the list, the system adds a blank, editable row.

3. In the row:
a. In the Server Name field, type a descriptive server name as you want it to appear
when a user sees it when configuring a distribution job.
b. In the IP Address field, type the SWIM server’s IP address.
Note: The Active Protocols field is not available for editing when you
initially configure a SWIM server. You configure the protocol in step 5.
c.

In the Sites Served drop-down list, select each location group that contains the
devices to which you want the server to distribute the image.

d. To add an optional explanation of the server’s use, type it in the Description field.
.

4. Below the row, click Save. The system adds the server in the list and selects the server
row automatically.
This action makes the Manage Protocols button available on the toolbar.
Upgrading Device Software Images Job Aid
13

Core Software Group

Upgrading Devices on Distributed Networks

5. On the toolbar, click Manage Protocols.

The Software Image Management Server Protocols dialog box opens.

a. In the Software Image Management Server Protocols dialog box, on the toolbar,
click Add Row

.

A row becomes editable in the list and indicates an available protocol in the Protocol
field.

b. In the Protocol drop down list, select the applicable protocol for the server.
Important Note: For better reliability and security when distributing
software images by using SWIM servers, use the SFTP or SCP secure
protocol. Avoid using the FTP protocol unless necessary because of the
device type.
The system does not support using the TFTP protocol when distributing
images by using SWIM servers.
Future releases of Prime Infrastructure will support the TFTP protocol.
For information on managing protocol settings, refer to the FAQ.
c. In the Username and Password fields, type the credentials to access the server.
d. In the Protocol Home Directory field, type the location of the home directory on the
server.
e. Click Save. The system saves the entry and selects the row automatically.
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This action makes the toolbar buttons available.

f.

To test whether the server credentials are valid, on the toolbar, click Verify
Credentials.

The system runs the verification….

…and reports the verification results in the Status field.

Tip: To review result details, click the information button beside the
result. A pop-up window opens with details about the credential
verification results.
This information also can be helpful when addressing a verification
failure.
g. To add another protocol, repeat steps 5a to 5f, then go to step 5h.
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h. Close the dialog box.

The system saves the protocol for the server.

.

6. To add additional servers, repeat steps 1 through 5.
Note: Prime Infrastructure 3.1 supports up to three SWIM servers.
Future releases will support additional servers.
For more information, refer to the administrator guide for your release.

With the SWIM servers available, you can continue by importing the software image.
Tip: When you open the Software Image Management Servers page by
clicking the icon on the Software Images page…
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…you can return to the Software Images page by clicking the page name link in
the page title.

0.
0.

Task 2: Import the Software Image
With the SWIM servers available, you now need to import the replacement image into the
software image repository in Prime Infrastructure.
Important Note: Images must be available in Prime Infrastructure before
you can distribute them to devices or to SWIM servers by using Prime
Infrastructure.
Because the end-of-life notification included a link to download the new software image, you
previously downloaded the image file, in this case, a package file, to an enterprise server that you
can access from Prime Infrastructure.
You have the Software Images page open and are ready to begin.
To import a software image, follow these steps:
1. On the Software Images page, click the Add/Import icon.
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The Import Images dialog box opens and provides a wizard to step you through the task.
The Source page is active by default.

2. In the Import Images dialog box, on the Source page, select the location that houses
the image file that you need.
Important Note: When importing images from devices, the system uses
different protocols based on each specific device’s capabilities.
For better reliability and security when importing or distributing software
images, use SFTP or SCP secure protocols only. Avoid using the TFTP
or FTP protocols unless necessary based on the device type.
For information on managing protocol settings, refer to the FAQ.
Note: For more information on sources for importing images, refer to the
Importing Software Images topic in the Maintaining Software Images
chapter of the Prime Infrastructure 3.1 User Guide.

3. Click 2 Collection Options.
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The Collection Options page opens and, based on the source location that you select,
provides the applicable navigation to the file location.

4. On the Collection Options page, browse to or select the location that houses the
software image file.

5. Click 3 Schedule.
The Schedule page opens.
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6. On the Schedule page, in the Job Name field, you optionally can type a descriptive
name for the SWIM Collection job so that users can recognize its use when reviewing or
scheduling jobs.

7. In the Start Time row, indicate when you want the image import to occur.
Tip: When you schedule the import of a large number of images, or
determine that the system is experiencing significant activity, you can
schedule the import to occur at a less busy time, such as a maintenance
window.
8. Click Submit.
The system starts or schedules the SWIM collection job based on the schedule that you
select.
When you start the job immediately, the system uploads the image and then copies it to
the Prime Infrastructure server. A progress indicator reports the job status during this
process.
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The progress indicator closes when the job completes, and the system reports the results
in the list of SWIM jobs.

Tip: To ensure that you are seeing current information in the list, you can
refresh the data manually.

When you schedule a job to occur later, the dialog box closes. A system message indicates that
the system has scheduled the job. It then runs the job at the scheduled time and reports the
results in the jobs list.
Note: The system can return a job status of Success or Failure. When
the job status indicates a failure, an error message provides insight into
the failure, so that you can take corrective action.
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When the import is successful…

…the software image file is available in the software image repository.

Tip: In the list of jobs, you can click a Job ID link…

…to see job details.
For SWIM Collection jobs, this information indicates the image or
images that the system imported.

9. When the SWIM Collection job indicates that it is successful, follow the steps to verify
that the software image minimum requirements are available or configure them, as
needed.
When the image is imported and available in the repository, you are ready to distribute the image
to the SWIM servers.
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0.

Task 3: Distribute the Software Image
With the software image available in the repository, you can schedule its distribution to the
remote SWIM servers that will distribute the image to the devices in their location groups.
In this use case, the location group assigned to each SWIM server includes all of the Catalyst
3850 switches at each site that require the upgrade.
To distribute the software image, follow these steps:
1. On the Software Images page, click the Distribute icon.

The Distribute Images dialog box opens and provides a wizard to step you through the
task. The Image Selection page is active.
The Image Selection page lists all of the images that are available in the repository.
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2. On the Image Selection page, select the image that you need to distribute.

3. Click 2 Device Selection.
The Device Selection page opens and lists the network devices that are eligible to
receive the image.

4. In the Device Selection list, expand a category and select the device or devices to which
you need the system to distribute the software image.
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As you select each device, the system automatically verifies that the device can accept
the distribution…

…and selects each device check box.

Note: When device verification fails, the system displays a message on
the Distribute Image and Location Selection page to notify you of the
failure.
When you run the job, it will not include devices that have failed the
automated verification.
5. Click 3 Distribute Image.
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The Distribute Image and Location Selection page opens and lists the devices that
you selected, the image storage location, such as flash or bootflash, on each device, and
indicates the file server that will be used distribute the image.
Note: The wizard provides this page so that you can review the details of
the upgrade before deployment.
Reviewing the distribution details before starting the job helps ensure
that image distribution occurs as expected.

6. For all of the devices that are listed, in the External Servers column, during your review,
validate whether:
 The Device Name column lists the devices that you want to upgrade.
 The Distribute Image Name field indicates the image that you want the system to
distribute to devices.
 The Distribute Location field indicates the correct location on the device where the
distribution process will store the image.
 The External Servers field indicates the file server that will be used distribute the
image.
Important Note: The use of SWIM servers for image distribution is
unavailable for certain device types and image families. When SWIM
server functionality is unavailable, the system only supports using Prime
Infrastructure (Local File Server) as the distribution server.
For more information, refer to the Software Image Management
Processes and Supported Devices table.
 If you need to change any of the information, go to step 7.
 If the information is correct, go to step 8.
Note: When the system distributes images to SWIM servers, the
distribution action to each SWIM server occurs only once. The system
determines distribution to each SWIM server based on the first device in
the list that the system identifies as associated to that SWIM server by
using the location group.
Then, the system prompts the devices to copy the image from the
designated SWIM server to the designated storage location.
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Tip: As mentioned previously, distributing images by using SWIM
servers is useful primarily when you have large groups of devices
associated to each SWIM server that require the same image upgrade.

7. Click the row of the device with the incorrect data, and, in the field that requires the
change, select the applicable data, and then click Save.

8. Click 4 Image Deployment. The Image Deployment Options page opens.
Important Note: An administrator can configure global settings that
define image deployment options based on the enterprise business
policy, which the system applies to the image deployment options
automatically.
The settings that you change here override the global settings that
administrators have defined.
For more information, refer to the Cisco Prime Infrastructure 3.1
Administrator Guide.

 To configure Distribution Options and Advance Job Options:


To archive the current running image, select the Backup Current Image check
box.
Important Note: The system will back up the image before
distributing it, which can prolong the length of the distribution
process significantly.



To insert the TFTP fallback command in each device’s running configuration,
select the TFTP Fall Back check box.
Note: An administrator must enable the TFTP server setting in
Administration to support using the TFTP fallback option.
For more information on the TFTP Fall Back process, refer to
the FAQ.
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To erase temporary or unused files to make Flash space available on the device,
select Erase Flash Before Distribution.
Important Note: When you are upgrading stack devices, such
as certain Cisco Catalyst and Cisco ME 3600 switch devices, the
system distributes the image to all flash instances.
When you need to use the Erase Flash Before Distribution
option in this case, the system only erases the main flash
memory (Flash 1) on the device.
If you need to make space available for the image on Flash 2,
you must erase the memory manually. If Flash 2 does not have
enough capacity to store the image, distribution to that device
will fail.



To allow the process to continue when the system fails to distribute the image to
a device, accept the default selection of the Continue on failure check box.
Note: Options can vary based on specific distribution or
activation scenarios. For more information on the job options that
the system can provide and their uses, refer to the FAQ.

9. Click 5 Schedule Distribution. The Schedule Distribution page opens.
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10. On the Schedule Distribution page, in the Job Name field, optionally type a descriptive
name for the SWIM Distribution job so that users can recognize its use when reviewing
the list of SWIM jobs.
Tip: The job name also appears in the list of SWIM distribution jobs from
which users select when activating images as a separate task.
It can be helpful to name jobs descriptively so that users can identify the
image file that they need to activate more easily.

11. In the Start Time row, indicate when you want the image distribution to occur.
12. Click Submit.
The dialog box closes and adds the distribution job to the list of jobs.
The system starts the SWIM Distribution job by following the schedule.
When image distribution is complete, the system indicates the job status in the Status
column.

0.

After establishing that the distribution job is successful, you are ready to activate the software
image on the devices.
Tip: When you are performing the distribution and activation processes as
separate jobs, it is best practice to ensure that the image distribution job is
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complete before you start the activation process. That way, you can evaluate the
distribution job status and results to identify or address any distribution failures.
You also can initiate the activation process by using the distribution job, as we
illustrate in this use case.
If distribution failures have occurred and you activate using the completed
distribution job, the system will activate the image only on those devices for
which the distribution job was successful.
Note: The system can return a job status of Success or Failure. When the job
status indicates a failure, an error message provides insight into the failure, so
that you can take corrective action.

Task 4: Activate the Software Image
The system has successfully distributed the image to all of the devices by using the SWIM
servers. You now can schedule image activation, which in this case, will cause the routers to
reboot when the activation process completes.
Because the routers are key to ongoing network operations, you plan to reboot them sequentially,
so that only one router at a time will be out of operation during the reboot. In sequential rebooting,
the system does not start activation on the next device until it validates that the currently rebooted
device is up and in a running state.
To activate the software image, follow these steps:
1. On the Software Images page, click the Activate icon.

The Activate Images dialog box opens and provides a wizard to step you through the
task.
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The Activation Source page is active and the system selects the Activate from Library
option by default.

2. On the Activation Source page, select whether the image that is stored in flash memory
was distributed previously by using Prime Infrastructure or another method, or by using a
completed distribution job that is listed on the Software Images page.
 To activate a previously distributed image, click Activate from Library.
 To activate an image by using a completed distribution job, click Activate from
Completed Distribution Jobs.
The wizard steps change to support the activation source that you select.
For example, when you are distributing a library image, you select the image itself and
the devices on which you are activating it. When you are activating an image by using a
completed distribution job, you need to select the distribution job.

3. Click 2 Job Selection. The Job Selection page opens and lists all of the completed
distribution jobs.
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4. In the list, select the distribution job that contains the image that you want the system to
activate.
5. Click 3 Activate Preview.
The Device Selection page opens and lists the devices on which the system will activate
the image.

1. In the list, select each device on which you need to activate the image.
Tip: To include all of the devices in the list, select the check box beside
the Device Name column heading.

2. Click 4 Activate Job Options.
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The Activate Job Options page opens.

3. On the Activate Job Options page:
a. Select the Insert boot command check box.
Important Note: When you select Bundle Mode in step 3c, you must
select the Insert boot command check box for the activation process to
occur successfully.
If you do not select the check box, the device will reboot its current
running image rather than the upgraded image.
b. Select whether the image is activated sequentially or in parallel.
Note: In sequential activation, the system reboots one device at a time.
When the system determines that the device is up and in a running state,
it reboots and monitors each subsequent device individually until the job
is complete.
In parallel activation, the system reboots all of the devices at once, and
then validates that each is up and in a running state.
Important Note: When a single activation job includes core devices,
consider activating those devices sequentially to avoid losing device
connectivity.
When devices do not have dependencies for connectivity, such as at
devices on the network edge (access services), you can activate those
devices in parallel.
c.

In the Device Upgrade Mode drop-down list, to define the format that the system
uses to activate the image file:
 To use the same mode that the devices are running currently, accept the default
selection of Currently Existing.
 To activate the image in the XXX.bin format, select Bundle Mode.
In bundle mode, the components of the image are extracted and loaded in RAM
during reboot.
 To activate the image in the package.conf format, select Install Mode.
In install mode, the components of the image are extracted during software
installation and a packages.conf file, which lists the components (packages), is
generated.
Then, on reboot, the boot variable reference the packages.conf to upgrade the
image.
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Note: Catalyst 3650 and 3850 Series Switches and Cisco 5700
Series Wireless LAN Controllers support install mode only.
d. When the system fails to activate the image on one device and you want to continue
the activation process despite the failure, accept the default selection of the
Continue on failure check box.

.

4. Click 5 Schedule Activation.
The Schedule Activation page opens.
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5. On the Schedule Activation page, in the Job Name field, type a descriptive name for
the SWIM Activation job so that users can recognize its use when reviewing the list of
SWIM jobs.
6. In the Start Time row, indicate when you want the image activation to occur.
7. Click Submit.

The dialog box closes and adds the activation job to the list of jobs.
The system starts the SWIM Activation job by following the schedule.
When image activation is complete, the system indicates the job status in the Status
column.

0.

In this case, you have configured the activation to occur sequentially to help ensure ongoing
device connectivity and scheduled the activation to occur during the appropriate maintenance
window in each region.

Task 5: Validate Image Activation
When an activation job completes, the system reports the results in the list on the Software
Images page.
Based on the use case, follow these steps:
1. On the Software Images page, in the Last 10 Swim Job list, locate the activation job
and in the Status column, review the overall result that the system is reporting.
Note: The system can return a job status of Success or Failure. When
the job status indicates a failure, an error message provides insight into
the failure, so that you can take corrective action.
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2. To review job details, in the Status column, point to the information button beside the
status.

The Job Summary pop-up window opens and provides an overview of the job results.

3. To review the results at a device level, in the Job Summary pop-up window, click Job
Detail View.
Tip: The Job Detail View is particularly helpful when evaluating partial
success and failure results. The system navigates you to Administration
and opens the Job Dashboard page that contains job details by device.

Then, you can click the information button beside the status result for a
specific device to see the list of operations that occurred during the job
and the result of each.
This information can provide insight into the cause of an error.

On the Network Devices tab, open the device details to verify the current running image.
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4. To validate that the image that you activated is running on a specific device, navigate to
the Network Devices page, and then locate and click an upgraded device’s name link.

The system opens detailed information about the device.
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5. Click the Image tab. The page displays the current running image on the device.

0.

You successfully upgraded the software image on geographically distributed devices by using
SWIM servers.
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Use Case 2: Upgrading Small
Numbers of Devices
Use Case Scenario
An administrator has received a notification of a Cisco Product Security Incident Response Team
(PSIRT) security advisory that the ASR1000 series router has security vulnerabilities. The
advisory indicates that the router requires a software image upgrade to correct the issues.
The enterprise has several ASR1000s running locally.
The administrator has downloaded the new software image to the software image repository in
Prime Infrastructure and has tasked you with preparing for and performing the upgrade. Because
the PSIRT indicates security issues, you need to distribute and activate the image immediately as
a single task.
To prepare, you need to:
 Determine if the software image requirements are available or configure them, as
needed.
Note: Software image requirements define the minimum flash memory,
ROM, and software version that needs to be available on the device for it
to accept an image.
 Perform an upgrade analysis, which determines if the devices requiring the upgrade meet
the minimum software image requirements by comparing the requirements to what the
devices have available.
Taking these preparatory steps can help to ensure that the system will be able to distribute the
image successfully.
Then, you can configure the system to distribute and activate the image as a combined task
during the maintenance window.
When activation is complete, the system validates that the image is running on each router. You
also manually validate successful image activation.
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To start this use case:
 Navigate to the Software Images page.

Process Overview
To complete this use case, follow the steps:
1.
2.
3.
4.

In preparation for upgrade analysis, configure the software image minimum requirements.
To determine image and device compatibility, perform an upgrade analysis.
As a single task, distribute and activate the image.
Validate that the devices are running the image that you expect.

0.
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Process Steps
Because the security upgrade is critical, you want to ensure that the configurations of the devices
receiving the upgrade have enough space to accept the image during distribution.
To make this determination, you plan to run an upgrade analysis, which compares the minimum
distribution requirements of the software image to the device configuration and reports
compatibility results.
When the administrator requested that you complete this task, you also received the associated
documentation, which indicates the name of the image that you are using for the device upgrade
and its minimum configuration requirements, so you are ready to begin.
To complete this use case:
 Navigate to the Software Images page.

Task 1: Validate or Configure the Software Image Minimum Requirements
First, you need to validate whether the image’s header populated the minimum requirements or
you need to configure them by referring to the image’s associated documentation.
To validate or configure software image minimum requirements, follow these steps:
1. On the Software Images page, under Useful Links, click the Software Image
Repository link.
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The Software Images Summary page opens and lists all of the images that are
available.

2. To open the image details, click the image’s File Name link.

The Image Information page opens.

3. Determine whether the header populated the minimum requirements or you need to
configure them.
Note: When the minimum requirement data is available in the image file
header, the system populates the requirements in the Image Details
fields during the import process.
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When the information is not populated automatically, refer to the
technical documentation that accompanies the image to obtain minimum
requirements.
Tip: To determine image minimums, you also can:
1. Visit the Cisco Web site, and select the software image that you
need to download.
2. On the software page, point to the software image file name to open
a tooltip and find the image requirements.

 When the minimum requirements are populated, you have completed this task.
Go to Task 2 and perform the upgrade analysis.
 When the minimum requirements are not populated, refer to minimum
requirements for the image in the applicable documentation, and go to step 4.
4. In the Image Details:
 To define the minimum RAM size, in the Minimum RAM (MB) field, type the size in
megabytes.
 To define the minimum flash size, in the Minimum Flash (MB) field, type the size in
megabytes.
Tip: When you add the minimum flash memory size, use a size
approximately 10% less than the flash memory size requirement
that documentation indicates.
This way, you can accommodate percentage values that might
be rounded for easier reporting, which helps avoid a
distribution/activation job failure.
5. Click Save. The system saves the data that you entered, which remains editable, as
needed.
Note: When you configure the minimum settings, they will remain valid
for the image for future use.
0.

With requirement minimums defined, you can perform the upgrade analysis.
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Task 2: Perform the Upgrade Analysis
You are performing an upgrade analysis to help ensure that image distribution will occur
successfully. In this case, you are evaluating the comparison of the software image minimum
requirements to the device configurations to determine whether all of the devices requiring the
upgrade meet the requirements for distribution.
Note: For more information, refer to the description of the optional upgrade
analysis task.
To perform the upgrade analysis, follow these steps:
1. On the Software Images page, under Useful Links, click the Upgrade Analysis link.

The Upgrade Analysis dialog box opens and provides a wizard to step you through the
task. The Image Source page is active by default.

2. On the Image Source page, select the image’s current location.
3. Click 2 Device Selection.
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The Device Selection page opens and lists the managed network devices.

4. In the Device Selection list, expand the category and select the device or devices that
you plan to upgrade.

5. Click 3 Image Selection.
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The Image Selection page opens and lists the images that are available in the location
that you selected.

6. In the Image Selection list, select the image that you need to distribute and activate, and
then click Run Report.

The system generates the report and opens the results in the Upgrade Analysis Report
dialog box.
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The report indicates each device’s current running image, the RAM and flash memory
space that is required for distribution and the amount of space that is available on each
device.

7. Click Close and, in the Upgrade Analysis Report dialog box, click Cancel.

The Upgrade Analysis dialog box closes.
0.

Note: An upgrade analysis report that indicates that the image is compatible with
the devices and that the devices meet the minimum requirements does not
guarantee successful distribution.
For example, distribution failures can occur due to such factors as the inability to
remove temporary or junk files or a network failure.
With the upgrade analysis completed and the maintenance window open, you are prepared to
distribute and activate the image immediately.
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Task 3: Distribute and Activate the Image
To distribute and activate an image in a single task, you use the Distribute function.
In this scenario, the routers that you are upgrading have no dependency on each other to
maintain network connectivity. This relationship means that you can have the activation process
occur in parallel, so that image activation occurs on all of the devices receiving the upgrade at the
same time.
Important Note: When determining the type of activation process that the
system will use, ensure that you understand the relationships among the devices
that you are upgrading to avoid an activation failure.

To distribute and activate the image, follow these steps:
1. Follow steps 1 through 4 to select the image for distribution and the devices to which you
are distributing and activating. Then, go to step 2.
2. After selecting the image and devices, click 3 Distribute Image.
Because you select the image that you need the system to distribute on the Image
Selection page, and the devices that require the upgrade on the Device Selection page,
the system indicates that image in the Distribution Image Name field of each device in
the list.
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Because you are distributing the image by using Prime Infrastructure, the list indicates
Local File Server in the External Servers column.
Tip: You can change the directory to which you want to distribute the
image, when necessary.

3. Click 4 Image Deployment. The Image Deployment Options page opens.
Important Note: An administrator can configure global settings that
define enterprise preferences for device upgrades, which the system
applies to the image deployment options automatically.
The settings that you change here override the global settings that
administrators have defined.
When you make changes, they apply to this job only.
For more information, refer to the Cisco Prime Infrastructure 3.1
Administrator Guide.
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4. To configure Distribution Options and Advance Job Options:
 To archive the current running image before the upgrade, select the Backup Current
Image check box.
 To insert the TFTP fallback command in each device’s running configuration, select
the TFTP Fall Back check box.
 When there is not enough space available in the flash memory on a device to
distribute the image, select the Erase Flash Before Distribution check box to erase
unused or temporary files to reclaim space and allow distribution.
Note: When there is enough space available, the system does not erase
files.
 When the system fails to distribute the image to one device and you want to continue
the distribution process despite the failure, click the Continue on failure check box.
5. To activate the image after distribution, select the Insert boot command check box.
The Activate drop-down list becomes available.
6. In the Activate drop-down list, select whether device activation occurs in sequence,
which reboots each device in the job in a linear order, or in parallel, which reboots all of
the devices in the job in groups based on internal processes (thread count).
Important Note: Activating images on most devices requires the devices
to reboot, which causes operational downtime.
When determining the type of activation process that the system will use,
ensure that you understand the relationships among the devices that you
are upgrading to avoid an activation failure.
When the activation job is occurring on devices that depend on other
devices to maintain network connectivity, such as core devices, Cisco
recommends that you configure the system to activate those images
sequentially to avoid losing network connectivity.
When devices do not have dependencies for connectivity, such as at the
network edge, you can activate those devices in parallel.
Tip: When you are activating images on a mix of core and edge devices,
you can configure multiple activation jobs to manage reboot activities.
Note: Options can vary based on specific distribution or activation
scenarios. For more information on the job options that the system can
provide and their uses, refer to the FAQ.
7. To allow the activation process to continue when an image fails to activate on a single
device, accept the default selection of the Continue on failure check box.
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8. Click 5 Schedule Distribution.

9. On the Schedule Distribution page, in the Job Name field, type a descriptive name for
the SWIM Distribution job so that users can recognize its use when reviewing the list of
SWIM jobs.
10. In the Start Time row, indicate when you want image activation to occur.
11. Click Submit.

The dialog box closes and a system message opens, confirming that you have scheduled
the SWIM Distribution job.
The system starts the SWIM Distribution job by following the schedule.
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You can refresh the list to display the job.
To monitor the job as it progresses, in the Status column, point to the information icon
beside the status…

…which opens the Job Summary pop-up window.

When the job completes image distribution, it immediately starts the activation process.
When the SWIM Distribution job is complete, including activating the images, the
system indicates the job result in the Status column.

0.

On successful job completion, the new software image is now the running image on the device.

Task 4: Validate Image Activation
To distribute and activate the image:
 Follow the steps to validate an image.
You successfully upgraded the software image on a small number of devices by using Prime
Infrastructure.
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Video Demonstrations
Watching Demonstrations
To watch a demonstration:
 Click a link, which opens an MP4 file.
Based on your system and configuration, you might need to start the video manually.
Notes: Video download and streaming times can vary.
Demonstrations do not include narration.

Performing Device Upgrades on Large Networks
Watch the Demonstration
To review the process to upgrade software images on large numbers of
distributed devices by using SWIM servers, watch the Upgrading Devices on
Distributed Networks video.
Approximate runtime: 17:00

Upgrading Small Numbers of Devices
Watch the Demonstration
To review the process to upgrade software images on a minimual number of
local devices, watch the Upgrading Small Numbers of Devices video.
Approximate runtime: 8:00
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Frequently Asked Questions
Preparing for Upgrades
How can I ensure that the system references current device inventory data when performing
upgrade analysis or distribution tasks?

Importing Images
How can I manage the protocols that the system uses when importing or distributing images?
What factors should I consider when importing images?

Distributing and Activating Images
How do I determine the activation option to choose?
Is it possible to upgrade a Catalyst 3850 that is running in bundle mode to running in install mode
after the upgrade?
What job options can I configure when distributing or activating images?
When is using software image management (SWIM) servers most effective for image
distribution?
When activating images as a separate task after distribution is complete, what key factor do I
need to consider?
Why should I perform an upgrade analysis before upgrading devices?

Administrative Settings
What key settings can administrators configure to manage software image management
processes?

Have Another Question?
For more information, visit the Cisco Web site to review or download technical documentation.
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How can I ensure that the system references current device inventory data when
performing upgrade analysis or distribution tasks?
Before performing a software upgrade, synchronizing the device inventory helps ensure that the
system is referencing the data related to the current configuration running on the device during
the upgrade analysis and image distribution processes.
Referencing accurate configuration information helps avoid inaccurate upgrade analysis results or
image distribution failures.
To access the device inventory:
 On the Software Images page, under Useful Links, click the Sync Device Inventory
link.

Return to questions

How can I manage the protocols that the system uses when importing or distributing
images?
Prime Infrastructure provides a series of protocols for use when importing or distributing images
and enables all of the protocols by default.
You can configure the types of protocols that the system will use and the order in which the
system attempts to use each protocol to import or distribute images. The protocol that the system
uses varies based on the device type involved.
Tip: For more information on device types and the protocols that they support,
refer to the Cisco Prime Infrastructure 3.1 User Guide.
The current protocol order appears on the Software Images page under Current Protocol
Order.
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When importing or distributing images, the system begins by using the protocol listed on the far
left and continues to change protocols until it determines the protocol that the device supports.
Important Note: For better reliability and security when importing or distributing
software images, use SFTP or SCP secure protocols only. Avoid using the TFTP
or FTP protocols unless necessary based on the device type.

To change the protocol order:
 Beside the Current Protocol Order heading, click Edit.

The system navigates you to the Administration area and opens the System Settings |
Image Management page.

The Available Options list includes all of the protocols that the system is not using currently.
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The Selected Options list includes of the protocols that is using currently and indicates the order
in which the system attempts to use each priority from the top down.
To include a protocol in the list of protocols that the system will use:
 In the Available Options list, select the protocol, and then click the right arrow.
To exclude a protocol from the list of protocols that the system will use:
 In the Selected Options list, select the protocol, and then click the left arrow.
To move a protocol to a higher priority:
 In the Selected Options list, select the protocol, and then click the up arrow.
To move a protocol to a lower priority:
 In the Selected Options list, select the protocol, and then click the down arrow.

Return to questions

What factors should I consider when importing images?
First, determine the number of unique images that you have running based on the device families
in the network. This way, you can import only those images that you need.
When you import an image, you can continue to deploy that image from the repository to
compatible devices, as needed.
Also, consider the timing of when the system performs image import (SWIM Collection) jobs.
You can schedule SWIM Collection jobs during maintenance windows or during operational down
or quiet times to accommodate job sizes and reduce server load.
Return to questions
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When is using software image management (SWIM) servers most effective for image
distribution?
The process of managing image distribution by using SWIM servers is intended for situations in
which you are upgrading:
 Large numbers of devices.
 Devices that are geographically distributed over a large area
 Devices on networks with topologies or security policies that restrict distribution from a
centralized source.
The process allows Prime Infrastructure to distribute images to SWIM servers, which then
distribute the images to the devices that are associated with them. This way, when upgrading
large numbers of devices, the devices are communicating with the SWIM server rather than the
Prime Infrastructure server, which helps avoid latency and unnecessary server load.
Tip: When determining whether to use SWIM servers to distribute images,
consider these factors.
When distributing images to small numbers of devices, Prime Infrastructure must
perform two tasks: distributing the image to SWIM servers, and triggering the
SWIM servers to distribute the image to associated devices.
If the device number is limited and there are no other operational factors involved
in the decision, you might want to use the Prime Infrastructure server for
distribution directly to the devices, which reduces server workload.
Other operational factors might prompt you to use SWIM servers for distribution
to a small number of devices. For example, to avoid latency due to low
bandwidth connectivity between the Prime Infrastructure server and the devices,
you can use a SWIM server that is geographically closer to, or has better
connectivity with, those devices.
Return to questions
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Is it possible to upgrade a Catalyst 3850 switch that is running in bundle mode to running
in install mode after the upgrade?
Yes! You also can upgrade a Catalyst 3850 series switch that is running in install mode to running
in bundle mode after the upgrade.
When you upgrade Catalyst 3850s, the system provides device upgrade modes so that you can
select the mode that you prefer the upgraded image to run.

Return to questions

Why should I perform an upgrade analysis before upgrading devices?
When determining whether to apply a software upgrade, you can perform an upgrade analysis on
images that are available on the Cisco Web site to determine compatibility.
And, before distributing a software image to devices, performing an upgrade analysis helps you to
determine whether the devices are able to receive the image upgrade by evaluating the memory
size and flash size.
Performing upgrade analyses in preparation for image distribution can help to ensure successful
image distributions and avoid network disruption.
Return to questions
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What job options can I configure when distributing or activating images?
Job options vary based on several factors, including:
 Whether you are configuring distribution and activation jobs as a combined single task or
as separate tasks.
 The types of devices that you are upgrading.
 The types of operating systems on the devices that you are upgrading
Important Note: The settings that you configure in this process override the
global settings that an administrator can configure.

When you are configuring an image distribution job, job options can include both distribution and
activation operations.
When configuring a separate activation job, the system provides a subset of the same settings.

Distribution Options
 Backup Current Image
When selected, the system archives the current running image before overwriting it with
the image that you are distributing.
This action helps ensure that you have an image available in the archive to support the
rollback process, which can be necessary in the event of distribution or activation issues
or failures.
 TFTP Fall Back
The TFTP fallback command supports a distribution failure scenario. The Prime
Infrastructure server also includes a TFTP server, and when importing images, the
system retains them on its TFTP server in addition to adding them to the repository.
When selected, the TFTP Fall Back option prompts the system to reload the current
running image from the TFTP server location in the event of distribution failure.
This function is particularly useful, for example, when you are upgrading devices that
have minimal flash memory capacity, and can only retain a single image at a time. If a
device fails to reboot with the upgraded image, you can return the device to its previous
running image by using this method, which helps avoid device downtime.
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 Erase Flash Before Distribution
When there is not enough space available in the flash memory on a device to distribute
the image, select the Erase Flash Before Distribution check box to erase unused or
temporary files to reclaim space and allow distribution.
Important Note: When you are upgrading stack devices, such as certain
Cisco Catalyst and Cisco ME 3600 switch devices, for example, the
system distributes the image to all flash instances.
When you need to use the Erase Flash Before Distribution option in
this case, the system only erases the main flash memory (Flash 1) on
the device.
If you need to make space available for the image on Flash 2, you must
erase the memory manually. If Flash 2 does not have enough capacity to
store the image, distribution to that device will fail.
Note: When there is enough space available, the system does not erase
files.
Because many devices can retain more than one image, or can contain
other key data files, avoid using the function to erase flash before
distribution, if possible.

Activate Options
 Insert Boot Command
When selected, the system will activate and reboot the devices. This action supports
combining distribution and activation tasks in a single workflow.
This action also makes the Activate drop-down list available.
 Activate drop-down list
Important Note: When determining the type of activation process that
the system will use, ensure that you understand the relationships among
the devices that you are upgrading to avoid an activation failure.


Sequential
When selected, the system reboots one device at a time. When the system
determines that the device is up and in a running state, it reboots and monitors each
subsequent device individually until the job is complete.
Important Note: When devices that have dependencies on each
other to maintain network connectivity, such as core devices,
require rebooting after activation, activate those devices
sequentially to avoid losing connectivity.



Parallel
When selected, the system reboots all of the devices at once, and then validates that
each is up and in a running state.
This approach is helpful when you are upgrading devices that have no dependency
on each other to maintain network connectivity, such as at the network edge.

 Commit
When selected, sends the commit command to devices that use the IOS-XR operating
system after image activation
For more information, refer to the Upgrading IOS-XR Devices subtopic.
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Advance Job Options
 Continue on failure
When selected, if the system fails to distribute the image to one device, it will continue
the distribution process despite the failure.
 ISSU
When upgrading certain devices that allow in-service software upgrades, such as
Catalyst 4000 and Catalyst 6000 devices, select ISSU (In-Service Software Upgrade) to
perform a software upgrade without service interruption.
Return to questions

How do I determine the activation option to choose?
When determining the type of activation process that the system will use, ensure that you
understand the relationships among the devices that you are upgrading to avoid an activation
failure.
When the activation job is occurring on devices that depend on other devices to maintain network
connectivity, such as core devices, Cisco recommends that you configure the system to activate
those images sequentially to avoid losing network connectivity. This recommendation also applies
when the activation job includes a mix of core and edge (access) devices.
When the activation job is occurring on edge (access) devices only, you can configure the system
to activate those images in parallel.
Return to questions

When activating images as a separate task after distribution is complete, what key factor
do I need to consider?
When you activate images as a separate task following distribution, the system supports the
activation task only on specific device types.
For more information on the device types on which you can activate images separately, visit the
Cisco.com Web site to review the current list of device types.
Return to questions
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What key settings can administrators configure to manage software image management
processes?
Administrators can configure global settings that define system behaviors during image
distribution and activation processes
By configuring these settings, administrators can define environment preferences to help ensure
that image distribution and activation adhere to authorized protocols.
Note: For more information, refer to the Cisco Prime Infrastructure 3.1
Administrator Guide.

Return to questions
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Links
To Product Information
Visit the Cisco Web site to learn more about Cisco© Prime Infrastructure.
Visit the Cisco Web site to review or download technical documentation.

To Training
Visit the Cisco Web site to access other Cisco© Prime Infrastructure learning opportunities.
Visit the Cisco Web site to access learning opportunities for other Cisco products.

To Contact Us
Send us a message with questions or comments about this job aid.
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