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Introduction

Basics

Various events can require you to perform device software image upgrades, such as:

o,
o

5

%

5

A

e

%

Security updates
Critical fixes

Device updates to support new features or technologies
Device updates that standardize device configurations

Keeping device software images current helps you to ensure that devices on the network are
running optimally, securely, and as expected.

Note: You cannot perform software upgrades on devices that Prime

Infrastructure does not manage.

Cisco® Prime Infrastructure provides functionality to upgrade devices in bulk on the Software
Images page.

Software Image Summary
Show | All

Image

» C2960

» CAT3K_CAA

» X86_64_LINUX_|OSD

» PPC_LINUX_IOSD

Last 10 Swim Job | All Jobs

Run ID Job Type
12758473 SWIM Collection
730649 SWIM Collection

M | Inventory / Device Management / Software Images

o Add/lmport
v Y
Count
1
2

Job Name

}e
Add
Server

Commit

Device Count

Job_PROTOCOL_Image_Collection_3_08_36_ NA

Job_URL_Image_Collection_8_50_50_232 PM..  NA

Distribute

\ Activate
- _
Perforn

Status Start Timestamp

Success

Success

@
@

2016-04-19 15:10:09.1%
2016-04-12 20:50:59.377

©

O

e on

Settings

Image Management Settings | Edit

Current Protocol Order | Edit

SCP P SFTP BFTP B TFTP

Useful Links

Software Image Repository | Link
Upgrade Analysis | Link

Sync Device Inventory | Link
Archive Device Configuration | Link

Total7 (9
End Timestamp

2016-04-19 15:10:18.333

2016-04-12 20:57:32.252
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Note: To upgrade or manage an image on a single device, you can access the
device image directly.

To access a single device image, navigate to the Network Devices page, click
the device name link, and then click the Image tab.

M | .../ Network Devices / Device Groups / All Devices / 3850-1.Cisco.com

Device Details Configuration Applied/Scheduled Templates Configuration Archive Image

¥ Images Applied
File Name cat3k_caa-universalkd.5PA.03.07.01 E.152-3.E1.bin
Image Name CATIK_CAA-UNNERSALKI-M
Image Family CAT3K_CAA
Image Version 03.07.01.E
File Size 296.7 MB (311159920 bytes)

To open the Software Images page:

®,

“ In the left navigation, on the Inventory menu, click Software Images.

LY

+* <+ Inventory

Device Management

[[]

Metwork Devices

Dashboard . Yo
Discovery
Manitor » I — I
Credential Profiles
. - Metwork Audst
Configuration .

Configuration Archive

Inventory 3 Group Management

Network Device Groups
Maps L Compute Device Groups

Part Groups
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Importing Images

Images must be available in Prime Infrastructure before you can use Prime Infrastructure to
distribute them to devices. You can import images from various locations, such as a file on a
user’s computer, a file that is accessible on a server by using a URL, or a file on a network

device, among others.

Activate

When you import images, Prime Infrastructure stores them in the software image repository. You
can continue to distribute and activate these images without importing them again.

Software Images

O,

~
» All
v SYSTEM_SW

v

-

v

L

v

-

» cat3k_caa-universalk9.SPA.03.06.00
cat3k_caa-universalk%. SPA 03.06.03
asr1000rp2-ipbase.03.09.02.5.153-2.

asr1000rp2-ipbase.03.13.00.5.154-3,

asr1000rp1-adventerprisek9.03.13.00
C2960-LANBASEKS-M

cat3k caa-universalk%. SPA 03.07.03

M | Inventory / Device Management / Software Images / Software Image Summary

Software Images

ALL

4 Image Family

File Name

[C]  asr1000m1-adventerprisekd.03.13.00.5.154-3.5-..  PPC_LINUX_IO...
[C]  asr1000m2-ipbase.03.09.02.5.153-2.52.bin X86_64 LINUX_ ..
[ ] asr1000m2-ipbase.03.13.00.5.154-3.S-ext.bin XB6_64_LINUX_...
I:I c2960-lanbasek9-mz.122-55.SE bin C2960

I:I cat3k_caa-universalk9.SPA.03.06.00.E.152-2.E... CAT3K_CAA

I:I cat3k_caa-universalk9.SPA.03.06.03.E.152-2.E... CAT3K_CAA

Image Type

SYSTEM_SW
SYSTEM_SW
SYSTEM_SW
SYSTEM_SW
SYSTEM_SW
SYSTEM_SW

Version

3.13.008
3.09.028
3.13.008
12 2(55)SE
03.06.00E
03.06.03E

Image Dashboard I [ SN |

Selected 0/Total 10 (J P L3~

Show | Quick Filter

Size

362.7 MB (369805908 byt ..
534.4 MB (560319476 byt ..
5535 MB (580383732 byt ..
9,319 MB (3771439 byles)

2765 MB (289970248 byt...
288.9 MB (302850264 byt...

~ K4

Updated On

April 12, 2016 8:55:58 PM
April 12, 2016 8:50:1% PM
April 12, 2016 8:53:21 PM
April 19, 2016 3:10:11 PM
April 12, 2016 2:45:41 PM
April 12, 2016 8:47:16 PM
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Configuring Image Software Minimum Requirements

Software image minimum requirements define the minimum RAM and flash memory sizes that a
device must have to accept a distributed image.

In some cases, the image header contains this information. During the image import process, the
system populates the requirements by using the header information and applying embedded

logic.

When minimum requirements are not available in the image header, you can define image
requirements manually. Configuring minimum requirements is a one-time task that supports:

°,
o

°,
o

Performing upgrade analyses to determine whether devices can accept the image.
Helping ensure that image distribution is successful.

Important Note: As a best practice, Cisco recommends that you ensure that
software image minimum requirements are configured after importing images in
the repository.

When these requirements are not configured, you can have unexpected results
or, in some cases, distribution failures.

For example, a distribution can be successful without meeting minimum
requirements, but the image might not run optimally if the minimum RAM is not
available on the device.

Before you begin image distribution, you can validate or configure minimum requirements.

Useful Links

I Software Image Repaository | Link l

Upgrade Analysis | Link
Sync Device Inventory | Link

Archive Device Configuration | Link

To obtain the specific information that you need to configure an image’s minimum
requirements manually:

®,
L4

Refer to the technical documentation that accompanies the image
Or

Perform an upgrade analysis on the devices that require the upgrade and review the
analysis report.

Upgrading Device Software Images Job Aid
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Distributing and Activating Software Images

Depending on the situation, you can distribute and activate software images on devices in a
single task or distribute and activate images separately.

Separating image distribution and activation tasks helps you to reduce your maintenance window
timelines significantly.

Note: The system supports upgrading all device types when you distribute and
3 activate images in a single task.
— When you activate images as a separate task following distribution, the system
supports the activation task only on specific device types.

For more information on the device types on which you can activate images
separately, visit the Cisco.com Web site to review the current list of device types.

Add/lmport Distribute

Add re |

Activate

Distributing images to devices can occur while devices remain operational.

Activating images requires rebooting devices in most cases, causing a period of operational
downtime.

Note: Devices that support modular software images or Cisco In-Service
Software Upgrades (ISSU), for example, do not require rebooting after image

il I activation.

Upgrading Device Software Images Job Aid
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Performing Upgrade Analyses

Upgrade analyses can supply key information to prepare for software image upgrades.

The process can indicate the list of software images that are compatible with devices when you
are considering an upgrade.

You also can use the process to determine whether a device or devices are capable of accepting

an image before you start distribution.

Useful Links
Software Image Repository | Link
[UpgradeAnal}-sisl Link l

Sync Device Inventory | Link
Archive Device Configuration | Link

During this process, the system evaluates the image or images that you select and the devices
that you indicate for distribution to determine image and device compatibility and readiness,

including:

< The amount of available RAM and flash memory on each device.
% The required RAM and flash space compared to the space available on the device.

Upgrade Analysis Report

IP Address A

1 172.26.165.4%
2 172.26.165.49

3 172.26.165.49
4 172.26.165.49
5 172.26.165.4%

6  172.26.165.49

Image Name

cat3k_caa-universalk9.SPA.03.0...

cat4500e-universal. SPA.03.06.02...

catd500es8-universal SPA.03.06....

cat4500es8-universal SPA.03.08....

catd500esB-universalk. SPA 03

catd500es8-universalkSnpe SPA. ..

Device Information

Image Not Applicable for this Device

Image Mot Applicable for this Device

Running Image Name: cat4500es8-
UNIVERSALKS-M Version: 03.07.01E
Device Family: cat4500es3

Running Image Name: cat4500es8-
UNIVERSALKS-M Version: 03.07.01E
Device Family: cat4500es8

Running Image Mame: cat4500es3-
UNIVERSALKS-M Version: 03.07.01E
Device Family: catd500es3

Running Image Mame: cat4500ess-
UNIVERSALKS-M Version: 03.07.01E
Device Family: cat4500es8

RAM Requirements

Required: 186 MB
Current:4036MB

Required: 212 MB
Current: 4096MB

Required: 475 MB
Current: 4096MB

Required: 177 MB
Current:4036MB

X

Quick Filter v

FLASH Requirements

Required: 186 MB Total: 63
MB
Required:212 MB Total: 63
MB
Required-475 ME Total: 63

MBE

Required:177 ME Total: 63
MB

Close
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Adding Software Image Management (SWIM) Servers

You can distribute images from servers other than the one that hosts Prime Infrastructure. When
you add SWIM servers in Prime Infrastructure, they remain available for image distribution, when

needed.

Add/Import

/-
) ]
', Add Server /g

Distribute

Activate

This approach improves response times among the servers and devices and reduces the

workload and traffic on the Prime Infrastructure server.

SWIM servers are intended for use when you are:

5

%

Supporting a large network.

o,
P4

o,
£

Upgrading devices at numerous sites concurrently.

5

%

Supporting devices in geographically distributed locations.

Upgrading large numbers (approximately 50 or more) of devices concurrently.

Important Note: When you are upgrading a minimal number of devices at a
single site, it is more efficient to distribute images by using the Prime

Infrastructure server.

Important Note: The use of SWIM servers, which are

external to Prime

Infrastructure, for image distribution is unavailable for certain device types and
image families. When SWIM server functionality is unavailable, the system only

supports using Prime Infrastructure (Local File Server)

as the distribution server.

For more information, refer to the Software Image Management Processes

and Supported Devices table.

To help ensure that SWIM servers can support current device types, install

device packs as they become available.

Upgrading Device Software Images Job Aid
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Upgrading I0S-XR Devices

When upgrading a device that is using the 10S-XR operating system, after you activate the
image, you need to send a commit command to the device, which performs two key functions.

% Allows the active software image to persist, or remain, the active image, when a device
reboot occurs

If the commit command is not delivered and a device reboot occurs, the device will revert
to using its previously active software image version.

% Captures an archive record, or snapshot, of the active software image at the point of
activation

When a device is exhibiting unexpected behavior with the currently running image, you
can perform the image rollback process to the previous working snapshot.

When upgrading 10S-XR devices, you need to:

1. Ensure that the image is available in the software image repository or import it.

2. Distribute the image to the applicable devices.

3. Activate the image on the applicable devices.

4. Use the Commit function to send the commit command to the upgraded devices or
schedule the commit command action to occur during an optimal time period.

fi | Inventory / Device Management / Software Images

Fe] [
L Distribute

Software Image Summary

Show | All v||Y
Image Count
» CAT4500 1
» CB30DATA 1
» catd500es8 1
» C3900 1
» €890 1 Commit o Activate
-
» nexus6000 2
» MNexus5000 4 sl

Tip: You also can distribute, activate, and commit an image in a single,
combined task by using the Distribute function.

Distribute Images | W

{1 image Selection Image Deployment Options
Distribution Options Activate Options Advance Job Options
2 Davice Selechic -
= " Backup Current Image insaet boot command (¥} Continue an fallure
TFTP Fall Back Activate 7]

i

® Erase Flash Before Distribution §

. Device Upgrade Mode | Cur Ll ¢

m e

Upgrading Device Software Images Job Aid
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Skills

Network administrators primarily perform software image management and upgrade tasks and
need to have the following experience.

Proficient

o,
£

Prime Infrastructure user interface navigation and behaviors

Knowledge of network operations

For devices being upgraded, those devices’ roles, relationships, and importance to
network operations

% For devices being upgraded, knowledge of the services and technologies that those
devices manage

2

%

2

%

>

Terms

Commit Command Function

A process required when upgrading software images on routers with I0OS-XR operating systems

For more information, refer to Upgrading I0S-XR Devices.

SWIM Activation Job

The type of job that the system performs when activating software images that system users have
distributed to those devices previously

SWIM Collection Job

The type of job that the system performs when importing software image files into Prime
Infrastructure. Images must be available in the repository before users can distribute them to
devices by using Prime Infrastructure

SWIM Distribution Job

The type of job that the system performs when distributing software images to devices in
preparation for image activation or when performing a combined distribution and activation task

Upgrading Device Software Images Job Aid
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Use Case 1: Upgrading Devices on
Distributed Networks

Use Case Scenario

As an administrator, you receive notification that the software image currently running on the
Catalyst 3850 switches in the network is reaching an end-of-life status. The notification also
includes information on the image that replaces the obsolete image and access to download the
replacement image. You decide to perform a software upgrade before the date on which the
Cisco Technical Assistance Center (TAC) will no longer support the software image.

The enterprise comprises its primary data center, located in San Francisco, and a number of
remote sites, including sites in Los Angeles and New York, that have a large number of switches
requiring the upgrade.

Because of the large number of switches and their remote locations, you plan to optimize image
distribution by using locally positioned servers, which will improve distribution timelines and
reduce load on the Prime Infrastructure server.

You also plan to distribute the image during the maintenance windows in each region and, after
the distribution is complete, you plan to activate the images in a separate maintenance window.

When activation is complete, the system validates that the image is running on each switch. You
also manually validate successful image activation.

To start this use case:

“ Navigate to the Software Images page.

[} Ilnventory | Device Management / Software Images l o0
Software Image Summary (4] Add/import Distribute Settings
Image Management Settings | Edit
Show | All vy Y

Image Count
Current Protocol Order | Edit

» C2960

» CAT3K CAA SCP P SFTP P FTP P TFTP

» X86_64_LINUX_IOSD

[P TR

» PPC_LINUX_IOSD Useful Links

Commit \ Activate Software Image Repository | Link
Upgrade Analysis | Link
Sync Device Inventory | Link
Archive Device Configuration | Link
Last 10 SwimJob | All Jobs Total7 (3

Run ID Job Type Job Name Device Count Status Start Timestamp End Timestamp

12758473 SWIM Collection Job_PROTQOCOL _Image_Collection_3_08_36_ NA Success B 2016-04-19 15:10:09.19 2016-04-19 15:10:18.333

780649 SWIM Collection Job_URL Image_Collection_8 50 _50 232 PM. NA Success i 2016-04-12 20:50:59.377 2016-04-12 20:57.32.252

Upgrading Device Software Images Job Aid
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Process Overview

To complete this use case, follow the steps to:

agrwNE

Add software image management (SWIM) servers to Prime Infrastructure.
Import the software image into Prime Infrastructure.

Distribute the image.

Activate the image.

Validate that the devices are running the image that you activated.

Upgrading Device Software Images Job Aid
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Process Steps

Task 1: Add Software Image Management (SWIM) Servers

Because you plan to optimize image distribution by using locally positioned servers in San
Francisco, Los Angeles, and New York, you need to configure the servers in Prime Infrastructure
so that you can distribute the software image to them.

Important Note: When adding SWIM servers, you must assign at least one
location group to each server. You or other system users can configure location
groups, to organize network devices based on geographical location.

To ensure that the distribution function works as intended, it is optimal to assign
the applicable network devices to each location group in preparation for adding
SWIM servers.

During the distribution process, the system selects the applicable SWIM server
associated with the devices that you indicate, which you can change manually,
when necessary.

fh I Inventory / Device Management / Network Devices |

Device Groups

Device Groups )
All Devices

+ v &v

o) Create User Defined Group

~

Create Location Group l

alievices Create Site

» Device Type

To add software image management (SWIM) servers, follow these steps:

1. Onthe Software Images page, click Add Server.

f | Inventory / Device Management / Software Images

Software Image Summary (4] Add/lmport Distribute
Show | All 6 gl -

Image Count

» C2960 1

» CAT3K_CAA ¥

» X86_64_LINUX_IOSD 2

» PPC_LINUX_IOSD 1

Commit

Activate

Upgrading Device Software Images Job Aid
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The Software Image Management Servers page opens.

A | Inventory f Device Management / Software Images [ Software Image Management Servers I 9 on
Software Image Management Server(s) Selescied 0 Totai B
Show | A - ¥
Server Namao P Address Active Prodocols Siies Served Descripthon
Ko data avaitable

2. Onthe Software Image Management Servers, on the toolbar, click Add Row "

In the list, the system adds a blank, editable row.

A | Inventory f Device Management / Software Images / Software Image Management Servers @0
Software Image Management Server{s) Sebecied 1/ Total 1
Shaow
Server Namwe I# Addvess Active Proiocols Shes Served Descripthon
& [l .
! =D
3. Inthe row:

a.

In the Server Name field, type a descriptive server name as you want it to appear
when a user sees it when configuring a distribution job.
b.

In the IP Address field, type the SWIM server’s IP address.

Note: The Active Protocols field is not available for editing when you
-~ initially configure a SWIM server. You configure the protocol in step 5.
C.

In the Sites Served drop-down list, select each location group that contains the
devices to which you want the server to distribute the image.

Shes Served Description

Location Groap

/| San Francisco Regsc

o0

Clear Selections ﬂ Cancel

d. To add an optional explanation of the server’s use, type it in the Description field.

4. Below the row, click Save. The system adds the server in the list and selects the server
row automatically.

This action makes the Manage Protocols button available on the toolbar.

Upgrading Device Software Images Job Aid
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5. On the toolbar, click Manage Protocols.

h

Software Image Management Server(s)

X4 | Manage Protocols

Inventory / Device Management / Software Images

] Server Name IP Address

1 SanFranRegion 10.197.71.85

The Software Image Management Server Protocols dialog box opens.

X
Software Image Management Server Protocols for "SanFranRegion” Selected 0/ Total 0 ()
+
[]  Protocol Username Password Protocol Home Directory Status

No data available

a.

In the Software Image Management Server Protocols dialog box, on the toolbar,

&

click Add Row

A row becomes editable in the list and indicates an available protocol in the Protocol
field.

Software Image Management Server Protocols for "SanFranRegion"

Verify Credentials

| Protocol Username Password Protocol Home Directory Status

SFTP v

Selected 1/ Total 1

Save | Cancel

b.

In the Protocol drop down list, select the applicable protocol for the server.

Important Note: For better reliability and security when distributing
software images by using SWIM servers, use the SFTP or SCP secure
protocol. Avoid using the FTP protocol unless necessary because of the
device type.

The system does not support using the TFTP protocol when distributing
images by using SWIM servers.

Future releases of Prime Infrastructure will support the TFTP protocol.
For information on managing protocol settings, refer to the FAQ.

In the Username and Password fields, type the credentials to access the server.
In the Protocol Home Directory field, type the location of the home directory on the

server.
Click Save. The system saves the entry and selects the row automatically.

Upgrading Device Software Images Job Aid
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This action makes the toolbar buttons available.

Saftwara Image Managament Server Protocals for "SanFranRegion” Saiecind 1 / Tetal 1
A | Verlly Credentials
Protocol Ussrname Pazsword Protocol Home Disechory SEatus
[+ SFTP shtp-user Noc abdesk ' girn

f. To test whether the server credentials are valid, on the toolbar, click Verify

Credentials.
Software iImage Management Server Protocols for "SanFranRegion” Satpcing 1,/ Tokal 1
s ¥+ Verlly Crodentials
Frodocol Ussrname Password Protocol Home Directory Status
LIRS shp-user Hoc akkak s wn

The system runs the verification....

Verification in progress

...and reports the verification results in the Status field.

Saoftwara Image Management Server Protocols for "SanFranRegion”

& |4 || Verity Credentials
Protocod Home Diteciory Status

8uccens

Prodocol Usernams Password

sltpussr Tot aldeskyuen

[« SFTR

Tip: To review result details, click the information button beside the

result. A pop-up window opens with details about the credential
verification results.

This information also can be helpful when addressing a verification
failure.

|

g. To add another protocol, repeat steps 5a to 5f, then go to step 5h.

Sabecind 17T

Saftware iImage Management Server Protocols for "SanFranRegion”

SO+ | Vorlfy Crodentials |

Prodoool Usernsme Password Probocol Home Diteciony Skstus
SFTP SMMp-User Nocaldmk/swem sy cess
| sCP SEp-umer 15 b by s cas

"

Upgrading Device Software Images Job Aid
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h. Close the dialog box.

X
Softwara Image Managament Server Protocals for “SanFranRegon” Selscied 1 f Tetal
SN | Variky Crodeetisls
Protoool Ussmarme Password Proboco] Home Diteciony Status
AFTF sip-user fNoc aldek/swien Elzuccess
IEI 2P S p-rier Noc alde ks uiem B cus
The system saves the protocol for the server.
f | Inventory / Device Management / Software Images / Software Image Management Servers eon
Software Image Management Server(s) Selected 0/ Total 1
+ Show | All v Y
[} Server Name IP Address Active Protocols Sites Served Description
1 : SanFranRegion 10.197.71.85 SFTR.SCP San Francisco Region SF Catalyst 3850 Switches
6. To add additional servers, repeat steps 1 through 5.
Note: Prime Infrastructure 3.1 supports up to three SWIM servers.
Future releases will support additional servers.
— For more information, refer to the administrator guide for your release.
M | Inventory / Device Management / Software Images / Software Image Management Servers " Rsln|
Software Image Management Server(s) Selected 0 / Total 3
+ Show | All v Y

| Server Name IP Address Active Protocols Sites Served Description
1 |:| SanFranRegicn 10.197.71.85 SFTR.SCP San Francisco Region SF Catalyst 3850 Switches
2 [ | LA_Region 10.197.71.111 SFTP,SCP Los Angeles Region LA Catalyst 3850 Switches
3 [| NY_Region 10.187.71.129 SFTR.SCP New York Region NY Catalyst 3850 Switches

With the SWIM servers available, you can continue by importing the software image.

Tip: When you open the Software Image Management Servers page by
clicking the icon on the Software Images page...

Add/import Distribute
-

Commit

Upgrading Device Software Images Job Aid
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...you can return to the Software Images page by clicking the page name link in
the page title.

A | Inventory [ Device Managemen1,i Software Images fFothare Image Management Servers
Software Image Management Server(s)
+
Server Name IP Address Active Protocols Shes Served
1 SanFranfegion 10197 7185 SFTRSCP San Franciseo Regon
2 ] LA_Region 10,197,710 SFTPSCP Loz Angeles Regicn
3 WY _Region 10.167.71.128 SFTP.SCP New York Regson

Task 2: Import the Software Image

With the SWIM servers available, you now need to import the replacement image into the
software image repository in Prime Infrastructure.

Important Note: Images must be available in Prime Infrastructure before
you can distribute them to devices or to SWIM servers by using Prime
Infrastructure.

Because the end-of-life notification included a link to download the new software image, you
previously downloaded the image file, in this case, a package file, to an enterprise server that you
can access from Prime Infrastructure.

You have the Software Images page open and are ready to begin.

To import a software image, follow these steps:

1. Onthe Software Images page, click the Add/Import icon.

Add/Import Distribute

Commit Activate

Upgrading Device Software Images Job Aid
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The Import Images dialog box opens and provides a wizard to step you through the task.

The Source page is active by default.

Import Images X

Source

1 Source @ Device
(O Cisco.com
O URL

2 Collection Options () Protocol
O File

L]
3 Schedule .

Cancel

2. Inthe Import Images dialog box, on the Source page, select the location that houses
the image file that you need.

Important Note: When importing images from devices, the system uses
different protocols based on each specific device’s capabilities.

For better reliability and security when importing or distributing software

images, use SFTP or SCP secure protocols only. Avoid using the TFTP
or FTP protocols unless necessary based on the device type.

For information on managing protocol settings, refer to the FAQ.

Note: For more information on sources for importing images, refer to the
Importing Software Images topic in the Maintaining Software Images
=" I chapter of the Prime Infrastructure 3.1 User Guide.

Import Images

Source
1 Source O Device
() Cisco.com
NP (O URL
i Protocol
® Fil
2 Collection Opticns
.
.
v o
3 Schedule

3. Click 2 Collection Options.
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The Collection Options page opens and, based on the source location that you select,
provides the applicable navigation to the file location.

Import Images X

Collection Options

1 Source
Select File: | Choose File | Mo file chosen
7 Collection Mote:
Options
1. The selected image file will be uploaded to a temporary directory in Prime server. This operation may take some time and during that time, the browser will be locked.
™ 2. Once file is copied, Prime will schedule a job to upload the file to Prime Database (job will be triggered according to the scheduling date and time),
3 Schedule L] 3. Itis possible to open a new browser session while your current browser is locked.
[

4. On the Collection Options page, browse to or select the location that houses the
software image file.

Import Images X
Collection Options
1 Source
Select File: Choose File | cat3k_caa-un  52-3E3bin
2 Collection MNote:
Options
1. The selected image file will be uploaded to a temperary directory in Prime server. This eperation may take some time and during that time, the browser will be locked.
. 2. Once file is copied, Prime will schedule a job to upload the file to Prime Database (job will be triggered according to the scheduling date and time).
3 Schedule L] 3. It is possible to open a new browser session while your current browser is locked.
[

5. Click 3 Schedule.

The Schedule page opens.

Import Images X

Schedule

1 Source Job Name | Job File Image Collection 6 56 14 492 AM 2 5 2016

Start Tme ® Now (O Date

2 Collection Opticns (MMAddryyyy himm AMPM)
°

3 Schedule -
.

Cancel

Upgrading Device Software Images Job Aid

19




atfren]n
CISCO

Core Software Group Upgrading Devices on Distributed Networks

6. Onthe Schedule page, in the Job Name field, you optionally can type a descriptive
name for the SWIM Collection job so that users can recognize its use when reviewing or
scheduling jobs.

Import Images X
Schedule
1 e Job Name | Importlmage_Catalyst_3850_7_49_53_050_PM_4_20_201
2  Collection Options Start Time @ Now (O Date
(MMAddAyyy hh:mm AMPM)

L ]
3 Schedule .

L ]

=3

7. Inthe Start Time row, indicate when you want the image import to occur.

determine that the system is experiencing significant activity, you can
schedule the import to occur at a less busy time, such as a maintenance

/ Tip: When you schedule the import of a large number of images, or
window.

8. Click Submit.

The system starts or schedules the SWIM collection job based on the schedule that you
select.

When you start the job immediately, the system uploads the image and then copies it to
the Prime Infrastructure server. A progress indicator reports the job status during this
process.

Copying Image to Server ...
Image will be available in Image Repository only
after the associated Job completes successfully

Uploading File... 91%
[
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The progress indicator closes when the job completes, and the system reports the results
in the list of SWIM jobs.

Last 10 Swim Job | All Jobs Total & ﬁ
Run ID Job Type Job Name Device Count Status Start Timestamp End Timestamp
I 15640984 SWIM Collection Importimage_Catalyst_3850_7_49 53 050 P NA Success 2016-04-20 02:00:15.011 2016-04-20 02:00:54.306 J
12758473 SWIM Collection Job_PROTOCOL_Image_Collection_3_08_36_. NA Success 2016-04-19 15:10:09.19 2016-04-19 15:10:18.333
780649 SWIM Collection Job_URL_Image_Collection_8_50_50_232_PM NA Success 2016-04-12 20:50:59.377 2016-04-12 20:57:32.252
780439 SWIM Collection Job_URL_Image_Collection_3_43 45 485 PM.. NA Success 2016-04-12 20:43:53.086 2016-04-12 20:47:15.977
780483 SWIM Collection Job_URL_Image_Collection_8_43 23 645 PM.. NA Success 2016-04-12 20:43:35.285 2016-04-12 20:48:00.235 -
Tip: To ensure that you are seeing current information in the list, you can
refresh the data manually.
[S—

Last 10 Swim Job | All Jobs

Total 8

When you schedule a job to occur later, the dialog box closes. A system message indicates that
the system has scheduled the job. It then runs the job at the scheduled time and reports the
results in the jobs list.

Note: The system can return a job status of Success or Failure. When
the job status indicates a failure, an error message provides insight into

the failure, so that you can take corrective action.

Upgrading Device Software Images Job Aid

21




atfren]n
CISCO

Core Software Group

When the import is successful...

Upgrading Devices on Distributed Networks

Last 10 Swim Job | All Jobs

Run ID Job Type

15640984 SWIM Collection

Job Name

Importimage_Catalyst_3850_7_49_53_050_P...

Device Count

NA

Status.

Success

(i) 2016-04-20 02:00:15.011

Start Timestamp

Total 8

End Timestamp

2016-04-20 02:00:54.306

...the software image file is available in the software image repository.

Software Images

O,

.
- All

v SYSTEM_SW
» cat3k_caa-universalk®.SPA 03.06.00
» cat3k_caa-universalk®.SPA 03.06.03

v

asr1000rp2-ipbase.03.09.02.5.153-2

-

asr1000rp2-ipbase.03.13.00.5.154-3.

-

asr1000rp 1-adventerprisek9.03.13.00
C2960-LANBASEKS-M
cat3k_caa-universalkd.3PA.03.07.03

-

v

v

cat3k_caa-universalkd.3PA.03.07.00

v

cat3k_caa-universalkd.3PA.03.07.01
catd500-ENTSERVICESKS-M
asr1000rp1-adventerprisek9.03.16.02

v

v

v

asr1000rp1-adventerprisek9.03.13.05

Software Images

M | Inventory / Device Management [ Software Images / Software Image Summary

Image Dashboard | o o0

ALL Selected 0/ Total 12 (7 P ¥~
Show | Quick Filter v n
(] File Name Image Family Image Type Version Size Updated On

[C]  asr1000rp1-adventerprisek9.03.13.00.5.154-3.5-. PPC_LINUX_|O.. SYSTEM_SW 3.13.008 352.7 MB (369805508 byt. April 12, 2016 8:55:58 PM
[C]  asr1000m1-adventerprisek.03.13.05.5.154-3.5.. PPC_LINUX_IO.. SYSTEM_SW 3.13.058 353.8 MB (370973308 byt. April 28, 2016 7:38:02 PM
]  asr1000rp1-adventerprisekd.03.16.02.5 155-3.5 PPC_LINUX_IO SYSTEM_SW 3.16.028 374.6 MB (392772220 byt April 28, 2016 7:37:10 PM
[C]  asr1000rmp2-ipbase.03.09.02.S.153-2.82 bin XB6_64_LINUX_ SYSTEM_SW 3.09.028 534 4 MB (560319476 byt April 12, 2016 8:50:19 PM
[C]  asr1000m2-ipbase.03.13.00.5.154-3.5-ext.bin XB6_64 LINUX_... SYSTEM_SW 3.13.008 553.5 MB (580383732 byt. April 12, 2016 8:53:21 PM
[[]  ©c2960-lanbasek9-mz 122-55 SE bin C2960 SYSTEM_SW 12.2(55)SE 9.319 MB (9771439 bytes) April 19, 2016 3:10:11 PM
[]  cat3k_caa-universalk9.SPA 03.06.00.E.152-2.E CAT3IK_CAA SYSTEM_SW 03.06.00E 276.5 MB (289970248 byt April 12, 2016 8:45:41 PM
[C]  catdk_caa-universalk9.SPA.03.06.03.E.152-2.E.. CAT3K_CAA SYSTEM_SW 03.06.03E 288.9 MB (302890264 byt. April 12, 2016 8:47:16 PM
] cat3k_caa-universalk9.SPA.03.07.00.E.152-3.E.. CATIK_CAA SYSTEM_SW 03.07.00E 296.0 MB (310347344 byt. April 21, 2016 12:09:29 Al
[]  cat3k_caa-universalk9. SPA 03.07.01 E. 1523 E CAT3IK_CAA SYSTEM_SW 03.07.01E 296.7 MB (311159920 byt April 22, 2016 12:50:37 P!
I [C]  cat3k_caa-universalk9.SPA.03.07.03.E.152-3.E.. CAT3IK_CAA SYSTEM_SW 03.07.03E 308.0 MB (322991728 byt. April 20, 2016 8:47:18 PM
[l catd500-entservicesk9-mz.122-54.8G1.bin CAT4500 SYSTEM_SW 12.2(54)SG1 18.16 MB (19038240 bytes)  April 22, 2016 4:48:53 PM

Tip: In the list of jobs, you can click a Job ID link...

Last 10 Swim Job | All Jobs

Run ID Job Type

| 15640984 | SWIM Collection

Job Name

Importimage_Catalyst_3850 7 4% 53 050 P..

...to see job details.

For SWIM Collection jobs, this information indicates the image or
images that the system imported.

A | Inventory / Device Management / Software Images / Importimage_Catalyst_3850_7_49_53_050_PM_4_20_2016 o0
Recurrence None
Description Collecting the image framFILE
Log file Download
Showing latest 5 Job instances Show All Toal1l (J @ 3~
Show | All v Y
Run ID ¥ Status Duration (hh:mm:ss) Start Time Completion Time
v 15640984 Success 00:00:39 2016-04-20 20:47 2016-04-20 20:47
Image Management Job Results | Detach Total1 (5 B I3~
Show | Al ¥ Y
Device IP Device Name Image Name Status -
NIA N/A cat3k_caa-universalk9.SPA.03.07.03.E.152-3.E3.bin Success ;2’_.

9. When the SWIM Collection job indicates that it is successful, follow the steps to verify
that the software image minimum requirements are available or configure them, as

needed.

When the image is imported and available in the repository, you are ready to distribute the image
to the SWIM servers.
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Task 3: Distribute the Software Image

With the software image available in the repository, you can schedule its distribution to the
remote SWIM servers that will distribute the image to the devices in their location groups.

In this use case, the location group assigned to each SWIM server includes all of the Catalyst
3850 switches at each site that require the upgrade.

To distribute the software image, follow these steps:

1. Onthe Software Images page, click the Distribute icon.

~00 sofiware

Add/Import

mages to

from

the re
sources, su

URL,Protoc

File.

Commit

The Distribute Images dialog box opens and provides a wizard to step you through the
task. The Image Selection page is active.

The Image Selection page lists all of the images that are available in the repository.

Distribute Images

TR R E ]

Image Selection
1 Image Selection

File Hama Ll

aar1000ept-adventerprselcd 03 1300 5 154-
aar1000m-ipbase 00 0902 51532 52 bin
25r1000ep2-ipbase. 03 13.00.5 154-3. 5-eat ban
eXlHarkas ek Sz 122-55 5E bin
cal3_cag-universalid SPA 03.06.00 E 162
calk_casuniversalk® SPA 03,0601 E 152-
cal¥k_caz-universalkd 5P 03.07.03 E 182

|I'|1qh Fam: ily
PPC_LINUN_
X85 B4 LINU
H8E_E4_LINU
[
CATIH_CAA
CAT_CAA
CATH_CAA

Image Typo
SYSTEM S
SYSTEM S
SYSTEM S
SYSTEM_S
SYSTEM_S
SYSTEM_S
SYSTEM_S

Show

Vershan
13008
10505
EREN
11 NES5)5E
03.06.00E
03.06.03E
03.07 .03

Balectod 0/ Toll T
Al v

Sire

32T MB (369805508 bytes)
E34 4 MB (550319476 bytes)
551 5 MB (580383732 bytes)
9319 MB (HTT 135 bybes)
2176.5 MB [2BF3T0240 byles)
JEE 9 MB (302000264 bybed)
3080 MB (322991728 bytes)

s B
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Distribute Images

Image Selection Selected 1/ Total 7 (7 LF -
1 Image Selection
Show v Y
2 Device Selection [ ] File Name 4 Image Family Image Type Version Size
| asr1000rp1-adventerprisek9.03.13.00.5.154-. PPC_LINUX_... SYSTEM_S.. 3.13.008 352.7 MB (369805508 bytes)
- | asr1000rp2-ipbase.03.09.02.5.153-2.52.bin X86_64_LINU._.. SYSTEM_S.. 3.09.025 534.4 MB (560319476 bytes)
: [ | asr1000rp2-ipbase.03.13.00.5.154-3.5-ext bin X86_64_LINU.. SYSTEM_S.. 3.13.0058 553.5 MB (580383732 bytes)
: []  c2960-anbasekd-mz.122-55.5E bin C2960 SYSTEM_S 122(55)SE  9.319 MB (9771439 bytes)
[ ] cat3k_caa-universalkd SPA.03.06.00.E.152- CAT3IK_CAA SYSTEM_S 03.06.00E 276.5 MB (289970248 bytes)
|| cat3k_caa-universalk9 SPA.03.06.03.E.152- CAT3K_CAA SYSTEM_S 03.06.03E 288.9 MB (302890264 bytes)
I cat3k_caa-universalk9.SPA.03.07.03.E.152- . CAT3K_CAA SYSTEM_S._.  03.07.03E 308.0 MB (322991728 bytes) I

3. Click 2 Device Selection.

The Device Selection page opens and lists the network devices that are eligible to

receive the image.

Distribute Images

= Device Selection
41 Image Selection

Name Description IP Address/DNS
2 Device Selection
. ] » All Devices All Members
: [ » Device Type Device Type
L ] » Location Location based groups
* I:\ User Defined User Defined Device Groups

Type

(W e
Show | Quick Filter v B4
Vendor Software ...
Cancel

4. Inthe Device Selection list, expand a category and select the device or devices to which
you need the system to distribute the software image.
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As you select each device, the system automatically verifies that the device can accept
the distribution...

Venfication in progress

...and selects each device check box.

Distribute Images X
] Device Selection o L3~
1 Image Selection
Show | Quick Filter v | n
Name Description IP Address/iDNS Type Vendor Software V...
2 Device Selection ‘7 .
. ¥ Al Devices All Members -
Distribute |
3 Distrbute Image : 3850-1.Cisc...  3850-1 Cisco.com 10.197.72.71 Switch..  Cisco 03.07.02E
® 3850-2 3850-2 10.197.72.80 Switch...  Cisco 16.1.1E
L ]
4 Image Deployment 3850-3 Cisc 3850-3 Cisco com 10.197 72.20 Switch. . Cisco 03.07.00.E
3850-4 Cisc.. 38504 Cisco.com 10.197.72.42 Switch...  Cisco 03.07.03.E
5 Schedule 3850-Stack- . 3850-Stack-104 541411 5414111 Switch Cisco 03.07.01E -
Distribution

the Distribute Image and Location Selection page to notify you of the
failure.

When you run the job, it will not include devices that have failed the

| . T . .
7 i Note: When device verification fails, the system displays a message on
automated verification.

5. Click 3 Distribute Image.

Upgrading Device Software Images Job Aid
25




Ir
CISCO

Core Software Group

Upgrading Devices on Distributed Networks

The Distribute Image and Location Selection page opens and lists the devices that
you selected, the image storage location, such as flash or bootflash, on each device, and
indicates the file server that will be used distribute the image.

Note: The wizard provides this page so that you can review the details of
the upgrade before deployment.

Reviewing the distribution details before starting the job helps ensure
that image distribution occurs as expected.

Distribute Images

1 Image Selsction

2 Device Selection

Distribute Image and Location Selection
Show | Quick Filter v

Device Name IP Address Distribute Image Name Distribute L...  External Servers

3 Distribute Image -
° (O 3850-1.Cisco.com 10.197.72.1 cat3k_caa-universalk9.SPA.03.07.03.E...  flash NY_Region(10.1..

4 Image Deployment

5 Schedule
Distribution

O 3850-3.Cisco.com 10.197.72.20 catdk_caa-universalk9.SPA.03.07.03.E...  flash NY_Region(10.1..

_ 3850-Stack-104_5.. 5414111 cat3k_caa-universalk3.SPA.03.07.03.E...  flash SanFranRegion(1..

(O  3850-Stack-104 5 5414112 cat3k_caa-universalk9.SPA 03.07.03.E flash SanFranRegion(1
3850-Stack-104_5 5414113 cat3k_caa-universalk9 SPA 03.07.03.E flash SanFranRegion(1

Selected 0/ Total 11

Status

Cancel

6. For all of the devices that are listed, in the External Servers column, during your review,

validate

whether:

% The Device Name column lists the devices that you want to upgrade.

% The Distribute Image Name field indicates the image that you want the system to
distribute to devices.

“ The Distribute Location field indicates the correct location on the device where the
distribution process will store the image.

« The External Servers field indicates the file server that will be used distribute the
image.

Important Note: The use of SWIM servers for image distribution is
unavailable for certain device types and image families. When SWIM
server functionality is unavailable, the system only supports using Prime
Infrastructure (Local File Server) as the distribution server.

For more information, refer to the Software Image Management
Processes and Supported Devices table.

« If you need to change any of the information, go to step 7.
« If the information is correct, go to step 8.

Note: When the system distributes images to SWIM servers, the
distribution action to each SWIM server occurs only once. The system
determines distribution to each SWIM server based on the first device in
the list that the system identifies as associated to that SWIM server by
using the location group.

Then, the system prompts the devices to copy the image from the
designated SWIM server to the designated storage location.
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servers is useful primarily when you have large groups of devices

/ Tip: As mentioned previously, distributing images by using SWIM
associated to each SWIM server that require the same image upgrade.

7. Click the row of the device with the incorrect data, and, in the field that requires the
change, select the applicable data, and then click Save.

Device Name IP Address Distribute Image Name Distribute L...  External Servers Status
@] cat3k_caa-universalk9.SPA.03.07.0 ¥ flash v NY_Region{1 ¥
I Save | Cancel

8. Click 4 Image Deployment. The Image Deployment Options page opens.

Important Note: An administrator can configure global settings that
define image deployment options based on the enterprise business
policy, which the system applies to the image deployment options
automatically.

The settings that you change here override the global settings that
administrators have defined.

For more information, refer to the Cisco Prime Infrastructure 3.1
Administrator Guide.

Distribute Images

1 Image Selection Image Deployment Options
Distribution Options Activate Options Advance Job Options
2 Device Selection _
| Backup Current Image || Insert boot command Continue on failure
[~ TFTP Fall Back Activate @

3 Distribute Image

["| Erase Flash Before Distribution @)

Device Upgrade Mode | Cur... v | @

|| 4 Image Deployment

« To configure Distribution Options and Advance Job Options:

¢ To archive the current running image, select the Backup Current Image check
box.
Important Note: The system will back up the image before

distributing it, which can prolong the length of the distribution
process significantly.

¢ Toinsert the TFTP fallback command in each device’s running configuration,
select the TFTP Fall Back check box.

Administration to support using the TFTP fallback option.
For more information on the TFTP Fall Back process, refer to

Note: An administrator must enable the TFTP server setting in
| S—
the FAQ.
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¢ To erase temporary or unused files to make Flash space available on the device,
select Erase Flash Before Distribution.

Important Note: When you are upgrading stack devices, such
as certain Cisco Catalyst and Cisco ME 3600 switch devices, the

system distributes the image to all flash instances.

When you need to use the Erase Flash Before Distribution
option in this case, the system only erases the main flash

memory (Flash 1) on the device.

If you need to make space available for the image on Flash 2,

you must erase the memory manually. If Flash 2 does not have

enough capacity to store the image, distribution to that device

will fail.

¢ To allow the process to continue when the system fails to distribute the image to
a device, accept the default selection of the Continue on failure check box.

[

Note: Options can vary based on specific distribution or

activation scenarios. For more information on the job options that

the system can provide and their uses, refer to the FAQ.

9. Click 5 Schedule Distribution. The Schedule Distribution page opens.

Distribute Images

1 Image Selection

¥

2 Device Selection

¥

3 Distribute Image

¥

4 Image Deployment

¥

5 Schedule
Distribution

Schedule Distribution

Job Name * | Job_Swim_Distribution_8_49 54 284 PM_1_11_2016

Start Time @) Now (O Date

MMy hh:mm AMPM)

Recurrence [JIS) (O Minute (O Hourly ) Daily O Weekly

) Monthly

O Yearly

Cancel
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10. On the Schedule Distribution page, in the Job Name field, optionally type a descriptive
name for the SWIM Distribution job so that users can recognize its use when reviewing
the list of SWIM jobs.

d

Tip: The job name also appears in the list of SWIM distribution jobs from
which users select when activating images as a separate task.

It can be helpful to name jobs descriptively so that users can identify the
image file that they need to activate more easily.

Activate Images X
Job Selection Selected 1/Total 1 (J ¥ ~
1 Activation Source Show | All v Y
Run ID Job Name Job Type Status Last Run Sta... LastS...¥ Duri
2 Job Selection (®) 15843205 Distributelmage_Catalyst... SWIM Distribution Compl_. Success 2016-04-2.. 00:3.
L ]
3 Activate Preview *
L]
11. In the Start Time row, indicate when you want the image distribution to occur.
12. Click Submit.
The dialog box closes and adds the distribution job to the list of jobs.
The system starts the SWIM Distribution job by following the schedule.
When image distribution is complete, the system indicates the job status in the Status
column.
M | Inventory [ Device Management [ Software Images @ 7 [
Software Image Summary (%] AdEIMpGrT Distributs Setings
Ly mage Management Se@ngs
Show | All v |YT
Image Count
—— Current Protocol Order |
gl @ B ®© o
v CATHC CAA 3 SCP B SFTP BFTR B TFTP
b EE_64 LINUX_I0SD
» PPC_LINUD_IOSD
Commiit Activate
Last 10 Swim Job | All Jobs Total® f:i-
Run WD Job '|'p|ll.l Job Name Evwvice Coum Status Liart ||||'||!|.I'.J¢‘II§| Emd ||'.I|1'\'.BIII|'|
| saae SN Distribution Distributelmage_Catalyst 550 10 55 45 45 113 B Succens HHE04-21 03.00:11.433 60421 1546045025 |
0 SWWIM Collection importimage Catalyst 3850 7 4% 53 S0P HA B success 16-04-20 204715011 2016.04.20 20 47 54 305

After establishing that the distribution job is successful, you are ready to activate the software
image on the devices.

q

Tip: When you are performing the distribution and activation processes as
separate jobs, it is best practice to ensure that the image distribution job is
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complete before you start the activation process. That way, you can evaluate the
distribution job status and results to identify or address any distribution failures.

You also can initiate the activation process by using the distribution job, as we
illustrate in this use case.

If distribution failures have occurred and you activate using the completed
distribution job, the system will activate the image only on those devices for
which the distribution job was successful.

Note: The system can return a job status of Success or Failure. When the job
status indicates a failure, an error message provides insight into the failure, so
Sm— that you can take corrective action.

Task 4: Activate the Software Image

The system has successfully distributed the image to all of the devices by using the SWIM
servers. You now can schedule image activation, which in this case, will cause the routers to
reboot when the activation process completes.

Because the routers are key to ongoing network operations, you plan to reboot them sequentially,
so that only one router at a time will be out of operation during the reboot. In sequential rebooting,
the system does not start activation on the next device until it validates that the currently rebooted
device is up and in a running state.

To activate the software image, follow these steps:

1. Onthe Software Images page, click the Activate icon.

f

Inventory [ Device Management [ Software Images

Software image Summary 8] Addimport A Senings

ammit

The Activate Images dialog box opens and provides a wizard to step you through the
task.
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The Activation Source page is active and the system selects the Activate from Library

option by default.

Activate Images

1 Activation
Source

2 Image
Selection

(®) Activate from Library

(O Activate from Completed Distribution Jobs

Cancel

2. Onthe Activation Source page, select whether the image that is stored in flash memory
was distributed previously by using Prime Infrastructure or another method, or by using a
completed distribution job that is listed on the Software Images page.

°,
o

°,
o

Completed Distribution Jobs.

To activate a previously distributed image, click Activate from Library.
To activate an image by using a completed distribution job, click Activate from

The wizard steps change to support the activation source that you select.

For example, when you are distributing a library image, you select the image itself and
the devices on which you are activating it. When you are activating an image by using a
completed distribution job, you need to select the distribution job.

Activate Images

1 Activation
Source

::} Actrvate from Library

I :!) Actrvate from 'f::l_;nlpziﬂ{-:_'! Disinbution Jobs

3. Click 2 Job Selection. The Job Selection page opens and lists all of the completed

distribution jobs.

Activate Images

1 Activation Source

Job Selection
g 0

Run ID

15843205

Job Selection

Job Name

Distributelmage Catalyst..

X
Selected 0/ Total 1 (5 I3 =
Show | All v Y
Job Type Status Last Run Sta... LastS...¥ Durn
SWIM Distribution Compl...  Success 2016-04-2 00:3.
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In the list, select the distribution job that contains the image that you want the system to
activate.
Click 3 Activate Preview.

The Device Selection page opens and lists the devices on which the system will activate
the image.

Activate Images X
Device Selection Selected 0 /Total 2 () X3 =
1 Activation Source Show | All v Y
I Device Name Ip Address Image Name Flash
2ichiS Sis fon [ 385071 10.187.72.71 catdk_caaunive.. flash
[C] 385020 10.197.72.20 catdk_caa-unive...  flash
3 Activate Preview : [ ] 38501 541411 cat3k_caa-unive flash
° ] 385012 54.14.1.12 cat3k_caa-unive flash
: [] 385013 5414113 cat3k_caa-unive flash
[] 385014 5414114 cat3k_caa-unive flash
[ 385015 5414115 catdk_caa-unive...  flash
] 385016 54.14.1.18 cat3k_caa-unive..  flash
[ 385017 5414117 cat3k_caa-unive..  flash
[ 38sm8 5414118 cat3k_caa-unive...  flash
] 385019 54.14.1.19 cat3k_caa-unive..  flash .
1. Inthe list, select each device on which you need to activate the image.
Tip: To include all of the devices in the list, select the check box beside
the Device Name column heading.
Activate Images X
Device Selection Selected 2 /Total 2 (7 3~
1 Activation Source Show | All v Y
izE Device Name Ip Address Image Name Flash
2 Job Selection 385071 10.197.72.71 cat3k_caaunive.. flash
385020 10.197.72.20 cat3k_caa-unive...  flash
3 Activate Preview : 385011 10.197.72.11 cat3k_caa-unive..  flash
. 385012 10.197.72.12 cat3k_caa-unive...  flash
: 385013 10.197.72.13 cat3k_caa-unive.. flash
4 ctivate Job Optons 385014 10.197.7214 catdk_caaunive . flash
385015 10.197.72.15 cat3k_caa-unive...  flash
5 Schedue 385016 10197 7216 catdk_caaunive flash
385017 10.197.72.17 cat3k_caa-unive...  flash
385018 10.197.72.18 cat3k_caa-unive . flash
385019 10.197.7219 catdk_caa-unive...  flash
2. Click 4 Activate Job Options.
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The Activate Job Options page opens.

Activate Images

1 Activation Source
Job Selection

2

3 Activate Preview

Activate Job Options

Insert boot command Continue on failure

Activate Options | Sequential v

Device Upgrade Mode | Bun... ¥

4 Activate Job Options

3. Onthe Activate Job Options page:

a. Select the Insert boot command check box.

Important Note: When you select Bundle Mode in step 3c, you must
select the Insert boot command check box for the activation process to
occur successfully.

If you do not select the check box, the device will reboot its current
running image rather than the upgraded image.

b. Select whether the image is activated sequentially or in parallel.

Note: In sequential activation, the system reboots one device at a time.
When the system determines that the device is up and in a running state,
it reboots and monitors each subsequent device individually until the job
is complete.

In parallel activation, the system reboots all of the devices at once, and
then validates that each is up and in a running state.

Important Note: When a single activation job includes core devices,
consider activating those devices sequentially to avoid losing device
connectivity.

When devices do not have dependencies for connectivity, such as at
devices on the network edge (access services), you can activate those
devices in parallel.

In the Device Upgrade Mode drop-down list, to define the format that the system

uses to activate the image file:

To use the same mode that the devices are running currently, accept the default
selection of Currently Existing.

To activate the image in the XXX.bin format, select Bundle Mode.

In bundle mode, the components of the image are extracted and loaded in RAM
during reboot.

To activate the image in the package.conf format, select Install Mode.

In install mode, the components of the image are extracted during software
installation and a packages.conf file, which lists the components (packages), is
generated.

Then, on reboot, the boot variable reference the packages.conf to upgrade the
image.
Upgrading Device Software Images Job Aid
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Note: Catalyst 3650 and 3850 Series Switches and Cisco 5700
Series Wireless LAN Controllers support install mode only.

d. When the system fails to activate the image on one device and you want to continue
the activation process despite the failure, accept the default selection of the
Continue on failure check box.

4. Click 5 Schedule Activation.

The Schedule Activation page opens.

Activate Images

Schedule Activation
1 Activation Scurce
Job Name | Job_Swim_Activation_3_58_19_531_PM_2 12 2016

‘ 2 Job Selection ‘ Start Time ‘@:‘ Now O Date
(MMAddAyyy hh.mm AMPM)

— Recurrence [, (O Minute (O Hourly () Daily () Weekly (O Monthly O Yearly
‘ 3 Activate Preview ‘

‘ 4 Activate Job Options ‘

Schedule
5 Activation
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5. Onthe Schedule Activation page, in the Job Name field, type a descriptive name for
the SWIM Activation job so that users can recognize its use when reviewing the list of
SWIM jobs.
6. Inthe Start Time row, indicate when you want the image activation to occur.
7. Click Submit.
Activate Images X
Schedule Activation
‘ 1 Activation Source ‘
Job Name | Activatelmage_Catalyst_3850_7_01_16_467_PM_4_26_2016
‘ 2 Job Selection ‘ Start Time () Now (® Date | 04/27/2016 02:00 AM  [£]
(MM/ddryyy hh:mm AM/PM)
R T O Minute () Hourly () Daily () Weekly () Monthly () Yearly
‘ 3 Activate Preview ‘ :
‘ 4 Activate Job Options ‘ ¢
5 :chedule
ctivation
m Cancel
The dialog box closes and adds the activation job to the list of jobs.
The system starts the SWIM Activation job by following the schedule.
When image activation is complete, the system indicates the job status in the Status
column.
Last 10 Swim Job | All Jobs Total10
Run ID Job Type Job Name Device Count Status Start Timestamp End Timestamp
I 29882333 SWIM Activation Activatelmage_Catalyst_3850_7_01_16_467_ 113 Success /) 2016-04-27 0200:00 755 2016-04-27 05:42-45 479 l

In this case, you have configured the activation to occur sequentially to help ensure ongoing
device connectivity and scheduled the activation to occur during the appropriate maintenance
window in each region.

Task 5: Validate Image Activation

When an activation job completes, the system reports the results in the list on the Software
Images page.

Based on the use case, follow these steps:

1. Onthe Software Images page, in the Last 10 Swim Job list, locate the activation job

and in the Status column, review the overall result that the system is reporting.

Note: The system can return a job status of Success or Failure. When
the job status indicates a failure, an error message provides insight into
— the failure, so that you can take corrective action.

Upgrading Device Software Images Job Aid

35




Ir
CISCO

Core Software Group Upgrading Devices on Distributed Networks

2. Toreview job details, in the Status column, point to the information button beside the

status.
Last 10 Swim Job | All Jobs Total10 (7
Run ID Job Type Job Name Device Count Status Start Timestamp End Timestamp
29332333 SWIM Activation Activatelmage _Catalyst 3850 7_01_16_467_ 13 Success (@ | 2016-04-27 0200:00.755 2016-04-27 05:42:45 479 “

The Job Summary pop-up window opens and provides an overview of the job results.

[ 1mage COUmT
— Current Protocol Ordj

» CAT4500 1
Job Summary X e
» C2950 1 TFTP P SCP MFTP |
i Job Name Activatelmage_Catalyst_3850_07_01_16...
> CAT3K_CAA 2 Job Status completed
» X86 64 LINUX_IOSD 2 Last Run Status Success Useful Links
» PPC LINUX 10SD 4 Creation Time  2016-04-27 0200 i ot ‘ 2 "
- - Recurrence None _Ag.uwa‘e oruere mage meposon
- B - Upgrade Analysis | Link

Sync Device Inventary | Lin
Archive Device Configuratic)

Devices in this run

Total 113 Successful 113
Failed 0O In-Progress 0
Not Yet Started 0O Cancelled 0
Last 10 Swim Job | All Jobs Tot
Run ID Job Type Job Nd Actions Start Timestamp End Timestamp
29882333 SWIM Activation Activgy| ¥ Job Detall View 2016-04-27 0200:00.755 2016-04-27 D5:42:45.479
19833861 SWIM Distribution 3850_mnouLlon_. B4 Success ) 2016-04-22 15:08:31.987 2016-04-22 15:40:49.029

3. To review the results at a device level, in the Job Summary pop-up window, click Job
Detail View.

Tip: The Job Detail View is particularly helpful when evaluating partial
success and failure results. The system navigates you to Administration
and opens the Job Dashboard page that contains job details by device.

A | Administration / Dashboards / Job Dashboard / 3850_EFBD_IBC_Act eon
OFF_CE_Bundle_Swim_Distribution_12_40_14_262_PM_4_22_2016
Recurrence None
Description Distrbute 5 imags 0 e Device
Log file Deswrioad
Showing latest & Job instances Show All Teit 3 B L3
Show | A v | LI
Run 1D v Stms Duration {hh:mem:ss) Start Timo Complation Time
v 19612714 £ Infermpled 033e 2016-04-22 1242 2016-04-22 16:22
Image Management Job Resulls | Detsen Tois (3 PY L3~
Show | Al * Y
Devics IP Davics Hama Image Nama Status -
10197271 T) 38501 Crseocom 0K _an-universald SPA 03 06.00 E 152-2 € bin Q Faiuw D
10147 7220 3850-3 Csco com catk_casunivensalk SPA 03 06 00 1522 E bin Sucess i
10.197.72.80 2850-2 Cisco com catd_cas-universalk 5PA 03 06.00 E 152-2 E bin BB Yel To Starl Oiperatson

Then, you can click the information button beside the status result for a
specific device to see the list of operations that occurred during the job
and the result of each.

This information can provide insight into the cause of an error.

Image Management Job Results Total 2
Operation Status Message
Copying image [cat3k_caa-universalk9.SPA 03.06.00... Success

Distributing image [cat3k_caa-universalk9.SPA.03.06... €9 Failure Software Clean Command Execution Success.Checking if HTTP serve..(7)

Upgrading Device Software Images Job Aid
36




Ir
CISCO

Core Software Group Upgrading Devices on Distributed Networks

4. To validate that the image that you activated is running on a specific device, navigate to
the Network Devices page, and then locate and click an upgraded device’s name link.

f Inventory / Device Managementr Network Devices

Device Groups

Device Groups )
All Devices

+ + - Admin State ¥ Groups & Sites «

o,

:\ Reachab.. Admin Status Device Name A IP Address DNS Name
[All Devices

v Device Type

» Autonomous AP I:I Managed | 3850-1.Cisco.com | 10.187.72.71 i 10197.72.71

The system opens detailed information about the device.
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5. Click the Image tab. The page displays the current running image on the device.

M | .../ Network Devices [ Device Groups / All Devices / 3850-1.Cisco.com

Device Details Configuration Applied/Scheduled Templates Configuration Archive Image

¥ Images Applied
File Name cat3k_caa-universalk9.SPA.03.07.01.E.152-3.E1.bin
Image Name CAT3IK_CAA-UNMNERSALKI-M
Image Family CAT3K_CAA
Image Version 03.07.01E
File Size 2096.7 MB (311158920 bytes)

You successfully upgraded the software image on geographically distributed devices by using
SWIM servers.
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Use Case 2: Upgrading Small
Numbers of Devices

Use Case Scenario

An administrator has received a notification of a Cisco Product Security Incident Response Team
(PSIRT) security advisory that the ASR1000 series router has security vulnerabilities. The
advisory indicates that the router requires a software image upgrade to correct the issues.

The enterprise has several ASR1000s running locally.

The administrator has downloaded the new software image to the software image repository in
Prime Infrastructure and has tasked you with preparing for and performing the upgrade. Because
the PSIRT indicates security issues, you need to distribute and activate the image immediately as
a single task.

To prepare, you need to:

°,

< Determine if the software image requirements are available or configure them, as
needed.

ROM, and software version that needs to be available on the device for it

Note: Software image requirements define the minimum flash memory,
—l to accept an image.

o,

< Perform an upgrade analysis, which determines if the devices requiring the upgrade meet
the minimum software image requirements by comparing the requirements to what the
devices have available.

Taking these preparatory steps can help to ensure that the system will be able to distribute the
image successfully.

Then, you can configure the system to distribute and activate the image as a combined task
during the maintenance window.

When activation is complete, the system validates that the image is running on each router. You
also manually validate successful image activation.
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To start this use case:

“ Navigate to the Software Images page.

Upgrading Small Numbers of Devices

ﬁl Inventory / Device Management / Software Images |

Software Image Summary
) Shew | All

Image
» ASROU3
» ASRIK

» CATIK_CAA

Last 10 Swim Job | All Jobs

Job ID Job Type
1602633 SWIM Distribution
1436296 SWIM Collection

Add/Import

Distribute

stribution and

Activate

Job Name
3850_Swim_Distribution_2_30_47_459_PM_2

Job_URL_Image_Collection_2_20_19_973_P..

Device Count

1
NA

Status

Success

Success

Start Timestamp
() 2016-02-08 14:31:34 453
(@  2016-02-08 14:20.40.832

e on

Settings
Image Management Settings | Edit
Configuration Archive Settings | Edit

Current Protocol Order | Edit

SCP P SFTP MFTP B TFTP

Useful Links

Software Image Repaository | Link
Upgrade Analysis | Link

Sync Device Inventory | Link
Archive Device Configuration | Link

Total10  (J
End Timestamp
2016-02-08 14:32:00.206 -
2016-02-08 14:23:23.026 H

Process Overview

To complete this use case, follow the steps:

1. In preparation for upgrade analysis, configure the software image minimum requirements.
2. To determine image and device compatibility, perform an upgrade analysis.
3. As asingle task, distribute and activate the image.

4. Validate that the devices are running the image that you expect.
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Process Steps

Because the security upgrade is critical, you want to ensure that the configurations of the devices
receiving the upgrade have enough space to accept the image during distribution.

Upgrading Small Numbers of Devices

To make this determination, you plan to run an upgrade analysis, which compares the minimum
distribution requirements of the software image to the device configuration and reports
compatibility results.

When the administrator requested that you complete this task, you also received the associated
documentation, which indicates the name of the image that you are using for the device upgrade
and its minimum configuration requirements, so you are ready to begin.

To complete this use case:

“ Navigate to the Software Images page.

ﬁl Inventory / Device Management / Software Images l eon

Commit
.

Activate

Last 10 Swim Job | All Jobs

Software Image Summary (4] Add/Import Distribute Settings
Add s e images to P . Image Management Settings | Edit

] Show | All v Y Configuration Archive Settings | Edit
Image Count

» ASRID3 1 + TN Current Protocol Order | Edit
» ASRIK 2 =

0000 | SCP PSFTP PFTP P TFTP

» CAT3K_CAA 2 \ Add Server

Useful Links

Software Image Repository | Link
Upgrade Analysis | Link

Sync Device Inventory | Link
Archive Device Configuration | Link

Total10

Job ID Job Type Job Name Device Count Status Start Timestamp End Timestamp
1602693 SWIM Distribution 3850_Swim_Distribution_2_30_47 458 PM_2 1 Success (i) 2016-02-08 14:31:34.453 2016-02-08 14:32:00.206 -
1436296 SWIM Collection Job_URL_Image Collection 2 20 18 973 P NA Success (i) 2016-02-08 14:20:40.832 2016-02-08 14:23:23.026

Task 1: Validate or Configure the Software Image Minimum Requirements

First, you need to validate whether the image’s header populated the minimum requirements or
you need to configure them by referring to the image’s associated documentation.

To validate or configure software image minimum requirements, follow these steps:

1. Onthe Software Images page, under Useful Links, click the Software Image

Repository link.

Useful Links

I Software Image Repositony | Link
@ Upgrade Analysis | Link

Sync Device Inventory | Link

Archive Device Configuration | Link
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The Software Images Summary page opens and lists all of the images that are

available.

.

» Al

Saltwari lmages

w SYSTEM SW

3t ar-unnoerialkd SPA 03.06.00
catli_casunersalcd SPA 0306 03
aar1000md-tpbase 03 05002 51532
asr1000rp2-ipbase 031300 5.154-3
Bar 1000 - advanterprsed 03, 13.00
CIE0 ANBASERS-M
cati_casunrersakd SPA 03 07 O
et _capunoersald SPA03.07.00
callk casunrversalk SPA.03.07.0
et OO ENTSERACESKSM
aar1000en 1 -advenenpnsek® 03 16 02

asr1O00pt-advenierpasei® 0313 05

Seftaare Images
ALL

FHa Marm &

asri000p | adversprsekd 03 13008 154.3 5

asr 000 -advenisrprsekd 03 1205 5 1

anr D00 T -advomapniask S 03

asrl 000 hase 03,09 02 5 1532 52 bn

1000 2-plarse 03 13.00 5 154-3 S-axt tan

asekSme 122-55.5E ben

callk_ras-uriversakd SPA 0306, 00 E 1522 E
cal¥k_cosrunrersalk® 3PA 03 06 03 E 162-2E
cat™_cas-uriversaicd SPA 01 07 DO E 152.0E

calTh_caaruriversald SPA 03.07.01.E 1523 E

catlk_casrvyaniaks SPA 03

catdS00 erdsariceshiome 1

A | Inventory [ Device Management / Software Images [ Software Image Summary

Ienaga Family

PPC_LINUX_IC
PPC_LINUK_I0
PRG_LiNUK_I0
X85_B4_LINUX,_
X86_54_LENUX,_
C2660
CAT3H_CAA
CATIK_CAA
CATH_CAA
CATSK CAA
CAT_CAA
CAT500

Image Typs

SYSTEM_SW
SYSTEM_SW
SYSTEM_SW
SYSTEM_SW
SYSTEM_SW
SYSTEM_SW
SYSTEM_SW
SYSTEM_SW
SYSTEM SW
SYSTEM_SW
SYSTEM_SW
SYSTEM_SW

Version

313008
IS
3025
R e
313005
12 NESISE
103.06.00E
03.06 03E
03 07, O0E
03.07 0E
03070
TLHEEG

Image Dashboard

Dasck Filtes

Sire

32T MB (55805506 byt
338 ME (37097108 byt
T4 6 MB (EITTIZ0 byt
5144 MB (SE0317E byt
553 5 MB (580383732 byt
8318 ME (9771435 byten)
2765 MB (289970248 byt
530 ME 302800264 byt
260 MB (TS byt
5T ME (311158920 byt
380 ME (22T byt
1816 MB (15038240 byies)

Seleched 0/ Tomi 12 (3 2%
-

@ o0

£
T

Updated On

April 12, 2016 85558 PM
Aprl 28, 2016 7,38 02 PM
April 38 2016 73T 10 PM
Apnd 12, 2016 85018 PM
Apil 12, 2016 85321 PM
April 13, 2016 310018 PM
Aprl 12, 2016 84541 PM
April 12, 2016 & 47 16 PM
Aprl 21, 2016 120925 A
Apnl 22, 2018 125037 P¥
Apnl 20, 2016 B 4T 18 PM
Apil 22 2016 4453 53 PM

2. To open the image details, click the image’s File Name link.

Salbwaie mnages

Software Images

A Inventory / Device Management [ Software Images [ Software Image Summary

Image Deshboard | @ O OO

Minimuem RAM (ME] 352
Minimiam FLASH (MB] 353

Minimum Boot ROM Version

"
L

ALL Seloched 0/ Tolt 12 F P O3 -
= Show | Cuck Filer - T
= File Mame & Image Family Image Type Vietsian Sire Updated tn
- Al
» SYSTEM SW
P catd_casunversakd SPA 03.06.00 asr1D00p  adventerprisekd 03 11005 15435, . PPC_LINUKIO..  SYSTEM_SW 143008 3527 MB (65805508 byt Apel 12, 2016 B:55.58 PM
* calls_caz-unicersalkd SPA 03 D603 I asri D00pT-adveremasehd 0311 05 5 15438 I PPC_LINU B0 SYSTEM_SW 313 0ES L8 MB (370973008 byt Apnl 28 206 73802 PM
The Image Information page opens.
A | Inventory [ Device Management / Software Image Summary
All
Inage Information
* Image Details
Flle Name 35t 000D < mmisrpraesd 03 13.00.5 1 54-3 S-i]
Imbge Name 3501 000 adwnisprssss 03 154:3 St
Image Family PPC_LIuX_I0SD
Image Verskom 313
Filp Sige 1527 M 208 oyt
CheckSam 49 000 54t AT Jutiane
Foatures  UNENDAN

3. Determine whether the header populated the minimum requirements or you need to
configure them.

=

Note: When the minimum requirement data is available in the image file
header, the system populates the requirements in the Image Details
fields during the import process.

Upgrading Device Software Images Job Aid

42




Ir
CISCO

Core Software Group Upgrading Small Numbers of Devices

When the information is not populated automatically, refer to the
technical documentation that accompanies the image to obtain minimum
requirements.
/ Tip: To determine image minimums, you also can;
1. Visit the Cisco Web site, and select the software image that you
need to download.

2. On the software page, point to the software image file name to open
a tooltip and find the image requirements.

DO\anoad Sof‘tware & Download Cart(Dtems) | Feedback Help

Downloads Home > Products > Routers > WAN Aggregation and Internet Edge Routers > ASR 1000 Series Aggregation Services Routers > ASR 1002 Router >
0% XE Software-3.16.35

ASR 1002 Router
@ e
(™ | Release 3.16.35 ED = -
Expand All | Collapse All &}, Add Motific ation
= Suggested Please check the Cisco 10S XE support timeline here
LA En) 0_ File Information  a Release Date Size
3.13.5aS(MD) &
» Latest Cisco ASR 1000 Series RP1 ADVANCED ENTERPRISE SERVICES WO CRYPTO  11-JUN-2016 369.25 MB | Download ‘
» All Releases asr1000rp1-adventerprise.03.16.03.5.155-3.53-ext.bin —
B e B
Publish |
Description: Cisco ASR 1000 Series RP1 ADVANCED
Cisco ASR 1000 Series RP1 ADVANC| ENTERPRISE SERVICES W/O CRYPTO Download |
asr1000rp1-adventerprisek.03.16.03..
Release: 3.16.38 sdd tocart |
Release Date 111Jun/2016 Fubish |
File Name: asr1000rp1-adventerprise.03.16.03.5.155-3.53-
Cisco ASR 1000 Series RP1 ADVANC ext.bin Download |
asr1000rp1-adventerpriseks_noi 03160 i piemor DRAM 4096 MB Flash 1024 ME
Addtocart |
Siza: 369.24 MB (387179120 bytes)
Publish
MD3 Checksum 336bcc144256631d85b54b4d5118dc64 ‘
Cisco ASR 1000 Series RP1 ADVANC SHAG12 Checksum: c6049e15013114d124736edibfedTdfe... Download |
asr1000rp1-advipservices.03.16.03 5.1
Release MNotes for ASR1k | Release Notes for ISR4:cx | Field Notices Add to cart |
Publish |

“»  When the minimum requirements are populated, you have completed this task.
Go to Task 2 and perform the upgrade analysis.

“  When the minimum requirements are not populated, refer to minimum
requirements for the image in the applicable documentation, and go to step 4.

4. Inthe Image Details:

“ To define the minimum RAM size, in the Minimum RAM (MB) field, type the size in
megabytes.

% To define the minimum flash size, in the Minimum Flash (MB) field, type the size in
megabytes.

Tip: When you add the minimum flash memory size, use a size
approximately 10% less than the flash memory size requirement
that documentation indicates.

This way, you can accommodate percentage values that might
be rounded for easier reporting, which helps avoid a
distribution/activation job failure.
5. Click Save. The system saves the data that you entered, which remains editable, as
needed.

Note: When you configure the minimum settings, they will remain valid
for the image for future use.
| SS—

With requirement minimums defined, you can perform the upgrade analysis.
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Task 2: Perform the Upgrade Analysis

You are performing an upgrade analysis to help ensure that image distribution will occur
successfully. In this case, you are evaluating the comparison of the software image minimum
requirements to the device configurations to determine whether all of the devices requiring the
upgrade meet the requirements for distribution.

Note: For more information, refer to the description of the optional upgrade
analysis task.

[SS—

To perform the upgrade analysis, follow these steps:

1. Onthe Software Images page, under Useful Links, click the Upgrade Analysis link.

Useful Links

Software Image Repositony | Link

I Upgrade Analysis | Link

Sync Device Inventory | Link

Archive Device Configuration | Link

The Upgrade Analysis dialog box opens and provides a wizard to step you through the
task. The Image Source page is active by default.

Upgrade Analysis =

Image Source

1 Imnage Source 0] Local Repositony

$, Cisco.com

2. Onthe Image Source page, select the image’s current location.
3. Click 2 Device Selection.
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The Device Selection page opens and lists the managed network devices.

Upgrade Analysis X
Device Selection (S e
1 iag=iSoee Show | Quick Filter v n
Name Description IP Address/DNS Type Vendor Software...

2 Device Selection

[ » Al Devices All Members
3 Image Selection : [C]  » Device Type Device Type
. [l » Location Lecation based groups
] » UserDefined User Defined Device Gr...

Cancel

4. Inthe Device Selection list, expand the category and select the device or devices that
you plan to upgrade.

Upgrade Analysis X
Device Selection e
1 mige Soufte Show | Ousck Filler - n
Mame Description IP AddiresaDNS Type Vendor Software...
b Al Dvices ANl Mgemibars
3 Image Seettion : w Device Type D e Type
. " ¥ Rioubécs Ronfisrs
L] ¥ Cisco Cesco ASR 1000 Serie
= AS.  ASRIDI2 lwge-54994 54984 Fout Cisco 1531182
[w] AS ASRIN0Z lage-S4 985 54005 Rout Cisca 154152
[ AS ASRIO0Z lwge-54996 54996 Rout Cico 1B Y1s2

5. Click 3 Image Selection.
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The Image Selection page opens and lists the images that are available in the location
that you selected.

Upgrade Analysis

Image Selection Setecied 1/ Total 12

T image s
g et Show Al -

ik Naimo A& Image Family  Impgo Type  Version Size
2  Device Seection
asrt D00 1-adverderpnsek O PPC_LINUX_ SYSTEM_ 113005 A52T MB (MESE0508 yies)

st 000 1-achrererpisak O PPC_LINUX_ SYSTEM_ 112055 353.8 MB [YTOST X308 bytea)

3 image Selection . 2ut000m ) adverteprsekG0..  PPC_LNUX_.  SYSTEM_ . 316028 3746 MB (FHITTZEN0 bytes)
. ausi000mipbass 0309025 XB6.64_LINU.  SYSTEM_ 306028 534.4 MB (350313475 bytes)
st DpZ-pbase 03 13.00.5 XBE_ B4 _LINU.. SYSTEM_ 313005 553.E MB [S80383732 byles)

¢260anbasekS-ms 12355 02960 SYSTEM_ . 125S5)SE  9.313 MB (5771439 byles)

callk_cag-universalk SPa 0 CATIK_Cak SYSTEM_ 03,05 O0E 2765 MB (285970243 bytes)
catlk_caa-universalkd SPAD CATHC_CAA SYSTEM_ 00,08 03 20885 MB (2620264 yies)

Cancel

6. Inthe Image Selection list, select the image that you need to distribute and activate, and
then click Run Report.

Upgrade Analysis

Image Selection Seectec 1/ Tomi 12 () L3 v

1 images
mage Sarte r = ¥

B File Namao & mage Family  Image Type  Version Size

]  asn000pl-adenterprisekd 0. PPC_LINUX_.  SYSTEM_ 113005 52T MWB (ES0508 bytes)
a5 F D00 -adoerterprisek .0 PPC_LINUX_ SYSTEM_ EREL -] 353,86 MB (3TOSTXI08 byles)

2 Device Selechon

3 image Selaction ‘ aucii00p-advertepsek0 . PPC_LNUX_  SYSTEM_. 316025 3746 MB [F2TT2220 bytes)
" auri000p2iphase 030S025 . XB6_64_LINU.  SYSTEM_ 308025 £34 4 ME (560313476 bytes)
asriD00pZipbase 03 13005 . X86_64 LINL.  SYSTEM_. 313008 5535 ME (55053732 bytes)

c2iHanbasek Somz 12255 C2960 SYSTEM_ . 122SSISE  9.319MB S7T143 byles)

caldk_caa-universalkS 5P 0 CATIK_ChAg SYSTEM_ 03 0. DOE IT5.5 MB (ZEFSTI24E bytes)
cal¥k_cas-universalk SPA0..  CATIK_CAA SYSTEM_ 03 05 O3E 200,59 0B (MEE byles)

(IS o

The system generates the report and opens the results in the Upgrade Analysis Report
dialog box.
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The report indicates each device’s current running image, the RAM and flash memory
space that is required for distribution and the amount of space that is available on each
device.

Upgrade Analysis Report X

Show | Quick Filter v

IP Address - Image Name Device Information RAM Requirements FLASH Requirements

Running Image Name:
PPC_LINUX_IOSD-
ADVIPSERVICESKS-M|Running Image
5. 20M Wersion: Required: 352 MB Current Required: 353 MB Available:
154934 asr1000rpT-adventerprisek3.03.13.. | 4e v E ROMMON Running Image 1652 MB 1.230 MB Total: 3,400 MB
Feature: IP|IPvE|IBGP|IS-
ISIFIREWALLWOICE |PLUS|QoS[HA|NA

Device Family: PPC_LINUX_IOSD
Running Image Name:
PPC_LINUX_IOSD-
ADVIPSERVICESKS-M Running Image
Wersion: 15.3{1)S2 BootROM Version Required: 352 MB Current Required: 353 MB Available:
10S-XE ROMMON Running Image 1,652 MB 1,230 MB Total: 3,400 MB
Feature: IP|IPvE|IBGP[IS-
ISIFIREWALLVOICE |PLUS|QoS[HAINA
Device Family: PPC_LINUX_IOSD
Running Image Name:
PPC_LINUX_10SD-

2 54995 asr1000m1-adventerprisek9.03.13...

Close

7. Click Close and, in the Upgrade Analysis Report dialog box, click Cancel.

Upgrade Analysis X
Image Selection Eatpcted 1/ Totl 12 [ L~
1 i 1
Mage =rFie Show Al - T
B File Namo & mage Family  Image Type  Version Sira
2 Deviee Selecton
v esrtD00pI-adomteprisak 0 PPC_LINUX_ SYSTEM_ 112005 5T ME (NS08 byles)
a5 HO00ME-aearserprisakt 0 PPC_LINUX_ SYSTEM_ 113055 3538 ME TOSTIN0E bytea)
.
3 image Selection - sl 000 1-adceraeipnsek 0 PPC_LINUX_ SYSTEM_ 3IE0SE TG MIB [FEZTT2200 bytes)
281 D00rp2-pbade 03.09.02 5 x85_64_LINU SYSTEM_ Joe02s 534 4 MB [SE03159476 byles)
a3 1 D00p2pbase 03 13.00. 3 XB6_64_LINU SYSTEM_ 313005 553.5 MB [SE03EITI2 bytea)
¢ 208 0-lanbasek S-mz . 12255 C2960 SYSTEM_ 12 XE5ISE 5319 MB (9771478 byles)
cal3k_caa-uniconsalk® SPA0 CATIK_Chd SYSTEM_ % 0 DODE IT6.5 MB (2870248 byles)

callk_caa-universalk 5P 0 CATIK_CAR SYSTEM_ 03 05 0XE 2889 MB (MR byles)

e oo | IR

The Upgrade Analysis dialog box closes.

the devices and that the devices meet the minimum requirements does not
guarantee successful distribution.

For example, distribution failures can occur due to such factors as the inability to

Note: An upgrade analysis report that indicates that the image is compatible with
—"
remove temporary or junk files or a network failure.

With the upgrade analysis completed and the maintenance window open, you are prepared to
distribute and activate the image immediately.
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Task 3: Distribute and Activate the Image

To distribute and activate an image in a single task, you use the Distribute function.

In this scenario, the routers that you are upgrading have no dependency on each other to
maintain network connectivity. This relationship means that you can have the activation process
occur in parallel, so that image activation occurs on all of the devices receiving the upgrade at the
same time.

Important Note: When determining the type of activation process that the
system will use, ensure that you understand the relationships among the devices
that you are upgrading to avoid an activation failure.

Distribute

Add/Import

Activate

Commit

Applicable only for

I05-%R Image type

To distribute and activate the image, follow these steps:

1.

2.

Follow steps 1 through 4 to select the image for distribution and the devices to which you
are distributing and activating. Then, go to step 2.

After selecting the image and devices, click 3 Distribute Image.

Because you select the image that you need the system to distribute on the Image
Selection page, and the devices that require the upgrade on the Device Selection page,
the system indicates that image in the Distribution Image Name field of each device in
the list.
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Because you are distributing the image by using Prime Infrastructure, the list indicates
Local File Server in the External Servers column.

Tip: You can change the directory to which you want to distribute the
image, when necessary.

Distribute Images X
1 Image Selection Distribute Image and Location Selection Selected 0/ Total 3
Show | Quick Filter v
2 Device Selection i L L
Device Name IP Address Distribute Image Name Distribute L...  External Servers Status
.
3 Distribute Image L]
. O ASR1002_large-5... 54994 asr1000m1-adventerprisek9.03.13.00.5...  bootflash Local File Server
“ ASR1002_large-5... 54995 asr1000mp1-adventerprisek9.03.13.00.5...  bootflash Local File Server ~
_larg m sl
.
4 Image Deployment () ASRI002_large-5.. 54996 asr1000mp1-adventerprisek9.03.13.00.5...  bootflash Local File Server
5 Schedule
Distribution
3
Cancel

3. Click 4 Image Deployment. The Image Deployment Options page opens.

I Important Note: An administrator can configure global settings that
define enterprise preferences for device upgrades, which the system
applies to the image deployment options automatically.
The settings that you change here override the global settings that
administrators have defined.
When you make changes, they apply to this job only.

For more information, refer to the Cisco Prime Infrastructure 3.1
Administrator Guide.

Distribute Images X
1 Image Selection Image Deployment Options
Distribution Options Activate Options Advance Job Options
2 Device Selection _
[ | Backup Current Image |_| Insert boot command Continue on failure
[ TFTP Fall Back Activate ]

3 Distribute Image

|| Erase Flash Before Distribution (7]

4 Image Deployment

5 Schedule
Distribution
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4. To configure Distribution Options and Advance Job Options:

To archive the current running image before the upgrade, select the Backup Current
Image check box.

To insert the TFTP fallback command in each device’s running configuration, select
the TFTP Fall Back check box.

When there is not enough space available in the flash memory on a device to
distribute the image, select the Erase Flash Before Distribution check box to erase
unused or temporary files to reclaim space and allow distribution.

I Note: When there is enough space available, the system does not erase
files.

When the system fails to distribute the image to one device and you want to continue
the distribution process despite the failure, click the Continue on failure check box.

5. To activate the image after distribution, select the Insert boot command check box.

The Activate drop-down list becomes available.

6. Inthe Activate drop-down list, select whether device activation occurs in sequence,
which reboots each device in the job in a linear order, or in parallel, which reboots all of
the devices in the job in groups based on internal processes (thread count).

y
y
y

Important Note: Activating images on most devices requires the devices
to reboot, which causes operational downtime.

When determining the type of activation process that the system will use,
ensure that you understand the relationships among the devices that you
are upgrading to avoid an activation failure.

When the activation job is occurring on devices that depend on other
devices to maintain network connectivity, such as core devices, Cisco
recommends that you configure the system to activate those images
sequentially to avoid losing network connectivity.

When devices do not have dependencies for connectivity, such as at the
network edge, you can activate those devices in parallel.

Tip: When you are activating images on a mix of core and edge devices,
you can configure multiple activation jobs to manage reboot activities.

Note: Options can vary based on specific distribution or activation
scenarios. For more information on the job options that the system can
provide and their uses, refer to the FAQ.

7. To allow the activation process to continue when an image fails to activate on a single
device, accept the default selection of the Continue on failure check box.
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8. Click 5 Schedule Distribution.

Distribute Images

1 Image Selection Schedule Distribution

v Job Name * | Job_Swim_Distribution_8_49_54_284_PM_1_11_2016
2 Device Selection Start Time @ Now O Date
(MM dAyyy hh.mm AMPM)
A : Recurrencem O Minute O Hourly O Daily O Weekly O Monthly O Yearly
L]
3 Distribute Image °
°

+
4 Image Deployment

v

5 Schedule
Distribution

Cancel
9. Onthe Schedule Distribution page, in the Job Name field, type a descriptive name for
the SWIM Distribution job so that users can recognize its use when reviewing the list of
SWIM jobs.
10. In the Start Time row, indicate when you want image activation to occur.
11. Click Submit.
Distribute Images X

1 Image Selection Schedule Distribution

Job Name | Distribute_Activate_ASR_1000_11_24_32_901_PM_5_2_2016
2 Device Selection
Start Time (® Now () Date

(MMAdAyyy hh:mm AMPM)

Recurrence @I O Minute (O Hourly () Daily ) Weekly () Monthly () Yearly

3 Distribute Image

4 Image Deployment

5 Schedule
Distribution

The dialog box closes and a system message opens, confirming that you have scheduled
the SWIM Distribution job.

The system starts the SWIM Distribution job by following the schedule.
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You can refresh the list to display the job.
To monitor the job as it progresses, in the Status column, point to the information icon
beside the status...

Last 10 Swim Job | All Jobs Total 10
Run ID Job Type Job Name Device Count Status Start Timestamp End Timestamp
44205436 SWIM Distribution Distribute_Activate ASR_1000_11_24 32 %01... 3 -] Running : 2016-05-02 23:56:23.234 Unknown
34571791 SWIM Collection Job_URL_Image_Collection_7_36_16_354_PM NA Success i) 2016-04-28 19:36:24.4 2016-04-28 19:38:54.805

...which opens the Job Summary pop-up window.
Job Summary
Job Name Distribute_Activate_ASR_1000_11_24_32_901_PM_5_2_2016
Job Status Running
Last Run Status B8 Running
Creation Time 2016-05-02 23:56 |
Recurrence MNone Acti
Devices in this run
Total 3 Successful 1
Failed 0 In-Progress 2
Not Yet Started 0O Cancelled 0
Actions
#» Job Detail View \I 7
When the job completes image distribution, it immediately starts the activation process.
When the SWIM Distribution job is complete, including activating the images, the
system indicates the job result in the Status column.
Last 10 Swim Job | All Jobs Total 10 (J
Run ID Job Type Job Name Device Count Status Start Timestamp End Timestamp
44205436 SWIM Distribution Distribute_Activate ASR_1000_11_24_32 %01... 3 Success 6 2016-05-02 23:56:23.234 2016-05-03 00:35:35.512

On successful job completion, the new software image is now the running image on the device.

Task 4: Validate Image Activation

To distribute and activate the image:

«» Follow the steps to validate an image.

You successfully upgraded the software image on a small number of devices by using Prime
Infrastructure.
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Video Demonstrations

Watching Demonstrations

To watch a demonstration:

®,

% Click a link, which opens an MP4 file.

Based on your system and configuration, you might need to start the video manually.

I Notes: Video download and streaming times can vary.
| Demonstrations do not include narration.

Performing Device Upgrades on Large Networks

Watch the Demonstration

m B To review the process to upgrade software images on large numbers of
distributed devices by using SWIM servers, watch the Upgrading Devices on
Distributed Networks video.

Approximate runtime: 17:00

Upgrading Small Numbers of Devices

Watch the Demonstration

local devices, watch the Upgrading Small Numbers of Devices video.
Approximate runtime: 8:00

m I To review the process to upgrade software images on a minimual number of
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Frequently Asked Questions

How can | ensure that the system references current device inventory data when performing
upgrade analysis or distribution tasks?

Importing Images

How can | manage the protocols that the system uses when importing or distributing images?

What factors should | consider when importing images?

Distributing and Activating

How do | determine the activation option to choose?

Is it possible to upgrade a Catalyst 3850 that is running in bundle mode to running in install mode
after the upgrade?

What job options can | configure when distributing or activating images?

When is using software image management (SWIM) servers most effective for image
distribution?

When activating images as a separate task after distribution is complete, what key factor do |
need to consider?

Why should | perform an upgrade analysis before upgrading devices?

Administrative Settings

What key settings can administrators configure to manage software image management
processes?

Have Another Question?

For more information, visit the Cisco Web site to review or download technical documentation.
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How can | ensure that the system references current device inventory data when

performing upgrade analysis or distribution tasks?

Before performing a software upgrade, synchronizing the device inventory helps ensure that the
system is referencing the data related to the current configuration running on the device during
the upgrade analysis and image distribution processes.

Referencing accurate configuration information helps avoid inaccurate upgrade analysis results or
image distribution failures.

To access the device inventory:

“ On the Software Images page, under Useful Links, click the Sync Device Inventory
link.

Useful Links

Software Image Repository | Link
Upgrade Analysis | Link

|S‘-,-nc Device Inventory | Link |

Archive Device Configuration | Link

Return to questions

How can | manage the protocols that the system uses when importing or distributing

images?

Prime Infrastructure provides a series of protocols for use when importing or distributing images
and enables all of the protocols by default.

You can configure the types of protocols that the system will use and the order in which the
system attempts to use each protocol to import or distribute images. The protocol that the system
uses varies based on the device type involved.

Tip: For more information on device types and the protocols that they support,
refer to the Cisco Prime Infrastructure 3.1 User Guide.

The current protocol order appears on the Software Images page under Current Protocol
Order.
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When importing or distributing images, the system begins by using the protocol listed on the far
left and continues to change protocols until it determines the protocol that the device supports.

Important Note: For better reliability and security when importing or distributing
software images, use SFTP or SCP secure protocols only. Avoid using the TFTP
or FTP protocols unless necessary based on the device type.

f | Inventory / Device Management / Software Images eon

Software Image Summary (4] Add/import Distribute Settings
and LEY: Image Management Settings | Edit

] Show | All v||¥

Image Count

Current Protocol Order | Edit

esaa

SCP B SFTP BFTP B TFTP

» CT5760 1

Useful Links

Software Image Repository | Link
@ Upgrade Analysis | Link

Sync Device Inventary | Link

Archive Device Configuration | Link

To change the protocol order:

« Beside the Current Protocol Order heading, click Edit.

Current Protocol Order | Edit

/]
SCP B SFTP D FTP B TFTP

The system navigates you to the Administration area and opens the System Settings |
Image Management page.

f | Inventory / Device Management / Software Images / System Settings

Inventory

System Settings
v ¢ Image Management

OCHCI'. here to modify stored cisco.com credentials.

O,

.~

<

Continue distribution on failure @)
v MNetwork and Device

Collectimages along with inventory collection @)
CLI Sessicn

TFTP fallback o
Controller Upgrade

Plug & Play
SNMP

Backup currentimage @

Insert boot command @)

Recommend latest maintenance version of each major release
w Switch Port Trace (SPT) ! L

Recommend Same Image Feature 0

Auto SPT

Manual SPT | | Recommend versions higher than current version @

SPT Configuration Include CCC for recommendation (@)

Known Ethemet MAG Address L Available Options Selected Options

¥ Inventory = P ~

Configuration SFTP
Configuration Archive FTP
Datacenter Settings Image transfer protocol order => TFTP @
Discovery & @
Grouping
Image Management . -
Inventery

The Available Options list includes all of the protocols that the system is not using currently.
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The Selected Options list includes of the protocols that is using currently and indicates the order
in which the system attempts to use each priority from the top down.

To include a protocol in the list of protocols that the system will use:

°,

“ Inthe Available Options list, select the protocol, and then click the right arrow.

To exclude a protocol from the list of protocols that the system will use:

®,

“ Inthe Selected Options list, select the protocol, and then click the left arrow.

To move a protocol to a higher priority:

R/

% Inthe Selected Options list, select the protocol, and then click the up arrow.

To move a protocol to a lower priority:

o,

“ Inthe Selected Options list, select the protocol, and then click the down arrow.

Return to questions

What factors should | consider when importing images?

First, determine the number of unique images that you have running based on the device families
in the network. This way, you can import only those images that you need.

When you import an image, you can continue to deploy that image from the repository to
compatible devices, as needed.

Also, consider the timing of when the system performs image import (SWIM Collection) jobs.

You can schedule SWIM Collection jobs during maintenance windows or during operational down
or quiet times to accommodate job sizes and reduce server load.

Return to questions
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When is using software image management (SWIM) servers most effective for image

distribution?

The process of managing image distribution by using SWIM servers is intended for situations in
which you are upgrading:

.

“ Large numbers of devices.

Devices that are geographically distributed over a large area

Devices on networks with topologies or security policies that restrict distribution from a
centralized source.

>

o,
P4

X3

4

The process allows Prime Infrastructure to distribute images to SWIM servers, which then
distribute the images to the devices that are associated with them. This way, when upgrading
large numbers of devices, the devices are communicating with the SWIM server rather than the
Prime Infrastructure server, which helps avoid latency and unnecessary server load.

7 Tip: When determining whether to use SWIM servers to distribute images,
consider these factors.

When distributing images to small numbers of devices, Prime Infrastructure must
perform two tasks: distributing the image to SWIM servers, and triggering the
SWIM servers to distribute the image to associated devices.

If the device number is limited and there are no other operational factors involved
in the decision, you might want to use the Prime Infrastructure server for
distribution directly to the devices, which reduces server workload.

Other operational factors might prompt you to use SWIM servers for distribution
to a small number of devices. For example, to avoid latency due to low
bandwidth connectivity between the Prime Infrastructure server and the devices,
you can use a SWIM server that is geographically closer to, or has better
connectivity with, those devices.

Return to questions
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Is it possible to upgrade a Catalyst 3850 switch that is running in bundle mode to running

in install mode after the upgrade?

Yes! You also can upgrade a Catalyst 3850 series switch that is running in install mode to running
in bundle mode after the upgrade.

When you upgrade Catalyst 3850s, the system provides device upgrade modes so that you can
select the mode that you prefer the upgraded image to run.

Distribute Images

1 Image Selection Image Deployment Options
Distribution Options Activate Options Advance Job Options
2 Device Selection _ i .
| Backup Current Image |_| Insert boot command Continue on failure
® [ |TFTP Fall Back Activate @
3 Distribute Image o -
¢ ["] Erase Flash Before Distribution @ —
. Device Upgrade Mode | Cur.. ¥ | (7]
L] .
4 Image Deployment Currently Exists

Install Mode

Bundle Mode

5 Schedule
Distribution

Return to questions

Why should | perform an upgrade analysis before upgrading devices?

When determining whether to apply a software upgrade, you can perform an upgrade analysis on
images that are available on the Cisco Web site to determine compatibility.

And, before distributing a software image to devices, performing an upgrade analysis helps you to
determine whether the devices are able to receive the image upgrade by evaluating the memory
size and flash size.

Performing upgrade analyses in preparation for image distribution can help to ensure successful
image distributions and avoid network disruption.

Return to questions
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What job options can | configure when distributing or activating images?

Job options vary based on several factors, including:

®,

“ Whether you are configuring distribution and activation jobs as a combined single task or
as separate tasks.

The types of devices that you are upgrading.

The types of operating systems on the devices that you are upgrading

o,
L X4

o,
o

Important Note: The settings that you configure in this process override the
global settings that an administrator can configure.

Distribute Images

1 mage Selection Image Deployment Options
Je Distribution Options Activate Options Advance Job Options
2 Device Selec hon [I.ar_h,up Current |||.1:|§e Insedt bool command Continue on failure
i i 1SS
4 5 TFTP Fall Back Activate @ 2
L ok T . Comimit
3 Dust a & Erase Flash Before Distribution &)
@

4 Image Deployment

When you are configuring an image distribution job, job options can include both distribution and
activation operations.

When configuring a separate activation job, the system provides a subset of the same settings.

Distribution Options

°,

“ Backup Current Image
When selected, the system archives the current running image before overwriting it with
the image that you are distributing.

This action helps ensure that you have an image available in the archive to support the
rollback process, which can be necessary in the event of distribution or activation issues
or failures.

“ TFTP Fall Back
The TFTP fallback command supports a distribution failure scenario. The Prime
Infrastructure server also includes a TFTP server, and when importing images, the
system retains them on its TFTP server in addition to adding them to the repository.

When selected, the TFTP Fall Back option prompts the system to reload the current
running image from the TFTP server location in the event of distribution failure.

This function is particularly useful, for example, when you are upgrading devices that
have minimal flash memory capacity, and can only retain a single image at a time. If a
device fails to reboot with the upgraded image, you can return the device to its previous
running image by using this method, which helps avoid device downtime.
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Erase Flash Before Distribution

When there is not enough space available in the flash memory on a device to distribute
the image, select the Erase Flash Before Distribution check box to erase unused or
temporary files to reclaim space and allow distribution.

Important Note: When you are upgrading stack devices, such as certain
Cisco Catalyst and Cisco ME 3600 switch devices, for example, the
system distributes the image to all flash instances.

When you need to use the Erase Flash Before Distribution option in
this case, the system only erases the main flash memory (Flash 1) on
the device.

If you need to make space available for the image on Flash 2, you must
erase the memory manually. If Flash 2 does not have enough capacity to
store the image, distribution to that device will fail.

Note: When there is enough space available, the system does not erase
files.

Because many devices can retain more than one image, or can contain
other key data files, avoid using the function to erase flash before
distribution, if possible.

Activate Options

°,
o

Insert Boot Command
When selected, the system will activate and reboot the devices. This action supports
combining distribution and activation tasks in a single workflow.

This action also makes the Activate drop-down list available.
Activate drop-down list

Important Note: When determining the type of activation process that
the system will use, ensure that you understand the relationships among
the devices that you are upgrading to avoid an activation failure.

¢ Sequential
When selected, the system reboots one device at a time. When the system
determines that the device is up and in a running state, it reboots and monitors each
subsequent device individually until the job is complete.

Important Note: When devices that have dependencies on each
other to maintain network connectivity, such as core devices,
require rebooting after activation, activate those devices
sequentially to avoid losing connectivity.

¢ Parallel
When selected, the system reboots all of the devices at once, and then validates that
each is up and in a running state.

This approach is helpful when you are upgrading devices that have no dependency
on each other to maintain network connectivity, such as at the network edge.

Commit
When selected, sends the commit command to devices that use the IOS-XR operating
system after image activation

For more information, refer to the Upgrading 10S-XR Devices subtopic.
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Advance Job Options

% Continue on failure
When selected, if the system fails to distribute the image to one device, it will continue
the distribution process despite the failure.

% ISSU
When upgrading certain devices that allow in-service software upgrades, such as
Catalyst 4000 and Catalyst 6000 devices, select ISSU (In-Service Software Upgrade) to
perform a software upgrade without service interruption.

Return to questions

How do | determine the activation option to choose?

When determining the type of activation process that the system will use, ensure that you
understand the relationships among the devices that you are upgrading to avoid an activation
failure.

When the activation job is occurring on devices that depend on other devices to maintain network
connectivity, such as core devices, Cisco recommends that you configure the system to activate
those images sequentially to avoid losing network connectivity. This recommendation also applies
when the activation job includes a mix of core and edge (access) devices.

When the activation job is occurring on edge (access) devices only, you can configure the system
to activate those images in parallel.

Return to questions

When activating images as a separate task after distribution is complete, what key factor

do I need to consider?

When you activate images as a separate task following distribution, the system supports the
activation task only on specific device types.

For more information on the device types on which you can activate images separately, visit the
Cisco.com Web site to review the current list of device types.

Return to questions
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What key settings can administrators configure to manage software image management

processes?

Administrators can configure global settings that define system behaviors during image
distribution and activation processes

By configuring these settings, administrators can define environment preferences to help ensure
that image distribution and activation adhere to authorized protocols.

Note: For more information, refer to the Cisco Prime Infrastructure 3.1
Administrator Guide.
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Links
To Product Information

Visit the Cisco Web site to learn more about Cisco® Prime Infrastructure.

Visit the Cisco Web site to review or download technical documentation.

Visit the Cisco Web site to access other Cisco® Prime Infrastructure learning opportunities.

Visit the Cisco Web site to access learning opportunities for other Cisco products.

To Contact Us

Send us a message with questions or comments about this job aid.
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