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Basics

Introduction

Cisco® Intelligent WAN (IWAN) is a comprehensive set of network traffic-control and security
features for Cisco routers.

IWAN-enabled routers dynamically route paths for network traffic based on application, endpoint,
and network conditions. This approach helps ensure consistent application performance and user
experiences.

Cisco® Prime Infrastructure provides the IWAN enablement service, which is a technology
solution that:

« Transitions among connectivity options, selecting the optimal and most cost effective
routes for application traffic.

% Routes application traffic to optimize caching and performance so applications run faster,
which improves the user experience.

“ Provides a VPN overlay and robust encryption techniques that secure connectivity and
traffic.

By using the IWAN enablement process, you deploy configurations to hub and branch routers
based on their roles on the network. To support this process, Prime Infrastructure provides a
series of templates that meet Cisco Validated Design standards. You can configure the templates
to meet specific network requirements.

In greenfield deployments, the IWAN enablement process allows you to configure routers or sites
collectively and consistently while reducing deployment timelines.

In brownfield deployments, the IWAN enablement process allows you to deploy tailored
configuration settings or enable specific technologies on previously deployed devices. For
example, you can customize CVD templates to align to existing network requirements, and then
apply them in IWAN enablement process for minor configurations adjustments to specific devices.

This job aid introduces you to the IWAN enablement process and the tasks that you perform to
deploy hub and branch router configurations.

Deploying IWAN Routers Job Aid
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Skills

Administrators

To perform hub and branch router configuration, you need the following experience.

Proficient

°,

« Prime Infrastructure navigation and application behaviors

Expert

“» IWAN configuration and deployment concepts

“ Practical IWAN configuration and deployment knowledge

< IWAN-related terminology, such as hub and spoke topology, router types

“ IWAN technologies and how they affect network operations after deployment

“ IWAN configuration-related CLI code concepts and practical coding knowledge

Deploying IWAN Routers Job Aid
2




Ir
CISCO

Core Software Group Basics

Terms

Configuration Templates

Configuration templates help automate configuration deployment and, when you are configuring
large numbers of devices with the same configuration, help ensure configuration consistency.

Prime Infrastructure provides the following types of templates:

“ Features and Technologies and CLI templates
System-provided or user-configured templates that contain the CLI code that configures
specific features or on devices.

% Composite templates
System-provided or user-configured templates that support the deployment of a series of
templates, each containing code that the device or devices require, in a single task.

“ Feature templates

System-provided or user-configured templates that contain Cisco Validated Design
specifications, which include the minimum parameters that you need to configure for
optimal configuration deployment of a feature or technology.

Note: For more information on the Cisco Validated Design program, visit
our Web site.

When system users configure new or change system-provided templates, those templates are
stored under My Templates.

Note: Templates that you configure and save are available to other system users
based on their access permissions.

M | Configuration / Templates / Features & Technologies

Templates / Feature Templates

Templates IWAN

il
]

= Design
._;‘

» Features and Technologies Metwork administraters can schedule these templates
_ for future deploy or can deploy immediately post

- ELl Tomplates design and approval. Deploying network level

» Composite Templates configuration requires user to select the templates
» Feature Templates and devices where this configuration need to be

N applied. Also, it helps in scheduling this as 2 JOB so
> My Tags that it can be tnggered as a single or recurrent job in
» My Templates (i future and if opted, it can also go through job approval
where a Sr. administrator approves the job before it

gets deployed in the network

Deploying IWAN Routers Job Aid
3



http://www.cisco.com/c/en/us/solutions/enterprise/validated-design-program/index.html
http://www.cisco.com/c/en/us/solutions/enterprise/validated-design-program/index.html

Ir
CISCO

Core Software Group Basics

Spoke Router | Branch Router | Border Router

These terms can be used interchangeably.

Parameters | Variables

The application uses the terms parameters and variables interchangeably to refer to the data
values that system users apply in device configurations.

This documentation uses the term parameters.

Deploying IWAN Routers Job Aid
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Deploying an IWAN Branch Router

As an administrator, you are managing the deployment of a branch site on the network. The
enterprise topology is using a hub and spoke model with a single data center.

You previously deployed and configured the data center hub router (master controller) and the
topology includes the company’s New York branch office.

You now need to connect the Paris branch to the data center hub router.

PAR BRANCH >
PAR-ASR1K

MPLS HUB
ASR1K-CORE-1

NYC BRANCH
NYC-ASR1K-IWAN

INET HUB
ASR1K-CORE-2

At this point, you have deployed the Paris branch’s network devices by using the Prime
Infrastructure Plug and Play process.

tasks, refer to the Deploying Devices job aid and the Bringing the Initial
Router at a New Site Online use case video.

Note: For more information on the Plug and Play process and its associated
[ N—1

Now, you are ready to configure the branch router that supports the connectivity of the remote
site to the enterprise WAN and to the data center hub router.

Deploying IWAN Routers Job Aid
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Deploying an IWAN Branch Router

Process Overview

To deploy IWAN configurations to routers:

1.
2.
3.

© N o 0 &

Using the DM VPNM Monitor Home page, identify the hub router.

Using the IWAN Enablement wizard, select the technology configurations for deployment.
Select the branch router that you need to configure.

Select the parameter configuration method.

Configure the parameters for each technology that you are deploying.

Review and validate the CLI code that the system will deploy to the router.

Prepare and schedule the configuration deployment to the router.

On the Job Dashboard page, monitor the deployment process, and then validate the
configuration.

Deploying IWAN Routers Job Aid
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Deploying an IWAN Branch Router

The branch router is up and running. Now, it requires configuration of the technologies that will
optimize the WAN by providing granular WAN access control, quality of service-based traffic
management, application recognition and control, and application-aware automated traffic

routing.

To configure technologies, Prime Infrastructure provides Cisco Validated Design (CVD) feature
templates that you can select during the configuration process. By selecting these templates, the
system populates the required parameters and, when system users configure the templates to

support unique requirements, includes the additional custom parameters.

|

In this case, you can use the CVD templates without changes.

Tip: When you customize CVD feature templates, you can add, remove, or
change parameters to align with the network configuration or meet specific
operational requirements.

For more information, refer to the CVD Feature Template Customization topic

in this job aid.

Important Note: Before you begin using the IWAN Enablement wizard, ensure
you have access to all of the parameter values that you will need for each feature
or technology that you are configuring.

After beginning to configure parameter values in the wizard, you cannot save

your changes and return to complete the process later.

To begin, you want to identify the hub to which you want to connect the router. To do so, you
navigate to the DMVPN Monitor Home page in Application Visibility & Control on the
Services menu.

M Services / Application Visibility & Control / DMVPN Monitor Home |

DMWVPN Monitor Home

Data Center Location

TME-LAB
TME-LAB
SJ-HQ

SJ-HQ

HUBE

LOS ANGELES
HUB

NEW YORK
NEW YORK
Santa Rosa

Santa Rosa

Device Name

AMS-ASRIK-INET
AMS-ASRIK-MPLS
ASR1K-CORE1
ASR1K-CORE2
INET_Hub.cisco.com
LA-RTR4331-IWAN
MPLS_Hub.cisco.com
NYC-RTR-INET
NYC-RTR-MPLS
Router.cisco.com

Routercisco.com

Device Type

Cisco ASR 1002-X Router

Cisco ASR 1002-X Router

Cisco ASR 1004 Router

Cisco ASR 1004 Router

Cisco ASR 1001-X Router

Cisco 4331 Integrated Services Router

Cisco ASR 1001-X Router

Cisco 4451 Series Integrated Services R...

Cisco 4451 Series Integrated Services R
Cisco 4351 Integrated Services Router

Cisco 4351 Integrated Services Router

Device IP

10.11.254.2
10.11.1.1
10.0.22
10.0.3.2
192.168.139.185
10.2.1.1
192.168.139.184
10.16.255.2
10.16.1.1
80.0.0.65
60.0.0.66

Shew | Quick Filter

Image Version

15.5

15,5

5.5

15.5(3)
15.5(3)S2

15.5

15.5i

15.5

15

15.5i
Bi

15.5

(
(
(
(.
(
(3)52
i
(
i
(
(

15.5(3)S5

e Ccn

Total 12 (5 L&~

v

Active Spokes

Deploying IWAN Routers Job Aid
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Task 1: Identify the Hub Router

Deploying an IWAN Branch Router

The DMVPN Monitor Home page lists each hub router, also referred to as a master controller, in
the enterprise topology and the number of branch routers, referred to as active spokes,

connected to the hub routers.

M | Services / Application Visibility & Control / DMVPN Monitor Home eon
DMVPN Monitor Home Total12 (5 L+
Show | Quick Filter v
Data Center Location Device Name 4  Device Type Device IP Image Version Active Spokes
TME-LAB AMS-ASRIK-INET Cisco ASR 1002-X Router 10.11.2542 15.5(3)52 0
TME-LAB AMS-ASR1K-MPLS Cisco ASR 1002-X Router 101111 15.5(3)S: 0
SJ-HQ ASR1K-CORE1 Cisco ASR 1004 Router 10.0.2.2 15.5(3)52 3
SJ-HQ ASR1K-CORE2 Cisco ASR 1004 Router 10.0.3.2 16.5(3)52 4
HUB INET_Hub_cisco.com Cisco ASR 1001-X Router 192.168.139.185 15.5(3)s5 1
LOS ANGELES LA-RTR4331-IWAN Cisco 4331 Integrated Services Router 10.2.1.1 15.5(3)S. 0
HUB MPLS_Hub.cisco.com Cisco ASR 1001-X Router 192.168.139.184 15.5(3)S5 1
NEW YORK NYC-RTR-INET Cisco 4451 Series Integrated Services R 10.16.255.2 15.5(3)S: 0
NEW YORK NYC-RTR-MPLS Cisco 4451 Series Integrated Services R. 10.16.1.1 15.5(3)52 0
Santa Rosa Routercisco.com Cisco 4351 Integrated Services Router 80.0.0.65 15.5(3)S! 0
Santa Rosa Routercisce.com Cisco 4351 Integrated Services Router 80.0.0.66 15.5(3)s5 0
« »
To identify the hub router:
1. Onthe DMVPN Monitor Home page, in the list, locate the router.
In this case, each entry for the hub indicates one active branch router.
f | Services / Application Visibility & Control / DMVPN Monitor Home @00
DMVPN Monitor Home Total12 (5 LF v
Show | Quick Filter v
Data Center Location Device Name 4 Device Type Device IP Image Version Active Spokes
TME-LAB AMS-ASRIK-INET Cisco ASR 1002-X Router 10.11.254.2 15.5(3)52 0
TME-LAB AMS-ASRIK-MPLS Cisco ASR 1002-X Router 10.11.1.1 15.5(3)S2 0
SJHQ ASR1K-CORE1 Cisco ASR 1004 Router 10.0.2.2 15.5(3)52 3
SJ-HQ ASR1K-CORE2 Cisco ASR 1004 Router 10.0.3.2 15.5(3)S2 4
HUB INET_Hub.cisco.com Cisco ASR 1001-X Router 192.168.1359.185 15.5(3)S5 1
LOS ANGELES LA-RTR4331-IWAN Cisco 4331 Integrated Services Router 10.2.1.1 15.5(3)52 0
HUB MPLS_Hub.cisco.com Cisco ASR 1001-X Router 192.168.139.184 15.5(3)S5 1

2. To begin the IWAN enablement process, go to task 2.

Deploying IWAN Routers Job Aid
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Task 2: Select the Configurations for Deployment

Now that you determined that the hub router can support the Paris branch router, you can
configure the branch router by assigning the role that the router will perform in the WAN topology
and then indicating the overlay protocol, and the VPN and technology configuration templates
that contain the CLI code for router configuration.

Optionally, you also can deploy additional configuration after the device activation process is
complete and Prime Infrastructure is managing the device.

In this case, you are deploying a single router on the branch side of the WAN. The single router
will have one interface dedicated to managing Internet traffic and a second interface dedicated to
managing MPLS traffic.

Based on requirements for the router, you will apply several technologies, and additional
configuration after the IWAN configuration is deployed is not necessary.

To begin, you navigate to the IWAN Enablement page, which provides a wizard to step you
through the process.

A | Services / Network Services / IWAN Enablement Jobstaws | @ 5 O

IWAN Enablement

[ Before You Begin | 4 ‘ ga Choose Cenfiguration >

Prime Infrastructure - IWAN Management [»]

This work flow helps you to enable IWAN services, which delivers an uncompromised user experience by optimizing the WAN. Ensure the devices in the netwark are added to Prime Infrastructure before proceeding with this workflow. Devices can be
added to Prime Infrastructure by adding through Device Work Centre Automatic Discovery and Plug And Play. In arder to backup your device configuration before proceeding with this deployment, use Config Archive.The technologies enabled
through this workflow are DMVPN, AVC, QoS, PFR .

Single Data Center Dual Data Center

I X

()

IWAN HUE N ) IWAN BRANCH : IWAN HUB . . IWAN BRANCH
It quides the Netwaork Admin to configure IWAN starting with the Hub - Master Controller and Border routers. Then the Network Admin can further configure WAN on the Branch. This workflow is flexible enough to configure only a few of the IWAN
technologies and not all in case of an existing configuration/branch. The workflow uses the templates which represent Cisco's Validated Designs (CVD's) and the user can further customize them if needed to suit his/her existing network configuration

Post deployment, make sure to enable routing between Master Controller and Hub Border Routers and include loopback 0 interface’s subnet as part of routing domain

TR o |

Deploying IWAN Routers Job Aid
9




Ir
CISCO

Core Software Group Deploying an IWAN Branch Router

Based on the use case, to select deployment configurations, follow these steps:
1. Onthe IWAN Enablement | Before You Begin page, click Next.

The Choose Configuration page opens.

A | Services / Network Services / IWAN Enablement Jobsaws | @ O O
IWAN Enablement
E Before You Begin /' = Choose Configuration >
S
Choose Configuration Various roles that the devices can assume are explained in the below table, based on the category

type "IWAN Hub" or "IWAN Branch”. Mouse over on each Device role will explain the details
around that role. And selection of a role decides what technologies (DMVPN, AVC, QoS, PFR) will
be enabled through this workflow. You can prefer to select the OOB Templates available for these
. » . ., technologies or custom templates designed for these technologies or NONE while deciding on
Selecta Category | - : y- v

gory | -Select Category 0 what needs to be enabled an the netwark.

This allows you to choose the available configuration options

IWAN Hub IWAN Branch

Master Controller (7 Single Router Branch
MPLS Hub Dual Router Branch-MPLS
Internet Hub Dual Router Branch-Internet

Post IWAN Configuration
A PostIWAN template is a system CLI template or a user defined CLI template applicable for routers. The Post-IWAN template can be used for pushing the required configuration after IWAN deployment

v

Cancel Previous m

2. To select the type of router that you are deploying based on the network topology, in the
Select a Category drop-down list, select whether you are deploying:

% A single branch router or dual routers.

o,

“ A single data center router or dual routers.

Deploying IWAN Routers Job Aid
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Deploying an IWAN Branch Router

The system opens the Select a Device Role drop-down list.

Choose Configuration
This allows you to choose the available configuration options.

*Selecta Category | IWAN Branch v e

"Selecta Device Role | -Select Device Role- v O

3. To select the router’s function in the WAN topology, in the Select a Device Role drop-
down list, select the type of router that you need to configure.

p,

Tip: The table on the page provides description of the router roles that
you can configure.

To review a role description:
<+ Point to the information icon beside the role of interest.

“arious roles that the devices can assume are explained in the below table, based on the category
type "IWAN Hub" or "IWAN Branch". Mouse over on each Device role will explain the details
around that role. And selection of a role decides what technologies (DMVPN, AVC, QoS, PFR) will
be enabled through this workflow. You can prefer to select the OOB Templates available for these
technologies or custom templates designed for these technologies or NONE while deciding on
what needs to be enabled on the network.

IWAN Hub IWAN Branch

Master Controller| (7) | Single Router Branch

MPLS Hub Dual Router Branch-MPLS

Internet Hub Dual Router Branch-Internet

The system opens the drop-down lists that you use to select the configuration files.

h:ﬂl
i

Note: The options that the system opens vary based on the router
category that you select and the role that you assign the router.

The templates that are available in drop-down lists appear based on their
configurations and tags.

For more information on tags, refer to the Cisco® Prime Infrastructure
3.1 User Guide.

Choose Configuration
This allows you to choose the available configuration options.
*Selecta Category | IWAN Branch v 0
*Selecta Device Role | Single Router Branch v | @
COverlay Protocol | EIGRP v 0
DMVPN | CVD-DMVEN-DHCP...  w @ (| Deploy PKI @ [¢/] DHCP @
PFR | PIR-TME-Branch-3945 v | @
Q0S| standard-gos v @
AVC | Gi_BXB_IMPLS v @
DIA-ZBFW | CVD-DIA-ZBFW v @
CWS | CVD-CWS-ISRdk v @

Deploying IWAN Routers Job Aid
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4. To indicate the protocol for the overlay network, in the Overlay Protocol drop-down list,
select the protocol.

5. To configure applicable technologies, in each technology-related drop-down list, select
the features template containing the configuration that the router requires.

DMVPN | CVD-DMYPN-DHCP... v |@ [ | Deploy PKI € ] DHCF @
PFR | PIR-TME-Branch-3345 w 6
QOS | standard-gos v | @

AVC | Gi_BXB_IMPLS v @

router requires.
When the router does not require a configuration:
“ Inthe applicable drop-down list, select None.

/ Tip: You can configure only those technologies or features that the

DIA-ZBFW | CVD-DIA-ZBFW v |
CVD-DIAZBFW
| None

“ In WANSs that use dynamic multipoint VPN (DM VPN) for data exchanges among
branches, to enable the DM VPN technology on the router, in the DMVPN drop-
down list, select the applicable features template.

¢ To enable the system to use a DHCP server to assign IP addresses to client
devices on the network, accept the default selection of the DHCP check box.

I Note: When you clear the DHCP check box, the system
automatically refreshes the DMVPN drop-down list to select the
— I CVD standard template that does not configure DHCP.

¢ To enable the system to use the Public Key Infrastructure to authenticate
users logging on to VPN, select the Deploy PKI check box.

DMVPN | CVD-DMVPN-Single... v @ [v| Deploy Pkl @ [ | DHCP @

Important Note: To configure the device for PKI authentication,
an APIC-EM controller must be integrated with Prime
Infrastructure.

Then, during the enablement process, the controller adds the
device to its inventory, which activates the PKI service on the
controller.

The PKI service then configures PKI certification on the device.

«» To enable the Performance Routing (PfR) technology, which selects optimal
routes for application traffic, in the PFR drop-down list, select the applicable
features template.

Deploying IWAN Routers Job Aid
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°,

% To enable the Quality of Service (QoS) technology, which classifies network
traffic for optimal routing, in the QOS drop-down list, select the applicable
features template.

% To enable the Application Visibility and Control (AVC) technology, which provides
application level classification, monitoring, and traffic control on the router, in the
AVC drop-down list, select the applicable features template.

Optionally, in configurations with Cisco IOS routers, to configure a firewall on the router
that supports traffic management using security zone-based policies, in the DIA-ZBFW
drop-down list, select the features template containing the firewall configuration that the
router requires.

DIA-ZBFW | CVD-DIA-ZBFW v @

Optionally, to configure routing of designated traffic to a Cisco Cloud Web Security
(CWS) server for deeper security inspections, in the CWS drop-down list, select the
features template containing the routing configuration that the router requires.

CWS | CVD-CWS-ISRak v @

Optionally, to deploy any additional configuration after the IWAN configuration process is
complete and Prime Infrastructure is managing the device, in the Post IWAN
Configuration drop-down list, select the feature, technology, or composite template that
contains the additional configuration that the router needs to run.

To select the router or routers receiving the configuration files, click Next, and then, go to
task 3.

Choose Configuration

This allows you to choose the available configuration options. Please refer
'Prerequisites for Enabling IWAN Services' section in Contextual help on how to
include user defined templates in the workflow.

*Selecta Category | IWAN Branch v ®

*Selecta Device Role | Single Router Branch v @

Overlay Protocol | EIGRP v @
DMVPN | CVD-DMVPN-Single... v |@ [¥] Deploy Pk @ | DHCP @

PFR | CVD-PIR v @

Qos | cvD-Qos v @

AVC | None v 0

DIA-ZBFW | None v @

CWS | None v 0

Post IWAN Configuration
A Post-IWAN template is a system CLI template or a user defined CLItemplate applicable for routers.T|

-

Cancel Previous |m|
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Deploying an IWAN Branch Router

When you navigate to the Select Devices page, the wizard updates to provide pages on which

you configure each of the technologies or features that you selected.

Now, you are ready to select the router or routers to which you are deploying the configuration

files.

IWAN Enablement

& Before You Begin  +/ ‘ > ‘ EB Choose Configuration ~/ ‘ - | Select Devices |

In this case, you need to deploy the configuration to the Paris branch router.

To select the router or routers that you need to configure, follow these steps:

1.

On the Select Devices page, in the Devices list, in the applicable category, select each
router.

To indicate the method that you want to use to configure the technology parameters, click
Next, and then, go to task 4.

M | Services / Network Services / IWAN Enablement

IWAN Enablement

[¥ Before You Begin v/ ‘ -2 ‘ =‘-‘¢ Cheose Configuration  ~/ ‘ -

Select Devices

NOTE: Devices listed in this table are filtered based on the type and I0S version(15.4 onwards) where the IWAN support is available

Devices
L} Name Description Type IP Address/DNS Vendor
\:\ » All Devices All Members
L ¥ Device Type Device Type
L ¥ Routers Routers
L v Cisco 4300 Series | Cisco 4300 Series Integrated S
O LA-RTR4331-IWAN LA-RTR4331-IWAN Routers 10211 Cisco
Router Router Routers 40.0.0.10 Cisco
] Routercisco.com Routercisco.com Routers 50.0.0.10 Cisco

» Cisco 4400 Series In

» Cisco ASR 1000 Ser

Cisco 4400 Series Integrated S

Cisco ASR 1000 Series Aggre

» Location

» User Defined

Cancel Previous m

Location based groups

User Defined Device Groups

Deploying IWAN Routers Job Aid
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Task 4: Select the Parameter Configuration Method

The IWAN Enablement wizard provides the following two methods for configuring technology
parameters.

«»  The workflow method

When you select this method, you follow the steps in the IWAN wizard to configure
technology parameters.

% The export and import CSV method

When you select this method, you export the technology parameters to a .CSV-formatted
file. You manually configure all of the required values, and any optional values, that you
need for each technology and router that you are configuring.

The file lists the device IP addresses for configuration in columns and the required and
optional technology parameters.

Tip: When managing a large system, the export and import method
supports scalability more easily because you can maintain the
spreadsheets with parameters locally and then import, as needed.

When completed, you import the configuration parameters by using the IWAN wizard.

To select the parameter configuration method, follow these steps:
1. Onthe Input Options page, click the applicable icon.
2. To configure the technology parameters, click Next, and then, go to task 5.

In this case, you are using the workflow method so that you can use the wizard to configure the
technology parameters.

A | Services [ Network Services / IWAN Enablement tatus | @ O
IWAN Enablement
(4| =
LE » | B
Input Options
Wark Fi
ExportTmport CSV

Deploying IWAN Routers Job Aid
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Task 5: Configure the Technology or Feature Parameters

The wizard opens the first technology or feature that you need to configure. The workflow will
continue to advance as you configure each technology or feature.

In the Devices list, the system selects the All Selected Devices option by default. This way, you
can configure all of the parameters that apply to the devices that you selected in task 2.

IWAN Enablement

A | Services / Network Services / IWAN Enablement

JobsStats | @ 7 [

B3
< || [§ cvbbmyPN-SingleDC

"ALL Selected Devices' option.
Devices

Name

0 Values filled for the "ALL Selected Devices' will be used for each device. Any device specific value will ovarride the value provided in "ALL Selected Devices'. When

(®) Al Selected Devices

Loopback
* Loopback-IP

() Router

* Loopback-Subnet-Mask

Internet Tunnel
* Internet-WAN-Bandwidth-KBPS

* Internet-Tunnel-IP

* Internet-Tunnel-Subnet-Mask
* Internet-Tunnel-Subnet

* DC1-Internet-Hub-WAN-IP

* Internet-Hub-Tunnek-1P

* Internet-WAN-Interface

Cancel Previous

Scroll, as needed, to complete e
all of the required fields and any

& 2 | optional fields that you need.

® 9o

QOO OO®O

Important Note: You must configure all of the required fields to continue the

process.

You might need to scroll the page to see all of the fields that require an entry.

Deploying IWAN Routers Job Aid
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When you are configuring more than one router, you also can configure discrete parameters
based on each router’s requirements.

For example, by using the default selection of All Selected Devices, you can configure all of the
common device parameter values for all of the routers that you are configuring.
After applying common parameter values, in the Devices list, you can select each individual
router, and configure and apply discrete parameter values, as needed.
Important Note: When you apply values to individual routers in the same fields
for which you applied global values, those values override the global values that
you applied previously.
Devices ()
Name
Loopback
(® Al Selected Devices  Loopback-IP Q
O Router * Loopback-Subnet-Mask 0
Internet Tunnel
* Internet-WaN-Bandwidth-KBP S @
* Internet-Tunnel-IP 0
* Internet-Tunnel-Subnet-Mask 0
* Internet-Tunnel-Subnet 0
* DCA-Internet-Hub-WAN-IP @
* Internet-Hub-Tunnel-IP (7]
* Internet-WAN-Interface v

code that the system will generate.

Reviewing and validating the CLI code helps ensure that the router will behave
as expected with the configuration that you are deploying.

You can review all of the CLI code that the process will deploy in a later step.

/ Tip: When you select an individual router entry, you also can preview the CLI

Important Note: Use caution when entering configuration data.

While the system does validate whether the data that you are entering meets
formatting requirements, it does not validate whether the data that you are
entering will function as expected in the network environment.

Deploying IWAN Routers Job Aid
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To configure the technology parameters, follow these steps:

1. On the applicable technology page, in the Devices list:

°,

“ To apply common values to all of the devices that you are configuring, accept the
default selection of All Selected Devices.

Devices
Name

All Selected Devices
Router.cisco.com

Routercisco.com

OO 0®

Router.cisco.com

“ To configure discrete values on a single router, select the applicable entry.

Devices
Name

() All Selected Devices

(® Router

B Note: When All Selected Devices is active, the system lists the
parameters for configuration.

Devices
Name
Loopback
(®  All Selected Devices “ Loopback-IP )
O Router * Loopback-Subnet-Mask 7]
Internet Tunnel
* Internet-WAN-Bandwidth-KBPS @
* Internet-Tunnel-IP 9
* Internet-Tunnel-Subnet-Mask 9
* Internet-Tunnel-Subnet e
When you select an individual router, the system opens the Feature tab
with the parameter list and the CLI Preview tab, which displays the CLI
code that the system will deploy based on the parameters that you
configure in the list.
Devices Feature . CLI Preview
Name
(O All Selected Devices
(@ Router Loopback
* Loopback-IP (7]
* Loopback-Subnet-Mask e

Deploying IWAN Routers Job Aid
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2. Inthe list, configure all of the required parameters, and any optional ones, that the router

needs so that it runs as expected.

Note: When you need to configure a specific router component, such as
an interface, you need to select the entry for that router in the Devices

(S— list.

This action populates drop-down lists with the related components.

3. To save the parameter values to the group of selected routers or a single router, with the

applicable option selected, click Apply.

Important Note: Use caution when toggling between the All Selected

Devices option and individual router options in the Devices list.

To retain your entries, you must click Apply before changing device

selections or you will lose the data that you entered.

"ALL Selected Devices' option.

Devices Feature

CLI Preview
Name
(O All Selected Devices
(®) Router Loopback
* Loopback-IP

* Loopback-Subnet-Mask

80.0.0.66

255.265 255 255

Cancel Previous m

Internet Tunnel
* Internet-WAN-Bandwidth-KBPS

* Internet-Tunnel-IP

* Internet-Tunnel-Subnet-Mask

* Internet-Tunnel-Subnet

* DCA-nternet-Hub-WAN-IP

25,000
10.13.1.100
25525500
10.13.0.0

104811

Values filled for the "ALL Selected Devices' will be used for sach device. Any device specific value will ovarride the value provided in "ALL Selectd

LI

YO 0009

4. To review the CLI code that the system will deploy to an individual router following the

parameters that you configured, select that router in the list, and then click the CLI

Preview tab.

Deploying IWAN Routers Job Aid
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The CLI Preview tab displays the code associated with the parameters that you

configured.

Devices
Name

() Al Selected Devices

(®  Router

Feature CLI Preview

Ip VIt IWAN-PRIMARY

rd 65511:101

ip vrf IWAN-SECONDARY
rd 65511:102

crypto ikev2 proposal AES/CBC/256
encryption aes-che-256

integrity shas12

group 14

crypto ikev2 profile FVRF-IKEV2-IWAN-PRIMARY

match ferf IWAN-PRIMARY

match identity remote address 0.0.0.0

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint sdn-network-infra-iwan

crypto ikev2 profile FYRF-IKEVZ-IWAN-SECONDARY
match furf IWAN-SECONDARY

match identity remote address 0.0.0.0

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint sdn-network-infra-iwan

crypto ikev2 dpd 40 5 on-demand

crypto ipsec security-association replay window-size 1024
crypto ipsec transform-set AES256/SHATRANSPORT esp-aes 256 esp-sha-hmac
mode transport

crypto ipsec profile DMVPN-PROFILE1

settransform-set AES256/SHATRANSPORT

set ikevZ-profile FVRF-IKEVZ-IWAN-PRIMARY

crypto ipsec profile DMVPN-PROFILEZ

set fransform-set AES256/SHATRANSPORT
cat ikav?onrnfila PVREIKEW2 WNVAKM SENOKNARY

5. To configure another technology, click Next, and then return to step 1.

When you finish configuring all of the technologies that you need to deploy, to review and
validate the CLI code, click Next, and then go to task 6.

In this case, we are configuring three technologies, including DM VPN, PfR, and QoS.

The following screenshots illustrate the completed configuration parameters for each technology
based on the use case and its network configuration.
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DM VPN Technology Configuration

Feature CLI Preview
Loopback
* Loopback-P | 80.0.0.66 @
* Loopback-Subnet-Mask | 255 255 255 265 |
Internet Tunnel
* Intemet-WAN-Bandwidth-KBPS | 25,000 |
*Internet-Tunne-P | 10.13.1.100 L2
* Internet-Tunnel-Subnet-Mask | 25625500 |9
* Internet-Tunnel-Subnet | 10.13.0.0 |9
* DC1-Internet-HUb-WAN-P | 10.4.81.1 L]
N Internet—WAN—Interfacel GigabitEthemet0/0M v |
MPLS Tunnel
* MPLS-WAN-Bandwidth-KBPS | 25,000 L]
* MPLS-Tunne-P | 10.33.1.100 @
* MPLS-Tunnel-Subnet-Mask | 255 26500 |
* MPLS-Tunnel-Subnet | 10.33.0.0 L]
* DC1-MPLS-HUb-WAN-P | 172.16.1.1 L]
* MPLS-Hub-TunneHP | 10.33.1.1 L2
* MPLS-WAN-Interface| GigabitEthemet/0/0 v
Internet WAN
* InfemetWAN-IP | 10.4.81.101 @
* Intemnet- WAN-Subnet-Mask | 255 256,255 252 |
* Infernet WAN-GW-P | 10.4.81.102 @
MPLS WAN
* MPLS-WAN-P | 172.16.1.101 |@
* MPLS-WAN-Subnet-Mask | 255 255 255 252 '@
* MPLS-WAN-GW-IP | 172.16.1.102 @
EIGRP
* LAN-Subnet | 10.100.100.0 L2
* LAN-Subnet-Mask | 255 255 255.0 L2
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PfR Technology Configuration

Feature CLI Preview

* Master-Controller-IPF| 10.8.88.10

* Auth-Password | Public

QoS Technology Configuration

Feature CLI Preview

* DMVEN-Internet-Fhysical-Interface
* QOS-Marking-LAN-Interface

* DMVPN-MPLS-Physical-Interface
* Device Type

* Internet-WAN-Bandwidth-MBPS

* MPLS-WAN-Bandwidth-MBFPS

10.4.81.11
LAN_Ingress
172.16.1.101
ProductSeries
15
15

4

4

QOO0 90 OO

Deploying an IWAN Branch Router
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Task 6: Review and Validate the Configuration CLI Code

With the parameters for each technology configured, you next need to review and validate the
CLI code that the system will deploy to the router based on your configuration.

Important Note: Reviewing and validating the CLI code is a critical step that
helps you ensure that the router will behave as expected when you deploy the
configuration.

You can return to and change configuration parameters, as needed, before you

continue.

Cancel

Previous

To review and validate the configuration CLI code, follow these steps:

1. Onthe CLI Summary page, in the Devices list, select each router, and, by using the
scroll bar, review and validate the CLI code that the system will deploy.

2. To schedule the configuration deployment job and configure the post-deployment job
options, click Next, and then, go to task 7.

IWAN Enablement

A | Services / Network Services / IWAN Enablement

Job Status ‘ O o0

S| CVD-DMVPN-Single-DC ‘ -2 ‘ =| CVD-PIR ‘ r

[

4 ‘ > ‘ ao Input Opticns ‘ - ‘ =
Devices
Name CVD-DMVPN-Single-DC
ip vif IWAN-PRIMARY
@  Router d 65511101
ip vif IWAN-SECONDARY

Cancel

d 65511:102

crypto ikev2 proposal AES/CBC/256

encryption aes-cbc-256

integrity shas12

group 14

crypto ikev2 profile FVRF-IKEv2Z-IWAN-PRIMARY
match ferf IWAN-PRIMARY

match identity remote address 0.0.0.0

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint sdn-network-infra-iwan

crypto ikev2 profile FVRF-IKEV2Z-IWAN-SECONDARY
match furf WAN-SECONDARY

match identity remote address 0.0.0.0

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint sdn-network-infra-iwan

crypto ikev2 dpd 40 5 on-demand

crypto ipsec security-association replay window-size 1024
crypto ipsec transform-set AES256/SHA/TRANSPORT esp-aes 258 esp-sha-hmac
mode transport

crypto ipsec profile DMVPN-PROFILE1

set ransform-set AES256/SHA/TRANSPORT

set ikev2-profile FVRF-IKEVZ-IWAN-PRIMARY

crvoto ipsec orofile DMVPN-PROFILE2

[

CVD-Q0S -2

@ CLI Summary >

Scroll, as needed, to review
and validate all of the CLI
code for each router.

In this case, the CLI code that the system will deploy meets all configuration requirements and

specifications.
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Task 7: Schedule the Configuration Deployment Job and Configure Post-

Deployment Options

With the CLI code validated, you are ready to schedule the deployment of the configuration code
to the router or routers. You can schedule the deployment to occur immediately or at a later time.

When considering when to start deployment, keep in mind that factors like network traffic

congestion or slower link speeds among hub or branch routers might affect when you want to

schedule configuration deployment.

At this point, you also can indicate post-deployment options that you want the job to complete.

To schedule the deployment job and configure, follow these steps:

1. To make the configuration deployment job uniquely identifiable to system users, in the

Schedule section, in the Job Name field, type the name.
/ Tip: Naming deployment jobs also helps users search for and find them more

easily when reviewing the list on the Job Dashboard page in

Administration.

" | Administration / Dashboards [ Job Dashboard

* Metrics

Uses Job Status Poller Job Status

g Deploy - Deploy View

Mame & | Job Type

Canfig Doplay - Dop
Canfig Depioy - Dep.

Canfig Deploy - Dep

Config Deploy - Dep.

System Job Status

Schadused Failed Suspended

tatus Last Hun Status Last Start T..
Complatod €3 Failure 20161100
Compisted [ Success
Comnpleted B Suscess 20161103
Completed Partial Suc 201108

Dumatio,

0002 56
00:05:12
000550

00:05:13

2. To schedule the configuration deployment job:

« To start immediately, accept the default selection of Now.

« To start at a scheduled time, click Date, and then, select the date and time for the job

to begin running.

¥ Schedule
Job Name | Paris_Branch_Deployment

StartTime (@) Now () Date
(MM Ay hh-mm AMPM)
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3. Inthe Job Option section, to have the system copy the post-deployment running
configuration to the startup configuration, select the Copy Running Config to Startup
check box.

Note: When a device’s startup configuration does not match its running
configuration and the system reboots, it will apply the startup
i configuration to the device rather than the running configuration.

This mismatch situation can be problematic because the router might not
run as expected after a reboot or a network issue.

4. To have the system store a copy of the post-deployment running configuration in the
configuration archive, select the Archive Config after Deploy check box.

Note: Storing an archive copy of the configuration after deployment
supports correcting mismatches or changing device configurations when
(S you see unexpected behavior.

In those cases, you can retrieve a configuration from the archive and
redeploy it to the device.

¥ Job Option
Copy Running Config to Startup (7’

Archive Config after Deploy (7’

5. To schedule the deployment job and validate deployment, click Next, and then, go to task
8.

In this case, we are starting the deployment job immediately, and when the job completes, the
system will copy the running configuration to the device’s startup configuration and add a copy of
the configuration to the configuration archive.

IWAN Enablement

el B el
4 ‘ = ‘ El CVD-DMVPN-Single-DC ‘ - ‘ 2| cvoem ‘ = ‘ S| cvp-aos ‘ = ‘ @ CLI Summary 2 | (D Prepare and Schedule

¥ Schedule
Job Name | Paris_Branch_Deployment

StartTime (8 Now () Date
(MM Ayyy th:mm AMPM)

MNOTE: Each job scheduled here goss through Job Approval if the respective function is selectad to go through job approval in
Administration ->Settings -= System Settings-=Job Approval. Post approval the scheduled jobs will run. If there is a delay in job
approval, the runs scheduled in the above times slots will not run by PI Job Manager.

¥ Job Option
Copy Running Config to Startup 7]

Archive Config after Deploy 7]

Cancel Previous m
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Task 8: Start the Deployment Job and Validate Deployment

In this final step in the process, you have another opportunity to perform a high-level review of the
routers to which the system is deploying and the technology configurations that each will receive.

You also can see the deployment job name and the running schedule.

After starting the configuration deployment, in Administration, you can monitor the job’s status
and validate the deployment.

To start the deployment job and validate deployment, follow these steps:

1. Onthe Confirmation page, in the Confirmation section, to ensure that the job name

4,

and schedule are what you expect, review the line items.

L onfamaban

These is 2 [ schduied NAM_CYDLDLA FRPW,_1 i run on e Biowng devicels

This jot is schidule i ren NOW

i il 3ppdy Mase ConBgUaions maniond Deo on Tie R il SIviCEs

Prliagn i Sdodid 200 I3 i BIODd! L BN GR0UES B0 M1 FIR Mdemriom ) wiork S8amiaidy

To review the routers that will receive configurations and the technologies configurations

that they will receive, in the list, review the line items.

To return to a previous page to make any changes to devices, configurations, or

technologies, click Previous.

To start the deployment job, click Deploy.

IWAN Enablement

A | Services / Network Services / IWAN Enablement

Job Status

eocn

€ /PN-Single-DC ‘ -2 ‘

B3 B3
=| CVD-PR ‘ -> ‘ =| CvD-QOSs ‘ -2 ‘ % CLI Summary ‘ -2 ‘ ® Prepare and Schedule - E Confirmation

Confirmation

The job is schedule to run NOW

Device Name

Router

There is a job scheduled Paris_Branch_Deploymentto run on the following device(s).

It will apply these configurations mentioned below on the respective devices

Flease ensure devices are assigned to proper location groups so that PFfR manitoring work seamlessly.

Configuration

CVD-DMVPN-Single-DC

Cancel Previous Deploy
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The system generates a job.
To review the job status, navigate to the Job Dashboard page in Administration.

On the Job Dashboard page, in the User Jobs section, click Config Deploy — Deploy
View.

| Administration / Dashboards / Job Dashboard |

Job Approval | Settings | e on
* Metrics
User Job Status Poller Job Status System Job Status In Progress Jobs
< 18 | 160 1 10 31 3 b
Scheduled Failed Suspended Scheduled Failed Suspended Scheduled Failed Suspended User System Poller
Last Updated: Monday, February 6, 2017 at 3:21:06 PM EST [
Jobs Jobs /User Jobs
Config Deploy - Deploy View Selected 0/ Total 138 (J 3 L3 ~
= » Show | Quick Filter *| hd
v UserJobs - .
AppServices_DeployJob [ Name 4 Job Type Status Last Run Status Last Start T...  Duratio... Next Start Time Owner
Compliance Jobs
Configuration Archive [T} Paris_Branch_Deployment Config Deploy - Dep. Completed Success (G 20170203 00:02:56 root
The page lists the configuration deployment jobs that system users have scheduled, are
running, or have completed.
Tip: To find the job more easily, in the Name filter field, begin typing the
job name.
As you type, the page filters automatically to display only those jobs with
names that include the text.
) | Administration / Dashboards / Job Dashboardl Job Approval | Settings | @ ¢ [
¥ Metrics
User Job Status Poller Job Status System Job Status In Progress Jobs
< K 1 EKEEEEE
Scheduled Failed Suspended Scheduled Failed Suspended Scheduled Failed Suspended User Systam Foller
Last Updated: Monday, February 6, 2017 at 3:21:06 PM EST ()
Jobs Jobs / User Jobs
Config Deploy - Deploy View Selected 0/ Total 138 (0 & £F -
= B Show | Quick Filter v
v User Jobs - n
AppServices_DeployJob | | Name 4 Job Type Status Last Run Status Last Start T... Duratio... Next Start Time Owner
Compliance Jobs
Config Deploy - Deploy View
Configuration Archive ]  Paris_Branch_Deployment Config Deploy - Dep Completed Success @  2017-02-03 00:02:56 root
Configuration Ovenwrite ] IWAN_Branch_2 Config Deploy - Dep...  Completed Success  (7)  2016-11-03 .. 00:05:12 root
Container Appliance Life Cycle ] IWAN_Branch_3 Cenfig Deploy - Dep...  Completed Success (i) 2016-11-03 . 00:05:50 root
Delete AP ] IWAN_Branch_d4 Config Deploy - Dep...  Completed B8 Scheduled (7) 2017-02-08 08:09  root
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7. Inthe list, locate the job and, in the Last Run Status field, monitor the progress of the

job.

The Last Run Status field indicates jobs that are scheduled to run, running, and, when

Deploying an IWAN Branch Router

completed, whether they are successful or have issues.

Jobs [ User Jobs
Config Deploy - Deploy View

|| Name

Paris_Branch_Deployment

WAN_Branch_2

IWAN_Branch_3

WAN_Branch_4

WAN_Branch_1

Job Type

Config Deploy -
Config Deploy -
Config Deploy -
Config Deploy -
Config Deploy -

Dep...
Dep...
Dep...
Dep...
Dep...

Status

Completed
Completed
Completed
Completed

Completed

Last Run Status

Success
Success
Success

Partial-Suc__ ()

€3 Failure

Last Start T...

2017-02-03 ...
2016-11-03 ...
2016-11-03 ...
2016-11-08 ...
2016-01-09 ...

>

Duratio...

00:02:56
00:05:12
00:05:50
00:05:13
00:00:03

Show

Selected 0/ Total 139

Quick Filter

Next Start Time

O 2

v

Owner

root
root
roct
root

prime
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8. When the job completes, to evaluate the results at a high level:

<+ Inthe Last Run Status field, beside the status, click the information button, and then,
in the Job Summary pop-up window, review the results.

In this case, the system successfully deployed the CLI code to the router.

Last Run Status

Success
Success
Success

Success

Job Summary

Job Name

Job Status
Last Run Status
Creation Time
Recurrence

Actions

| zl # Job Detail View

Paris_Branch_De
Completed
Success
2017-0102156:35
MNone

% On the DMVPN Monitor Home page, for each hub router entry, determine whether

the Active Spokes column number is incremented up by one.

In this case, the Active Spokes column for the INET and MPLS hub router entries
have incremented up by one, which indicates that the Paris branch router is
connected to the hub router.

M | Services / Application Visibility & Control / DMVPN Monitor Home eon
DMVPN Menitor Home Total 12 (J L3~
Show | Quick Filter A
Data Center Location Device Name Device Type Device IP Image Version Active Spokes
TME-LAB AMS-ASR1K-INET Cisco ASR 1002-X Router 10.11.254.2 15 5(3)82 0
TME-LAB AMS-ASRIK-MPLS Cisco ASR 1002-X Router 10.11.11 15.5(3)S2 0
SJ-HQ ASR1K-CORE1 Cisco ASR 1004 Router 10,022 15 5(3)82 3
SJ-HQ ASR1K-CORE2 Cisco ASR 1004 Router 10.0.3.2 15.5(3)S2 4
w HUB INET_Hub.cisce.com Cisco ASR 1001-X Router 192 168.139.185 15.5(3)S5 2
LOS ANGELES LA-RTR4331-IWAN Cisco 4331 Integrated Services Router 10.2.11 15.5(3)52 0
HUE MPLS_Hub.cisco.com Cisco ASR 1001-X Router 192.168.139.184 15.5(3)S5 2
NEW YORK NYC-RTR-INET Cisco 4451 Series Integrated Services R...  10.16.255.2 15.5(3)52 0
NEW YORK NYC-RTR-MPLS Cisco 4451 Series Integrated Services R... 10.168.1.1 15.5(3)82 0
PARIS Router Cisco 4331 Integrated Services Router 40.0.010 15.5(3)82 0
Santa Rosa Router.cisco.com Cisco 4351 Integrated Services Router 80.0.0.66 15.5(3)S5 0
Santa Rosa Router cisco.com Cisco 4351 Integrated Services Router 80.0.0.65 16.5(3)S5 0
1 »
HUB INET_Hub.cisco.com Cisco ASR 1001-X Router 192.168.139.135 15.5(3)55 2
LOS ANGELES LA-RTR4331-IWAN Cisco 4331 Integrated Services Router 10.2.1.1 15.5(3)S2 0
HUB MPLS_Hub.cisco.com Cisco ASR 1001-X Router 192.168.139.184 15.5(3)55 2
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Based on the settings that we selected for post deployment actions, the system also:
% Copied the new running configuration to the startup configuration on the device.

« Stored a copy of the configuration in the configuration archive.

Jobs / User Jobs

Config Deploy - Deploy View

Name - Job Type Status Last Run Status

:I Paris_Branch_Deployment Config Deploy - Dep.... Completed zf“:s Success

Tip: You can evaluate the job results at a detailed level by clicking job name link
in the Name field.
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IWAN Feature Configuration Templates

Customization Overview

IWAN feature configuration templates are
system-provided or user-configured
templates that contain Cisco Validated
Design (CVD) specifications.

Note: For more information on the

Cisco Validated Design program,
(= visit our Web site.

CVD feature templates are available in the
Feature Templates category on the
Features & Technologies page.

These templates are the same ones that are available in the
applicable technology or feature drop-down list in the IWAN

Enablement wizard.

f | |Configuration / Templates / Features & Technologies

Templates /... / IWAN 1 Spoke / Single-Router-Branch

Templates CVD-DMVPN-DHCP-Single-DC
= 5‘ Cancel
O\
¥ Template Basic
» Features and Technologies -~
* Name
» CLI Templates
» Composite Templates Description
v Feature Templates L ——
IWAN-Branch-Single-Route
IWAN
M EIGRP x| [DHCP x
F AVC |
» DIA
» Hub ¥ Template Detail
v Spoke CLIContent | FormView | Add Vari

» Dual-Router-Branch

ip vrf IWAN-PRIMARY
rd 65511-:101

v Single-Router-Branch
CWD-DMVPN-DHCP-Dual-Dj

ip vrf IWAN-SECONDARY
rd 65511:102

CVD-DMVPN-DHCP-Dual-Dy
CVD-DMVPN-DHCP-Single
CVD-DMVPN-DHCP-Single

crypto ikev2 propesal AES/CBC/256
CYD-DMVPN-Dual-DC encryption aes-chc-256
integrity shas12

group 14

CVD-DMVPN-Dual-DC-BGH
CVD-DMVPN-Single-DC
CVD-DMVPN-Single-DC-BQ
CVD-PfR

#f ( ${PnPGlobal_HIDDEN} eq “false” )
crypto ikev2 keyring DMVPN-KEYRING1

CvD-QOSs

Choose Configuration

This allows you to choose the available configuration options.
*Selecta Category | IWAN Branch v g
*Selecta Device Role | Single Router Branch v 0
Overlay Protocol | EIGRP v g
DMVPN | CVD-DMVEN-DHCP... v |@
PFR | CVD-PR v @
aos | cvD-aos v @
AVC | AVC-netMPLS v @
DIAZBFW | CVD-DIA-ZBFW v | @
CWS | CVD-CWS-ISR4k v @
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While you can use the IWAN feature templates as the system provides them, you also can add
parameters, as needed, and indicate whether they are required or optional, to meet varying
operational and business requirements on the network.
To customize IWAN feature templates in preparation for using the IWAN Enablement wizard for
router configuration deployment, you can:
% Change baseline template parameter values and save the baseline template as a
discrete template.
« Configure a series of similar, discrete templates by using the baseline template to
address small differences among devices that require similar configurations.
()] ConﬁgurationITempIates/Features&Technologiesl Global Variables 8 @& | @ ¢ O
Templates /... /IWAN / Spoke / Single-Router-Branch
Templates CVD-DMVPN-DHCP-Single-DC

¥ Template Basic
» Features and Technologies

» CLI Templates Name Author Device Type Routers v
» Composite Templates Description Feature Category  CLI OS Version | 45 4 (7]
v Feature Templates Tags IWAN-DMVPN X L 7) Type '@‘ Devices O Ports
v [WAN IWAN-Branch-Single-Route x
> AVC EIGRP x| | DHCP X .
» DIA
» Hub ¥ Template Detail
v Spoke CLI Content Form View Add Variable Add Global Variable | O, ~
» Dual-Router-Branch
w Single-Router-Branch ip vrf IWAN-PRIMARY

d 66511:101
CVD-DMVPN-DHCP-Dual-Di !

CVD-DMVPN-DHCP-Dual-Di ip vrf IWAN-SECONDARY
rd 65511:102

CVD-DMVYPN-DHCP-Single-

CVD-DMVPN-DHCP-Single-

crypto ikev2 proposal AES/CBC/256
CVD-DMVPN-Dual-DC

encryption aes-cbc-256

CVD-DMYVPN-Dual-DC-BGP integrity sha512
. group 14
CVD-DMVPN-Single-DC
CVD-DMVEN-Single-DC-BG #if ( ${PnPGlobal_HIDDEN} eq “false” )
crypte ikev2 keyring DMVPN-KEYRING1
CVD-PIR

CvD-QOSs

Customizing IWAN feature templates before applying them in the IWAN configuration deployment
process helps to automate the process, maintain configuration consistency, and shorten
deployment timelines.
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Automated IWAN Traffic Management

Performance Routing Overview

When you enable the Performance Routing (PfR) technology on devices, the system is able to
monitor application traffic among routers.

Based on network performance, such as reachability, jitter, packet loss, or response time, the
technology can reroute application traffic automatically to mitigate issues, where possible, while
evenly distributing traffic to maintain equivalent link usage levels

It also reports whether the technology was able to return traffic to expected levels or whether
issues remain unresolved.

When you enable PfR on devices, you can review the automated application traffic management
activities that the IWAN performance routing function is performing on the Performance Routing
Monitoring page.

Note: For detailed information on performance routing and intelligent path
control, refer to the Cisco Prime Infrastructure 3.1 User Guide.

M | Services / Application Visibility & Control / PfR Monitoring GoOleon

PR Events Compare WAN Links

From Site: All Locations x | Time Fitter. Past 1 Month | To Site: All Locations x P Autorefreshisdisabled  1h | 24h | 3d | 1w | 1m| W

CAI‘"\Ete[dal“] > r:UnaEE\gned '.i: [ E A R E SN E EENEESE SR EESEREESEEERE SRR R RSN NE SRR RS NEE SRS RES SR ERNRERESESERERNNRESSHNNHSEXN.]
[T7 Unassigned > ] Amsterdam 'j; semeseee . " sseeee L e - e ewmesee e ® '] [ S0 R ORPR O RER P SEBOSE B0 B
1 1 1 1 1 I I I I 1 I I 1 1 1
Page o1 Rows 12 December  Tue 20 Nov 27 Fri2s Wed 23 Men 21 sst 19 Thu 17 Tue 15 Nov 13 Frit WWed 09 Mon 07 Sat0s Thu 0
No Traffic Issues HUs
@ corected Traffic Issues [ Branch Dec 02, 2016 Nov 02, 2016

@ Unconected Trefic lssues BBY Transt 15.05 PM PST December Tue20  Nov27  Fri2§  Wed23 Mon21  Sst1®  Thui?  Tue 1§ Mov13  Fill  Wed02 MonO7  Set05  ThuO3 {g0S PM PST

Service Provider View DSCP View

_ SP BW Usage Per DSCP DSCP Vs # TCAs
leraBytes count
200
B vrs [ Grtical Appications (AF
INET
Comcast
1 100
0+ - -
o 21) ) )
(¥ pFY 5 pta!
o= 0at? ot st 0 T T ]
2 Al
- gt = A
e PY ® yo @ o Y i 0 o P ol
e W ot v v o=
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Core Software Group Automated IWAN Traffic Management
You also can compare the performance of various WAN links by site, which can provide insight
into link performance and whether to change traffic routing for better performance.
f |Services / Application Visibility & Control / PR Monitoring | GO |leon
Time Fitter: Past 6 Hours Y
@ '/ /
PR Controlled Site - PR Controlled Site v
Border Router Border Router
WAN Interface | SP 'WAN Interface | SP
Select 2-3 WAN Links to compare 0/ 3 WAN Links Selected Reset
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Video Demonstration

Watching Demonstrations

To watch a demonstration:
« Click a demonstration link below, which opens an MP4 file.
Based on your system and configuration, you might need to start the video manually.

I Notes: Video download and streaming times can vary.
| S—

Deploying an IWAN Branch Router

Watch the Demonstration

m To review the process to IWAN routers online by using the IWAN Enablement
wizard, watch the Deploying an IWAN Branch Router video.

I Approximate runtime: 11 mins
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Links
To Product Information

Visit the Cisco Web site to learn more about Cisco® Prime Infrastructure.

Visit the Cisco Web site to review or download technical documentation.

Visit the Cisco Web site to access other Cisco® Prime Infrastructure learning opportunities.

Visit the Cisco Web site to access learning opportunities for other Cisco products.

Send us a message with questions or comments about this job aid.

B Note: Please send messages that address the content of this job aid or other
training questions only.

Please follow your regular business process to request technical support or
address technical or application-related questions.
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