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Basics

Introduction

To better ensure the customer experience and meet enterprise goals, you monitor user and
network behavior and performance metrics to determine whether users are able to:

« Connect to the network efficiently and successfully.
“ Access the applications that they need.

% Have the experience that they expect while using the network.

You also need to monitor:
“ Whether the network is meeting enterprise quality of service and other usage policies.

« Client connections or connection attempts, which helps you to mitigate possible attacks
or to identify malicious rogue devices.

This job aid introduces you to key tools that Cisco® Prime Infrastructure provides to support your
client and user monitoring activities.

Wireless Clients and Users Monitoring Overview Job Aid
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Skills

Network Operator

To perform client and user monitoring tasks, you need the following experience.

Proficient to Expert
< Prime Infrastructure user interface navigation and behaviors

< Wireless networking concepts and practical networking experience

Wireless Clients and Users Monitoring Overview Job Aid
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Monitoring Clients and Users

Summary Wireless Client and User Data

Overview

Dashboards present summary and aggregate data in concise, organized layouts to provide you
with a comprehensive overview of the information that the system is reporting based on various

categories.
Note: For an overview on the general dashboard and dashlet functions, refer to
the Wireless Network Summary Data Overview job aid.

While some dashboards and dashlets combine reporting on both wired and
wireless areas of the network, this job aid focuses on wireless network monitoring.

I

A | Dashboard | Overview

[ s

& Senings

\|//
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Client Summary Data Dashlets

Monitoring Clients and Users

Overview

On the Client dashboard, you can monitor summary information about the wireless clients

connected to the network.

f | Dashboard / Overview

e on
General Incidents Client Network Devices Network Interface Service Assurance LF Settings
Filters dff ~site | Unassigned v | @ TimeFrame| PastiHour v || Go
Client Troubleshooting Wired Client Speed Distribution
Client MAC Address
Troubleshoot
Client Distribution
Protocol EAP Type Authentication Type
B oo vees [ 1 coes
€~ | A~ Juy 20, 2016 11:13:37 PM PDT
Top 5 S5IDs by Client Count
ooz s [ B open [ WPAZ (AES) Ciant Count
B s02.11n24GHz) 8023 z
[ Al [ Al
SN A2 July 20, 2016 11:13:37 PM PDT | July 20, 2016 11:13:37 PM
July 20, 2016 11:13:37 PM PDT pot i
Client Alarms and Events Summary
All | Wireless | Wired 0
1] 8540_voip1
ssip
Type Total [ cient Count
Client Association Failure 1
) ) atl ~ | A~ | July 20, 2016 11:13:36 PM PDT
Client Authentication Failure 0
Client WEP Key Decryption Error 0 Top 5 Switches by Client Count
Client WPA MIC Error Counter Activated 0 Creni Count
20
Client Excluded 0
Autonomous AP 802.1x Client Authentication Failure 0
10
Wired Client Authentication Failure 0
Wired Client Authorization Failure 0
0
Wired Client Critical VLAN Assigned 0 a SAM-5-PHACC
Wired Client Auth fail VLAN Assigned 0 Swishes
Client Count
Wired Client Guest VLAN Assigned 0
Wired Client Security Violation 0 wil v || A v | July 20, 2016 11:13:37 PM PDT
& Client Posture Status
Client Traffic Zoom: 1h | 6h | 1d | fw | 2w | 4w | 3m | 6m | 1y | View History
All | Wireless | Wired
From: | 7/202016, 9:14 AM  [E] | To:| 7/21/2016, 9:14 AM
Zoom: th | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y | View History
Client Cx
From: | 772012016, 9:14 AM To: | 712172016, 9:14 AM i
1004
Bandwidth (Kbps)
100+
o
7:12 AM 11:48 AM 20 PM @12 P1 151 AM
Time
Complant Non-Complant Unknown penang () @ Mot Aspicadie
B Eror
=| |~ ||A~| Juy 20,2016 11:13:37 PM POT
. VA 4 »
8:53 AM 11:25 AM 3:57 PM 3:20 PM 1:04 AM

Time

[ s psteesm Weiess Downstieam Wieg Upstream

Wired Downstrzam

=| |M~||A~ Juy20 2016 11:13:37 PM POT
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Monitoring Clients and Users

The data that the dashlets report is based on the location group and the time period that you

select.

General Incidents | | Client | Network Devices Network Interface

Service Assu

Filters g «gjte | Unassigned

x

v | @ *Time Frame| Past 1 Hour

Client Troubleshooting
Client MAC Address

Client Distribution

Protocel

\

Bl oo [ LT

—

o~

*Site

- o\
All
Amsterdam
Paris
SantaRosa
System Campus

Unassigned

©o

This topic addresses some of the key dashlets that users commonly monitor. The system offers
an extensive number of client-related dashlets, which are available on the Settings menu.

% Settings

=k add New Dashboard

Add

b4

& Add Dashlt(s)

* Client Dashlets
11u Client Count

11u Client Traffic

Client 11u Distribution
Client Alarms and Ev...
Client Authentication...
Client CCX Distribution

Client Count By Asso...

Add

Add

Add

Add

Add

Add

Add

[ig Layout Template
[&] Manage Dashboards
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Connection Protocol and Authentication Data

The Client Distribution dashlet reports:

« The distribution of associated clients based on the protocols that they use to connect,
including wired and wireless protocols

« The number of clients using the Extensible Authentication Protocol, or EAP, for network
authentication and the type of protocol.

% The number of clients using authentication methods other than EAP.

Client Distribution
Protocol EAP Type Authentication Type

I 502 11s B [ reer Il 502 1x (wireq)
[ 502 1102 46Hz) 8023 eaprasT [ E2PTLS B vz (sEs) Open
[ 502 11n5GHz)

[l so2 110 [ s0211ac E C~ A~ E Cr A

October 13, 2016 09:58:31 AM October 13, 2016 09:58:31

— e~ A~ PDT AM PDT
October 13, 2016 09:58:31 AM
PDT

To see the number of clients that a chart element represents:

% Point to the chart element. A pop-up window opens with the number and percentage of
clients using the protocol or authentication method.

EAP Type

EAPTLS Count
3 (0.63%)

B reer [0 EepFasT

wa [ EaPTLS

= e
Cctober 31, 2016 06:25:15 AM
PDT
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To review the list of clients that are using the protocol or authentication method:

*,

“ Click a chart element. The system navigates to the Clients and Users page and lists the
clients that are using the protocol or authentication method.

f | Monitor / Monitoring Tools / Clients and Users Qo0
Clients Search Results - Reset Total34 (I B L3~
Track Clients Identify Unknown Users
MAC Address IP Address IP Type User Name Type 4  Vendor Location Device Name Interface Interfa... VLAN Protocol Status Assi
O 00:1a:al:92ba:5s 10.33.116.56 IPvd andchen2 (7 ') Cisco Roct Area Cisco_7d:88:00 voice m 802.11a Associated 3C
O 00:1b:d4:54:57:1c 10.33.116.32 IPvd fpang z _!é;‘- Cisco Root Area Cisco_7d:88:00 voice n 802.11a Associated 3
O 00:1b:d4:54:7h:76 10.33.116.40 IPv4 mifowler (7 i) Cisco Root Area Cisco_cf:27:46 voice m 802.11a Associated 3C
(O  00:1b:d4:58:28:30 10.33.116.38 IPv4 johblum (7 i) Cisco Root Area Cisco_7d:88:00 voice m 802.11a Associated 2
(O 00:1b:d4:58ac ae 10.33.116.66 IPvd sgranzel (7 _lé;‘- Cisco Root Area Cisco_7d:88:00 voice n 802.11a Associated 3C
O 00:1b:d4:58:ec:80 10.33.116.119 IPv4 thintner (7 i) Cisco Root Area Cisco_7d:88:00 voice m 802.11a Associated 2t
(O 00:1c:58:cd:28:44 10.33.116.45 IPv4 lihsu i i Cisco Root Area Cisco_cf:27:46 voice m 802.11a Associated 26
(O  00:1c:58cd:3bac 10.81.5.11 IPvd psd i _!é;‘- Cisco Root Area Cisco_7a:f7-03 voice 10 802.11a Associated 2E

Alarm and Event Data

The Client Alarms and Events Summary dashlet lists the active, client-related alarms and
events for the site and timeline selected on the dashboard.

General Incidents Client Network Devices Network Interface Service Assurance

Fiters gl site | amsterdam Branch v | @ *Time Frame | Past 1 Hour v Go

I Note: Alarms are current as of the last time that the system refreshed the data.
| Seo—-"
To see alarms related to wireless clients:

*,

« Below the dashlet title, click Wireless. The dashlets lists the wireless alarm categories

only.

Client Alarms and Events Summary

Al Wired

Type Total
Client Association Failure 17
Client Authentication Failure 0
Client WEP Key Decryption Error 0
Client WPA MIC Error Counter Activated 0
Client Excluded 0
Autonomous AP 802.1x Client Authentication Failure 0

Wireless Clients and Users Monitoring Overview Job Aid
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Monitoring Clients and Users

To review the alarms associated with an alarm type:

«» In the dashlet, in the Total column, click the number link.

Client Alarms and Events Summary
All | Wireless | Wired

Type

Client Association Failure

Client Authentication Failure

Total

The system navigates to and opens the list of events related to the category.

A | Monitor / Monitoring Tools / Alarms and Events / Events

Recent Events with Category: Clients and Type: Association Fail - Reset

] Description Failure Source

|| » Client'60:57:18:d2:ee:57 (0.0.0.0) failed to as... B60:57:18:d2.ee:57
[ | » Client 78:4b:87:da:cb:97 (0.0.0.0) failed to as 78:4b:87-darch:97
|| » Client a0:9%:9b:16:4¢:31 (0.0.0.0) failed to as... a0:99:9b:16:4c:31
|| » Client'90:18:7c:41:f4:15 (0.0.0.0) failed to as ... 90:18:7c:41:f4:15

b Client '4c:66:41:1c:be:2¢ (0.0.0.0) failed te as... 4c:66:41:1c:be:2c
| | » Client'84:10:0d:91:02:92 (0.0.0.0) failed to as... 84:10:0d:91:02:92
| | » Client '84:10:0d:91:02:92 (0.0.0.0) failed to as 84:10:0d:91:02:92

|| » Client '84:10:0d:91:02:92 (0.0.0.0) failed to as... ~ 84:10:0d:91:02:92

»  Client "90:b6:86:8e:5f:96 (0.0.0.0) failed to as 90:b6:B86:8e:9f-96
|| » Client '63:db:ca:83:95:24 (0.0.0.0) failedtoas...  63:db:ca:83:95:24
|| » Client'ed:2a-ea05:d1:b0 (0.0.0.0) failed to as ed:2aea05:d1:b0

|| » Client fc:e9:98:50:9f:a8 (0.0.0.0) failed to ass.. fc:€9:98:50:9f:a8

»  Client "18:65:%0:2b:0c:0f (0.0.0.0) failed to as 18:65:90: 2b: Oc: Of
|| » Client '38:71:de:d%:ad:6d (wwinslow, 0.0.0.0) f.. 38:71:de:d9:ad:6d
|| » Client '38:71:de:d%-ad:6d (0.0.0.0) failed to as 38:71:de-d9:ad:6d
|_| » Client'dc:37:14:7a:ce:d5 (0.0.0.0) failed to as... dec:37:14:7acexdd
|| » Client '30:b6:86:89:57:99 (crseymou, 0.0.0.0) 90:b6:86:89:57:99

6

Timestamp

October 17,

October 17

October 17,
October 17,
October 17,
October 17,
October 17,
October 17,
October 17,
October 17,
October 17,

October 17,

October 17

October 17,

October 17

October 17,

October 17

2016,
2016
2078,
2016

2016,
2016,
2016,
2016,
2016,
2016,
2016,
2016,

2016,

2016,

2016,

2018,

2016,

v

L 14842
1:33:07
L 1:2316 .
. 1:12:29 .
12:43:2..
12:43:2..
12:42:5
12:41:0..
12:35:5
12144
12:08:1
11:59:44.
11:50:24.
11:41:30..
11:40:05.
11:11:14.
11:05:30

Device Timestamp Severity

@ Information
© Information
@ Information
@ Information
@ Information
@ Information
@ Information
@ Information
@ Information
@ Information
@ Information
@ Information
@ Information
@ Information
© information
@ Information

© information

eon

Selected 0/ Total 17 (J L =

Show | Quick Filter v n

Category

Clients
Clients
Clients
Clients
Clients
Clients
Clients
Clients
Clients
Clients
Clients
Clients
Clients
Clients
Clients
Clients

Clients

Condition Correl
Client associ.. -_
Client associ =
Client associ.. -
Client associ.. =
Client associ.. -
Client associ.. =
Client associ -
Client associ.. =
Client associ -
Client associ.. =
Client associ -
Client associ.. —
Client associ -—
Client associ.. —
Client associ -_—
Client associ.. —
Client associ -_—

Wireless Clients and Users Monitoring Overview Job Aid
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Client Traffic Protocol Usage Data

Monitoring Clients and Users

The Client Traffic dashlet reports the amount of bandwidth that client traffic is consuming for
each network protocol that clients are using to connect to the network.

Recognizing the most heavily consumed protocols can provide insight into the types of
infrastructure that the system requires to manage traffic effectively and into future expansion

requirements.

To see the amount of bandwidth that wireless clients are consuming by protocol:

o,

<+ Below the dashlet title, click Wireless.

The dashlet illustrates the wireless bandwidths that are being consumed and their

consumption levels.

Client Traffic o

Al Wired

Zoom: 1h | 6h | 1d | 1w | 2w | 4w

From:

Bandwidth {Kbps)

103012016, 10:16 A [ | o

3m | 6m | 1y

1013172016, 10:16 A

View History

802.11b Downstream

802.11n Downstream

Wireless Clients and Users Monitoring Overview Job Aid
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To see specific bandwidth consumption with its timestamp:

o,

% Point to a chart element. The chart applies data points to indicate where on the timeline
the pop-up window is reporting the bandwidth statistics.

Bandwidth [(Kbps)

ra

Time: 10/31A6, 1:43 AM

802 11a Upstream: 022
[ 802 11a Downstream: 0.08
@ 802.11b Upstream: 0
[ 802 11b Downsiream: 0
| 802.11g Upstream: 0

DA LANPAVATAYE ..'III \[-\I,l' 2\ = i 802_11g Downstream: 0 /\/

1| — - -
3:50 PM 8:37 PM 1:12aM [ 802.11n Upstream: 1.23 10:33 AM
802 11n Downstream: 0.15
Tirne [:]
802 11ac Upsiream: 0
w BO2.11g Upstream |+ B02.11a Downstream [« BO mstream
D 802 11ac Downsiream: 0
. B02.11a Upstream B02.11g Downstream BO mstream

BO2.11ac Upstream BD2.11ac Downstream

Wireless Clients and Users Monitoring Overview Job Aid
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Monitoring Clients and Users

The dashlet displays the upstream and downstream metrics for all available protocols by default.
You can select only those protocols that you need for your monitoring tasks.

To exclude protocols from the chart:

R/

« Clear the check box of each protocol that you do not need to see.

Client Traffic

Bandwidth (Kbps)

All | Wireless | Wired
Zoom: th [ 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y | View History
From: | 11/29/2016, 2:00 Pl ToZ| 11/30/2016, 2:00 PN

ra

'\/\ AI

T:45 PM

NI

©

12:32 AM 5:18 AM

Time

10:05 AM

|_| . 802.11g Upstream |_|
. 502.11a Upstream |_|

|_| 502.11ac Upstream |_| |:| 802.11ac Downstream

802.11a Downstream |_|

502.11g Downstream |_|

802.11b Upstream | |

802.11n Upstream

802.11b Downstream

802.11n Downstream

Av

November 30, 2016 11:55:05 AM PST

Wireless Clients and Users Monitoring Overview Job Aid
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You also can apply the chart layout most effective for you, including:
« Area, which is the default chart layout

% Stacked Area

% Column

% Stacked Column

% Line

“ Scatter

To apply a different chart layout:

R?

> Below the chart, click Chart Type, and then select the layout that you prefer.

Chart Type
~/ ol Area Chart

oM Stacked Area Chart
.l Column Chart
28 Stacked Column Chart

= w4 Line Chart /\_ﬂf“\r\f\,ﬂ ﬁ/\_[\[\_/i'\

. M 548 AM 10:38 AM
5 Scatter Chart
Tirne:
D Chart Options ownstre s B802.11b Upstream 802.11b Downstream
vy ownstream [« B02.11n Upstream |+ 802.11n Downstream
@ § Show Fill Patterns
: Downstream

&* Show Datamarkers

g #» v | November 30, 2016 12:25:09 PM PST

Chart Type button

Wireless Clients and Users Monitoring Overview Job Aid
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Clients Non-Compliant with ISE Access Authorization Rules

In systems that use an Identity Services Engine (ISE) server to authorize client access to the
network, the Client Posture Status dashlet reports the number of clients, for those client devices
that are integrated with an ISE, that are in or out of compliance with the rules configured on the
ISE.

Rules on ISE servers can define such compliance requirements as operating system, browser, or
anti-virus minimum standards, for example.

When you see a large number of clients that are non-compliant for various reasons, this
information indicates that you need to review the ISE server to evaluate rule configuration, device
integration, or device configuration details to determine what might be causing non-compliance.

Client Posture Status
Zoom: Th | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y | View History
From: | 10/3/2016, 3:51 PM (5] | Too| 10/4/2016, 351 PM [

Client Count

0 T T T T

8:17 PM 1:23 AM §:03 AM 10:58 AM 3:489 PM
Time
D Compliant Mon-Compliant Unknown Pending D Mot Applicable
Emo
=| M| A | October 04 2016 12:51:02 PM PDT

Wireless Clients and Users Monitoring Overview Job Aid
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Wireless LAN Service Set Identifiers (SSIDS) Usage

The Top 5 SSIDs by Client Count dashlet reports the wireless LAN service set identifiers
(SSIDs) that clients are using the most, up to five.

Recognizing the number of users accessing the network on various SSIDs can provide insight

into whether system users tend to be logging on to primary SSIDs or secondary SSIDs such as
guest or test SSIDs, for example.

Top 5 SSIDs by Client Count

Client Count

[=]

PI-SJ Prime-PARIS

Ss5ID

. Client Count

i

all =

#¥ ¥ | October 31, 2016 DB:36:16 AM PDT

To review the clients logging on to a specific SSID:

*,

“ Click the SSID’s chart element. The system navigates to the Clients and Users page
listing the clients that are connected to the SSID.

A | Monitor / Monitoring Tools / Clients and Users e o0
Clients Search Results - Reset Toal1 (5 & LF~
Track Clients Identify Unknown Users
MAC Address IP Address IP Type User Name Type 4  Vendor Location Device Name
(O 80:d6:05:55:61:ad 10.15.15.1 (i) DualStack SWo @ ' Apple, Inc. Amsterdam Branch ... SJWLE

Wireless Clients and Users Monitoring Overview Job Aid

14




atfren]n
CISCO

Core Software Group

End User Experience Data

Monitoring Clients and Users

When a system user is reporting, or you see an IP or a MAC address exhibiting, performance-
related issues, you can review application, site, traffic, conversation, and packet loss data, which
can provide insight into areas that might be affecting a system user’s experience.

By using the toolbar, you can filter the data in all of the dashlets by a specific client, time period,

or application, or by wired or wireless devices.

To apply one or more filters:

*,

% On the toolbar, make your selections in the drop-down lists, and then click Go.
) | Dashboard / Performance o d
Site Device Access Point Interface Application Voice/Video End User Experience WAN Optimization 13 Settings
Filters B Client | schaiAl v | @ *Time Frame | Past1 Year «| T Application | All Applications. v | & Network aware | Al - Go
Top N Applications @ User Site Summary ®
Rate | Volume Device Reachability Site All
unknown Device Name Device IP Location Reachability
funes Cisco_7af7-03 64.102.223.93 €3 Unreachable =
-
crashplan wnbu-sjc 18-41a-swil.__. 10.40 40 40 0 Unreachable
wne req01-32a-aire7 10.130.289 Richfield, OH 0 Unreachable
= google-services wnbu-sic23-32a-swi_.  10.41.54.169 €3 Unreachabla 7
g o
g‘ sppke-app-store ‘Worst N RTP End Point Pairs
g' binary-over-hitp Source A... T Destinati... T Source ... Destinat... Packet... ¥  itt...
z
dne 1032198.. @& 10164098 leleonar () 15.4 43, -
apple-services
hitp
yahoo-mail
unclassified .
sshlocal-net
L L ‘Worst N Clients by Transaction Time
o 2 3 4 5 & 8 g 10 11 12 13 14 15 16 17 18 19 20
Client T User Appli... Max Transaction ... Avg Transaction ... ¥
Kilobits/sec ~ N
= 1032 .E host...(7)  sip 4,555,236 4,555,236
= | Friday, October 14 2018 at 12:.06 PM PDT
10.32.... .E webex-.. 4,253,185 4,253,185
1032 .E webex-.. 3.678.036 3,678,036
Client Traffic @ 1032 & host..(7)  webex-. 3.407.534 3.407.534 T
Rate | Wolume
Kilobitssec Friday, Cctober 14 2016 at 12:06 PM PDT
r—— LI e
Jul
:1 A | l
l—— : —_———
Dec Apr Jul
10.33.248.160 4 10.33.248235 10.33.248.158 10.33.248.201
1033243 84 10.33.24802 4 1033248113 - 10.33.248 154
{r 10.33.248.74 10.33.248.82 4 10.33.248.93 4 10.33.245.08
10.33.248.185 10.33.248.166
= Friday, October 14 2016 at 12:06 PM PDT
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tailed Client an er Activit
Overview
Introduction

The Client and Users page reports the clients that currently are or have been connected to the

network.
M | Monitor / Monitoring Tools / Clients and Users "Rl |
Totalgz (5 P v
Track Clients Identify Unknown Users Show | Associated Clients v Y
MAC Address IP Address IP Type User Na... & Type Vendor Location Device Name Interface VLAN Protocol Status Association Time
O 00:02:3d:71:2c:01 Not Det...  Unknown ‘.2_' ] Cisco Unknown SAM-5-PH-ACC Fa0/22 1 802.3 Asscciated 19-Jul-2018,01:% %
() 00:0a:b8:59:ab:96 Not Det Unknown (7) &g Cisco Unknown SAM-5-CH-AC. Fal/0i24 232 802.3 Associated 17-Jul-2016,22:1
O 00:0a:b8:59:ab:99 Not Det...  Unknown {2_- <] Cisco Unknown SAM-5-PH-ACC Fa0/23 232 802.3 Asscciated 17-Jul-2016.22:1
()  00:11:5c:40:77:54 525204 IPv4 Unknown (7) [} Cisco Unknown 3850-24U_46 Gi1/0/10 52 802.3 Associated 17-Jul-2016,22:1
O 00:11:85:8d:9ae1 10.197.72.50 1Pv4 Unknown {2_- <] Hewlett. Unknown PI-3850-3 Gi1/0/3 96 802.3 Asscciated 19-Jul-2016.01:2
(O 00:15:2¢:38:84:00 Not Det Unknown (7) [} Cisco Unknown SAM-5-CH-AC. Fal/0i24 232 802.3 Associated 19-Jul-2016,01:2
O 00:15:62:15:37.40 10.110.181.5 (7) Dual-St.. Unknown (3) &g Cisco Unknown SAM-5-CHAC. Fa1/0/24 232 802.3 Associated 19-Jul-2018,01:2
O 00:15:62:15:4a:00 Not Det Unknown (7) [} Cisco Unknown SAM-5-CH-AC. Fal/0i24 232 802.3 Associated 19-Jul-2016,01:2
(O 00:15:fa:9d.08:d1 Not Det..  Unknown (1) ] Cisco Unknown SAM-5-CH-AC. Fa1/0/3 43 802.3 Associated 17-Jul-2016,22:1

It also provides detailed user and end user device information based on the network
configuration. For example, in systems that include a Cisco® Mobility Services Engine, detailed
location information is available.

A | Monitor / Monitoring Tools / Clients and Users / 78:da:6e:f5:ab:84 Test~ | Disable | Remove (%) | @ ¢ [
Overview Location ISE Troubleshoot and Debug Syslog Clean Air Events RTTS More
¥ Client Aftributes Summary
Lo L 4
78:da6efEab:ad RIS-PLUGT3434 PAR-3850-2
* Client Attributes
* Association History
¥ Statistics
Select a time period below to view the chart End User Experience Dashboard
Time : 6h 1d | Tw] 2w | 4w |3m |[6m | 1y | Custom
¥ Client RSSI History(dBm) ¥ Client SNR History
RSS| SHR
a
-104 304
-204 \ MHormal
ELE 20 ~
P Normal
Minar
50 104
a4 Major
0] Critical
- a
Oct 12 Oct12 Oct 13 Oct 13 Oct 14 Oct12 Oct 12 Oct13 Oct 13 Oct 14
Time
| Bl
=| |24+ || A~ October 14, 2016 10:55:19 AM PDT
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Configuring Mobility Services for Client and User Reporting

System users can configure two key mobility services, available on the Services menu, that
define wireless client and user data reporting.

B=» »
Q, Search Ve

Dashboard >
Monitor »
Configuration >
Inventory >
Maps »
Services >
Reports >
Administration >

Services

TrustSec

Readiness Assessment

Network Services
IWAN Enablement

Converged Access
Branch Threat Defense
Instant Access
Access Network

Guest Users

Router Virtual Containers
WAAS-XE

Mobility Services
Mobility Services Engines
Synchronize Services
Synchronization History
MSE High Availability
Context Aware Notifications

Mobile Concierge

wiPS Profiles
Wireless Security
Mobility Domains

Spectrum Experts

Application Visibility & Con..

Readiness Assessment
Endpoint Association
NBAR2 Protocol Pack Management
PfR Menitoring
Applications and Services
AVC Profiles

Interfaces Configuration
Application Troubleshooting
Lync Monitoring
Mediatrace

Netflow Templates

NAM Application Servers
Service Health

Health Rule

Data Deduplic ation

Data Sources

In systems that include a Mobility Services Engine (MSE), the Wireless Intrusion Protection
System (wIPS) profiles define security reporting policies, such as user authentication and
encryption, denial of service attacks, and security penetration; and performance violations, such
as channels or devices that are exceeding usage or capacity thresholds.

User authentication and denial-of-service rules and policies help ensure that you identify and
address potentially malicious clients and users.

Note: To learn more about adaptive wiPS technology and concepts, refer to the
Cisco Adaptive wIPS Deployment Guide.

Cancel

Back m Save

Select Policy

M | .../ Mobility Services / wiPS Profiles / costco / Profile Configuration

Policy Rules

e on

—+E Security wiPS
=} 8 User Authentication & Encrypticn
| |+}-@ Static WEP encryption
| #@VPN
| [#-@ WPA and 802 11i
— @ wIPS - Denial of Service Attack
! [+-@ Do$S Attack Against AP
+-# DoS Attack Against Infrastructure
+ [ DoS Attack Against Station
+ -B wIPS - Security Penetration
—-[# Performance Violation
= # Channel or Device Overload
@ AP association capacity full (ID:9)
[ AP overloaded by stations (1D:43)
& AP overloaded by utilization (10:50)
~[@ Excessive Bandwidth usage (1D:13)
[ Excessive multicast/broadcast on channel (ID:34)

# Excessive multicast/broadcast on node (ID:173)

administrator's notice.

C’wIPS - Security Penetration

A form of wireless intrusion is to breach the WLAN authentication mechanism in order to gain access to the wired network or the wireless
devices. Dictionary attacks on the authentication method is @ common attack against an access point. The intruder can also attack the
wireless client station during its association process with an access point. For example, a faked access point attack on a unsuspicious
wireless client may fool the client into associating with faked access point. This attack allows the intruder to gain network access to the
wireless station and potentially hack into its file system. The intruder can then use the station to access the wired enterprise network.

These security threats can be prevented if mutual authentication and strong encryption techniques are used. The Cisco Adaptive Wireless
IPS looks for weak security deployment practices as well as any penetration attack attempts. The Cisco Adaptive Wireless IPS ensures a
strong wireless security umbrella by validating the best security policy implementation as well as dstecting intrusion attempts. If such
vulnerabilities or attack attempts are detected, the Cisco Adaptive Wireless IPS generates alarms to bring these intrusion attempts to the
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By configuring wireless security rogue access point (AP) policies and rules, system users define
how the system detects and contains rogue access points and the parameters that determine
whether rogue APs are friendly or malicious.

System users apply rogue AP policies and rules to wiPS profiles.

These policies and rules also help you to identify users and clients associated with rogue APs.

M | Services / Mobility Services / Wireless Security

IZI Before You Begin @ Rogue Policy ‘ ‘ gl Rogue Rules ‘ ‘ @ wlIPS Profile ‘ ‘ Devices

Before You Begin
Welcome to Wireless Security configuration wizard. This wizard will allow you to configure Rogue Policy, Rogue Rule and wiPS Profile
Rogue Policy:

Rogue Policy has three pre-configured rogue policy settings for Rogue Detection and Containment - Low, High, Critical.
Custom settings can also be applied by selecting Custom checkbox.

Rogue Rules:

Regue Rules can be created to classify Rogues as Malicious and Friendly.
Rogue Rules can also be created to match user-configured SSID

wiP5 Profile:

wlPS Profiles can be easily created by choosing one of the preset profiles . The profile can be further customized by selecting the aWIPS signatures to be detected and contained
This feature requires the Adaptive wiPS license and alse Cisco Wireless LAN Contrellers should be synchronized with Cisco Mobility Services Engine.

Devices:

Select the Cisco Wireless LAN Controllers in crder to apply settings as selected in previcus screens.

Wireless Clients and Users Monitoring Overview Job Aid
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Monitoring Clients and Users

When you open the Client and Users page, the system filters the page to display all of the

clients associated with the network by default.

The Show drop-down list indicates the criterion currently applied to the list, as emphasized by the

active filter indicator

Y

Note: When you do not see the clients that you expect, change the filter criteria

to include the

m.

Show | Associated Clients

v ‘ Y

Quick Filter

Advanced Filter

All

Manage User Defined Filters
2.4GHz Clients

5GHz Clients

All Lightweight Clients

All Autenomous Clients

All Wired Clients

Associated Clients

Wireless Associated Clients

Wired Associated Clients

Clients known by ISE

Clients detected by MSE

Clients detected in the last 24 hours
Clients with Problems

Excluded Clients

FlexConnect Locally Authenticated
New clients detected in last 24 hours
On Network Clients

WGE Clients

All IPv4 Address Clients

All IPv6 Address Clients

All Dual-Stack Clients

When you have a long list of clients, you can use the Quick Filter feature to find the item that you

need.

To apply a quick filter:

®,

“ Inthe Show drop-down list, select Quick Filter, and then, below the applicable column
heading, in the field, type or select item data. The system filters the list to show those
items that match the search criteria.
Track Clients Identify Unknown Users Show | Quick Filter v | n
MAC Address IP Address IP Type User Name Type 4« Vendor Location Device Name
[ o2
O 02:fe:01:97:8e:1d 10.2.100.180 IPvd Unknown : ] Unknown Unknown LA-3650
O 02:fecD1:97:8e:24 10.16.100.180 IPvd Unknown i ] Unknown Unknown NYC-SW-3650
O | 02:fec01:97:8e:2b 10.11.100.180 IPv4 Unknown i <] Unknown Unknown AMS-SW3650
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You can configure a series of filter rules to see specific clients by using the Advanced Filter
feature.

Tip: Filtering the list to see specific types of clients can make some
troubleshooting tasks easier.

To open the filter rules:

% Inthe Show drop-down list, select Advanced Filter.

You can configure a series of rules by clicking the Add button.

Clients Identify Unknown Users Show | Advanced Filter v
User i N
Advanced Filter » X
Add button 0
Match @ Al () Any
| Status v | quals (=) ¥ || Associated v +
|
Location Clear Save As m Cancel |
|l MAC Address
MSE ware, Inc. Unknown s]jo-19-nx5)|
Mobility Controller ware, Inc. Unknown sjo-9-nx5]
Mobility Group nown Unknown LA-3650
Mobility Oracle nown Unknown AMS-SW]
Mobility Status nown Unknown PAR-3850]
Network Access [D
co Systems, Inc Unknown SPARE-S
COn Network
PMIP Client co Systems, Inc Unknown PAR-3350)
PMIP State co Systems, Inc Unknown PAR-3850]
Port Speed co Systems, Inc Unknown SPARE-S
Posture co Systems, Inc Unknown NY C-SW-)
Profile Name co Systems, Inc Unknown NY C-SW-
Protocol
fotece co Systems, Inc Unknown sjo-19-nx5)|
SNMP NAC State
co Systems, Inc Unknown sjo-19-nx5)|
SSID
Status co Systems, Inc Unknown SPARE-S
Switch Peer Group co Systems, Inc Unknown SPARE-S
Type co Systems, Inc Unknown SPARE-S
User Name co Systems, Inc Unknown SPARE-S
VLAN rn Quetame Ine I Inkenen MY QAL
“endor
WGE Status -

Wireless Clients and Users Monitoring Overview Job Aid
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You can configure and save advanced filters for future use.

Save Filter

Filter Name |

To review detailed information for a client:

« On the Clients and Users page, click the Mac Address link of the client of interest.

MAC Address

()  00:02:3d:71:2¢:01

The details page provides summary and additional information based on the client type
and whether the network configuration includes other data collection servers, such as
Identity Service Engine (ISE) or Mobility Service Engine (MSE) servers.

database.

/ Tip: The data that you see in client details is populated from the
To ensure that you are seeing current information, refresh the page.

Wireless Clients and Users Monitoring Overview Job Aid
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On the Overview tab, you can review:
« Client attributes
« Client session history
% Statistics over time for:
+ Received signal strength indicator (RSSI) history
¢ Signal to noise ratio (SNR) history
+ Data exchange rates
¢ The applications that the client accesses most often
% Site maps, when an MSE sever is included in the system configuration.
M | Monitor / Monitoring Tools / Clients and Users / a0:99:9b:14:ef:23 Testr | Disable | Remove (%) | @
Overview Location ISE Troubleshoot and Debug Syslog Clean Air Events RTTS More
¥ Client Attributes Summary
Lo L 4
a0:09:90:14:8723 wnbu-gjc24-00a-wlc
* Client Attributes
* Association History
¥ Statistics
Select a time period below to view the chart End User Experience Dashboard
Time : 6h| 1d | Tw|2w| 4w | 3m|6m | 1y | Custom
¥ Client RSSI History(dBm) ¥ Client SNR History
RSSI| SNR
1] a0
-0 507
I 0
a0 Normal
-40 o Normal 304
509 204
<0 103 i
0 . . . . . 0 . . . . ; Critical
8:14 PM 7:16 PM 10:52 AM 11:54 AM 12:50 PM 8:14 PM 7:18 PM 10:52 AM 11:54 AM 12:50 PM
Time Time
B s B s
= *’_é v || A ¥ | October 14, 2016 10:52:40 AM PDT = ﬁ v | A v | October 14, 2016 10:52:40 AM PDT

Note: The RSSI and SNR charts provide color-coding on their y axes based on
Cisco best practices. That way, you can recognize more easily those statistics

e that are in normal ranges and those that are crossing or remaining in thresholds
that Cisco considers of minor, major, or critical concern.

Client SNR History
SNR
a0 ,/’_\ /\ ;‘\ // L
43—; f \/\‘ \' \. Maormal
wd ‘
:3—2
o
1 1 . . . . . Critical
T:23 AM 1:41 PM 5:58 PM 10:31 PM 204 AN
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Information and tools available on other tabs can include:

% The client’s current location and location history, when the configuration includes at least
one Mobility Services Engine.

“ The client’s identification, onboarding, posture, and policy, when the configuration
includes at least one Identity Services Engine.

« Troubleshooting analysis tools.

“ RF interference and air status, when the configuration includes specific types of wireless

access points.

« Events that the client is reporting.

« Additional IP and testing tools.

Device and User Information

The User 360° View pop-up window provides key information about the client.

User 360° View

Username:

.Apple(i?Phone
Endpoint

IP 10.32.173.116
MAC 70:14:a6:4a:83:cf

Connected to
Controller wnbu-sjc24-00a-wlc1
AP 10.32.170.105
Protocol 802.11ac
SSID alpha
RSSI -43
VLAN 225

Alarms Applic ations

Sewverity Time v

Mo data available

Bl # X

AppIeL—bevice
Location
System Campus > SJC-24 > 3rd Floor

Session

Authorization Profile  Not Available
Compliance Unknown
Association Time 2016-0Oct-14, 13:52:39
Session Length 0 days 0 hrs 7 min 44 sec

Source Message

You can see where and how the user is connected, any alarms associated with the session, and
the application or applications in use.

When users are using more than one device, an icon representing each device appears in the

window.

To review details about devices, you can click the device icon of interest, which updates the
window with the associated detalils.

Wireless Clients and Users Monitoring Overview Job Aid
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To open a client’s User 360° View pop-up window:

o,

«» In the client's User Name field, click the information icon.

MAC Address IP Address IP Type User Name
() 98:01:aT-aD:fa:3f 10.41.60.158 (;) Dual-S... - - 6]
() 00:56:cd:09:a6:c3  10.41.588 () Dual-S.. weses| @
O a0:99:9b: 14:ef: 23 10.32.172.21 1Pvd - - I@

Ongoing Client Behavior

When you want to perform ongoing monitoring of a particular client or clients, you can use the
Track Clients feature, which generates notifications when it detects that the client that you
designate is using the network.

Track Clients

Get notified when specific MAC addresses are detected on the network (7]

|4 Add | | Import Show | Al v

(] MAC Address Expiration Detected

Mo data available

¥ Notification Settings

Purge Expired Entries | Never v |
Notification Frequency | On First Detection v |
Notification Method | Alam v |

Email Address

This type of monitoring can be helpful when you need to determine that the network is detecting a
specific device.

You can configure the system to generate alarms or generate and send e-mail notifications to you
or to the users that you designate when the network detects the client.

Wireless Clients and Users Monitoring Overview Job Aid
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Links
To Product Information

Visit the Cisco Web site to learn more about Cisco® Prime Infrastructure.

Visit the Cisco Web site to review or download technical documentation.

To Key Concepts

To learn more about adaptive wiPS technology and concepts, refer to the Cisco Adaptive wiPS
Deployment Guide.

Visit the Cisco Web site to access other Cisco® Prime Infrastructure learning opportunities.

Visit the Cisco Web site to access learning opportunities for other Cisco products.

To Contact Us

Send us a message with questions or comments about this job aid.
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