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What Should | Know Before | Start?

What Should | Know Before | Start?

Cisco DNA Center Assurance provides comprehensive functionality that helps you to ensure
higher and more consistent service levels to meet growing business demands.

By correlating information from the network, clients, applications, and contextual sources, Cisco
DNA Center delivers immediate network monitoring results and proactive insights into:

Network infrastructure health, including routers, switches, wireless LAN controllers
(WLCs), and access points (APs).

Endpoint client device health, including wired and wireless clients.

Potential or active infrastructure or client issues or failures that can affect network or
business operations.

The application experience and performance analytics for each client.

Assurance functions include:

Monitoring and presenting current performance metrics and issues.

Proactively assessing performance through live traffic analysis and automated sensor-
based testing.

You can use Assurance to monitor and evaluate:

I}
4

Traditional (non-fabric) WLAN, LAN, and WAN networks.

In systems with software-defined access (SD-Access), fabric topologies.

Software-Defined Access Resources list of links to guides, data sheets,
videos, white papers, and other collateral.

I Note: For more on SD-Access and fabric topologies, refer to the

Wired and wireless client services.

Wireless and wired sensor data.

Client endpoint analytics, including for some Apple iOS products.
WAN connectivity and routing protocol failures or errors.

In systems with router-enabled Application Visibility and Control (AVC), the application
experiences that authenticated clients are having.

e Note: For more information on Cisco Application Visibility and Control,
— refer to the AVC list of links guides, white papers, case studies, and
other collateral.

Assurance Features and Navigation
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Cisco DNA Center collects data by using traditional SNMP, NetFlow, and SNMP protocols,
streaming telemetry, and contextual collectors.

It then correlates and analyzes that data to present robust information, organizing it based on the
network’s design and topology.
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To open Assurance:

What Should | Know Before | Start?

e On the Cisco DNA Center home page, click Assurance.

alali pNA
CISCO CeENTER

What can DNA Center do? Take a Tour.

Need to add functionality to DNA Center? Add applications

‘Want to learn more about DNA Center?  Watch video

;\f‘ Design

Model your entire network, from sites and buildings to devices and links, both physical and
virtual, across campus, branch, WAN and cloud.

« Add site locations on the network
« Designate golden images for device families

« Create wireless profiles of SSIDs

Use policies to automate and simplify network management, reducing cost and risk while
speeding rollout of new and enhanced services.

« Segment your network as Virtual Networks
» Create scalable groups to describe your critical assets

« Define segmentation policies to meet your policy goals

Lk .
£ Provision

M Assurance ...

Provide new services to users with ease, speed and security across your enterprise network,
regardless of network size and complexity.

« Discover and provision switches to defined sites
« Provision WLCs and APs to defined sites

« Set up Campus Fabric across switches

Use proactive monitoring and insights from the network data platform to predict problems
and ensure that policy and configuration changes achieve the consistent, high-quality user
experience you want.

» Assurance Health

= Assurance lssues

This training introduces you to:

e Key Assurance operational concepts.

e The types and levels of information that Assurance provides.

e The organization and layout of Assurance features.

e General navigation and functions that you can use to access the information that you

need.
—_ Note: While this training does not address Assurance functions for
— systems with SD-Access specifically, the Assurance information and

navigation available to you for monitoring and managing fabric domains

is similar.

Assurance Features and Navigation
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Assurance Concepts

The Automated Assurance Data Processing Workflow

Cisco DNA Center performs automated tasks to:
1. Collect raw data from network and contextual sources.
2. Correlate, process, and analyze the raw data.

3. Organize the processed data into meaningful network and client health, performance,
and issue metrics and information, referred to as insights.

4. Present insights in the user interface in near real-time.

The following diagram illustrates the flow of data processing and presentation in Cisco DNA
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To prepare the system for accurate data collection, system users also:
e Initiate device discovery.
e Design network sites and assign devices to them.

e Configure telemetry and external network services.

Assurance Features and Navigation
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Health Scoring

What Should | Know Before | Start?

Scoring Concepts

On the Overall Health page, Assurance presents health scores for the entire network, referred to
as global health scores.

By providing health score percentages and applying color-coding to them, Assurance emphasizes
areas of the network that might require attention or immediate action. Assurance applies the
color-coding to location and table view indicators to alert you, also.

+

Overall Health

Location: All Sites
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Actions v

= < Hie
Finland
Neorway)
Estonia
Latvia,
; Denmarka” | fihuania ™
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North : vl b ae T BlockSed .
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Ocean 7
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% HEALTHY @ =<40% 40-79 @ =80% @ No Data
| Arathic
CLIENT
8 5 O/ _— CLIENTS
o]
Wireless Healthy Clients
Haalthy Clients
Wired 97% Healthy Clients
View Client Health

Assurance health scores combine network device performance indicator (KPI) metrics and, for
wireless client devices, specific received signal strength indicator (RSSI) measurements, to
indicate the number of devices or clients that are experiencing acceptable conditions, which is a

healthy state.

Assurance Features and Navigation
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What Should | Know Before | Start?

In the example screenshot, under Network, 52% of the devices out of the total number of
network devices are in a healthy state.

The Network Devices section breaks out the percentage of healthy devices based on device
roles and types.

All of the core devices, for example, are in a healthy state, while only 14% out of the total number
of wireless devices are in a healthy state.

Overall Health Summary @  4s of Mar 02, 2018 11:25 an

NETWORK
NETWORK DEVICES
Core 100% Healthy Devices
Haalthy Davices
Healthy Devices
View Network Health n 100% Healthy Devices

Healthy Devices

14% Healthy Devices

Client health scores are calculated and presented the same way for clients that are attached to
and authenticated on the network.

CLIENT

85%

Healthy Clients

————

CLIENTS

Wireless

Healthy Clients

Wired a7% Healthy Clients

Health scores appear in color-coding, which reinforces the urgency of potential or ongoing issues,
as follows:

®  80% or more of the total number of network devices are in a healthy state

Between 40% and 79% of network devices are in a healthy state, indicating that some
devices, sites, or areas of the network might require attention

@ Less than 40% of the total number of network devices are in a healthy state, indicating
that immediate attention to issues is recommended

Assurance Features and Navigation
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What Should | Know Before | Start?

Time Stamp and Data Aging Concepts

Assurance provides two types of time stamps:

e The page level time stamp

Data level time stamps
Indicate when the system collected the data that you are seeing.

Indicates the last time the page was loaded, either by navigating to it or reloading it manually

The time stamps are browser-based, so they indicate the data collection time based on the date

and time of your client.

View All Issues

Health v Dashboards W Issues Manage
Page level time stamp
OVera” Health Last 24 hours »  All Domains »v Actions v
Location: All Sites =N > Hide
+ Finland
Norway!
- Hudson Bay !
| Estonia
ing Sea ~t
Labrador Sea Latvia,
Canada 5 Denmarks " \lithuania™
IE UK ] "~ VBelarus:
| Germany Paland{—___ by e
T CEES o Ukraine
/ France Lo AT ™~
g ¥ iR Romania.
N ‘BARSh__—
) NO.‘T-’T "Spaml : jratyli(x BG OSSN |1z
Al m -
North United States Atlantic PT CT Tukey R e
Pacific Ocean e o T
| nisja {
Ocean Morocce: N A * Vlanpi\ Irag ™, Iran
= Jordan "
s Kuwait
} . Sargasso Sea Algeria Libya Egypt Bahrain_,
Mexico [ CUlfef Mexica B,/ BS Saudi Arabia® /
Cuba bo “Oman
Bz . % HEALTHY @ <40% 40-70 @ 280% @ NoData m
6T HN Caribbean Sea } arn
Overall Health Summary @ sc of mar 02, 2 2 Data level time stamp for overall
network and client health scores
NETWORK TTTETT
........ NETWORK DEVICES O CLIENTS
85%
Core 100% Healthy Devices Healthy Clients
Healthy Devices Healthy Clients
Access Healthy Devices 97% Healthy Clients
View Network Health Distribution 100% Healthy Devices View Client Health
Router Healthy Devices
Wireless  14% Healthy Devices Data level time stamps
indicating the last
. occurrence of each issue
Data level time stamp
Top 10 Issues (3) 2 2 r 02, 2 2
range for Top 10 Issues
Onboarding
Nireless client & ect (AAA Server IP: 192.168.13 - Excessive time Authenti e to AAA serve etwork delay Mar 2, 2018 7:00 am
Device 30.255.2" Interface GigabitEthernet eighbor 255 Mar 2, 2018 11:24 am
nne e SA/LA/Level20) - DHCP Time Mar 2, 2018 11:00 am
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The Top 10 Issues time stamp indicates the complete time period for which the system is
presenting the issues. Each issue in the Top 10 Issues list provides a time stamp that indicates
the last occurrence of the issue.

- Note: The time period also affects health scores and issues that the system is
— presenting. You can change the default time period of twenty-four hours
manually.

For more information, refer to the Changing Data Time Periods topic.

Cisco DNA Center computes Assurance data at specific time intervals, and those intervals vary
slightly based on whether the system is collecting and analyzing network data or client data due
to the types of computations that each data type requires.

The slight variation in the collection and analysis intervals means that the time stamp for the
Overall Health Summary data might vary from the time stamp for the Top 10 Issues and the
individual issue time stamps.

Because the page level time stamp indicates the last page reload, and the data level time stamps
indicate data collection intervals or issue occurrences, these time stamps can vary, also.

Assurance Features and Navigation
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In the screenshot below, the page was loaded on March 2, 2018 at 11:36 a.m., the health

summary and issue data were collected on the same day at 11:25 a.m., and the Onboarding
issue was last captured on the same day at 7 a.m.

Health ~ Dashboards v Issues Manage

Overa” Health Last 24 hours v All Domains »

Actions

Location: All Sites

=N F>  Hide

" Finland )
Norway' /'
- s, Hudson Ba { 1
ing Sea SING v ¢ Estonia
~ Labrador Sea Latvia,_

Canada > Denmarks ™| fihuapia ™y

E e 1 ~ \Belarus

Germany Poland {—___~} e,
—— — Ukraine ¢ b

mMD
4 i a
|
J._' North — G | Black Sed' -~
h : Atlantic b Spain 7 A
Nort United States 1 Graace Turkey
Pacific PS Ocean { oyria
Tunisia Lebanon \
Ocean i Morocco! N/ 2000 rag  iran
N | { Jordan  Teum
e - Kuwait
4 Sargosso Sea fis Algeria Libya S Bahrain
Mexico | Culfof Mexico _  BS P S Saudi Arabia‘t_ |
Cuba Do L 1 e = Oman
s Sy q L % HEALTHY ® <40% @ 40-79 @ =B0% @ No Data N
Mar 02, 2018 11:25 am | m‘,
Overall Health Summary @  as of mar 02, 2018 11:25 am
NETWORK CLIENT
T NETWORK DEVICES 850/ —— GLIENTS
Q
Core 100% Healthy Devices Wireless Healthy Clients
Healthy Devices Healthy Clients
Healthy Devices Wired 97% Healthy Clients
View Network Health Distribution 100% Healthy Devices View Client Health
Router Healthy Devices
Wireless 14% Healthy Devices
Top 10 Issues (3)  wmar 01, 2018 11:25 am t Mar 02, 2018 11:25 am

Onboarding

less clients took a long time to connect (AAA g }

Mar 02, 2018 11:25 am I Authentication due to AAA server or Network delays Mar 2, 2018 7:00 am

Total occurrences: 2

Mar 2, 2018 7:00 am

To ensure that you are seeing current information:

o Reload the page manually by using the browser reload button. C

Assurance Features and Navigation
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Reviewing Critical Issues

What Should | Know Before | Start?

Cisco DNA Center presents current issues that are occurring on the network, up to 10, on the
Overall Health page. When issues occur repeatedly, the system provides the number of times

the issue has happened for the time period applied to the page.

To identify issues, Cisco DNA Center computes, analyzes, and correlates incoming data and pre-
defined key performance indicators (KPIs).

Providing this information with links for immediate access to details helps ensure that potential or
ongoing problems receive more immediate attention or action, as needed. The heading indicates
the total number of occurring issues.

Total number of active
issues for the time period

Top 10 Issues|(4)| pec

20, 2007 2:50:00 to Dec 21, 20017

2:50:00

Click to open details.

dal OCCUITEnces. ££

Connectivity

Total occurrer

Onboarding

Total occurrer

occurrences: 22

View All Issues

Open the complete
issues list.

_—

Dec 21,

Dec 21,

Dec 21,

Dec 21,

2017 2:00 pm

2017 2:00 pm

2017 2:00 pm

2017 2:00 pm

When more than 10 issues are occurring, you can navigate to the complete list of issues.

To open a complete list of issues:

Below the list, click View All Issues.

The system navigates to the Issues page and provides lists of open and resolved issues
for the time period applied to the page.

alaln pNA
CISCO  CENTER

Health
Issues

Open

Last Occurred
Time

DESIGN

Dashboards

Resolved

Title

POLICY

Issues

PROVISION

Manage v

ASSURANCE

Last 24 hours v

Total

Category
Occurrences eon

1 Onboarding

All Domains v

Device

Client

Assurance Features and Navigation

10




r
CiIsCO

Core Software Group What Should | Know Before | Start?

Skills

To recognize, evaluate, and manage Assurance information, you need the following experience.

Basic
e Practical network and LAN or WAN management experience

e Cisco Internetwork Operating System (I0S) concepts

Proficient
e Cisco DNA Center user interface and navigation
e OSI model
o Network hardware design and concepts

e Networking concepts

Terms

Domain

In deployments that include Software-Defined Access (SD-Access), system users can configure
fabric domains. A domain is a logical, virtualized network topology that abstracts networking
functions from the underlying hardware. The virtualized topology performs routing, switching, and
communication functions.

-_ Note: For information on seeing Assurance data for a fabric domain, refer to the
— Assurance Layout and Data Management Tasks topic.

Sensor-Driven Tests

These tests assess connectivity or application issues by analyzing data from access point (AP)
radios, and WLAN configurations for wired and wireless network services.

Site

An enterprise location, often organized based on the network design or geographical location

Assurance Features and Navigation
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Recognizing Assurance Features

Recognizing Assurance Features

Assurance Features Overview

Interface Layout and Features

The Overall Health Page

When you open Assurance, the system illustrates aggregated network infrastructure and client
health metrics, organizes health metrics by category, and escalates the most critical issues on the

Overall Health page.

The page comprises dashlets, which are separate data elements that organize or categorize
information, such as health performance metrics and critical issues, and present the information
in charts, tables, or other graphical representations.

aliili pNA
CISCo  centen besieN

Health ~ Dashboards v

+

Overall Health

Summary dashlet

Issues

POLICY PROVISION ASSURANGE

Manage v

View Network Health

Top 10 Issu
dashlet

Distribution 100% Healthy Devices

View Client Health

Ovel’a“ Health 0 Hide Last 24 hours »  All Domains \ Actions v
—
LHEATHY @ 0% o 4079 @ x80% e hoDo | [
Overall Health Summary @ tec21,2
NETWORK GLIENT
o — NETWORK DEVICES 0, _ cLienTs
86% 86%
Core 00% Healthy Devices Wireless Healthy Clients
eaity Devices Healthy Clonts
Access  100% Healthy Devices wired 100% Healthy Glients

Router  89% Healthy Devices
Wireless Healthy Devices
Top 10 Issues (4) Dec 20, 2017 11:30:00 to Dec 21, 2017 11:30:00
Connectivity
JSPF Adjacency Failed on t net1/0/22 255.102 Dec 21,2017 11:00 am
Total occurrences: 22

Connectivity

Total occurrences: 23

Onboarding

Total accurrences: 42

cause DHCP IP Addre

Clients Failing DHCP Attempts Because

DHCP IP Addressing Time

View All Issues

Dec 21,2017 11:00 am

Dec 21,2017 11:00 am

Dec 21,2017 11:00 am

Assurance Features and NavigationCisco DNA Center 1.1.2 Training
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Recognizing Assurance Features

When you open the Overall Health page, the top dashlet is collapsed by default.

alval pNA

Cleco DNA DESIGN POLICY PROVISION ASSURANCE
Health ~ Dashboards v Issues Manage
OVe ra | | Hea |th Last 24 hours ~»  All Domains Actions v
Location: All Sites = N Sho!
Overall Health Summary @ s of Mar 05, 2018 1025 am
NETWORK CLIENT
NETWORK DEVICES CLIENTS
Core 0% Healthy Devices Wirsless Healthy Clients
Healthy Davices Healthy Clients
Access Healthy Devices Wired Healthy Clients
View Network Health Distribution Healthy Devices View Client Health

% Healthy Devices

% Healthy Devices

You can expand the dashlet to see a geographical map view or table view of the network and

associated health metrics.

The geographical map of the network topology displays network and client health indicators with
health score color-coding based on devices' site assignments and the map zoom level.

L Note: The system presents the geographical map by using MapBox.
— To see the map, the system requires Internet connectivity.
"':Ills'élo" [ZN% DESIGN POLICY PROVISION ASSURANCE
L — = Manage v

Based on the zoom level, health
indicators can apply at a site,
location, or building level.

You can open and refer to
the legend for health
o indicator threshold ranges.

40-79 ® =80% ® No Data B

% HEALTHY & <40%

Assurance Features and NavigationCisco DNA Center 1.1.2 Training
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Recognizing Assurance Features

The table view lists network locations based on the network design hierarchy.

Location: All Sites
( Filter Hierarchical Site View ~v As of Mar 5, 2018 10:25 am
Site/Building/Floor Client Health (% Healthy Clients)
Al 4 = All Al

3 Mezxico -- @ 100% L

All Sites -- @
> Egypt - -- - @
» New York — -- -- a

_____ Aemtinn -

= > Hide
T) Export EQ Find
Network Health (% Healthy Devices) Client Network Device Count
= = . Count
CcE D= 5 &
L J L] L J Ld 2 8
L] L ] @ 4 24
@ 0 0
L J ® L ] @ 0 4
- 0 n -

The Overall Health Summary dashlet displays the health scores for network infrastructure and
endpoint client device health separately and the percentages are color-coded to emphasize any

health issues.

Each category also breaks out the health metrics by device type.

Wireless

AN

Healthy Devices

Overall Health Summary @ cec 21, 2017 2:50 o0
NETWORK CLIENT
8 6 O/ _— NETWORK DEVIGES —_— CLIENTS
O
Core 100% Healthy Devices Wireless Healthy Clients
Haalthy Devices Haalthy Clients
Access 100% Healthy Devices Wired 86% Healthy Clients
View Network Health Distribution 100% Healthy Devices View Client Health
Router 89% Healthy Devices \

~

Navigate to network infrastructure-specific
summary and detailed information.

Navigate to endpoint device-specific
summary and detailed information.

The Top 10 Issues dashlet lists those issues that can affect the network most significantly to help
ensure that they receive more immediate attention.

Top 10 Issues (4) Dec 20, 2017 2:50:00 to Dee 21, 2017 2:50:00

Connectivi

Total occurrences: 22

Onboarding
Clients Failing DHCP Atternpts Because DHCP [P Addressing Timed Ot

Total occurrences: 42

ed on Device " 10.32.255.100" Interface TenGigabitEthemet1/0/22 eighbor 10.32.255.102 Dec 21, 2017 2:00 pm
otal occurrer g
Connectivity \
OSPF Adjacency Failed Device Dec 21, 2017 2:00 pm
Total occurrences: 2 The link opens a panel with issue
details and suggestions to correct it.
Onboarding
Clients Failing essing Time at " Glot AJLAILA-Level16 Dec 21, 2017 2:00 pm

Dec 21, 2017 2:00 pm

Navigate to a complete list of all network
and client open and resolved issues.

~—— | View All Issues

ssurance Features and NavigationCisco DNA Center 1.1.2 Training
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The Menu Bar and the Global Toolbar

The menu bar and global toolbar are available on the Overall Health, Network Health, and
Client Health pages.

Health w Dashboards v Issues Manage

Menu bar Global toolbar

AN
Ove ra | | H e a |th Last 24 hours vi All Domains w Actions »

Location: All Sites

= W <& Show
The menu bar provides navigation to detailed assurance information or tasks that you can
perform.
Spen th'f SVelrz" H?jaglh’ Open complete lists of
etwork Health, and Client | DN A network and client open
DESIGN p N ASSURANCE
Health summary data pages. | center and resolved issues
/
\. ./
Health Dashboards Issues Manage
. d
L A
Configure and access custom pages, Perform sensor-driven
referred to as dashboards. tests and evaluate results.

You use the global toolbar to manage the display of information and page layout.

— N Note: You also can filter the data at a site level on the Network Infrastructure

— and Client Health pages.
Apply the time period for which Modify the
you want the page to display data. page layout.
\ /
o P
Last 24 hours ~ | All Domains ~w Actions w

i

In systems with SD-Access that have fabric
topology domains configured, select the
domain for which you want to display data.

Assurance Features and NavigationCisco DNA Center 1.1.2 Training
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Device and Client 360 Pages

Recognizing Assurance Features

Holistic Views of Device and Client Health and Performance

To support evaluating metrics or resolving issues occurring on a specific device or for a specific
client endpoint, Assurance includes the Device 360 and the Client 360 pages, which provide
item details, health metrics, associated issues, testing functions, and links to other information.

The following screenshot illustrates information and navigation available on a Device 360 page.

Device 360

N
10
U

© Router Router

ssues

Issues (0)

v Physical Neighbor Topology

v Path Trace

Run New Path Trace

v Detail Information

Device  Connectivity

Physical Neighbor Topology

To find the location of an issue, perform a path trace betwe!

Path Trace Device

No data to display

en two nodes in your network — a source device and a destinatior

Resolved Issues

device

Uptime.
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The following screenshot illustrates information and navigation available on a Client 360 page.

o

.

dlial DNA DESIGN POLICY PROVISION ASSURANCE
CISCO CcenTER

Health v Dashboards w Issues Manage

C I i e nt 3 6 O Last 24 hours v All Dornains v

1/:0® hubert farnsworth

© [ Hubert-pC

11:00a 12:00p 1:00p 2:00p 3:00p 4:00p 500p 6:00p 7:00p 8:00p 9:00p 10:00p 11:00p  1/4 1:00a  2:00a 3:00a 4:00a 5:00a 6:00a 7:00a 8:00a 9:00a 10:00a

Issues and Trends Onboarding Path Trace Detail Information

Issues (2)

Onboarding
01/04 10:56am

2.4 GHz Because DHCP IF

Total occurrences: 145

Onboarding
01/04 10:50am

AP 2.4 GHz at " Global/USA/LA/LA-Level16" - Client Side Timeout

Client Unable to Connect to " LA-Guest3" SSID on " LAT-A

2

Total occurrences:

Resolved Issues

v Onboarding  oos s am

P.

Hubert-PC

(o] ©

'|ﬂ
o [ =| » * |mx

(10)

v Path Trace

To find the location of an issue, perform a path trace between two nodes in your network — a source device and a destination device.

Run New Path Trace

v Detail Information

Device Info RF

Information Connection Information

hubert.farnsworth B 2.4 GHz
Hubert-PC s 1
BB:27:EB:7A:2ZA:AD V 20 MHz
0.0.0.0 L Supported
T Linux-Workstation - C Disabled

dhcped-6.10.1:Linux-4.9.41-v7+:armv7].BCM2835

VL C 130
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To open a Device 360 or Client 360 page:

Recognizing Assurance Features

e Follow the steps to search for a device, user, or client endpoint, and then, in the search

dialog box, click the associated 360 link.

e MX1-3850-ACC-1.corp.local

MX1-3850-ACC-1.corp.local

MX1-3850-ACC-1.corp.local

Up time: 26 days, 16:01:35.26

IP Address
MAC Address

10.32.255.102
5c:fc:66:9c:ab:80

Type Cisco Catalyst38xx stack-able ethernet switch
Model Cisco Catalyst 3850 Series Ethernet Stackable
Switch
Version 16.6.2
Topology
Beta Release Learn More

e On the Network Health page, in the Network Devices list, click the Device name link.

Network Devices (2) 0|

DEVICE srnonivored | Tee [ nccess e o ee e overawL veact [ ¢ ) Export
Y Filter =Q Find
Overall
Syst Data PI [}
Device Device Type IP Address 0S Version Health ystem ata af“’: ssue Location
Health Connectivity Count
Score
Rauter ISR4331/K9 10.254.3.12 16.6.2 10 ° . 0 Lowes East/North Carolina/Shelby
Store#0612
TEST-SW3650 Z:i';_fm' 10.8.10.1 03.06.05E 10 ) ° 0 San Francisco/SF-BLDG-1
e On the Client Health page, in the Client Devices list, click the MAC Address link for the
user or endpoint of interest.
Client Devices (6)|
TYPE All Wired HEALTH All nactive m Fair Good
DATA Onboarding Time >= 10s Association »= 5s DHCP == 5s AAA = By RSS| == -72dBM
Pv4 Pv6 Overall Onhoarding ~ Connected ~ Connected VLAN
UserID®  Hostname @ | MAC Address Address Address Device Type ]S'[::::h Health @ Health @ To Location D SSID
hubert Hubert-PC B8:27:EB:0C:44:40 0.0.0.0 - = Linux-Wor... 1 [ ] [ ] LAZ-AP380... SM/SM-Lev. 130 LA-Guest2
amy.wong Amy-PC B8:27:EB:0C:53:E0 0.0.0.0 = = Linux-Wor... 1 [ ] [ ] LAZ-AP380... SM/SM-Lev. 130 LA-Guest2
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Obtaining Historical Health and Performance Details

A key feature available on the Device 360 and Client 360 pages is your ability to see historical
information by using the timeline. Historical data provides context for issue troubleshooting, which
supports resolving problem areas, and network planning, which supports proactive responses to
changing conditions and helps avoid future problems.

This example uses a Client 360 page illustrates the feature. The timeline appears below the page
heading.

C | I e nt 3 6 O Last 24 hours v All Domains ~

10100 daphne.blake

® D Daphne-iPad @ : Daphne-PC @ : Daphne-iPhone

When you point to a time on the timeline, you can see key information about the state of the
client, or device in the Device 360 view, at the indicated time.

100 daphne.blake

O [ paphne-ipad | ® 0 paphne-pc | O 0 Daphne-iphone

|
Mar 7, 2018 10:15 pm
i Health: 1
L[} jtus Mot Connected
) ) ) 00p 300 10 LA-Topsecreld 3:00a 4:00a | Jop  4:00p
Mar 7, 20018 10:15 pm
AP LAT-AP3802-31 |
Issues and Tren ~ Channe hce Ap | 1'::"-:-J|“|: 1
Channel Width 20 MHz
Band 2.4 GHz Status Mot Connected
Tx 1
R Op 1O SSID LA-Topsecrat3
\ RSZ -
SR
AP LAT-AP3802-37
nd Tren  -NENnNe |
Channe! Width 20 MHz
Band 2.4 GHz
T
F
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When you click a point on the timeline, an indicator emphasizes the time for which the page is

displaying information...

10,00 daphne.blake

O O Dpaphne-iPad

5:00p 6:00p /:00p

@ D Daphne-PC

@ : Daphne-iPhone

3/8 1:00a 2:00a

...and the page refreshes to display the details about the client (or device) experience at that

time, including:

® |Issues

v |Issues (7)
Onboarding

Total occurrences: 3
Onboarding
Total occurrences: 4
Application

work Latency for Application 'netflix' is Above the Threshold Value of 387ms

Total occurrences: 11

Application
r Application ‘cifs' is Above the Threshold Value of 412ms

EelWwork Late

Total occurrences: 11

Application
nork Latency for Application “ssh’ is Above 1 hreshold Value of 362ms

Total occurrences: 6

Application

vork Latency for Application 'espn-browsing' is Above the Threshold Value of 262ms.

less client failed to connect (SSID: LA-Topsecret3, AP: LA1-AP3802-31, Band: 2.4 GHz, Site: G

eless client took a long time to connect (SSID: LA-Corporate3, AP: LA1-AP3802-31, Band:

s to Client Timeout

03/07 10:08pm

03/07 %:57pm

03/07 %:55pm

03/07 9:55pm

03/07 %:55pm

03/07 %:55pm

e The path the client used to onboard onto the network

v Onboarding

03/07/18 10:15:00 pm

® s [=| o

LAT-AP3B02-31

(5)

Client LA-Topsecretd

10
@ ApE
LAT-WLCEE20-3

(10
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e The applications the client was using and their behaviors

v Application Experience sem werr 2012 10050m O Refresh
Business Relevant Business Irrelevant Default
Application (2) " Export
Y Filter 2Q Finc
Application Delay
Health Average Packet Loss (%) Latency (ms) pplti(l::;l ey
Name Domain Destination Average Bandwidth Traffic
- Through,
Name Most \[:]nug put Utilization Class
Last 24 Hours (Mbps) o Max  Average  Max  Average  Max  Average
Recent (%)
Al Multiple 0 0
Applications
ops-
O ntp == == unknown 1] [1] admin- o] 1] o o] 0 o
mgmt
ops-
dns -- -- unknown 0 0 admin- 0 0 0 0 0 0
mgmt
e Device or radio frequency (RF) details
v Detail Information
Device Info RF
Information Connection Information
Unknown --- User 2.4 GHz
- 0
BB:27:EB:D8:BB:5E 20 MHz
=== Supported
--- Disabled

Note that you also can run a trace to determine the complete path through the network from a
source (the IP address to which the device or client is connected) to its destination (a host, such
as a printer, or a network device interface).

This information can be helpful when you are working to resolve issues or evaluate previous
ones.

v Path Trace

To find the location of an issue, perform a path trace between two nodes in your network — a source device and a destination device.

Run New Path Trace
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Assurance Layout and Data Management Tasks

Assurance provides features that you can use to help ensure that the information that you need is
immediately visible and to navigate to detailed health or issue information efficiently.

This topic addresses the tasks that you can perform to manage Assurance data, organize page
layouts, and find the information that you need.

—_\ Note: In systems with SD-Access and with fabric topologies configured, you can

= filter the Overall Health page and its features to display health metrics and
issues for a specific fabric domain.

The features and navigation that you have access to are the same.

To see overall metrics for a specific fabric topology domain:

e On the global toolbar, in the All Domains drop-down list, select the domain
of interest.

1 Hide Last 24 hours » | All Domains s Actions v

All Domains

*Chicag g o
hl d"o Lr'IJlII].Hl

University

fal e = hlew Yok

When you make changes to items such as default time periods, or showing or hiding the map, for
example, the page does not retain these changes when you navigate away it.

Changing Data Time Periods

When you open Assurance, by default, the system applies the 24-hour time period to all of the
page dashlets, including the geographical map, the health summaries, and the top 10 issues list.

You can change the time period so that the page includes data for 3 hours, 24 hours, or 7 days.
When you change the time period, the system applies it to all of the dashlets.

Important Note: When you change the default time period, the page does not
retain the changes when you navigate away from it.

When you return to the page, it applies the 24-hour default time period.

To change the data time period:

e On the global toolbar, in the time interval drop-down list, select the time period that you
want to apply.

[0 Hide Last 24 hours v | All Domains wv Actions

Last 3 hours

Last 24 hours

Last 7 days
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The Geographical Map and Table Network Views

Assurance provides a dashlet that toggles between a geographical map view...

Location: All Sites =N <& Hide
Uetroit_# A W
L - Mass.
+ Nebraska gty =Chicago 4
Des. Moines * Conn.R.
Cheyenne.* Omaha = Pennsylvania
Eureka* Salt Lake City * : 3
D il Ohio pif l; i N New York
Loyt = : PO Indiana Fitisburgl oy
MNevada s ] United - fd
Ut Colerado ie incinnati « el
. States St Louis West \igiia e
—— Missouri Charleston =
San Franciscoie. Wichita = Virginia
2 L Kentueky virg
Dentla: California » 5t. George
+ Las Vegas s ;
2 Oklahoma Tennessee  + Knoxville
= Santa Fe - North Carolina
= Albuguergque Oklahoma City Arkansas » Memphis
Santa Barbara.s, 200 New Mexica \
. Arizona ew Mexic e S +MWilmington
Los Angeles « ERoaREe Atlanta * Sputh Caroll ’
San Diego's——— + Dallas Mississippl’  Alabama
E g S s Tieidn « Jackson Geaorgia
» Ensenada ~—_ «El Paso Texas
= B E
'\\ Louisiana + Kiobita
A = Austin - 3 + Jacksenville
. * Rolstan o 1 THY (1 0-79 0 -
« Harmosill s oAl ] % HEALTHY @ <40% 40-79 @ 280% @ NoDsta 0
= Chihuahia \
....and a table view of the network.
Location: All Sites =| F> Hide
Y Filter Hierarchical Site View » As of Mar 6, 2018 2:45 pn i} Export 2Q Find
Site/Building/Floor Client Health (% Healthy Clients) Network Health (% Healthy Devices) Client Nerwork Device Count
Count
Al “a = All AlZ Cl= D= = =
3 USA 84% [ ] @ 85% ® L L L] ® @ 43 26
All Sites 86% [ ] @ 84% L ] L ] L ] L] L ] @ 49 31
3 Australia 100% - [ ] @ 100% [ ] [ ] @ a 2
3 Netherlands 100% [ ] [ ] @ L ® L] o 2 3

For the time period that is applied to the page, each view displays color-coded indicators that
reflect the health score of devices based on location.
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When you navigate to Assurance, the dashlet closes by default.

Overall Health et

st 24 hours ~  All Domains Actions ~w

Location: All Sites

n > Show

To open the view that you want, below the global toolbar:

Hide

e To open the geographical map view, click the map button.

e To open the location list view, click the list button.

=N < Hide

To collapse the dashlet, below the global toolbar:
e Click Hide.

Last 24 hours ~  University ~» Actions ~

=N | Hide

The system removes the dashlet from view, and the Hide button toggles to Show.

= nm => Show

Navigating the Geographical Map View

Assurance provides a geographical map, which provides a visual view of the enterprise network
and current health metrics.

Location: All Sites =N Hid
Uetron_ g R
. . Jowa £ { Mas
Nebraska Dal Moinsé s *Ehicago 2
- o A Cheyenne.+ Omaha « Per
Eureka+ Salt Lake City =
it 5 i Ohie & ¢ NeW York
enver . H0R Indiang Pittsburgh
Neva i N United Md,
Utah Colorado States St. Louis Cincinnati« i Del
Tt ! West Virginia
iheina) Missou Charleston «
San Franciscois. Wichita « Virginia
San Jog i o Kentucky g
California = 8t George
+Las Vegas Oklahoma Tennessee  « Knoxville
Oklahoma City Arkansas » Memphis P
Santa Barbara.s, eong e . «Wilmington
Los Angeles Atlanta * South Carol
« Phoenix
San Diego's —— « Dallas
- = Tucson
» Ensenada = ——« El Paso Texas
it + Mobile
* Austin s » Jacksonville
\, + Houstoen,
b et N S A % HEALTHY @ <40% 40-79 @ 280% @ NoData m
« Chihuahiia S

The map opens at a zoom level to include all of the geographical locations that have been

identified during network design. The legend below the map defines the health range percentages
associated with the color-coding.

Important Note: The system displays locations based on the map coordinates
that a system user added during network design.

If you do not see a location that you expect, a system user might need to add the
location’s coordinates in the network hierarchy.
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Map zoom levels affect how the map represents locations. When locations are in close proximity
and the map is a minimum zoom level, the system collapses location indicators so that they

represent multiple locations with a single, larger indicator.

Recognizing Assurance Features

You can adjust map zoom levels to see the information that you need.

L—

Mey

.'Z;L-l'll'
Click to expand

South San

Francisco *

BeTREIEY *

Ha

San Mateo

San Francisco SanRamen-+

yward »

Fremont

* Palo'Alta
: I'\;‘:-:-,.:P View

San Jose

To adjust the map zoom level using the zoom tool:

e On the right of the map, click Zoom in or Zoom out.

| + |+

Zoom in i ‘

Zoom out

To see whether an indicator represents multiple sites:

o Refer to the size of the indicator.

Larger circle indicators represent more than one site.

Uniied Siates

Indicator size
representing a single site

—

Ve

(4

Indicator size representing
more than one site

" Gulf of Mexico BS
Cuba

exico

GT... HN Caribbed

Important Note: When an indicator includes multiple sites, the health
score color-coding represents the lowest health score at a device level

for a single location or building.
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To expand a location group indicator:
e On the map, click the multiple site indicator.

The map zoom level decreases to show the indicators for the locations that the group
indicator represented. These locations can include additional locations based on the
geographical proximity and network design.

T

ban Francisco  ganRamons«
Click to expand

[day
Hayward »

South 'San Francisco *
Calif y
San Mateo Fremont

Click to expand + Palo Alfg ;
< Moulin View San anusoa

i i
e M TS TS S

San Jose

On the map, you can open location level summary health metrics. The summary also provides
immediate navigation to detailed health metrics and related information.

This feature is helpful when you see a location indicating health issues. By providing overview
metrics and efficient navigation, you can address potential issues or take actions, as needed.
To see a location’s health score:

e Ata single location level, click the indicator.

A pop-window opens and displays the percentages of healthy clients and network
devices at the location. It also provides links so that you can navigate to pages that
provide detailed information on the clients or network devices for that location.

SJC04

Health Score: 100%

Clients 100% Healthy Clients

Metwork Devices

S raneecr
o -
DM s

in

California

When no data is available for an item, the system displays a gray circle rather than a
percentage.

AMS

Health Score: %
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In the case of client data, when the system is collecting data but there are no clients
connected, the pop-up window displays a gray dashed line beside the percentage.

AMS

Health Score: -%

B [T Y QfF o~
Clients --% Healthy Clients

Network Devices Healthy Devices

For better map visibility, you can collapse the map legend.

To collapse the legend:

e To the right of the legend, click the information icon.

% HEALTHY @ <40% 40-79 @ =80% @ MNoData m

The information icon remains available so that you can open the legend, as needed.
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Navigating the Table View

Recognizing Assurance Features

The list view uses a table layout categorized by parent location. It also organizes the health score
indicators by client type or device type, so that you can see potential problem areas for clients or
network devices more easily.

When you open the table view, the page applies the Hierarchical Site View layout by default.
The layout lists the location hierarchy that is organized in the network design.

i

[ Filter Hierarchical Site View ~ As of Mar 6, 2018 2:45 pm

Site/Building/Floor

All Sites

» Australia

» Netherlands

Client Health (% Healthy Clients)

All & -~

84% L @
86% L] @
100% [ ] @
100% L L] @

All

85%

84%

100%

T Export =Q Finc
Network Health (% Healthy Devices) Client
Count
- D= 8 = =
™ ° ® @ 43 26
L ] L ] [ ] @ 49 31
L @ 4 2
L] L] @ 2 3

Network Device Count

When a location has dependent, or child sites, the parent location displays an arrow to the left of

the location name.

To see the health scores and indicators for child sites:

e Beside the parent location, expand the location group.

Network Device Count

Site/Building/Floor Client Health (% Healthy Clients) Network Health (% Healthy Devices) Client
— — - Count
All % -~ All Cl= D= 2 = =
W Usa 84% L ] @ 85% L] L] L ® @ 43 26
LA L] @ ° L ® ® 21 19
DC 100% L ] @ 100% L] L] L] @ 22 7
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You can toggle the view to the Building View layout, which organizes metrics by building. When
location groups have child sites or multiple buildings, each building is a separate line item in the
list.
Filter | Building View vl As of Mar 6, 2018 2:45 prr
Hierarchical Site View
Local ilth (% Healthy Clients)
| Building View |
Site =
usa L& [ ] a
Al
Buildings S ¢ @
Australia MEL 100% == [ ] a@
Netherlands AMS 100% ® [ ] a
The health score below each All column is the percentage of the total number of clients or
devices that are in a healthy state and display color-coding that indicates the status of the
percentage.
Client Health (% Healthy Clients) Network Health (% Healthy Devices)
All % = All AlE | = & =
Bd% ® @ 85% ® 9 ® @ @
B6% ® a B4% ® @ L] L ]
100% -- ® > 100% [ ] -- - . -
100% 9 @ o ® = == @ @
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use the search

When you have a long list of locations, or are looking for specific data, you can
function to filter the list.

Hide

Location: All Sites
Export 2Q, Fine

W Filter Hierarchical Site View ~v

To filter the list:
In the Find field, begin typing a character string that the data includes.

[
As you type, the list updates to display all of the items that match the criteria.

Location: All Sites =0\ NEthl
Y Filter Hierarchical Site View ~v As of Mar 6, 2018 2:45 prr i Export £Q Neth|

Site/Building/Floor Client Health (% Healthy Clients) Network Health (% Healthy Devices) Client Wetwork Device Count

Count
All % = All Al CcE= D 2 = =
5> Netherlands 100% [ [ ] 24 L ] L [ ] @ 2 3

When you see an item for which you want to see detailed information, the page provides
navigation to the Client Health and Network Health pages in Assurance.

To navigate to a detailed information page:

o Beside the applicable health score indicators, click the link.

Network Health (%% Healthy Devices)

Client Health (% Healthy Clients)
All % = Al AlF Cc= D= & G
84% [ ] a 85% [ ] [ ] [ ] [ ] @ a
The system opens the Client Health or Network Health page based on your navigation.
When you navigate using a link at a child site or building level, the detailed health page
filters to present that location’s information only.
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Configuring a Custom Dashboard Page

You can configure custom pages, referred to as dashboards, which can help you to organize and
access the information that is relevant to your work more efficiently. The dashboards that you
configure are available to you only, and not visible to other system users.

You access, configure, and manage dashboards on the Dashboard Library page, which
organizes the dashboards that you add on tabs.

To manage custom dashboards, you can:

e Configure, edit, and delete custom dashboards.

e Copy a custom dashboard that you added and make changes to it.

without altering the original dashboard.

V I Tip: This feature allows you to make minor layout adjustments efficiently

e Reposition dashlets on the Overall Health, Network Health, and Client Health pages

that are available by default.

Health v Dashboards v Issues Manage v

Dashboard Library

All My Dashboards Favorite Dashboards

Sort by Date Modified

To create your first dashboard, click Create a Dashboard or choose one of the following templates.

fa Templates (1)

Following are the Assurance dashboard templates that can be scoped.

Network Health Template

J/
J

N

Network Health dashboard template consist of dashlets that provide analytical insights on
how

your network is performing. The list of dashlets in this template include Network Health
Summary, Network Health analytics based on device role and Network Device List

e Create a Dashboard
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When you use the template, the dashboard includes the following dashlets with links to detailed

information:
o Network Health Summary
Network Health Summary @  As of Mar 6, 2018 01:30 pr
RibetRacent 15 Minutes 24 Hours
Access ‘
Healthy Devices Router
Wireless
Core
Li] Distribution __'\ ]
Others
P
0 50 100 5p NaMaNaN:NaN
Device Count | Time (Day/Hrs)
HEALTH ® -3 4-7 ® 8-10 No Data HEALTH e 1-3 4-7 ® 8-10
o Network Health by Device Role/Type
Network Health by Device Role/Type @  2s of Mar 6, 2018 01:30 pm
Wireless (1) Access (1) Router (1)
0% (0) . 100% (1) * 100% (1) *
Healthy Davices Healthy Devices Healthy Davices
System Health Data Plane Connectivity
15 Minutes 24 Hours 15 Minutes 24 Hours
1 Device with Good Health 1 Device with Fair Health
® Fo Fair @ Gooc s er eC Dat
View Details View Details
o Network Devices
Network Devices (3) [ ] As of Mar 6, 2018 1:35 pm
DEVICE inmenitored | TYPE access | Coe | Distbuton | Router | wieless | Others | OVERALLHEALTH [ Foor [ Far | Goo
“ Filter ¥ Export =Q Find
Overall
Syst Data PI I
Device Device Type IP Address 0S Version Health ystem atd a?e_ Ssue
Health Connectivity Count
Score
AMS-AP3802-34 ﬁ‘;R'APij"B' 10.11.19.1 8.5.120.0 [ 0
. Ws-Gaeso- 10.11.255.100 03.06.05E 10 [ 0
SW3650.test.com 24PD-E
AMS-ASR1K-INET ASR1002-X 10.11.255.2 15.5(3)52 10 [} [} 1
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You configure custom dashboards by adding a unique page to the system, and then adding and
positioning dashlets on the page.

To configure a custom dashboard:

1. On the menu bar, on the Dashboards menu, click Dashboard Library.

il pNA DESIGN PoLICY PROVISION ASSURANCE
CISCO CENTER
Health Dashboards v Issues Manage

Dashboard Library

Overarrreorr

The Dashboard Library page opens. You can add a new dashboard or copy the
template and edit it, as needed.

Health ~ Dashboards »v Issues Manage v

Dashboard Library

All My Dashboards Favorite Dashboards e Create a Dashboard

Sort by  Date Modified .

To create your first dashboard, click Create a Dashboard or choose one of the following templates.

@ Templates (1)

Following are the Assurance dashboard templates that can be scoped.

Network Health Template

MNetwark Health by Device Role/Type @

Fabrie Eage

syste Data Plaas Connactivity

J/
)
_/

Network Health dashboard template consist of dashlets that provide analytical insights on
how

your network is performing. The list of dashlets in this template include Network Health
Summary, Network Health analytics based on device role and Network Device List.
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2. To add a dashboard, click Create a Dashboard.

Dashboard Library

All My Dashboards Favorite Dashboards |? Create a Dashboard

The Create a Dashboard dialog box opens.

Create a Dashboard X

Title

Cancel

3. Inthe Create a Dashboard dialog box, type a meaningful dashboard name that
describes its use, and then click Save.

e When adding a custom dashboard, a blank dashboard page opens with the
dashboard title

Recognizing Assurance Features

il pNA DESIGN poLICY PROVISION ASSURANCE
CISCO CENTER

Health Dashboards Issues Manage v

Client Connectivity o Dashboard title

Click “Add a Dashlet” to add
content to this dashboard.

@ Add Dashlet
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4. To continue configuring the custom dashboard, click Add Dashlet.

Health Dashboards Issues Manage

Client Connectivity

@ Add Dashiet

The Add Dashlet panel opens and lists all of the available dashlets by default.

Tip: To see a dashlet layout to the right of the list:
o Inthe list, select the dashlet row.

Add Dashlet

All ® W =Q Find dashlet by name or tac

Client Health Dashlets ..
Connectivity RSSI

Client Health Summary Last 30 Minutes 24 Hours
Overall wired and wireless client device health determined
by onboarding response times and failures plus connect..

D Client Onboarding Times

Distribution of total response times from start to finish for

wired and wireless client onboarding covering Associati

D Connectivity RSSI

Overall wireless client connectivity distribution based on 1 50 75 -0 25 -1s0
RS5I values.

RESI(4EM)

® Wirclasz i <78 dBm threshold
D Connectivity Physical Link
Overall wired client physical link connectivity distribution
based on link errors.
Tags connectivity, RSSI

D Client Count per SSID

PSRRI ST

m
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Search Tips:
To filter the list of dashlets by a category:
o Below Add Dashlet, in the drop-down list, select the category.

To find a dashlet using a character string:

e In the search field, begin typing a character string. The list updates
automatically to display all of the dashlets containing the string that

you typed.

Add Dashlet

Filter by category.

Recognizing Assurance Features

4

All %

/ Search by character string.

5. Beside the name of each dashlet that you want to add, select the check box, and then

click Add.

Add Dashlet

All x W

Client Health Dashlets

Client Health Summary

by onboarding respo

Overall wired and wireless client device health determined

times and failures plus connect...

D Client Onboarding Times

Distribution of t

sponse times from

wired and wirel

art to fini

ient onboarding covering As

Connectivity RSSI

R3S values.

Connectivity Physical Link

based on link errors.

Overall wireless client connectivity distribution based on

Overall wired client physical link connectivity distribution
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The system adds the dashlets to the page.

Health ~ Dashboards v Issues Manage v

@ Add Dashlet

8 W OA) ° Total Clients: 3

Healthy Clients Active: 32 Inactive: 0

[~

a0

’f =

Clients

Client Health Summary  Asof Jan 03, 2018 1:40 prv

WIRELESS
0, [
33% T Laoavows

Healthy Clients

Client ith POOR Healtt
9
-

WIRED
100%

Healthy Clients

Clients
23

_

=

Last 24 Hours

Connectivity RSSI

30 Minutes 24 Hours

=]

=
6. To organize the layout, drag each dashlet to the position that you want on the page.
7. To add the dashboard to Cisco DNA Center, click Save.
@ Add pashiet
-
Client Health Summary  Asof Jan 03, 2018 1:40 prr
8-‘ O/ [ ] WIRELESS WIRED
Healthy Cllen\: 12‘7‘:“;:2"5 :i\dt.llw:: 0 33% — Last 24 Hours 100% E— Last 24 Hours
. /VHM (‘ cienswit PO Gonnectivity RSSI &
g 20 Clients Linux-Worksts
. .« S 30 Minutes 24 Hours -
Drag dashlets to the Ly
positions that you want. i ;

= [
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A system message opens confirming the save action.

Success

Dashboard Saved Successtully

8. Inthe message, click Ok.

The dashboard that you configured is the active dashboard on the page and a global
toolbar is available for use with the dashboard. The dashboard is also available on the All
and My Dashboards tabs on the Dashboard Library page.

bl DNA DESIGN POLICY PROVISION ASSURANCE
CISCO CENTER
Health v Dashboards v Issues Manage
Dashboard Library

Cllent COnneCtIVIty Last 24 hours v All SSIDs v Actions v |

sy [ CHE=)

Location: All Sites =|m <> Show

Client Health Summary  As of Mar 06, 2018 10:35 arr

,I (} OC// i) WIRELESS WIRED

L /0 Total Clients: 6 __o 100% —
Hoalthy Clients Active: 6 | Inactive: 0 " 24 Hours © 24 Hours
Healthy Giiants Healthy Clients
10
8 Clients
H 0 Clients
6
1a o e 5s 10:158
Time (day/hr]
Connectivity RSSI Connectivity Physical Link
30 Minutes 24 Hours 30 Minutes 24 Hours

Feedback
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You can identify custom dashboards as favorites, which makes them available on the Favorite
Dashboards tab.

To make the dashboard available on the Favorite Dashboards tab:

On any dashboard tab displaying the dashboard, to the right of the dashboard name,

click Add to Favorites.

@m My Dashboards

Client Connectivity

(2)

The icon turns yellow to indicate that the dashboard is included as a favorite...

Client Connectivity

@a My Dashboards (2)

...and the dashboard is available on the Favorite Dashboards tab on the Dashboard

Library page.

Health Dashboards

Issues Manage

Dashboard Library

All My Dashboards

Favorite Dashboards

Sort by  Date Modified
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To edit custom dashboards that you have added:

1.

Open the dashboard page, and then, on the Actions menu, select Edit Dashboard

2. To add or reposition dashlets, follow steps 4a - 4d in configuring a custom page.

3. Toremove a dashlet, beside the dashlet heading, click Delete.

smpls

Client Attempts by Onboarding Times :_0|—— Delete icon

30 Minutes 24 Hours

4. When you complete your changes, click Save.

test dashboard

@ ~dd Dashiet
Client Health Summary As of Jan 03, 2018 3:40 pm
Ao @ WIRELESS WIRED
é)D ] Total Clients: 35 . 100% —
/ » ,
Haalthy Clients Active: 35 Inactive: 0 Last 24 Hours ted Ho

Healthy Clients

Healthy Clients

40
55 20 Clients
) L 1

Clients her =
25 :

Client Attempts by Onboarding Times @

30 Minutes 24 Hours

= |
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To delete custom dashboards that you have added:
1. Open the dashboard page, and then, on the Actions menu, select Delete Dashboard.

A system message opens so that you can confirm the action.

Warning

Are you sure you want to

delete this dashboard?

2. To continue, click Delete.

The system removes the dashboard.

Reviewing Detailed Information by Category

The system provides various ways for you to navigate to see only network infrastructure or client
health information.

Important Note: When you apply a site filter on the Overall Health page, and
then navigate to network infrastructure or client health information, the system
applies the same site filter to that page automatically.

To open the Network Health page:

o On the Health menu, select Network.

Health Dashboards w

Ith

Client

4

e In the Overall Health Summary dashlet, under Network, click View Network Health.

| Overall Health Summary |@ .

NETWORK
89%

Healthy Devices

| View Network Health
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Either action navigates you to detailed network health metrics for all of the network sites.

Health v Dashboards lssues Manage
Network Health
" ] Canada

North United States
Pacific
ocean ®
) Gulfof Mexico ~ BS
(1
!w Cuba

Network Health Summary @ 2

st Facant

Q00
O bJ 0

Last 15 Minutes

Router

) Hice

Last 24 hours ~  All Domaing w*
Lavrogor sen
e |
L
North L
Atlantic
Ocean !
\ Tunlsla
Momgo‘ N
Sargasso Seo Algoria
oo £ I |
b Mauritania
o | Mali » MEALTHY
Sonapg—

Hualthy Davices

24 Hours

a0

{EALTH @ LY ® 51 Tata HEALTH @13 @47
Network Health by Device Role/Type @
Wireless (7) Router (9) Access (10) core (7) Distribution (2)
N 89% (=) 100% 01 100% (7 100% iz

Haaithy Dewicars Haalitvy Davicas Haalthy Daicas

System Health

Last 15 Minutes 24 Hours

? Den

vices with Good Health

Network Devices (1) @

DG -

V" Filter
Device Device Type 1P Address 0S Version
I SRA451-XIKS 10.32.255.2 15.5(3)540

2.complocal

Bty Davicas

Data Plane Conni

Last 15 Minutes

Views Detsils

Overall
System Data Plane Issue
Health e Location
Health Connectivity ~ Gount
Score -
1 L] L ] an MX/MX-Level26
Shawing 1 of 1

OVERALL HEALTH

Hauthy Davicss

ectivity

24 Hours

vith Fair Health

All Sites » Actions v

:F--

Greace

Turkey by
 syria I
Lenanan | aig
Jaidin £
Libya L — Bahrain_.
Saudi Arabla
= an
cun som o
Arabil

View Detsits

%) Expart

m
2
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To open the Client Health page:

Recognizing Assurance Features

® On the Health menu, select Client.
Health ~ Dashboards
Overall
et 11th
Client
e In the Overall Health Summary dashlet, under Client, click View Client Health.
[ Overall Health Summary |@ 11 03, 2018 235 o
NETWORK CLIENT

89%

Haalthy Devices

—_—

View Network Health

NETWORK DEVICES

Core 100% Healthy Devices
Access 100% Healthy Devices
Distribution 100% Healthy Devices
Router 89% Healthy Devices
Wireless Healthy Devices

31%

Healthy Cliants

| View Client Health |

Assurance Features and NavigationCisco DNA Center 1.1.2 Training

43




r
CISCO

Core Software Group

Recognizing Assurance Features

Either action navigates you to detailed client health metrics for all of the network sites.

Health Dashboards v

OVERALL HEALTH

Client Health

Client Health Summary

Issues

) Total Clients: &

Healthy Clients Active: 6 Inactive: O

10
i 5
o

o

5:30p 10:30p 3:30a 8:30a

Time (dayhr)
HEALTH @13 @2

Manage v

As of Jan 03, 2018 5:25 pm

1:30p

Client Attempts by Onbearding Times

Client Devices (2)

DATA Onboarding Time >= 10s

Wired

30 Minutes 24 Hours

1 1
1 1
1 1
| |
1 1
1 1
1 1
1 1
1 1
1 1
1 1
I .
. I |

2 Zta4 4ata tod Ao =10 fail

® Wirec Thresholc

View Details

HEALTH

Association »= 5s

IPv4
UserID@®  Hosmame @ MAC Address

Address
amy.wong Amy-PC B8:27:EB:0C:53:E0 0.0.0.0
bender... Bender-PC B8:27:EB:0C:4F:F8 0.0.0.0

(0 Show  Last 24 hours v

WIRELESS
25%

Healthy Ciients

—‘-\,\,_ﬂv'

Last 24 Hours

[RRN

View Details

Connectivity RSSI

30 Minutes 24 Hours

istribution

|
|
|
|
|
|
s0% I
|
|
|
|
|
I

as 55 to -48 -65 to -85 -F1 to -6

OLA v All Domains ~v Actions v
WIRED
Oy
1 00 /0 —_— Last 24 Hours
Healthy Clients
nts with D it 2
Clients g -
2

View Details

Connectivity Physical Link

30 Minutes 24 Hours

2 Client Devices

oUp ®Down @Ermors

View Details View Details
T - R
DHCP == 5s AAN == 5g R85l <= -72dBM
IPv6 Overall Onboarding  Connected  Connected VLAN
Device Type Health = Location B SSID
Address P Health®  Healh® To m
Score
-- F Linux-Wor... 1 [ ] [ ] LAT-AP181.. LA/LA-Lev... 130 LA-Guest2
- T Linux-Wor. 1 [ ] [ ] LAT-AP181.. LAJLA-Lev... == LA-Guest2

Showing 2 of 2
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To open detailed network infrastructure or client health pages for a specific location:
1. On the geographical map, click an icon that represents an individual location.

A pop-up window opens with summary health metrics.

AMS

Health Score: 100%

2. To open detailed health information for the location:
To open client health details, click Clients.
To open network infrastructure health details, click Network Devices.

The system navigates to the applicable health details page, filtered to display the
information for the location that you selected.
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Reviewing Issues

The Overall Health page summarizes up to 10 of the most critical issues so that users can
determine whether an item might need more immediate attention due to the number of affected
users.

Each issue item includes the type of issue, a summarized description of the issue, the number of
times the issue has occurred for the time period that is applied to the page, and the most recent
date and time that it occurred.

Overall Health

_— Note: To review a list of the issues that Cisco DNA Center logs, refer to the
p— Issue Catalog topic in the Cisco Digital Network Architecture Center User
Guide.
"Cll's'él‘;' EN% DESIGN POLICY PROVISION ASSURANCE
Health v Dashboards Issues Manage W

U Hide

Last 24 hours »  All Domains Actions v

% HEALTHY @ <40% 40-79 @ 280% @ NoData m
Overall Health Summary @
NETWORK CLIENT
86 O/ T NETWORK DEVICES 8 f‘I O/ — CLIENTS
(o] (o]

Core 100% Healthy Devices Wireless Healthy Clients
Healthy Devices Healthy Clients

Access  100% Healthy Devices Wirsd 96% Healthy Clients

View Network Health Distribution 100% Healthy Devices View Client Health

Router 89% Healthy Devices

Wireless

Healthy Devices

Top 10 Issues (4) Jan 03, 2018 9:40:00 to Jan 04, 2018 9:40:00

Jan 4, 2018 9:00 am

Faile Device 2.255.10 =1 e Te gabitEthernet 22 v el

Total occurrences: 22

Connectivity

OSPF Adjacency Failed on Device " 10.32.255.102" Interface GigabitEthernet1/0/12 with Neighbor 10.32.255.100 Jan 4, 2018 9:00 am
Total occurrences: 22

Onboarding

Clients Failing DHCP Attempts Because DHCP IP Addressing Timec ilobal/USA/SM/SM-Leve Jan 4, 2018 9:00 am
Total occurrences: 38

Onboarding

Clients Failing DHCP Attempts Because DHCP IP Addressing Timed Out at * Global/USA/LA/LA-Level16 Jan 4, 2018 9:00 am

Total occurrences: 43

View All Issues
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To open details for an issue listed in the Top 10 Issues list:

e Inthe list, click the issue description link.

Onboarding
Clients Failing DHCP Attempts Because DHCP IP Addressing Timed Out at * Global/USA/SM/SM-Leve | Jan 4, 2018 9:00 am
Total occurrences: 38

A panel opens with detailed information about the issue, metrics, affected locations or clients, and
suggestions for resolving the issue.

dlialie pNA DESIGN POLICY PROVISION ASSURANCE Q

CISCO CENTER o & =
Health Dashboar ¥
— Clients Failing DHCP Attempts Because DHCP IP Addressing Timed Out at " Global/USA/SM/SM-

86%

Healthy Devices

Level1"

View Network| Status:  Open

Description Client DHCP Attempts
. _— 5 Jan 3, 2018 9:00 am to Jan 4, 2018 9:00 am

Clients located in " Global (USA/SM/SM-

Levell" timed out and have not been assigned

an IP address from the DHCP server. s0

Top 10 Issues (4) 2 40 -
Impact ¥
p L N
Connectivity £
- . B Location: < 20
Total occurrences: 22 1 Building é .
Connectivity & Ciients 0
OSPF Adjacency Fai 4 Wireless Clients 9a 12p 3p &p % 12a 3a 6a
Total occurrences: 22 Time (Day/Hrs)
erve ient Timex @ Success Atte

Onboarding
Clients Failing DHCP
otal occurrences: 38 .

Onboarding
Clients Failing DHCP
Total occurrences: 43

Suggested Actions (6)

1 Verify that the DHCP scope is configured correctly. Best Practice - Design an IP address poal that is two to three

times larger than the expected number of users

2 Reduce the DHCP lease time. Best practice - DHCP lease time for high-density, high mobile environment is 15-30

min.

3 Verify whether the IP helper address on Router is configured correctly

4 Verify whether the DHCP server has a route to the subnet of the VLAN.

5 Verify that the clients are configured for IPv4 DHCP,

6 Verify that the clients are in the range of access paints.
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To open lists of all of the open and resolved issues:

e On the menu bar, click Issues.

«thali. pNA DESIGN POLICY PROVISION ASSURANCE
CISCO CENTER
Health v Dashboards Issues Manage v
o Below the Top 10 Issues list, click View All Issues.
Top 10 Issues (4) Jan 03, 2018 9:40:00 to Jan 04, 2018 8:40:00

Connectivity
OSPF Adjace ailed on Devi 0.32.255.100 E at net1/0/22 10.32.255.102 Jan 4, 2018 9:00 am
Total occurrences: 22
Connectivit)
OSPF Adj >y Failed on Device " 10.32.255.102" Interface Gig erne 2 with Ne 0.32.255.100 Jan 4, 2018 9:00 am
Total occurren
Onboarding
Clients Failing [ Bece DHCP IP A E lot AISM-L Jan 4, 2018 9:00 am
Total oceurrences: 38
Onboarding
Clients Failing DHCP Attempts Because ved Out at * Glot AJLA/LA-Level16 Jan 4, 2018 9:00 am

Total occurrences: 42

| View All Issues |

The Issues page opens and provides complete lists of open and resolved issues, which

the system retains for a rolling 7 day period.

The system does not close issues automatically. System users can change an open
issue to a resolved status manually. Or, based on the time period applied to the page, the

issue will not appear on the list if it has not occurred within that time period, up to the 7

day retention limit.

Health Dashboards v Issues Manage v

Issues

Open Resolved

Last Occurred Time Title

Jan 4, 2018 10:00

am B y ) vice € E .32.2

Jan 4, 2018 10:00

am 55
Jan 4, 2018 9:30 am

Jan 4, 2018 9:30 am Clie ilir CP ¢ pts S

Last 24 hours v All Domains ~
Total y .
Category Device

Occurrences .

22 Connectivity network_device
22 Connectivity network_device
38 Onboarding Client

43 Onboarding Client
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Searching for Devices, Users, or Client Endpoints

Cisco DNA Center provides a global search function that returns results on various network
infrastructure, user names, and client endpoint parameters.

When you receive notifications of issues that affect specific network users or network devices,
you can use this feature for more efficient navigation to the metrics that you need to evaluate.

v

Tip: For a complete list of search parameters, in the Search dialog box, click

Learn More.

Learn More link

Beta Release

To perform a search:

1.

On the application toolbar, click the search icon.

Search icon

/

dfale pnA
DESIGN poLICY PROVISION ASSURANCE
CISCO CcENTER

Health Dashboards Issues Manage

The Search dialog box opens.

Beta Release Learn More
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In the Search field, begin typing the applicable character string.

A list of results matching the characters that you type begins populating automatically.

MX1

MX1-3850-ACC-1.corp.local
MX1-3850-CSW-1.corp.local
MX1-3850-CSW-2.corp.local
MX1-9300-ACC-1.corp.local
MX1-ASR1001X-1.corp.local

MX1-1SR4431-3.corp.local

R T A

MX1-1SR4451-2.corp.local

Beta Release Learn More

CISCO
Core Software Group
2.
3.

To open details about an item in the list, click the item.

MX1

MX1-3850-ACC-1.corp.local )

Details about the item open in the dialog box and, based on the item type, links to more
information are available.

MX1-3850-ACC-1.corp.local

= MX1-3850-ACC-1.corp.local
@ MX1-3850-ACC-1.corp.local

Up time: 26 days, 16:01:35.26

IP Address 10.32.255.102
MAC Address 5c:fc:66:9c:ab:80

Type Cisco Catalyst38xx stack-able ethernet switch

Model Cisco Catalyst 3850 Series Ethernet Stackable
Switch

Version 16.6.2

Device 360

Topology

Beta Release Learn More
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Links

To Product Information

Visit the Cisco Web site to learn more about Cisco DNA Center.

Visit the Cisco Web site to review or download technical documentation.

Visit the Cisco Web site to access learning opportunities for other Cisco products.

To Contact Us

Send us a message with questions or comments about this training.

e Note: Please send messages that address training content only.

— Follow your regular business process to request technical support or address
technical or application-related questions.
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