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Observability Helps Fix Problems Faster Across Any
Environment and Ensure Reliability Across the Entire
Stack

Mobile @ o
user _

e \ Wireless

Home office % ~ gateway

Cloud Cloud
providers Microservices

Cloud

provider
Enterprise [ Regional
HQ L data centers
o ® ® ® Enterprise
\ P data center

Branch om
office [

Enterprise C/\)

= SaaS
edge

provider

=

Factory -4 \% [

\_ AO e O
Edge Mobile
data centers networks

Cameras & =>
sensors

el
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Making it that last mile Is always
the hardest...
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What slows teams down
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What slows teams down?
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Visibili

It’s hard to connect app, infra,
and network issues with
disjointed tools.
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What slows teams down?

Visibili R ive tr leshootin
It’s hard to connect app, infra, Lack of end-to-end insight
and network issues with means more time stuck chasing
disjointed tools. problems.
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What slows teams down?
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Visibili R ive tr leshootin War room chaos
It’s hard to connect app, infra, Lack of end-to-end insight No shared context means more
and network issues with means more time stuck chasing finger-pointing, less fixing.
disjointed tools. problems.
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Cisco can help get you
there.

Achieve true end-to-end
visibility with Splunk
Observability + Cisco
Networking, combining
real-time observability
with deep network AR NN e, :
intelligence. | AN TN g
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What is Observability
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Observability = Monitoring

Observability lets us understand a system
from the outside, by letting us ask
guestions about that system without
knowing its inner workings.

Observability lets us understand a system
from the outside,
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OpenTelemetry Is an Observability framework

-Designed to create and manage telemetry data
-M.E.L.T
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Observability is Not “ ” Monitoring

Monitor Metrics Spike in “Error Rate” metric
(Detect) 3 _ o
What is Happening?
Explore “Checkout” trace is failing,
(Troubleshoot) specifically the “Payment API” span
Discover “Invalid Authentication Token”

(Root Cause) error entry in log file
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Multiple Use Cases On Common Data

Drives system security and observability

Logs
Application Delivery

| IT O;)t:mt';uns = Logs Traces
DevOps 4 70

1T Operations

Metrics

Security, Compliance and Fraud
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Microservices

User Experience
Service Dependencies
Database Performance

Message Queues !
Operating Systems

Custom Metrics

RED Metrics =

Serverless Functions
Cl/CD

Containers / Kubernetes

Networking

Load Balancers

Caches

.. Syslog
-.Configuration'Files
Filesystem Audit Logs

eb Access Logs !

Web Proxy Logs !

- Wire Data

Business Process Logs
Management and Logging APls 1

Notable Events

Alerts

Windows Events
Packet / Flow Data
Call Detail Records

Clickstream Data




Gartner
Leader
2025 Magic Quadrant for
Observability Platforms
Leader & Fast Mover
2025 Cloud
Observability Radar

Leader & Fast Mover
2024 AlOps Radar

Leader & Outperformer
2024 APM Radar

Leader & Fast Mover
2024 Kubernetes Observability Radar
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A leader in observability
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=IDC OEMA
Leader Value Leader
European Observability 2024 Radar Report
MarketScape, 2025 for AlOps
% RESEARCH IN ACTION
o [ T Quadrant
i et
Leader Overall Leader
2024 Vendor Selection Matrix 2024 SPARK Matrix
for Observability Full-Stack Observability
Top Vendor Overall Leader
2024 Vendor Selection Matrix 2024 SPARK Matrix AlOps

for AlOps

Overall Leader
0 M '-) I A 2024 SPARK Matrix
Infrastructure Monitoring
Overall Leader
2023-24 AlOps Universe
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Cisco synergy use cases for FY26

Aligning to emerging product areas + priority Cisco synergy opportunities

J

“Unifying Network
Domain Visibility”

Assure network service health
by unifying visibility and
reducing alert noise across
fragmented network domains
(Catalyst Center, Meraki).

© 2025 Cisco and/or its affiliates. All rights reserved.
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“Troubleshooting Apps
with Network Impact”

Troubleshoot app performance
problems with dependencies
on owned and unowned
networks.

CISCO SYNERGIES

7 \

Monitoring Al
applications &
infrastructure

Monitor the health and
performance of your Al
application stack, including
LLMs and Al infrastructure.
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Splunk is the Unified Data Platform for Cisco

Networks Infrastructure Applications

O O O

Cisco gives you
unmatched visibility Splunk
across your digital footprint

o o

Operations Users & Devices Security
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Cross Domain Unification

Assurance
ITOps, NetOps

Observability
ITOps,
Engineering

Security
SecOps

Foundational
visibility

See across environments
Detect issues with baseline

network performance
benchmarks

Troubleshoot mission-critical
apps and infrastructure

Search, monitor and investigate
for real-time security monitoring

Accelerated by Al

cIs 025 Cisco and/or its affiliates. All rights reserved.

Guided insights

Detect threats and investigate
issues with context

Diagnose issues with network
metrics to localize and identify
external points of failure

Prioritize issues based on
business impact

Reduce noise, detect more
threats and identify risk with
Al/ML powered detections

Proactive
response

Get ahead of issues

Mitigate and remediate network
failures proactively with
automation and integrations
across Cisco

Prevent outages &
accelerate MTTR with guided
root cause analysis

Accelerate incident investigations
and response using automation

Unified
workflows

Collaborate seamlessly

Predict and optimize network
performance with coordinated
recommendations

Standardize observability
practices across teams

Maximize SOC efficiency
with integrated threat
detection, investigation and
response
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How are we making ‘Unified Observability’ a

How do network

e
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events impact

user experience,

application

performance, and

business
metrics?

Network Monitoring

—
_

Distributed
Enforcement
Automated
Repair

Workspace Monitoring

—
—

Collab devices
& applications

splunk>

a CISCO com

Network
Performance

How do network events
impact user experience, application

performance,
and business metrics ?

Al & Machine Learning

D,

Application and
Infrastructure

How can I improve performance of
hybrid, three-tier and cloud-native
applications?

EXTERNAL DATA SOURCES

Security

How do seemingly

independent alerts correspond to a
threat? And how can |

enforce at the source?

reality?

seemingly
independent
alerts
correspond to a
threat? And how
can | use the
infrastructure to
enforce at the
source?

Threat Detection

—
—

Distributed
Enforcement
Automated
Remediation

Is it the network?
The firewall? Or
the application?
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Secure Firewall

Duo

Secure Network
Analytics

Secure Email
WSA

Multicloud
Defense ASA

Secure Malware
Analytics

Secure Access
Umbrella

Al Defense
Talos

XDR
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Splunk Observability + Cisco Networking

[ Splunk Platform + IT Service Intelligence j

Nexus Dashboard

R

Catalyst Center

S

O

ThousandEyes

Meraki

[ AppDynamics j[Observability Cloudj
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Unlock the power of Cisco with Splunk + ThousandEyes

-

o

End-to-end visibility

« Comprehensive coverage: Full
visibility across apps, infra and
networks

* Quick diagnosis: Rapid
identification of root causes to
reduce downtime

» Strategic improvement:
Transition from firefighting to
optimization

~
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From troubleshooting to
prevention

* Issue prevention: Shift from
reactive troubleshooting to
prevention with Al

» Early detection: Address
potential problems before they
impact users

» Operational efficiency:
Prioritize resources to ensure
seamless digital experiences

-

~
One source of truth

across teams

« Unified view: Eliminate silos
with a comprehensive view

* Collaborative resolution:
Quickly pinpoint issues without
escalation.

* Proactive detection: Use
shared data to quickly identify
and resolve cascading problems

J
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Joint use cases for network observability

Troubleshoot app performance problems with
dependencies on owned and unowned networks.

* ThousandEyes integration with Splunk AppD APM

* ThousandEyes integration with Splunk
Observability Cloud APM

« ThousandEyes integration with Splunk
Observability Cloud RUM

afraln
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Splunk AppDynamics &

ThousandEyes

Gain detailed insights into how owned
networks and the public internet impact
user experience

Gain unified digital journey visibility by integrating
ThousandEyes & AppDynamics.

Accelerate issue resolution by linking user
experience insights with deep network
intelligence.

Sync network test creation with application
mapping for comprehensive performance
monitoring.

Proactively enhance user experiences using
integrated RUM and network data for data-driven
optimizations.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Splunk Observability Cloud
APM & ThousandEyes

End-to-end visibility across ThousandEyes g :
tests and Splunk APM traces for faster

MTTI & MTTR ‘

* Quickly diagnose failing ThousandEyes test

W Metrics: Availability ~ Thu, May 22 15:20 -15:22 UTC (33 minutes ago) < » >l 24h 7d 14d

Veb
ork
ing

Availability overiay [ off EEEIS WEB

* Understand if slowness is from the network or
application |ayer Oregon (AWS us-west-2) - Latency Threshold = 1000 ms

* View trace topology and key intra-service metrics
in context of the ThousandEyes test

» Easily set up tests for services instrumented in
Splunk Observability Cloud from the
ThousandEyes Ul

afraln
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Splunk Observability Cloud
RUM & ThousandEyes

End-to-end visibility from user to network

observability-suite Session Search

€3 RUM Configuration v

:12h' || compareto:1hourago ~ Clearall

» Visualize global user experience and quickly
highlight impacted regions with Geo Maps

* Overlay real user monitoring and ThousandEyes
network data to pinpoint the problem domain

* Troubleshoot deeper with seamless drill-downs

afraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



App integration + Cisco Networking = Splunk Observability

ThousandEyes

[ AppDynamics ][ObservabilityCloud]




Double Up DEMO

DEMO: Splunk AppDynamics + Thous
DEMO: Splunk O11Y Cloud + Thousa



Correlate Domains

Splunk IT Service Intelligence

Business service monitoring and AIOPS




Correlate Impact of Failure or Performance Degradation

* Protect business performance,
monitor service health, and drill H '
down into underlying 00 NA  NA
infrastructure, all from one
dashboard

- [dentify a problem, isolate
domain, understand impact
radius, accelerate root cause
analysis

4 )
“Is the end user experiencing slow
application page load due to

network latency or a code issue?”

\_ /

afraln
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Intelligent Incident Management

» Accelerate MTTR using real-time event
correlation, automated incident
prioritization, and integrations with IT

Se

rvice management (ITSM) tools

» Group related alerts from network
devices, system infrastructure, &
applications in cause-symptom

=]

ationship for a single actionable

incident

-

\-

“Are all the alerts related to slow application
response, database connection timeouts,
page loading time related to packet loss at
network layer?”

~N

Y
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Episode Review #

Gminutes

Count

Count

,,,,,,,

Sever

Yotal Nolse Reduction

99.62%x 0.00«
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Status
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Proactive Incident Prevention - Predictive Analytics

* Detect anomalies in KPI trends
over time to identify a non-normal
behavior using dynamic baselines

* Predict an incident 30 mins in
advance via predictive service
health analytics

4 )

“Is there a possible outage about

to happen in the data center given

the downwards trend of network
throughout?”

N i
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Joint use cases for network observability

Correlate Network Domains

Assure network service health by unifying visibility
and reducing alert noise across network domains
(ThousandEyes, Catalyst Center, Meraki).

« Splunk ITSI content packs for Cisco Enterprise
Networking (Catalyst Center and Meraki)

» Splunk ITSI content pack for ThousandEyes

afraln
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Splunk Observability + Cisco Networking

[ Splunk Platform + IT Service Intelligence j

N

@

ThousandEyes

[ AppDynamics ][Observability Cloudj
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DEMO: ITSI + TE/AppD/O11Y

Network Integration with ITSI




Network Observability
Innovations




Splunk Observability + Cisco Networking

[ Splunk Platform + IT Service Intelligence j

Nexus Dashboard

R

Catalyst Center

S

O

ThousandEyes

Meraki

[ AppDynamics j[Observability Cloudj
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DEMO: Splunk ITSI + Cisco
Enterprise Networking
(Catalyst Center & Meraki)




Correlate Network Domains

Assure network service health by unifying visibility
and reducing alert noise across network domains

(ThousandEyes, Catalyst Center, Meraki, Nexus
Dashboard).

« Splunk ITSI content packs for Cisco Enterprise
Networking (Catalyst Center and Meraki)

« Splunk ITSI content pack for ThousandEyes

* |TSI Content Pack for Cisco Data Center
Networking

-
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Pinpoint Network Impact on App
Performance

Troubleshoot app performance problems with
dependencies on owned and unowned networks.

* ThousandEyes integration with Splunk AppD APM

* ThousandEyes integration with Splunk
Observability Cloud APM

* ThousandEyes integration with Splunk
Observability Cloud RUM

afraln
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Gartner
Leader
2025 Magic Quadrant for
Observability Platforms
Leader & Fast Mover
2025 Cloud
Observability Radar

Leader & Fast Mover
2024 AlOps Radar

Leader & Outperformer
2024 APM Radar

Leader & Fast Mover
2024 Kubernetes Observability Radar
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A leader in observability

—
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=IDC OEMA
Leader Value Leader
European Observability 2024 Radar Report
MarketScape, 2025 for AlOps
% RESEARCH IN ACTION
o [ T Quadrant
i et
Leader Overall Leader
2024 Vendor Selection Matrix 2024 SPARK Matrix
for Observability Full-Stack Observability
Top Vendor Overall Leader
2024 Vendor Selection Matrix 2024 SPARK Matrix AlOps

for AlOps

Overall Leader
0 M '-) I A 2024 SPARK Matrix
Infrastructure Monitoring
Overall Leader
2023-24 AlOps Universe
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Next Steps....

Partner with your Cisco account

team el
to superchail ur Network

Observak strategy

Thank you
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