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Introduction
• Customer from 1997 – 2018. CCIE R&S 2016 

(#54946)

• GES South Systems Architect (SA) 2018—
2019

• DevNet Automation Bootcamp Delivery 
Engineer (Developer Advocate) 2021-2025

• Cisco Certified Systems Instructor (#35892) 
2021 – Present. Cisco Instructor of 
Excellence Award, Datacenter, 2022

• Cisco Live! Distinguished Speaker Hall of 
Fame, 2025

• Technical Leader, Learn with Cisco, Office of 
Automation and Operational Excellence, 
2025-present



Introduction and Objectives
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Session Objectives

•This is not a deep-dive / tutorial into automation or coding.

•We will discuss fundamentals of data center automation.

•We will explore different tools that can be used to automate 
your datacenter.

•You will learn the most powerful tool for all automation use 
cases!



Data Center Automation 
Fundamentals
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Data Center Automation Fundamentals

Why Do We Automate?

Time for "Big-Picture" 
Projects

Reduce Configuration 
Errors

Compliance Testing
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What are some of the repetitive, manual tasks you need 
to do in your daily work?
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•Cloud

• Reliant upon 3rd party (public or private); no devices

• "Traditional" (n-tier) networks

• Inflexible; less performant

•Manually-managed fabrics

• Modern but high management overhead

•Controller-based fabrics

• Uses a different approach than we are familiar with

Environmental Challenges
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•Day 0: Topology Building

• Cloud, manual or controller-based fabrics

•Day 1: Configuration Management

• Generally, all except cloud

•Day n: Operate and Optimize

• All environments

Use Cases and Automation Requirements
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•Public or Private

•Topology building

•No devices to configure (usually!)

•Cloud provider's network can be a "black box"

• We can't control the underlay!

Data Center Environments: Cloud
For your reference
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•Most familiar

• Based on legacy core / distribution / access layers

•Static topology

•Focused on individual device configuration

Data Center Environments: n-Tier
For your reference
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•Spine-and-leaf (clos) topology

•Modern architectures and protocols

• VXLAN, BGP EVPN

• More advanced engineering skills to operate and troubleshoot!

• Individual device configuration

• We control the underlay and overlay network(s)

Data Center Environments: Manually-Managed Fabrics
For your reference
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•Spine-and-leaf

• Interact with a controller (e.g., APIC) to program devices

•Simplified management and troubleshooting

•Multitenancy

• Virtual networks added or removed as needed

Data Center Environments: Controller-Based
For your reference
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Modality: CLI vs REST API
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Modality: CLI vs REST API
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Modality: CLI vs REST API



The Automator's Toolbox



Git
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Your automation journey starts here!

Git: Infrastructure-as-Code (IaC) Foundation



Ansible
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•Python-based - pip install ansible

•Agentless configuration management

•Push model

• Desired state based on idempotence

•Playbooks define configuration tasks

• YAML-based

• Tasks executed in order defined

• Modules responsible for performing changes

Ansible
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Ansible: Components
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Ansible Components: Inventory
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Ansible Components: Variables
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Ansible Components: Playbook
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Ansible Demo: NXOS
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Ansible: Before and After
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Ansible: Before and After



Terraform
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•Binary installed via download from HashiCorp

•Agentless infrastructure management

•Stateful – can delete manually-created resources!

•Desired state reached via resource graphs

• Domain-specific language - HCL

• Order of resource definitions does not matter

•Designed for mutable infrastructure

Terraform



© 2025 Cisco and/or its affiliates. All rights reserved.

Terraform: Example HCL for ACI
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Terraform Demo: ACI
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Terraform Result



API Clients
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•Easy to use

•Designed for REST API interaction

•Supports all methods (GET, POST, PUT, DELETE, etc.)

•Supports environments and variables

•Most popular:

• Postman – the original – now requires a cloud account for full functionality

• Bruno – the challenger – no cloud account, some features require license

API Clients
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API Client (Bruno) - Fundamentals
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API Client (Bruno) - Fundamentals
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API Client (Bruno) - Fundamentals
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API Client Demo: Create and Get a Resource
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Bruno API Client Result



Cisco Nexus Dashboard Fabric Controller (NDFC)
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•As of ND 4.1, Fabric Controller is integrated

•Manage controller-based (ACI) fabrics

•Provision standalone (non-ACI) fabrics

•Gain health insights

• "Not a controller, but like a controller!"

• Reduced troubleshooting and management tasks

Cisco Nexus Dashboard Fabric Controller (NDFC)
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NDFC Topology (CML)
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NDFC Fabric Creation
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NDFC Topology Visualization
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NDFC Status Overview



One Tool to Rule Them All!
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So Many Tools, So Many Choices…

Ansible Terraform API Client NDFC

Cloud

n-tier

Manual Fabric

Controller Fabric
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The Only Tool You Need



Thank you



Cisco


	Opening Slides
	Slide 1: The Best Tool to Automate Your Data Center
	Slide 2: Agenda 
	Slide 3: Introduction

	Segues & Sections
	Slide 4: Introduction and Objectives
	Slide 5: Session Objectives
	Slide 6: Data Center Automation Fundamentals
	Slide 7: Why Do We Automate?
	Slide 8: What are some of the repetitive, manual tasks you need to do in your daily work?
	Slide 9: Environmental Challenges
	Slide 10: Use Cases and Automation Requirements
	Slide 11: Data Center Environments: Cloud
	Slide 12: Data Center Environments: n-Tier
	Slide 13: Data Center Environments: Manually-Managed Fabrics
	Slide 14: Data Center Environments: Controller-Based
	Slide 15: Modality: CLI vs REST API
	Slide 16: Modality: CLI vs REST API
	Slide 17: Modality: CLI vs REST API
	Slide 20: The Automator's Toolbox
	Slide 21: Git
	Slide 22: Git: Infrastructure-as-Code (IaC) Foundation
	Slide 23: Ansible
	Slide 24: Ansible
	Slide 25: Ansible: Components
	Slide 26: Ansible Components: Inventory
	Slide 27: Ansible Components: Variables
	Slide 28: Ansible Components: Playbook
	Slide 29: Ansible Demo: NXOS
	Slide 30: Ansible: Before and After
	Slide 31: Ansible: Before and After
	Slide 32: Terraform
	Slide 33: Terraform
	Slide 34: Terraform: Example HCL for ACI
	Slide 35: Terraform Demo: ACI
	Slide 36: Terraform Result
	Slide 37: API Clients
	Slide 38: API Clients
	Slide 39: API Client (Bruno) - Fundamentals
	Slide 40: API Client (Bruno) - Fundamentals
	Slide 41: API Client (Bruno) - Fundamentals
	Slide 42: API Client Demo: Create and Get a Resource
	Slide 43: Bruno API Client Result
	Slide 44: Cisco Nexus Dashboard Fabric Controller (NDFC)
	Slide 45: Cisco Nexus Dashboard Fabric Controller (NDFC)
	Slide 46: NDFC Topology (CML)
	Slide 47: NDFC Fabric Creation
	Slide 48: NDFC Topology Visualization
	Slide 49: NDFC Status Overview
	Slide 50: One Tool to Rule Them All!
	Slide 51: So Many Tools, So Many Choices…
	Slide 52: The Only Tool You Need
	Slide 53: Thank you

	Closing
	Slide 54: Cisco


