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Zero Trust Use Cases

Segmentation
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Zero Trust End to End

User to App, App to App
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Zero Trust App to App/Service

Is it this Simple?




Zero Trust Use Case Detailed Examples

App-to-App Inter multi-cloud

App to a intra zone
App-to-App PP PP

App to Internet
App to API/public app SaaS
Apps to/with GenAl Model




Application workloads evolution

Bare Metal Virtualisation Public Cloud pilot Containers Pilot K8s Full adoption Embracing Cloud Native

System Admin VM Admin Cloud InfraOps K8s Administrators AppOps and DevOps
et
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Simple Modern Application
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Their dream is your nightmare
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Achieving Zero Trust for Modern Applications

JIPIEEIEEILEREN Enforce Trust
Establish Trust Mergé’i‘nt,ent — - U

from multiple o

Assess stakeholders .
........ > O g 5
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Hybrid Cloud Zero Trust Segmentation

Defense in Depth via Hybrid Mesh of enforcement points

Edge Firewall
ey e
Sp: Sp:

Secure Firewall

Multicloud Defense

Macro-Segmentation

ny AW
ACI "'
Securs Firowall A\ Azure
@ ——— 2 Google Cloud

Secure

=

orkload

Micro-Segmentation

(@) a5

Secure Workload
tetragnn

@ cilium

Hypershield

Unified Segmentation

-

* Ingress & Egress Security

Perimeter Defense

* Threat inspection at the data
center or cloud edge.

~

/
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Zones

Segment zones within your data
center and cloud.

Supplementary coverage for
workloads without agents.

~

-

App Segmentation\

Zero trust micro-segmentation
enforcement at the workload

Automated policy discovery and
compliance

J
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Hybrid Cloud Security

Zero Trust
@ revscsvansssssscesssssassssassesssessesnne . Common Pollcy ....................... 2
ISE Security Cloud Control Nexus Dashboard
U Context Sharing - i e
pxGrid .
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Campus/Branch On-prem Hybrid Cloud DC
User O\ 8
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Wired + Wireless Cisco Firewall Policy: Data Center App Smart Switch/  PCl Tier
Enforce SGT policy, Fabric FTD
ID & App aware access, TrustSec Secure Workload Hypershield / Isovalent
Threat Defense Driven Fabric Policy: Enforce SGT, K8 Policy:
Seamentation App-centric micro container micro-seg,
9 segmentation runtime security
&
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Common Security Operations (Splunk / XDR)
Common Data Center Operations

]
cisco



Application workloads evolution

Bare Metal Virtualisation ) Public Cloud pilot Containers Pilot K8s Full adoption

Embracing Cloud Native

@ o
& @ mm docker @
Priva Publi =
te c <
3 :-

™

/A Azure

System Admin VM Admin > Cloud InfraOps K8s Administrators AppOps and DevOps

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Enforce Trust in the DC with Cisco ACI

Spine Nodes
i kd Bd B

Service

Consumers
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Is subnet the right way to establish trust groups?

=

- vrt-01

N 152168150024

N oz e 510 24

N 15261520 2

N 21681530 2

m 192.168.154.0_24

m 192.168,155.0_24

n 192.168.156.0_24

m 192.168.150.0_2"

mnz.wa.m.o_u

m 192.168.1 52.0-24'

m1n.les.153.o_24|

mt".l”.l“.o_?t

m 192.168.1 55.0_23

E 1921 68.156.0_24'

© 2026 Cisco and/or its affiliates. All rights reserved.

TECSEC-2002

el
cisco



Zero Trust Segmentation in the Data Center:
EPGs, ESGs, and Contracts

Traditional Network
(Implied Trust)

Web Servers Cateral App Servers

ﬁ ﬁ Movement ﬁ

A%

Data Center Network

App Servers DB Servers

Transition to
Zero Trustf

Zero Trust Segmentation
(Explicit Trust)

Web EPG

" ESG: Payment App
Payment Payment
pP App

B\ ESG Contract:
] AP| (8443)

Contract:
SQL (1433)

EPG = Endpoint Group (Logical Grouping)
ESG = Endpoint Security Group (Micro-segmentation)
Contract = Policy (Allowed Traffic Only)




Endpoint Security Groups (ESGs) vs. Endpoint Groups (EPGs) in Cisco ACI

How ESG Works Differences from EPG Why Use ESG instead of EPG
BDe/ainets 2 . v Define security policles without
Grouping EPG: Network- ESG: Attribute- = :
oo e Basis: T centric (Tags, :;onsltralnts;1 of network addressing or
Pouimiud ol (Subnet/VLAN/  Labels, Qpoiogyienanges.:
Q it |Ceity): (fs Simplify Dynamic Environments:
g ¢ pglsf o e Network EPG: Tightly ~ ESG: Network- 4T3~ Ideal for containers, cloud, and highly
tainer ! g;fggty Dependency: coupledtoBD agnostic, dynamic workloads where IPs change
& VRF. decoupled frequently.
Tag:Prod TRG:PCl /  BDs/subnets LB, G lar Mi S S
B = Segmentation EPG: Coarse- ESG: Fine- c ranular Micro-Segmentation:
TagProd Bare Metal Level: grained grained B Achieve zero trust by grouping
(Network (Micro- workloads based on business function
* Logical grouping for security, independent Segment). segmentation). and security posture, not just
of network topology (BDs, VRFs). ) _ location.
. > Policy Scope: EPG: Intra-EPG ESG: Strict
» Membership defined by attributes (tags, communication policy y) Unified Policy Model: Apply
VM labels, OS type, etc.). allowed by enforcement, > consistent security policies across
« Enforces security policies (contracts) default (unless  zero trust different infrastructure types (on-prem,
based on these logical groupings. isolated). model. | cloud, hybrid) using attributes.

» Enables fine-grained micro-segmentation. thah
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Network agnostic endpoint security groups (ESGs)
itz Wi B =il

cart Redis cache we e
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payment TCP 50051

COnsumers product catalog TP 5%
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N
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Policy Based Redirect to insert security services like NGFW

With PBR Service Graph

PBR redirects the traffic
matching the contract(s) to
the

192.168.11.254 192.168.12.254 192.168.13.254

192.168.100.1
BD: FTD-Data
L3 Enabled

EPG EPG 192.168.100.0/30

Web App 192.168.100.2
BD: DB BD: App BD: DB
192.168.11.1/24 192.168.12.1/24 192.168.13.1/24
GW: 192.168.11.254 GW: 192.168.12.254 GW: 192.168.13.254
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Complement ACI Contracts with Firewalls
oo Temeide Ty
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Application and Database

Backend Firewall between ]
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N
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Establish Trust - FTD/ASA can leverage SGTs

A etion Time Range

@ Elock - =] None v | +

Zones Networks VLAN Tags Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments

Available Attributes ¢ Selected Source Attributes (1) Selected Destination Attributes (2)

C. Search by name or value : Security Group Tags Security Group Tags

: | Add to Source
Security Group Tag v = ) Developers

-

PCl_Servers

o/
)

~ Point_of_Sale_Systems
Employees

Guests
MNetwork_Services
PCIl_Servers
Production_Servers

Production_Users Add a Location IP Address Add

Quarantined_Systems = Attributes of the same type (for example, SGT) match the rule if any attribute is matched.

g Attributes of different types match the rule only if all attributes are matched. More info

stlvar]os
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Establish Trust - FMC Learns EPGSs/ESGs

cisco

ALL TENANTS

Add Tenant |

fgandola

I C» Quick Start
§ rgandola
= Appication Profiles
@ appiications

B Application EPGs

[ uSeg EPGs

= Endpoint Secunty Groups
&5 ALL_EPGs
%% development

production
= Application EPGs
8 fd-HA-link

8 ftd-momt

= Endpoint Security Groups

@ network-segments
= Networking
[ Contracts
[ Poicies

[ Services
= Security
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= Secure Firewall Management Center

AAA Server

Access List

Address Pools

Application Filters

AS Path

Cipher Suite List

Community List

Distinguished Name

DNS Server Group

External Attributes
Dynamic Object
Security Group Tag

File List

FlexConfig

Overview

Dynamic Objects @

Name

APIC_DEMO_APPLICATIONS _ESG-DEMO-APP

APIC_DEMO_NETWORK-SEGMENTS_192.168.150

Analysis

Policies

Devices Obgects Integration

cription

Deploy Q ﬂ) 4+ @ foandolaw

“ i AAL A ADD K ATIONG £C ey
APIC_FGANDOLA_APPLICATIONS _ESG-PRODU

APIC_FGANDOLA_APPLICATIONS_ESG-ALL_EPGS

APIC_FGANDOLA_APPLICATIONS_ESG-DEVELOPMENT

APIC_FGANDOLA_FIREWALLS_FTD-HA-LINK

APIC_FGANDOLA_FIREWALLS_FTD-MGMT

APIC_FGANDOLA_NETWORK-SEGMENTS_192.1
APIC_FGANDOLA_NETWORK-SEGMENTS_192.1

APIC_FGANDOLA_NETWORK-SEGMENTS_192.1

N
&
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153
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Mapped IPs
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¢ Download
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Use dynamic attributes to enforce trust
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Dynamic Objects in Action

Automatic Without policy re-deployment

@ Dynamic Feed Update
7N
. =,

®

w Mandatory - Secure Policy [1-1)

HTTPS

FMC

::::::::

SFtunnel Update
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Cisco Dynamic Attributes Connector (CDAC): Workflow & Example

1. Connectors & Providers 2. CSDAC: Filter & Map 3. Adapters: Translate & 4. Enforcement Points:

(Sources) (Processing) Send (Communication) Apply Policy (Action)

Processes fetched
data with user- — FMC & FTD
defined filters to (Firewall)
identify relevant FMC Adapter
: objects.
P
3 GC B . Filtered & —>@ aush e ACI
——— — : ; . Mapped ynamic (Network Fabric)
E le Filter Rule: :
O vCenter / NSX ALILOES =t bl e Data ACI Adapter Objects
= “Identify ‘Linux-Web-Servers™
@ Kubernetes L Secure Workloaq
(Micro-segmentation)
¢\ Generic (CMDB) Matching Attributes: Secure Workload
os = 'Ubuntu 20.04’ Adapter
Fetches dynamic data from role = 'web-server’ Translates filtered data into a Receives dynamic objects to
cloud and on-premise environment = ‘production’ format understood by poiicy enforce real-time security
platforms. enforcement points. policies.

stlvar]os
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Application workloads evolution

Bare Metal Virtualisation Public Cloud Co tainers Pilot K8s Full adoption Embracing Cloud Native

Hybrid =il
RN ED
cro docker
Private Public o

3 aws DO
/Ahzure FFJ

System Admin VM Admin Cloud InfraOps K8s Administrators AppOps and DevOps
et
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Macrosegmentation in the Cloud

Security Groups and Network Access list

Web Subnet

Security
Groups

o[ e

Network
access
control list

© 2026 Cisco and/or its affiliates. All rights reserved.

App Subnet

EC2-ap

Security
Groups

o|&]a

Network
access
control list

DB Subnet

EC2-DB

Security
Groups

o4

Network
access
control list
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Firewall insertion with HA in front of the “Application” VPC

VPC-fabastro

VPC

gateway

Availability Zone - US-east-1a

web Subnet App Subnet

Public
Subnet

=
'””"::::@::::::::

Availability Zone - US-east-1b

App Subnet

Public

Subnet @ Web Subnet

g

L

Internet gateway

— o o o o o o e e e e e e e e e e e e e e e S e e e e e e Eme e e mme s mm
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Multi-Cloud Security configuration complexity

LY Centralized Ingress and Egress/East-West Traffic Flow (AWS) Tradtic Flow
CISCO

What do we need to

configure?
Security VPCs - i

VPC and DNS Flow Log capture il ] D

Network Load Balancer i | R

(=P
i
.
%
il
i
§

Gateway Load Balancers Demne — [3', e :
‘ : e 4 ' e .°"“'
Firewalls Gateways | § -
(Deployment, Insertion, Autoscaling) P - S
e | | F Bz
AWS Transit Gateways B E-— B - §
(New or existing, TGW attachment) LDe9m o é
VPC subnet routing to TGW | h — £
PR
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Cisco Multicloud Defense automates orchestration

What do we need to
configure?

AUTOMATED AUTOMATED BY

BY Cisco MULTICLOUD DEFENSE
MULTICLOUD

DEFENSE




Cisco Multicloud Defense

Combining multicloud networking, automation, and cloud-native
network security controls

pagerduty wslack  servicenow
.E‘Tenaform E < """"" > Cisco Multicloud Defense < """ >

Controller splunk > ¥A paTaDOG

Cloud networking & cloud netsec “as code”

YV

N

Unified Security Policy

...............................................................................

- -
.................

Cisco Multicloud INGRESS C/\D SEGMENTATION C/\D EGRESS C/\D MULTICLOUD
Defense Gateways - PROTECTION -0 (EAST-WEST) =0 SECURITY P CONNECTIVITY

(PAAS)

a\w/s'7 /A AZU re 59 GOOgle Cloud ORACLE

\\'4

/N

Multicloud Networking

NETWORK VISIBILITY ROUTING & CONNECTIVITY SECURITY AUTOMATION

stlvar]os
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Use cases
/l\

Ingress
protection
Why Critical? O

Stop inbound threats for web
and non-web apps

Security Drivers B
» Supply Chain Vulnerabilities

« Library Exploits (Log4Shell)

» Compliance

Security Controls N
+ WAF

« IDS /IPS

* Geo IP

» Malicious IP

» Antivirus

© 2026 Cisco and/or its affiliates. All rights reserved.

FTDv Use Case
J

Egress
security

Why Critical? E
Block Command & Control,
Botnets, Data Exfiltration

Security Drivers £
» Zero Days

« C2, Ransomware

» Compliance

Security Controls

« FQDN Filtering
» URL Filtering
 DLP

« IPS/IDS

» Antivirus

S
Segmentation

Why Critical? A
Mitigate Lateral Movement

Security Drivers B
« Zero Trust / Least Privilege

» Data Protection

» Compliance

Security Controls @
 Cloud-native Identity

* IPS/IDS

* Antivirus

TIr
CISCO



Egress Security

Deployment Models

Centralized Security Model Distributed Security Model
‘@’ : ™ Cisco Multicloud
spoke | @ Security VPC/VNet ‘ Defense Controller
VPC/VNet 1 |
‘ A4 \ 4 2 \4
\ ; \ o>
O— | || cocovcon Spoc e | @
Spoke VPC/VNet 1 VPC/VNet 2 VPC/VNet 3
VPC/VNet 2 £
J = | | 56 | | &5
c@o FTDv FTDv FTDv
\ - J \
| ¥ v
VPC/VNet 3 |° .
| ’

olllallll
CIsSCO
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Simple Setup Process

< C & prodi.med.eu.cdo.cisco.com/easysetup b * & a » 0O &
atfran]n, .
ZISCO Multicloud Defense

Dashboard Discover

Investigate Manage Report Administration

v Favorites Fx

Pinned navigation items setup

wilf go here

Multicioud Defence securds your appications in minutes by orchastrating the depioyment of all sacurity
compx

onents. Let's begin securing your application by following 3 simple steps

Setup
Security Policies Connect Account Enable Traffic Visibility Secure Your Account
N Connect a cloud account with the Enable traffic visibility on
Muiticloud Defense Controlier to allow for mace insight
in and out of your ac t
Profiles
=

© 2026 Cisco and/or its affiliates. All rights reserved.
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MCD Setup Demo

stlvar]os
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http://drive.google.com/file/d/1gkg2gI_foBoqSyzI-aQ7GNPe-7vjzrCT/view

Cisco Secure Firewall Threat Defense Virtual

sl m:| == i’z:“r.’gr:-‘. rﬂckspace aws == E’zr;r;!:.:;-".
‘ ur technology ure
NuTtan< KVM ’

vmware ‘ C] aQlkira @

openstack. ESXi PRI EqQuiNix  Albaba Cloud Googe Cloud Platiorn

Virtual firewall performance-based licensing from 100Mbps up to 16 Gbps

FTDv5 (100Mbps), FTDv10 (1 Gbps), FTDv20 (3 Gbps), FTDv30 (5 Gbps), FTDV50 (10 Gbps), and FTDv100 (16 Gbps)

Cloud Leadership

Clustering & Auto Scaling Integrat!on W'th SEUEIEIE Accelerated Networking Smart & Tiered Licensing
services & infrastructure

Dvnamic Polic Quickstarts, Infrastructure as Gateway Load balancer Snapshots
y y Code and Automation integration P

© 2026 Cisco and/or its affiliates. All rights reserved.




Cisco Firewall Threat Defense Virtual orchestrated by
Multicloud Defense Controller

Simplifies Secure Firewall (FTDv) deployment
» Deploy one or more firewalls, along with load balancers
» Configures all necessary routing

» Identical workflow for all public cloud providers

Simplifies Secure Firewall (FTDv) operations

« Automatically scales in or out FTDv’s to adjust to load .

* Monitors health of each FTD and replace unhealthy unit  |.... . == be' (emid e GOF e

Performs registration and license management & v e e B

Bootstraps FTDv
« Configure interfaces, device group, platform settings, NAT, and routing

* Creates all objects on the FMC that are needed for FTDv deployment

stlvar]os
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Cisco Secure Firewall Virtual Orchestrated by Multicloud
Defense Controller

AWS architecture (Single AZ)

Security Cloud Control

Security Cloud Control Firewall Management

© 2026 Cisco and/or its affiliates. All rights reserved.

4‘
( Firewall \
auto-registration
VPC A Service VPC Loa’\cljeItBV:I)ad:loer
VPC attachment
= S oo
i
Cisco Secure
Applications Gateway Firewall
Load balancer -
Endpoint
& Q) Goad ()=
VPC B Transit | ™
Gateway S
—a
e @ ©
Gat
VPC attachment LoadaBe;I;l: r¥0er Cisco Secure N?gﬁigtne;may
Applications Firewall
Orchestrated by Multicloud Defense Controller W,
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Getting closer to Zero Trust with
microsegmentation




Establishing Trust with Cisco Secure Workload

Automated discovery, clustering & policy generation and verification

Baseline workload ows
protection posture B .
TCP 446 : E : : E E :
Network . . . : . @ff“’ @ - ——~-~:* .}
communications : . . . Processing . 9 @
00’°~53 3 . . . /“'-IW o =L oot
“®  Process UDP 155 Wb o - saL _
X e *° 4 e e e e TP
behaviour <P 8,959 Top ass 2, |
Authentlcatlon o
+¢2  Vulnerabilities Top 22,3 3 :
(VL Man agement . . -
Shared Datab; o= e : © @
are! atabase .
©) Labels P omp ° w o
Fund Mgmt o ’

Absolute and Default Policies m Catch AN | & DENY Grouped Ungrouped

Y Rank T} Priority T1 Action Tl Congumes & Provider [ Protocols &nd Ports T]
Absciute 100 ® ALLOWY * VPN * SLB APP TCP : 1936 |
Drlaniit 100 & ALLCAY = VPN # SLB APP TCP : BD (HTTF) Fau
Durla 100 & ALLOW * SLB DB * DB Tiar TCP : 3306 (MyS0L) |
Drefaun 100 & ALLOW * SLE APP * APP Tier TER : 081 -
Default 100 & ALLOWY * Dema : Duslab : AppScations : InvolceSystem * Damo UDP : 123 [NTP) .2 mine A
Dhefaun 100 & ALLOWY * Dema : DusLab : Applcations : InvoiceSystem * Dermd : DusLab : ShamedSardces : DNS UDE ;53 (DNS) ... 1 mone Fa |

stlvar]os
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Enforce Trust with Cisco Secure Workload

On-prem or SaaS management

A
\
aws
)

Cisco
Secure
Workload

L+ :
. Secure Firewall

Firewall

© 2026 Cisco and/or its affiliates. Allri
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CSW Software Appliance

°

[ Background ] [ What's New J [

CSW appliance was tightly
coupled with Cisco UCS
hardware and was not qualified
to run on other hardware. Many
customers are looking for
utilizing existing or non cisco
hardware for CSW

© 2026 Cisco and/or its affiliates. All rights reserved.

>

&

Benefits ]

CSW 4.0 will come with
software appliance and can
run on VMware cluster. The
customers can use their
existing hardware for
VMware cluster and CSW

Reduces CAPEX for
micro segmentation
adoption.

Efficient use of hardware
and better ROI

Improved operational
efficiency

Scales to 40,000
workloads

sl
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Process and User based policy for Windows & Linux
Agents

3 D &
[ —— ] [ E— ] [ —_ }

Process/application-based With 4.0 release « Granular security policies based on
policies are needed for introduces process application / process / UID /GID
some environments for based policy for Linux » Ciritical application workloads

better security, this was secured from malicious connections

available on Windows only

stlvar]os
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No big fan
of using agents ?




Agentless visibility & enforcement everywhere

Public Cloud

Centralized cloud-onboarding & cloud
connectors

Visibility with real-time discovery of
workloads and labels & Flow telemetry via
VPC/N Nets flow-logs

Enforcement using Security Groups (AWS),

Network Security Groups (Azure), Firewall
(GCP)

© 2026 Cisco and/or its affiliates. All rights reserved.

On-prem with ACI

Realize ACI vision of App Centric deployment

Automated Policy Lifecycle management

Secure
Workload ACI
. nnector -
Policy Cf 0 Policy £,
- e - forpe)
TAGs .
/ | |
/ Fabric =, _I.-I
Health SV
I = == ee e
\ - : : : :
Il o cco i —

aay O g
0 000 ]

Container Bare Metal VM

Secure .
Workload Dg“?m'c ~
olicy N Secure
Firewall
| Management
; R Center (FMC)
i S
|
- — Ingest
| Connector
; NSE‘L\ e_‘.s Secure Firewall
; SWW= Threat Defense
i ’/ N ( ™
| J = == [ ) ) )
L BE == = =
\ Virtual Machines  Containers Bare Metal ) Agent Not Supported

Segmentation policies enforcement
at workloads (agent-based deployment)

Segmentation policies enforcement
at firewall (agentless deployment)

With Firewalls and Switching

. Topology aware policy enforcement

. Support access control policy and dynamic object

sl
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Secure Workload — ACI Integration

Secure
Workload ACI
Connector
Policy o @ Policy
TAGs U
7/ Fabric Health
/ . .
’ :..-. A N .'.,:
I : :
\ - . .
----------- ol aom =
(0 000 ]
Container Bare Metal VM
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(©)  Agentless policy enforcement

Realize ACI vision of App
@ Centric deployment

Automated Policy Lifecycle
?@ management

Foster collaboration between
Y. NetOps, App and NetSec team

slhflsl
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CSW Policies Pushed to ACI
Sty APIC «nin ) @ O @ ©

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS Add n ) common CSWDemo vinnaga2 sachenna raminder01

CSWDemo

-

0 Application Profile - SecureWorkload-68b8fa52cbf7695cb7dab550

Q

Summary Topoiogy Policy Stats Health Faults History

O Healthy

load-68b8faS2¢cbI7695¢chb7dab55C . E E E H
Contract EPG uSeq
EPG

Any Saremeta VMware Microsoft Red Hat C stack Kubornotes
B Application EPGs

EPO
Relation Indicators
B uSeg EPGs

)
Laver 3 Layer &7
Configured “_" Operational
= End ecurity Groups
M2 o . AT Show All . 3 On Click

SecureWorkload-... SecureWorkload-... SecureWorkload-... SecureWorkload-... SecureWorkload-... SecureWorkload-... SecureWorkload-... Show VRF on EPG

O

CoQ0Q06

Provider
/ f— .
~ \ ” Con -
\\\ / CONSUMe
_
\ — intra EPGJ/ESG

|

-

from Master)

From Maste

intra EPG/ESG (from Master

SecureWorkload-... SecureWorkload-... SecureWorkload-... SecureWorkload-... SecureWorkload-...

Application Profile -
SecureWorkload-68b81a520bI7695cb7dab550
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Cisco Secure Workload Cloud-Based Sources

e B P

aws om

—-—

Cisco Secure
Workload

AWS
Connector

Segmentation Policy

Edit AWS Connector

w ACthetes

~ Roles and Settings

b

B selectvec

© 2026 Cisco and/or its affiliates. All rights reserved.

Flow Logs

AWS Connector consolidates:
- VPC flow logs ingestion
- Context gathering (AWS tags and labels)

- AWS cloud-managed Kubernetes
orchestration (Kubernetes object labels and
annotations)

-  Enforcement via cloud native constructs

sl
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Secure Workload & Firewall Integration And Enforcement

Firewall Segmentation - Enforce Trust without agents

Defense in depth

Secure Dynamic Support access control policy and dynamic object
Workload Policy % Secure
> —
Firewall Improved rule ordering
Management
Center (FMC)

FMC domain awareness

Topology aware policy enforcement

~ v

Connector TS
NSEi“E Secure Firewall
L "'- Threat Defense

Support deployment across multicloud

O®ea0O

e —— — —— — — —

LL@E == a8 =B B E

Virtual Machines Containers Bare Metal Agent Not Supported
Segmentation policies enforcement Segmentation policies enforcement
at workloads (agent-based deployment) at firewall (agentless deployment)

stlvar]os
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Secure Workload Policy Orchestration in FMC

Firepower Management Center

Deploy Q @ £ @ DC-East-West\adminv

/

— Eacl Eitlaoy Overview Analysis Policies Devices Objects AMP
East-West-Poli Inserted rules are Dynamic objects are used to replace Different rulesets are
organized by sections. IP addresses where applicable. scoped by domains.
Rules Security Intelligence P Responses Logging Advanced Prefiter Policy: Default Prefilter Policy SSL Policy: None
Eilter by Device Y ch Rules X

Inheritance Settings | Policy Assignments (1)
Identity Policy: None

Show Rule Conflicts @ -+ Add Category -+ Add Rule

Destination Dynamic

o Name Source Networks Dest Networks Dest Ports AT Butes Action RoOL 2 Ew
v Mandatory - East-West-Policy (1-11)
1 Block log4j ! log4j-ubuntu A @ Block e = I ]
2 Workicad_goiden_1 WorkloadObj_collector b 2 © Allow Po y S B2 B V1V /2 i ’
3 Workload_golden_2 TCP (6):5640 WorkloadObj_collector © Allow y 2 I 1 /79 |
4 Workioad_goiden_3 WorkloadObj_coliector © Allow 9 B £ 1 1V /7 i l
) Workiocad_goiden_4 TCP (6):5660 WorkloadObj_collector © Aliow O K BB 1V /2 i
6 Workload_golden_5 WorkloadObj_wss © Allow L O R £ 11V 7 i
7 Workioad_golden_6 TCP (6):443 WorkioadObj_wss © Allow PO L A28 1V, i
8 Workicad_7 TCP (6) WorkloadObj_Production_¢ WorkloadObj_Deveiopmen @ Block 5 O B £ R 4 i
9 Workicad_8 TCP (6) WorkloadObj_Vulnerable_v WorkioadObj_Root_interne @) Block o 9 6K A B 12 i
10 Workiocad_9 TCP (6) WorkloadObj_Administrato  WorkloadObj_Root_CSW_! © Aliow o O K L2 H 1V /. i_
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Continuously Verify & Respond

@ Cisco Secure Workload

DC-Access-PCl Compliance (NEW) ~ [P ... [l verson 1~ View Version Hatony

DoC-Azewas- PO Compladd - NEW

£ Workspaces

Matcring irventornes ) Posicies G Fiers IE) Comresriatans Pronaced Senices Policy Analysis Erfoicement Stabus u Ertorcarmnent

[ 0 Fingr Poiicies <

| Absolute and Defau Polc rn—] Catch All | @ ALLOW | Growped@ | Ungrouped

DENY and polcies for ANY profocol have different behawior in Windows firewalls when comparned 1o Linux. See User Guide for more details

hd B | Priority 1] Action 1] Conammer || Prosides [ | Protocols And Ports ||

Dafauit B i Kill_Swritch * Finarce Sarvers Arwy

#
Detault 50 B CVE-2021-34480 POl Arey £
Dttt ) & DINY ] ® brvine | JerryLin-Lab * CVE 2022-30190 ] ICMP 1 more Fu
Defauit - rd B non~-PCI senver P -
S ] *
VvV Workicads 4
Filter CVE 2022-30150 wets
Filer Actions F Address Hostname os
Se rve rS 1033111 Win2016-VM4 MSServer2016Standard
Query Package CVE = 2022-30190
= <ol e = 192 168.1.241 TomHomeLabDC MSServer2019Standard
identified wi
_ 1022110 W2016-AuthProxy MSServer2016Standard
Restricted Mo
Prowvides Sarvice Mo < | 2 O 2 2 - O-I 9 O 103.3.110 Win2016-VM3 MSServer2016Standard
Wiew Filter Details
) P Aadresses 0
sl
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Application workloads evolution

Bare Metal Virtualisation Public Cloud pilot )Containers Pilot K8s Full adoption Embracing Cloud Native

RED HAT'
d = .
& :ﬂj_-__.- -.__'_:I m |4
a :;\KVM Pl;ieva Pucbli —
@ O ™

System Admin VM Admin Cloud InfraOps K8s Administrators AppOps and DevOps
et
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Solution to Regain the Visibility
and Control Enterprises Need

Kubernetes

Enterprise CNI

Security Reliability Scale &

Performance

Scale &

Observability Observability Reliability Security
Performance

sl
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ISOVALENT

From Open-Source Innovator to Enterprise Platform e

The team behind the innovation. The platform for mission-critical environments.

83 §F HeBPF ISOVALENT

Open-Source Leadership Enterprise-Ready Platform
Creators and maintainers of Cilium, the leading . Hardened enterprise platform
cloud-native networking project. . Enterprise features for production use
Creators of Tetragon, the eBPF-based runtime - Enterprise-grade support and SLAs
security and observability engine. - Built-in capabilities for compliance, threat
Key contributors to the eBPF ecosystem detection, and forensics.
Powering technologies trusted by hyperscalers like .- Trusted by regulated industries and global
AWS, Google, and Microsoft. enterprises.

Backed by a vibrant open-source community and
CNCF ecosystem.

stlvar]os
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ISOVALENT
Networking for
Kubernetes
Enterprise-grade
networking, security &
observability at scale.
Rediable connectivity and
performance with identity-aware

network policies and deep traffic
observability.

Isovalent Enterprise Platform

HD ISOVALENT
Runtime
B W security

Modern security
observability and
threat mitigation.

Strengthen security and compliance
across any environment while
reducing complexity and improving
efficiency.

Runs anywhere - cloud, on-prem, or bare metal. : >

The isovalent Platform is supported across major cloud providers,
Kubernetes distributions, VMs, and bare metal, giving you full

fiexibility without lock-in,

Built on Open Source Standards

Google Cloud

Powered by Cilium, Tetragon, and eBPF open source projects created by Isovalent and
backed by a strong community. Trusted for performance, scalabdiity, and rapid innovaticn

with minimal vendor lock=in.

TR SOVALENT

II Load
Balancer

Simplified load

balancing across
any environment.

Enhance developer productivity with
high-performance load balancing that
reduces complexity across all
environments,

aws /A

] Azure

1
Kubernetes ﬂ"::;\ Container

Qcilium

77 ISOVALENT
s Wa Mesh
*@” Networking

A universal networking
layer across cloud, on-
premises, and edge.
Break down networking silos and
speed up application delivery and
security with a unified network

fabric.

Red Hat vmware
OpenShift
NUTANI>C

@ VM % Metal

© 2026 Cisco and/or its affiliates. All rights reserved.

ISOVALENT

now part of CIsCO
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eBPF — Extended Berkely Packet Filter

Makes the kernel programmable in a secure and efficient way

/ \ UDP throughput (forward Mpps) TCP throughput (input Gbps) B iptables
1.5 1 bpf-iptables
userspace #aof les o
app
—————————————————————————— System calls
Kernel s Networking <’ - eBPF runs in a restricted execution environment
- Before eBPF script is compiled:
Memory Processes - - Verifier ensures things such as memory safety

* Hardening process
(program execution protection, mitigation against spectre,
constant blinding, ...)

/ - eBPF can only access pre-approved

© 2026 Cisco and/or its affiliates. All rights reserved.

kernel functions and data structures
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ﬂ powers many things

Capabilities For Your Cloud Native Journey

Service Mesh RESILIENCI AUTHENTICATION RAFFIC MANAGEMEN Runtime
O il Securit
85? 'scelr!/!c?hmh Ingress Gateway AP e y

Observability

O - - =
o=@ cilium -
Og. Hubble @ e flue’n;d

Tetragon

' 7*,-:
-

e cili IPsec Kubernetes IPv4 - IPv6 - Overlay - BGP A
og. CChllllum Wireguard DSR  Maglev Egress Gateway = Multi-Cluster fluentd

Kubernetes Container VM Metal

aWS O coogleCloud SN Azure  (C)AlbabaCloud  @RedHat  ymware

stlvar]os
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Micro-Segmentation

Label based East-West Application or Multi-tenant Security Enforcement

(

jobs-frontend.yaml

role: frontend
app: jobs

&8 identity =10

© 2026 Cisco and/or its affiliates. All rights reserved.

jobs team

!

jobs-policy.yaml

\

jobs-backend.yaml

role: backend
app: jobs

Q identity = 20

store team

|

store-frontend.yaml

role: frontend
app: store

Q identity = 30




Shaping the future of cloud & cloud native

Observability, Networking & Security with eBPF, Cilium & Tetragon

Metrics Events

gm s% fly

ventd

q ’ Logs  Traces
tetragon 15 %¢ & = A -GO
Pod Pod

Tetragon Agent : )
< . Func Calls QJ Code Exec

I & Linux Kernel

Kernel Runtime @ Process | . syscall Pd

. Execution | © Activity System Calls
(] g ? @L File = ~/ Seq <
o | Access VFS JdWl Attack  TCP/IP

WP Smart
tetragon Collector @\ NS O Ppriv &
@ Stack Ring 1~ Escapes .| Escalations Namespaces
<7 Traces Buffer
Hash Data “TTP
® Metrics ""'.uaps % Access Storage 7 DNS, TLS Network

© 2026 Cisco and/or its affiliates. All rights reserved.

- Presence in the OS kernel for

ultimate efficiency

- Networking & Load Balancing
« CNI, K8 Service Mesh

- Observability & Security
- L4-7 traffic, encryption,

process, data, file, identity-
aware, api-aware

sl
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Securing the Application workloads evolution

Cisco Security Cloud Control

Bare Metal Virtualisation Public Cloud pilot Containers Pilot ) K8s Full adoption Embracing Cloud Native

i
(’\ Cisco _
| \.} Secure Cisco Secure Workload &
I(:Jlsbcg I?XCI Ciscoj Workload Isovalent Enterprise
abric ,
Smgrt Secure g\gentless) tiﬁn @ cilium @
Switches) \(/,\Al\orekrl]ct))ad Multicloud 9
J >~ Defense Hypershield
Sp:

Cisco Secure Firewall

Cisco Hybrid Mesh Firewall

stlvar]os
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Zero Trust Use Cases

Segmentation >

Application to
Model

© 2026 Cisco and/or its affiliates. Allrights reserved. s co



The Evolution of Al

Rapidly increasing autonomy and capabilities

Retrieval Augmented Agentic Al

Simple Chatbots Generation (RAG)
; : : Autonomously execution of complex,
Direct responses, basic assistance Enhanced accuracy & context via external muiti-step tasks.
knowledge.

altatln
© 2026 Cisco andior its effiliates. All rights reserved. cisco



Agentic Al in Cisco: Automating tasks, reducing friction.

Agents in a Sandbox Agents in the real world
(Gen Al) (Agentic Al)

+ Creates Output (txt, images..) » Takes Actions like a real user

. safely generates content and insights in controlled  * ‘Agentic Al acts on your behalf. It’s Al that can take
environments with limited access and guardrails initiative, interact with systems and data, and
complete tasks end-to-end, much like a digital
coworker

Agentic Al is like a model employee — brilliant, tireless, perfect memory,
and fully autonomous.

Unfortunately, it’s also your least-supervised, immoral, root access user
with a knack for outsmarting your defenses!

]
© 2025 Cisco and/or its affiliates. All rights reserved. cisco




What's the risk?

Al Applications can be non-deterministic

User
Application
Model
Data

Infrastructure

© 2026 Cisco and/or its affiliates. All rights reserved.

Amplified Risks

Business & reputational harm
Data security & privacy

Supply chain vulnerabilities

Cyber attacks & threats

Compliance




The Al Security Challenge

Third-party Al assets carry risks

Open-source models
1.9M+ on HuggingFace

| Risks: Model backdoors & malware

Third-party datasets
450K+ on HuggingFace

‘

Risks: Data poisoning & privacy violations

MCP servers & tools
Thousand across multiple repos
| Risks: Tool & server vulnerabilities
wilien]ie

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



The Al Security Challenge

Model security is inconsistent

Built-in guardrails are for each model, optimized for
, and when changing the model.

stlvar]os
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The Al Security Challenge

Model security is inconsistent

Enterprise Guardrails

Enterprise guardrails provide a across models,
allowing Al teams to focus fully on development.

stlvar]os
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Future: an intelligent layer between agents and resources

Agents Resources
Zero Trust for Agents

/ OO mAO \

C

— Enforce Policy
O ¥ >~ VvVuU_

— Apply Judgement D
v Y U-
Monitor Actions

\_%©° o °

|dentify & Authenticate Authorize & Monitor

© 2026 Cisco and/or its affiliates. All rights reserved.



New Standards for Al Security

The New Al Risk Landscape

A)ownasp
LLMO1 Prompt Injection LLMO6 Sensitive
Information Disclosure

LLMO2 Insecure Output LLMO7 Insecure Plugin
Handling Design

LLMO3 Training Data LLMO8 Excessive
Poisoning Agency

LLMO4 Model Denial LLMO9 Overreliance
of Service

Supply Chain
Vulnerabilities

LLM10 Model Theft

© 2026 Cisco and/or its affiliates. All rights reserved.

/I \ MITRE
\J\/ ATLAS

Reconnaissance Defense Evasion
! 1
Resource Development Credential Access
! !
Initial Access Discovery
1 !
ML Model Access Collection
1 !
Execution ML Attack Staging
' 1
Persistence Exfiltration
' [
Privilege Escalation > Impact
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Cisco Al Security — Shaping Al Security Standards

OV P @owasp

« Founding member  Co authored Adversarial  Contributors to OWASP
of MITRE Atlas Al Taxonomy Top 10 for LLMs
* Co-developed the » Selected to NIST’s Al . Selected as review
Al Risk Database Safety Institute panelist for Agentic
Security initiative
N A w,: .
2 . Asla
Representing Al Security - Creating Prompt - Representing Al Safety at APEC
for National Academies Injection Taxonomy w/ Summit in front of South Korean
Co-organized Hackers on UK Al Security Institute President, Japanese PM
the Hill for Congressional - Al Security Hackathon - Partnering with the Japanese
staffers at The National Cyber Government on Al safety

Security Centre proposal

stlvar]os
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Cisco's integrated Al security and safety framework

We've started to integrating it into the product — starting with Al Validation

20+ Objectives

The motive or goal
behind an attack

150+ Techniques & Sub-Techniques

A granular understanding of the threats including
actions, methods, and variations

5+ Mappings

References to common Al and
governance frameworks

Goal Hijacking

Data Privacy Violation

© 2026 Cisco and/or its affiliates. All rights reserved.

Direct Prompt Injection

Multi-Modal
Injection Manipulation

Data Exfiltration /
Exposure

Instruction Manipulation

Obfuscation

Image-Text Injection

Audio Command Injection

Video Overlay Manipulation

Training Data Exposure

Data EXxfiltration via Agent Tooling

OWASP: AAI003:2025,
MITRE: AML.T0051.000...

OWASP: AAI003:2025,
MITRE: AML.T0051.000...

OWASP: AAI001:2025,
NIST: AML.018...

OWASP: AAI001:2025,
NIST: AML.018...

OWASP: AAI001:2025,
NIST: AML.018...

OWASP: AAI015:2025,
MITRE: AML.T0024...

OWASP: AAI015:2025,
MITRE: AML.T0086...




Al Defense: coverage across the Al lifecycle

Discovery Detection Protection
Al Cloud Al Supply Chain Al Model & App Al Runtime
Visibility Risk Management Validation Protection

Inventory the Al models,
agents, and connected data
sources across distributed
environment to understand
usage and gauge risk.

AAAAAAA

12 22 6 22 2
A Upans

© 2025 Cisco and/or its affiliates. All rights reserved.

Scan model files, repos, and
MCP servers to proactively

block malicious or unsafe Al
assets before operations are

impacted.

Hoced wcany

REARARE

Identify safety and security
vulnerabilities across models
at scale with algorithmic red
teaming technology.

Protect production Al apps
and agents with guardrails
embedded in the network.
Block attacks and harmful
responses in real time.

stlvan]us
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The Al Defense Solution

()
iy
1

]

End User

Ble
J0
J0

Employee

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco
Security Cloud
Enforcement Points
Firewall
Hypershield

Multicloud Defense

Secure Access

<+

Cisco Al Defense

Al Cloud Visibility

Al
APPLICATION
SECURITY Al Model & Application Validation
Al Runtime Protection
SHAA[? ow Al Access

ot +r t

Cisco Al Threat Research Labs

Model @) openAl
Providers -~ A\ Gemini

Custom
Al Apps

Connected Ej ::j
Data Sources

ii Copilot

copy.ai

Third-party
Apps

stlvan]us
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- Automatically uncover Al assets,
spanning on-prem, cloud, and SaaS

- Understand usage context of connected
data sources

- Show controls around the models to
gauge exposure

© 2025 Cisco and/or its affiliates. All rights reserved.

Discovery: Al Cloud Visibility

Al Assets

Cloud visibility External assets

Discovered Al assets '

12 22

Custom models Foundational models

Agents

22

Knowledge bases

Models connections

2

4

& Unprotected @ Protected

L : J ( A PrIOVIdeF.v I L : v ] | v v | = Filters 4

Al asset name Asset typo Discovered dato Reglons Last Validation Action
int.chatbot.v1.5 Custom model Sep 29, 2024 02:4419 US West A Not validated ¢ Validate
customer.support.d2 Custom model Sep 27,2024 02:44119 US East D Apr 29,2024 ¢ Validat
doc.review,bot Custom model Aug 24, 2024 02:44:19 Europe A Not validated @ Validat
metallama3-2-3b-instruct Foundation model Aug 22, 2024 US East D Jun29, 2022 ¢ Validat
cust.booking. mgr Custom model Aug 22,2024 US East

cust booking.mgr.2 Custom model Aug 12, 2024 US West

stlvan]us
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Cisco Al Defense

Complete Solution for building Al Apps

Platform
Advantage

Security at the network layer

* Network-level data insights
provide full visibility into Al traffic
and associated risks

+ Fast, low-friction deployment that
does not modify the app

» Enforce policies across and within
clouds and datacenters

© 2025 Cisco and/or its affiliates. All rights reserved.

Al Model & App
Validation
Algorithmic Al red teaming

* Automated assessment of safety
and security vulnerabilities

« Al readiness guides bespoke
guardrail and enforcement policy

+ Automatic integration into
CI/CD workflows for seamless,
continuous testing

Proprietary Model &
Data

Purpose-built for Al security

« Team pioneered breakthroughs
from algorithmic jailbreaking to
the industry’s first Al Firewall

« Contribute to (and align with)
NIST, MITRE, and OWASP

« Leverage threat intelligence data
from Cisco Talos & Cisco Al
security research teams

stlvan]us
cisco



CISCO Engage | Tech Day Miami

Thank you
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