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Our world has changed
and so has everything you do
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High Impact Cyber Attacks
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It’s never been e*y in theiOC




Security for the
gentic Frontier s

P

The Al transformation is here, e F
we must transform with it. 1 T
Traditional tools were built for yesterday’s - i

battles. It's time to give your security team L= ’/ « g
the advantage and reclaim the upper hand. ﬂ —

alraln
cisco

© 2026 Cisco and/or its affiliates. All rights reserved. Session ID: CENSEC-1203



New Security, g
2rating Model

Unify the data fabric, tooling, Al and
automation in an analyst experience, to
identify and stop threats before they
impact the business.
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Manage your data to deliver a stronger security posture

ntion, Detection, Monitoring Forensics, Audit & Compliance
I l.‘_ [ ] "

Incident Review, Investigations,
Threat Hunting

<10 sec <1 min 1 month

1 hour 1 day 1 week 1 year 10 year

@ Real and Near-Real Time (» AdHoc (' Archive
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Workloads Security Observability Network Ops | Custom Applications

Cisco Data Fabric

Al-powered data 1 Federated Search ] 1 Al-Native Experiences ]
management @ and Analytics s5*  and Platform for Al
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Workloads Security Observability Network Ops | Custom Applications

Cisco Data Fabric

Al-powered data 1 Federated Search ] | Al-Native Experiences
management @ and Analytics s5*  and Platform for Al

C/E\D Machine Data Lake
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- We must unlock the value of
data to fuel Al

>orrelated Agentic Decisive
detections | acceleration actions
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Stop chasing incidents. Start shaping outcomes.

Surge Ahead of Attackers with Al and Automation
] o )

Al Assisted Experiences Built-in Inte s Agentic Orchestration

(Human —Machine) Automation (Machine-Human)
(MCPs, APlIs)

! v Simplify the Analyst Experience
—.N\J
Al-Dri Detecti d
Unified Work Surface SOAR+UEBA TI Enrichment VN e Integrated Case Management
Response
Scale Security Operations with the ic
— —
Out-of-the-Box Detection Studio and
Cost Controls Content Playbook Authoring

and Platform
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The Agentic SOC* vs. HAFNIUM

The Result: An Agentic SOC* outpaces HAFNIUM, by unifying data, analytics, tooling and Al for the analyst

o

Exploit Exchange
Zero-Days

Targets unpatched
Exchange servers to gain
quiet footholds and access.

Phase 1

|
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Continuous
Monitoring
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The Result: An Agentic SOC* outpaces HAFNIUM, by unifying data, analytics, tooling and Al for the analyst
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Exploit Exchange Plant Web Shells
Zero-Days
Targets unpatched Install web shells to persist,
Exchange servers to gain execute commands, and
quiet footholds and access. " escalate control.
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Continuous Enriched
Monitoring Threat
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The Agentic SOC* vs. HAFNIUM

The Result: An Agentic SOC* outpaces HAFNIUM, by unifying data, analytics, tooling and Al for the analyst
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Exploit Exchange Plant Web Shells Steal Credentials
Zero-Days
Targets unpatched Install web shells to persist, Dump memory and
Exchange servers to gain execute commands, and directories to harvest
quiet footholds and access. escalate control. passwords and tokens for
expansion.
Phase 1 Phase 2 Phase 3
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The Agentic SOC* vs. HAFNIUM

The Result: An Agentic SOC* outpaces HAFNIUM, by unifying data, analytics, tooling and Al for the analyst
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Exploit Exchange Plant Web Shells Steal Credentials Move Laterally
Zero-Days
Targets unpatched Install web shells to persist, Dump memory and Use stolen accounts and
Exchange servers to gain execute commands, and directories to harvest tools to spread across
quiet footholds and access. escalate control. passwords and tokens for systems and domains.
expansion.
Phase 1 Phase 2 Phase 3 Phase 4
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The Agentic SOC* vs. HAFNIUM

The Result: An Agentic SOC* outpaces HAFNIUM, by unifying data, analytics, tooling and Al for the analyst

o

Exploit Exchange

Zero-Days

Targets unpatched

Exchange servers to gain
quiet footholds and access.

Phase 1

Plant Web Shells

Install web shells to persist,
execute commands, and
escalate control.

Phase 2

Sl

Continuous
Monitoring

| |
o

Enriched
Threat
Context

Steal Credentials

Dump memory and
directories to harvest

passwords and tokens for

>

Move Laterally

Use stolen accounts and

tools to spread across
systems and domains.

expansion.
Phase 3 Phase 4
INVESTIGATE
-| PR
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Unified Map Lateral
Investigation Movement

Workflow
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Export Mailboxes

Leverage Exchange tools and
shells to copy and export
emails.

Phase 5
RESPOND
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Actions



The Agentic SOC* vs. HAFNIUM

The Result: An Agentic SOC* outpaces HAFNIUM, by unifying data, analytics, tooling and Al for the analyst
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Exploit Exchange
Zero-Days

Plant Web Shells

Targets unpatched
Exchange servers to gain
quiet footholds and access.
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Install web shells to persist,
execute commands, and
escalate control.

Sl

Continuous Enriched
Monitoring Threat
Context

Steal Credentials

>
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Dump memory and
directories to harvest
passwords and tokens for

Use stolen accounts and
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systems and domains.
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Export Mailboxes Exfil Data to Cloud

Leverage Exchange tools and
shells to copy and export
emails.

Compress files, send to cloud
shares, hide theft in traffic.

Phase 5
RESPOND
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The Agentic SOC* vs. HAFNIUM

The Result: An Agentic SOC* outpaces HAFNIUM, by unifying data, analytics, tooling and Al for the analyst
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Install web shells to persist,
execute commands, and
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Export Mailboxes

Exfil Data to Cloud Maintain C&C

Leverage Exchange tools and
shells to copy and export
emails.

Compress files, send to cloud
shares, hide theft in traffic.

Encrypt communications and
tunnel over DNS to evade
network detection.

Phase 5 Phase 6 Phase 7
RESPOND
Automated Detonate Stop C&C:
Actions Malware Immediate
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Announcing Splunk Enterprise Security Premier

splunk>cloud Apps~v (B8 Messages +  Settings~  Activity v Find Q © QL TDIRAdmin~ @ Support & Services *

Mission Control  Analytics»  Security content~  Configure~  Search q

Executive summary

24h 7d 30d 90d 1y @ Include suppressed findings
Findings
[ ] [ ] s Ly whien0y’
Delivering the :
most complete - = - . - - - -
Agentic SOC
Findings by domain Untriaged findings by domain
experience on ) I I I I I
® I Access M Access
the market l n m B l . I = zl = l l I I s
Top 10 untriaged findings by sources Untriaged findings by type
sttt
O Etﬁﬁfgwam roun l . I I I I l l B
I £5CU - Maiicious PowerShell Process - Encoded Command -
Scale operations and turn high-volume :  Streamline detection and response Stop threats at machine speed

data into high-fidelity visibility to focus on what matters with Al and automation



Stay ahead of attacks at machine speed

SPEED @ @

Unified actions Embedded
for humans + Al guidance

O >
. Agentic
g Orchestration

SOC

Specialized Agents
for entire security lifecycle

Detection Builder*  Playbook Authoring
Malware Reversal Response*

Triage*

* Slated for H2 Release



SOC Tours

February 9 - 12 Located at WoS Pavillion, Digital Resilience Welcome Desk
Title: Join a Guided Security Operations Center (SOC) Tour at Cisco Live!

Abstract: Get an exclusive, behind-the-scenes look at how Cisco detects and responds to active threats in
real-time conference traffic, in collaboration with the Network Operations Center (NOC). Sign up (or book a
private SOC Tour — Sales/CX and Execs).

Experience the SOC of the Future, powered by Cisco Security Cloud and Splunk Enterprise Security, with
advanced protection from Firepower Threat Defense, Duo Identity, Al Defense, and Talos Intelligence.
Endace continuous packet capture is fully integrated to provide comprehensive visibility and rapid

response.

Monday Feb 9 Tuesday Feb 10 Wednesday Feb 11 Thursday Feb 12

3:00 - 4:00 PM 1:00 - 1:30 PM 10:30 - 11:00 AM 10:30 - 11:00 AM

4:00 - 4:30 PM 3:00 - 3:30 PM 1:00 - 1:30 PM 12:00 - 12:30 PM
5:00 - 5:30 PM 3:00 - 3:30 PM
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