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WHO IS TY? Diversified Portfolio

* YouTube Golf Sim Influencer (articulate)
Husband and Dad

* Dog Whisperer and Trainer
* Married almost 25 years to Meredith Extraordinaire (behaviorist)

» Daughters Janie (22), Mya (19), and Triple Sport Nationally Ranked Athlete
' (competitive) Y

Prime Rib Expert (connoisseur) o v
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Industry Perspective:

The Evolution of Hybrid Security &




What’s the problem? Why the need?
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Network C Private DC ) C Cloud ) CCIoud—Native> Organizational Challenges
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%Y organizations and
NetSec Admin Server/VM Admin Cloud Architect DevSecOps environments
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Hybrid Security

Customers Industry/Analyst Vendors
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Hybrid Security = Hybrid Mesh Firewall
4 )

A Hybrid Mesh Firewall is a multideployment firewall
platform with centralized cloud-based management,
designed for hybrid environments. It integrates with
Cl/CD pipelines, supports cloud-native features, and
provides advanced threat protection across diverse use
cases, including loT and DNS-based threats.
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Gartner - Hybrid Mesh Firewall

» Core & Optional Capabilities

Gartner

Gartner

Published 16 January 2024 - ID G00794201 - 15 min read

By Analyst(s): Rajpreet Kaur, Adam Hils

Initiatives: Infrastructure Security; Build and Optimize Cybersecurity Programs

Market Guide for Hybrid Mesh Firewall Platforms

© 2025 Cisco and/or its affiliates. All rights reserved.

Securing
Hybrid
Environments

North-South

Inspection

Remote Users
& Distributed
Offices

East-West
Inspection

Securing
Cloud
Workloads

Cloud Based Centralized Unified Management

Extended
Integration
(XDR, SASE,
IAM, NDR)

Advanced Threat
Prevention (ioT &
DNS-based
attacks)

Auto-Tuning &

Policy
Recommendation

Microsegmentation
(Agent-Based &
Agentless)

Unified
Visibility
& Risk
Insights

Visibility into
cloud native
Microsegmentation

Application Discovery,
Connection Mapping &
Application Usage
Visibility

Multi-Deployment Flexibility

(Must support more than two deployment options)

Integration with
Cl/CD
Pipelines

Secure Remote
Access (SSL,
IPSec VPN,
ZTNA)

Hardware Virtual

Cloud
Native

RVEES] Daemonset

Agent-Based
Microsegmentation
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Cisco’s Hybrid Mesh Firewall:
Vision & Foundation

Yitay
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Cisco’s Vision - Hybrid Mesh Firewall

Our North Star

Make it easy for organizations to

<Reduce attack surface >
(Prevent compromise >
<Stop lateral movement >

in the modern data center, cloud,
campus, and factory

© 2025 Cisco and/or its affiliates. All rights reserved.

Placement

Every flow

Perimeter

Every server
Every app > Cisco Hybrid
Every VM Mesh Firewall

Every container

Every loT device
Every user

Encrypted traffic at scale

Prevent exploit —
known & unknown threats

Identity intelligence
Al app runtime guardrails
Microsegmentation

Protect vulnerable loT

Traditional Modern

Threat Protection

v
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Cisco Hybrid Mesh Firewall Goes Deeper & Broader

SECURITY CLOUD CONTROL

1 oo [ 0 = = 5
-  |[omas po= |mmEm 1 EEE e $ o EB; %

Secure Firewall Secure Firewall

(e (virtual) Secure Firewall 3rd Party Firewall FWaaS

(Cloud)

ACI

DPU

oooooooo [ ) oooooooo
0ooooooo 0ooooooo

Hypershield
Smart Switch

eBPF
(]

Hypershield
Workload

“Cisco’s firewall devices managed as one”

Incorporates Existing
Network Security
Investments

\ 4

Only Cisco Fuses
Security Into Both the
Network & Workload

Write policy once, enforce across the mesh

\ 4




FORRESTER'

2024 Forrester Wave:
Enterprise Firewall Solutions

LEADER

THE FORRESTER WAVE™
Enterprise Firewall Solutions
Q42024

Strong

Challengers Contenders Performers Leaders

Palo Alto Networks( - )

Check Point Software Technologies
("3 (Yeiseo

(- Yortinet

- )Juniper Networks

(- )SonicWall
*WatchGuard Technologies

Forcepoint
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Worldwide Enterprise Hybrid Firewall
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IDC

2025 IDC MarketScape:

LEADER

Juniper Networks

Sonicwal

@ watchGuard

Strategies

Barracuda

Fortinet

e Sophos

IDC MarketScape Worldwide Enterprise Hybrid Firewall, 2025

Palo Alto
Networks

Check Point

Gartner

Peer

Network Firewalls

SCORE LEADER

Cisco Secure Firewall

€159 by Cisco Systems

40 ratings

Overall Rating 90% willing to recommend

(40 Reviews)
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Cisco’s Hybrid Mesh Firewall:
Architecture




Security Cloud Control

Guiding Architectural Principles

Simplified experience Intelligent security Outcome-centric management




Security Cloud Control

Simplify policy administration

by up to 70%

&3
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| Al assistance
for policy

Dashboard

o]

Proactive Al

ops

BRKSEC-2787

Top Insights & Alerts

~7 Elephant flow spike observed
Data sources: FTD
Traffic has risen steadily over three weeks with some large

flows consuming excessive bandwidth, necessitating
intervention to avoid performance issues.

Last 24h Details >

Top Actions

Policy Optimizer Last 90

Data sources: FTD

182 63 Rules with anomalies 5723 Shadowed

Il 18263 Rules with anomalies
30524 515 Disabled rules

All Insights

1% Decrypted traffic towards

internet

Data sources: FTD
Failure to decrypt a significant portion of traffic poses a severe
security risk, potentially concealing malicious activities, leaving

your network vulnerable to cyber threats.

2 Days Ago Details >

Top Information

days Workload Protection Status

Data sources: Hypershield

400 20k 320k €

Total Assets Vulnerable @ Protected @ Iy

*
1 Vulnerability A 15 Recommendations %

Real world policy

testing

oz v =+ 19 AD DSROL Very High
Total High Risk £ Medium Risk A Low Risk @
Contently Very High
Mitigate >

afraln
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Cisco Hybrid Mesh Firewall announcement timeline

Cisco Live AMER 25

| Mesh Policy Engine

| Simpler upgrades with AlOps

| Secure Router policy management

| Cisco Secure Firewall 200 & 6100 series

| Firewall Threat Defense (FTD) 10.0

Firewall Threat Defense virtual (FTDv) orchestrating
Cisco Multicloud Defense (MCD)

| Cisco Secure Firewall and Splunk 5GB offer

| Cisco Smart Switches

| Cisco Secure Workload integration with ACI

© 2028°CP9%3 SH8FS: FRURIIRETAR g B dgserved

Cisco Live APJC, Partner Summit ‘25

Multi-tenant management for Managed Service
Providers (MSPs)

Cisco Live EMEA ‘26

AgenticOps for firewalling

Multi-org management for enterprises @

| Cisco Secure Workload integration with ACI @

Cisco Access Manager

Mesh Policy Engine

@_

Cisco Secure Firewall 200 & 6100 series

Firewall Threat Defense (FTD) 10.0

00

CISCOCISCO



TARGETED AVAILABILITY MAY 2026 \

Cisco Live EMEA

announcement

Turbocharge your firewall operations with built-in
agentic capabillities

(AgenticOps in Security Cloud Control >

Proactive recommendations

For Zero Trust access policies, VPN capacity planning, best practices
for policy

Boost operational efficiency

With one-click execution of proposed remediations for elephant flows
and policy optimization

Maintain compliance standards

Automatically identify PCI-DSS deviations with recommended
remediations to stay compliant

© 202528985 SAisRS, dipniteatilf teentdl dgbfsdgserved

“deh: Security Cloud Control

|

Insights & Reports

Events & Logs

Agent job summary page e udsted: 2 minutes ag0

Completed jobs

200 -
5
N\
N b X
lew jobs ) \\ﬂ‘
L >
=
- 7
:/"/

In progress jobs

288 °

§ Most active agents

Top used : Compliance agent

588 7

%
2\
Total Jobs 7\
N
.6 \
\
A\
e A\

Top performing agent today

Al network agent

o

&

 @am Q | Q Admin v i
Data grid view @D Dashboard view
Policy agent

‘ 1HighPASHil) 5 Awaiting for response
©10 Completed ® 7 In progres

Best practices agent
; 3 Awaiting for response
@ 14 Compl

ress  SNely

Compliance agent

. ‘ 3 Awaiting for response
@ 5 Completed ® 12 In progress # 13 New

®21in progress & 1New

Inprogress VS awaiting approval AlPol.. v

20
[ ]

],
il
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https://www.figma.com/proto/xGR3dV554YaP3uWP9SBxIn/CL-EMEA-2026-Demo?page-id=1050:66498&node-id=1378-164579&viewport=4694,-283,0.25&t=kIS8usUqqPG4keiH-1&scaling=min-zoom&content-scaling=fixed&starting-point-node-id=1378:164579&show-proto-sidebar=1&hide-ui=1

Cisco Live EMEA
GA THIS MONTH! \

Adopt hybrid mesh firewall more easily by defining policy
once and enforcing everywhere

(I\/Iesh Policy Engine in Security Cloud ControD

Define policy intent once in Security Cloud Control

And deploy across Cisco and non-Cisco firewalls (Palo Alto, Fortinet, Juniper)

Deploy policy across network topology in minutes

Instead of translating policy across multiple vendor interfaces

Optimize rules and objects automatically
When deploying policy changes in Mesh Policy Engine

© 2025°CP2S SIS RURTILRMAR RGNt 9B dgserved cisco'

1M
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Security Cloud Control

'S Enterprise

— Manage all your organizations

Products

e AlDefense

Firewall
— Access full product capabilities from y

single interface & Hypershield

a4 Multicloud Defense

— Personalize your admin experience Favorites

WMl Y VYW IV

— Manage roles and groups across products 0  pratform Administration >
— Centralized audit log for compliance Activity Log

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco Hybrid Mesh Firewall

Capabilities & Design Principles >
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Secure Firewall Capabilities

Superior visibility beyond deep packet inspection

Security
Intelligence

-

D

Encrypted
Visibility Engine

J

© 2025 Cisco and/or its affiliates. All rights reserved.

~
N
g 0
Snort 3 QUIC Advanced
with SnortML Decryption Malware
Protection
J
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Secure Firewall Capabilities
Encrypted Visibility Engine (EVE) - Optimized for an encrypted world
f \ / [ [ ngm L] \
Data set Encrypted Visibility Engine
Al/ML
Talos Threat ’
Intelligence
Packet threat score
Malware
Data from 80K > —> > threat score jess than threshold + Packet is allowed
endpoints/day analysis
Incoming
encrypted
traffic flow
1B TLS ket
A 3 acket threat score
fingerprints/day greater than threshold
4
10K samples
sandboxed/d ay Packet is blocked
NS J N J

© 2025 Cisco and/or its affiliates. All rights reserved.

afraln
cisco



Secure Firewall Capabilities

Intelligent Selective Decryption

Risk-based intelligent decryption bypass, powered by EVE and Talos Server Reputation

High Risk
A Block

Everything else
> Decrypt and inspect

Low Risk
@ Do not decrypt

OEIT

Incoming
connection

afraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Post-quantum

cryptography
(PQC) ready

Firewall price-performance leader

Top to bottom

Branch ——F—F-— Campus —F—— Data center ——— Cloud ——

200 Series 1200 Series 3100 Series 4200 Series 6100 Series Public/Private
20+ cloud variants
1 Model 6 Models 5 Models 3 Models 2 Models
Firewalling + IPS Firewalling + IPS Firewalling + IPS Firewalling + IPS Firewalling + IPS ahah, [ rvoerricx [
NUTANID aKVM
£ openstack W‘E"’S")"(aire'
Up to 1.5 Gbps Up to 18 Gbps Up to 45 Gbps Up to 140 Gbps Up to 570 Gbps aws A
—T Microsoft Azure
o alkira
. () ORACLE'
Alibaba Cloud CLOUD INFRASTRUCTURE

© 2025 Cisco and/or its affiliates. All rights reserved. s PQC will be included in Firewall Threat Defense 10.5 release cisco




Cisco Live EMEA
AVAILABLE DEC 2025 \ announcement

N——

Advanced threat protection, delivered
faster than ever

(Firewall Threat Defense 10.0 software release>

@ Advanced visibility and control over encrypted traffic, Complete software
including latest internet protocols and evasive activity upgrades 3x faster

=< | Faster access to threat and compliance insights in

—  Splunk with Cisco Security Cloud app Zﬁi Centralize
st <> management of 1500+
firewalls

"r‘I”_T‘ Adaptive security policies for user behavior and risk with
Cisco Identity Intelligence integration

7~¢ Flexible, high-performance

Increased network resilience and segmented connectivity o~ virtual and cloud security

with encrypted security tags
"""".'|||.|||



https://www.youtube.com/watch?v=fLRv-LD3-8o

Mesh Policy Engine Capabilities

Extends policy to nhon-Cisco enterprise firewalls

A policy manager (not a
device manager or policy
converter)

Retain the “what” and
“where” of the policy and
the “why”

Change enforcement
points, not policy

Cisco plus the other
enterprise firewall vendors

© 2025 Cisco and/or its affiliates. All rights reserved.

&' Security Cloud Control

Cisco Security Cloud Control

BRKSEC-2787

Q search

Data center A

Public cloud

ﬂjefa]f}

afraln
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Mesh Policy Engine Capabilities

Program once, enforce everywhere

el Security Cloud Control

< Policies

Create rule @ornft Firewal-Policy-Update (Base revision: 319)

Ticket ID: Link ticket ~
Q Rule is enabled | (3 Logging: ON =~

Name *

ERP-to-HR app

@ Specify Access

Specify which users and endpoints can access which resources.

o Review Deployment and impact
Review ruls impac

ct and reachability across different segments of the networ

Delete 1

Public Cloud ~

o

© 2025 Cisco and/or its affiliates. All rights reserved.

B2B, B2C Policy

Cloud Edge
Firewall

Description (optional)

Controls traffic flowing from ERP to HR Application

Data Center_A ~

DC-A Firewall DC-A-App
vFirewall

App Zone ~

o

HR App

Q Search

+ Add Install targets | Topology List

Revert changes @

Mesh Policy Engine
understands your
network topology to
place the most effective
policy on the relevant
firewalls

Describe rule name and
purpose

Define user and
endpoint access

Deploy across network
topology




Mesh Policy Engine Demo

CCCCC



Secure Workload Capabilities

Host Based Segmentation

o

Infoblox %

SEMNCE MW

(&) vnware

Wireless

Connected Devices

Security Operations

Data Lake

Network

Analytics

SECURITY OUTCOMES

Security Cloud Control XDR
@ identity intelligence

Contex

© 2025 Cisco and/or its affiliates. All rights reserved.

Identity/ Context

Duo /ISE

Network Operations

Nexus Dashboard Meraki Dashboard

Context

intelligence

==
©)

.mm

B

Users
aws| A &
= -
Vv tual FW Cloud SermyGW
‘,.Cloud I}IW (VPG)A
5 @
Containers /
Reps i Al Workload Micro Services

k alaln
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Secure Workload Capabilities

Firewall/ACI/Cloud Integration - Agentless

Security Analytics m Network Analytics

SECURITY OUTCOMES

Security Operations Data Lake Network Operations

Security Cloud Control - \Identlty/ Context

Nexus Dashboard Meraki Dashboard

F/—\ identity intelligence Duo /ISE Context intelligence
O
Ooe—

Infoblox %

SEMNCE MW

Contex

(&) vnware

%
Users @ 4/
—~ &
¢ <>
loT /
Wireless Connected Devices
- J

© 2025 Cisco and/or its affiliates. All rights reserved.

\stwork Man acemen

@éllp

irtual FW Cloud Security GW

.Cloud NW (VPG)
g @
Containers /
REBW Al Workload Micro Services

K alaln
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Hypershield Capabilities

Only Hypershield fuses security into....

the Network & the Workload
Hypershield H hield
Smart Switch ONLY \),lvzerfio;ed
(Isovalent, CSW)
o], —
go8eeEes| @ |sagmeem | ¢ CISCO — e
Eliminates east/west security blind Adds deep application awareness
spots in the datacenter with no and extends east/west security to
changes to application workloads the public cloud and Kubernetes

afraln
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2787 cisco



Hypershield Capabilities
eBPF Provides Visibility Deep into the Workload

Namespaces

System Calls
VFS

PROCESS ID _
BEHAVIORS %

/

Network
Storage

TCP/IP

© 2025 Cisco and/or its affiliates. All rights reserved.

Check out “eBPF
Unlocking the Kernel”

*
YouTuhe



Hypershield Capabilities
Distributed Exploit Protection

Public Global Data Sources

K CVE repositories\
« CWE information )
« MITRE _ _
. Kenna = [ Hypershield Al HShlelds for each CVE]
« TALOS
- Distributed Exploit
..................................................................................................................................................................................................... S— PrOteCtion

Private Local Data Sources

(In—Depth Visibility\

ﬁﬂiﬁe —[Local Graph HHypershield AIH Global Graph]
. wh!ch Yersign
\- which libraries J _’
I

ol
© 2025 Cisco and/or its affiliates. All rights reserved. cisco




Hypershield Capabilities

Nexus Smart Switch

................................................... I
HH | | | _H I
b e e e e
¥ ; Sy

O w:‘g&ww 22.2.2.2.2.2.2.2.2.

—

Cisco Nexus 9000 Smart Switch AMDZ1

P=ENSANDO

Software-defined Stateful Services

) Ri_Ch e Feature§ ?nd SEIVICes Programmable at all layers: add new services
 High-speed connectivity and scalable performance without HW change

* Optimized for latency and power efficiency

Scale-out services with wire-rate performance
Power down DPU complex when not used

* © Q6 @ F Y = 11 Q

(3
Routing  EVPN/MPLS/ Rich Line-rate Power Large- Scale En'ssggon Distributed Event-Based Des
Switching VXLAN/SR  Telemetry Encryption Efficiency Telemetry Protection

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Hypershield Capabilities

Nexus Smart Switch

Cisco Holistic Cisco
Nexus Smart Network Hypershield
Switch security

© 2025 Cisco and/or its affiliates. All rights reserved.

Top of Rack (TOR)
Segmentation &
Enforcement

Cloud Edge

Zone-based
segmentation

afraln
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Hypershield Capabilities

Distributed Segmentation Architecture

API-driven
ul Automation
(SCC or Ready
On-Prem)

On-prem Hypershield

controller

N9300 Smart
Switch

-Top of Rack-

(o) i

Hypershield

EReTs |

Fle ]
[+ sy e e e

Jlkdisdiid

Distributed \ J
Segmentation Hypershield Agent Agentless
Global Control . Dis_tributed |
Unified visibility and global Eliminate blind spots with fully

policy across agents and smart

distributed enforcement

switch - Inline everywhere, kernel and

© 2025 Cisco and/or its affiliates. All rights reserved.

network fabric -

NetSec
Operations

On-prem Hypershield
controller

Nexus Dashboard

Network
Operations

Unified operations
Separation of control with
combined operations and

troubleshooting

afraln
cisco



New Standards for Al Security

A)owaspP

LLMO1 Prompt Injection

LLMO2 Sensitive Information
Disclosure

LLMO3 Supply Chain

LLMO4 Model Denial
of Service

LLMO5 Improper Output
Handling

© 2025 Cisco and/or its affiliates. All rights reserved.

LLMO7

LLMO8

LLMO9

LLM10

Excessive Agency

System Prompt
Leakage

Vector and Embedding
Weaknesses

Misinformation

Unbounded
Consumption

7N
W

Reconnaissance

¥

Resource Development

v

Initial Access

v

ML Model Access
v

Execution
v
Persistence
v

Privilege Escalation

_—

MITRE
ATLAS

Defense Evasion

/I\

Credential Access

/I\

Discovery

/I\

Collection

/I\
ML Attack Staging

/I\

Exfiltration

/I\

Impact

afraln
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Al Defense Capabilities

Model Protection, Flexible Enforcement Options

Cisco Al Defense

Cisco
Security Cloud
O — Enforcement Points  <«—» Discover: Inventory Al Assets
DEVELOPING - .
] Firewall B Detect: Vulnerability Testing
End User
Protect: Guardrails & Enforcement
Hypershield
Discover: Inventory Third-Party
Apps
00O Multicloud Defense N
r_‘_._r_\ﬁ USING Detect: Assess Risk & Get Context
Al APPS .
Employee —
i Secure Access Protect: Guardrails & Enforcement

ot + t

Cisco Al Threat Research Labs

© 2025 Cisco and/or its affiliates. All rights reserved.

Model & Openal
g ers A\ Gemini

Custom Szzel : :
Al Apps '

Data -l

Connected g
Data Sources

Third-party & ChatePT

itH
o & T

afraln
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Secure Access Capabilities

Third Party Al App Protection - Al Access Policies

Cisco Secure Access

[—=—=-

00O
mimim! Zero-Trust
Proxy
|
Employees [

|
|
o B

© 2025 Cisco and/or its affiliates. All rights reserved.

Access | Multimode
Control DLP

Cloud Malware
Detection

Al Guardrails

Input Guardrails
Prompt Injection
PIl, PHI, PCI
Off-Topic

Output Guardrails
Code Detection
Hate Speech
Specialized Advice

Enterprise Network Traffic

A 4

& chatepr
¥
@, GitHub ()]

Copilot wordtune

1,800+ Third-Party Al Apps

afraln
cisco



Secure Access Capabilities

!

P | O~
N e
Managed ]U}

Unmanaged

o] )

Things —

_

Universal ZTNA

from CISCO

There is no universal zero trust

B I
&
I

without ubiquitous, shared identity across the enterprise

© 2025 Cisco and/or its affiliates. All rights reserved.

Modern
private
apps

SYEEN
apps

Internet
apps

Traditional
apps

CLR LR LN
Cisco



Cisco Secure Access Capabilities

Go beyond core Secure Service Edge (SSE) to better connect and protect your business

( - )
\_ Security Cloud Control )

Core SSE
() .
@ Secure Web 6 Cloud Access Zero Trust EBE’ Firewall as a
% Gateway Security Network Service
(SWG) Broker (CASB) and Access (ZTA) (F\S/VaaS) and
DLP P

Cisco delivers the core and more in a single subscription...

N o © [©

DNS Multimode Advanced  Sandbox Talos Threat VPN as a Digital Remote
Security DLP Malware Intelligence Service Experience Browser
protection Monitoring Isolation

s Add-on solutions N

{ \

[} \

1

\ 3% @5 ,'

\ SD-WAN DUOMFA/ CSPM ./

SN SSO PRg

R R S R N S RN R N R S S R S R R



Secure Access Capabilities

Hybrid Private Access Leveraging Cisco Firewalls

_ Secure Access
Roaming Users  Resource 1
Optimized 7T
@ > Proxy Backhaul Gateway 2

Resource 2
Private Only

Customer Premises

Resource 1
Optimized

Cisco Firewall

vV v Vv

B —— Resource 2

Private Only Resources
FTD

afraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Common Policy with Security Group Tags (SGTSs)

The common context across Security Cloud Control

Remote
User

VPN
SASE

Campus
User

Wired
Wireless

\‘l

Data
Center

ACI

© 2025 Cisco and/or its affiliates. All rights reserved.

Private
Cloud

Workloads

Public
Cloud

Virtual
Firewall

Container
Environment

Container
Security

N
e e

afraln
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Key Takeaways




Segmentation that meets you where you are

Perimeter

© 2025 Cisco and/or its affiliates. All rights reserved.

Campus/mfg to
datacenter

VM VM || VM
? VM VM || VM

=] > Within
datacenter

Datacenter to

Cloud

App-based
segmentation

afraln
cisco



Customer Example

Microsegmentation for Compliance

SSE/UZTNA

Cloud Native Firewalls

Cisco
Firewall

Workloads
(On-Prem)

Kubernetes/
OpenShift

Multicloud
Firewall

AWS

Security
Groups

Azure NSGs Google FW

Perimeter Defense
Internal Segmentation
Threat Protection

Microsegmentation

Container/
Microservices

Cloud

Infrastructure
Firewall

A

Security Tool +

Manager

© 2025 Cisco and/or its affiliates. All rights reserved.

(A

\ 4
A

Security Tool +
Manager

(A

A
A\
LN
b 4
A

(A

Security Tool + Security Tool + Security Tool +

Manager Manager

BRKSEC-2787

\ 4
A

Manager

(A

A

Security Tool +
Manager

f'/ J \
)

A

Security Tool +
Manager

Security Tool +

Manager

afraln
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Customer Example

Microsegmentation for Compliance

SSE/UZTNA

Cloud Native Firewalls

Cisco
Firewall

Secure
Workload

Kubernetes/
OpenShift

Multicloud
Firewall

AWS
Security

Azure NSGs

Google FW

Perimeter Defense
Internal Segmentation
Threat Protection

Microsegmentation

Container/

Microservices

Cloud

Infrastructure
Firewall

Security Tool +

Manager

Security Tool +
Manager

© 2025 Cisco and/or its affiliates. All rights reserved.

Security Tool +
Manager

Security Tool +
Manager

Security Tool +
Manager

A

Security
Cloud Control

A

Security Tool +

Manager

Security Tool +

Manager

afraln
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Customer Example

Microsegmentation for Compliance

SSE/UZTNA

Cloud Native Firewalls

Cisco Firewall
(Physical,
Virtual)

Secure
Workload

Kubernetes/
OpenShift

Multicloud
Firewall

AWS
Azure NSGs

Security
Groups

Google FW

Perimeter Security, Threat
Protection, Microsegmentation

Container/

Microservices

Cloud

Infrastructure
Firewall

A

(A

\ 4
A

(A

A

Security Tool +

Security Tool +
Manager

Security Tool +

Manager Manager

© 2025 Cisco and/or its affiliates. All rights reserved.

A

(A

\ 4
A

A

Security Tool +
Manager

Security Cloud Control

Manager

BRKSEC-2787

Security Tool +

Security Tool +

Manager

afraln
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Customer Example

Microsegmentation for Compliance

Cisco Firewall
_ _ . Secure
Cloud Native Firewalls (Physical, Workload
Virtual)
- - - . _ . ) Cloud
Perimeter Security, Threat Protection, Microsegmentation, Cloud Native Firewalls (GCP FW & Azure Container/ asiniciire
NSG) Microservices Bl

Security Tool +
Manager

Security Tool + Security Tool +
Manager Manager

afraln
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2787 cisco



Customer Example

Microsegmentation for Compliance

Cisco Firewall

Cloud Native Firewalls (Physical, Secure Workload
Virtual)

Cloud
Infrastructure
Firewall

Perimeter Security, Threat Protection, Microsegmentation, Cloud Native Firewalls (GCP FW & Azure NSG) & Container
Policies

< @ > < z < z < z > < z < z < @ »

Security Tool +
Manager

Security Tool +
Manager
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Simple, future-proof licensing

Cloud Protection Suite

CEVCENS Workloads
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