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Agenda

1. What is Zero Trust?

2. What is Universal ZTNA?

3. SSE & Hybrid Private 
Access

4. SDWAN & ISE

5. Identity

6. Cisco Live Teasers

7. Survey
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About Me:

• 4+ Years at Cisco

• 6+ Years covering SASE

• Deployed Zscaler and Palo Alto Firewalls

• Manufacturing, Healthcare, Education

• Green Bay, Wisconsin

• Find me on Linkedin:



What are some things 
you’ve heard about Zero 
Trust?
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Common Examples

• Never Trust, Always Verify

• “We have MFA therefore we have Zero Trust”

• Our Zero Trust journey is one and done

• Microsegmentation vs. Macrosegmentation

• No more firewalls, our SSE solution is our 
firewall
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Zero Trust

Least Privilege 
Access is Key

US Cybersecurity and Infrastructure Security Agency (CISA) Zero Trust Pillars

6



The Nebula
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The Nebula

Universal ZTNA

9

The Network you 
Can Control

The Network you 
Can’t Control

Identity



What is UZTNA?
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Security Cloud Control

+
Continuous 

Trusted Identity 
for Everything

+
Secure

SD-WAN
Secure

Services Edge

Single vendor SASE

Digital Experience (ThousandEyes)”
“Threat Detection & Response (Talos, XDR, Splunk)”

Takes ZTNA to users and devices

Cisco Universal ZTNA



Security Services Edge
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• Go beyond core Secure Service Edge (SSE) to better connect and protect your business

Cisco Secure Access

* Included in the unified experience / separate license (optional)

CSPM

Firewall as a 
Service 
(FWaaS) and 
IPS

Secure Web 
Gateway 
(SWG)

Cloud Access 
Security 
Broker (CASB) and 
DLP

Zero Trust 
Network 
Access (ZTA)

Cisco delivers the core and more in a single subscription…

Core SSE

DNS
Security

Remote 
Browser 
Isolation*

Multimode 
DLP

VPN as a 
Service

SandboxAdvanced 
Malware 

protection

Talos Threat 
Intelligence

Digital 
Experience 
Monitoring*

Add-on solutions

SD-WAN XDR DUO MFA/
SSO
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• Single set of ZTNA policies used in cloud and on-premise

Hybrid Private Access for flexible enforcement

Resource 1
Optimized

Resource 1
Optimized

Resource 2
Private Only

Resource 2
Private Only

ZT
Proxy

Cisco Firewall

Resources

Roaming Users

ZT
Proxy

Secure Access

Customer Premises

FTD

Policy

Backhaul Gateway

** Roadmap: policy enforcement on 8k routers

**
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Decide Per Application



Hybrid Private Access Demo



© 2025 Cisco and/or its affiliates. All rights reserved.



SDWAN
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Secure Internet Access

Branch Site-to-site Tunnels with IPsec

• Standards-based IPsec connection

• Single tunnel for Internet and private application 
access

• Static or BGP routing support

• Auto failover for redundancy + ECMP for scale

• Regional redundancy

• Outbound NAT support for internet only tunnels

DC 1

DC 2

Region 1

Network Tunnel Group Cisco
Secure 
Access

On Premise,
Users, Devices 

and Things

DC 1

DC 2

Region 1

Network Tunnel Group Cisco
Secure 
AccessCatalyst SD-WAN

Catalyst SD-WAN

• Auto-tunnel from Catalyst SD-WAN for Internet 
apps now

• Auto-tunnel from Catalyst SD-WAN for Private 
apps in 20.18

• 1GB per tunnel

• Up to 8 active, 8 backup per tunnel group

• SD-WAN tracker support for regional 
redundancy
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Catalyst SD-WAN
VPNid support for consistent segmentation

Users

IOT_OT

Maintain VPNID inside tunnel
X

Corporate users 
network segment

IOT devices 
network segment

Catalyst 

SD-WAN 
Manager

SD-WAN Secure Access

Users

IOT_OT

Share VPNid

• VPNiD Based policy 
across both SDWAN 
& Secure Access

• Maintain segmentation 
in branch & in the 
cloud

Consistent Policy

24
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Identity Services Engine (ISE)

BRKSEC-2286

Leverage SGTs for granular access control

Users

IOT_OT

Catalyst 

SD-WAN 
Manager

SD-WAN Secure Access

SGTs & 

mappings

Consistent Policy

ISE

Share 

SGTs

X

10 – Contractors

20 – IT Admins

30 – Zone 1

40 - Robots

• SGT Based Policy 
across network & 
Cloud

• Maintain micro 
segmentation
through Secure 
Access

• Uniquely identify 
devices and traffic 
based on context 
from ISE

• Apply policy to SGT 
Based identity

25
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RADIUS authentication, in addition to SAML 
authentication

ISE integration with Secure Access VPNaaS

Access via 
VPNaaS

Cisco Secure 

Access

Auth

• Cisco Identity Services Engine (ISE) or 
3rd Party RADIUS supported

• AAA or authorize only

• Up to 8 servers within a single server 
group

• ISE posture supported (optional)

• SGT assignment via authorization

ISE



SGT Demo
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Identity
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Authentication Access

Identity Intelligence

B L I N D  T R U S T

Continuously assess you are 
who you say you are

Works with existing IDPs
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SailPoint
Dragos

Crowdstrike

Salesforce

Cyberark

Amazon

Auth0

Okta

Cisco ISE

Google
Microsoft

PingIdentity
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Cisco Identity Intelligence

USERS MACHINES SERVICES HRIS DATA APPS PLATFORMS

SailPoint Dragos Crowdstrike
Salesforce

Cyberark

Amazon

Auth0

OktaCisco ISE

GoogleMicrosoft

PingIdentity
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Cisco Public

User trust timeline
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Cisco Public

User Trust Score

Easy Workflows

After assessment, 
seamlessly take response 
action from the console. 

User Trust Score

Identity Intelligence will be 
providing a user trust score 
for integrating solutions to 
leverage. Will be a single 
score, determined by a user's 
behaviors, actions and posture

Key Scores

• Trusted

• Favorable

• Neutral

• Questionable

• Untrusted

• Unknown 



Bringing It All Together
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Remote Campus Branch Airplane  Oil rig Stadium Field …

Universal ZTNA
from CISCO

Things

Unmanaged

Managed

People

Traditional 
apps

Modern 
private apps

Internet apps

SaaS 
apps

There is no universal zero trust
 without ubiquitous, shared identity across the enterprise
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Cisco Public

Zero downtime:
Experience and Policy Assurance

Internet Apps

Private Apps

SaaS Apps

Traditional Apps

Zero friction: 
We do the plumbing. 

Zero impostors:
Identity Trust

Every device, person, 
thing, everywhere

Consistent Security:
Security Service Edge

Cisco Universal ZTNA
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