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Introduction




Why SDA?




Traditional Approaches to Campus Segmentation

Any issues here?

VLAN 2 VLAN 5

ACL 2

Setting Up Enabling Seamless Users, Device and loT | Stability of Enterprise
End-End Security Mobility Segmentation Network



What’s the Business Intent Here?

Traditional Security Policy

access-T1st 10Z permit 1p L/8.9/7.113.59 Z255.255.255.255 gt 1/8 II1.184.1b63.103 Z255.255.255.255 gt 959
access-1ist 102 deny 1ip 164.149.136.73 0.0.0.127 gt 1624 163.41.181.145 0.0.0.255 eq 810

access-1list 102 permit icmp 207.221.157.104 0.0.0.255 eq 1979 99.78.135.112 0.255.255.255 gt 3231
access-1list 102 permit tcp 100.126.4.49 0.255.255.255 1t 1449 28.237.88.171 0.0.0.127 1t 3679
access-1ist 102 deny icmp 157.219.157.249 255.255.255.255 gt 1354 60.126.167.112 0.0.31.255 gt 1025
access-1ist 102 deny icmp 76.176.66.41 0.255.255.255 1t 278 169.48.105.37 0.0.1.255 gt 968
access-1list 102 permit ip 8.88.141.113 0.0.0.127 1t 2437 105.145.196.67 0.0.1.255 1t 4167

access-1list 102 permit udp 60.242.95.62 0.0.31.255 eq 3181 33.191.71.166 255.255.255.255 1t 2422
access-1ist 102 permit icmp 186.246.40.245 0.255.255.255 eq 3508 191.139.67.54 0.0.1.255 eq 1479
access-1ist 102 permit ip 209.111.254.187 0.0.1.255 gt 4640 93.99.173.34 255.255.255.255 gt 28
access-1ist 102 permit ip 184.232.88.41 0.0.31.255 1t 2247 186.33.104.31 255.255.255.255 1t 4481
access-1ist 102 deny 1ip 106.79.247.50 0.0.31.255 gt 1441 96.62.207.209 0.0.0.255 gt 631

access-1list 102 permit ip 39.136.60.170 0.0.1.255 eq 4647 96.129.185.116 255.255.255.255 1t 3663
access-1ist 102 permit tcp 30.175.189.93 0.0.31.255 gt 228 48.33.30.91 0.0.0.255 gt 1388

access-1list 102 permit ip 167.100.52.185 0.0.1.255 1t 4379 254.202.200.26 255.255.255.255 gt 4652
access-1list 102 permit udp 172.16.184.148 0.255.255.255 gt 4163 124.38.159.247 0.0.0.127 1t 3851
access-1list 102 deny icmp 206.107.73.252 0.255.255.255 1t 2465 171.213.183.230 0.0.31.255 gt 1392
access-1list 102 permit ip 96.174.38.79 0.255.255.255 eq 1917 1.156.181.180 0.0.31.255 eq 1861
access-1list 102 deny icmp 236.123.67.53 0.0.31.255 gt 1181 31.115.75.19 0.0.1.255 gt 2794

access-1list 102 deny udp 14.45.208.20 0.0.0.255 1t 419 161.24.159.166 0.0.0.255 1t 2748

access-1ist 102 permit udp 252.40.175.155 0.0.31.255 1t 4548 87.112.10.20 0.0.1.255 gt 356
access-1ist 102 deny tcp 124.102.192.59 0.0.0.255 eq 2169 153.233.253.100 0.255.255.255 gt 327
access-1ist 102 permit icmp 68.14.62.179 255.255.255.255 1t 2985 235.228.242.243 255.255.255.255 1t 2286
access-1ist 102 deny tcp 91.198.213.34 0.0.0.255 eq 1274 206.136.32.135 0.255.255.255 eq 4191

access- 11st 102 deny udp 76.150.135.234 255.255.255. 255 1t 3573 15.233.106.211 255.255.255.255 eq 3721
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SD-Access segments the network and securely
onboards client devices

Employee virtual network

e VLAN and IP Group 1 Group 2 * No VLAN or subnet

address-based / dependency for

loT virtual network i

* Create IP-based ACLs o T segmentatlim Iand

for access policy access contro

: : - ==+ Define on nsisten

» Deal with policy ] Group 3 Group 4 slilc € one consistent

violations and errors \ Drag policy Policy

manually to apply Guest virtual network » Policy follows identity

* Visibility into traffic

flows through Al/ML
Group 5 Group 6

Completely automated Group-based policy Policy follows identity
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SD-Access enforces policy consistently over wired and

wireless networks

 Consistent
management across
wired and wireless

* Repeated policy work
for wired and wireless

 Roaming issues
across Layer-3
domains - I3

« Optimal traffic flows
— with seamless
roaming

e Chase down IP
addresses for
troubleshooting

............. P"

Seamless " Roaming Policy stays
roaming is Layer 2 with user

» Policy uniformly
enforced regardless
of wired or wireless

Simplified provisioning Campus-wide roaming Wired and wireless consistency

afraln
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SDA Components




Old Networks




Resilient New Networks with Layer-3 Underlay




OLD Network Protocol Stacks

== ==
MPLS - VPLS - Pseudo Wire - MP-BGP - LDP - Sub |

Interfaces - IGP - EtherChannel
TR T

802.1w (PVST+) - 802.1s (MST) BPDU Guard - Root Guard

-
Loop Guard - VTP - EtherChannel - HSRP - VRRP - GLBP -
EE; gf gf gf VSS/VSL - 802.1Q - Portfast Ef EE@ gf %
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New Network Protocol Stack with Overlay

BGP (Flgndoff)
=5 LISP (Overlay) g

@GP Underlay%
TIeee 90030 T




Unique Configurations in OLD network




Consistent Configurations in New network with
Overlay

=
¥
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SD-Access

What exactly is a Fabric?

A Fabric is an Overlay

An Overlay network is a logical topology used to virtually connect devices,
built on top of a simple, physical Underlay network.

An Overlay network often uses alternate forwarding attributes to provide
additional services, not provided by the Underlay.

Examples of Network Overlays

« GRE / mGRE - LISP
« MPLS / VPLS - OTV

+ IPSec / DMVPN « FP
- CAPWAP - ACI




SD-Access

Key Components

1. Control-Plane based on LISP

2.

3. Policy-Plane based on CTS

« 2 + L3 Overlay -vs- L2 or L3 Only

» Host Mobility with Anycast Gateway

« Adds VRF + SGT into Data-Plane

« Virtual Tunnel Endpoints (Automatic)
« NO Topology Limitations (Basic IP)
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<l e

“, “
ol e

“, “
< -




SD-Access LISP Fabric Architecture

Automation Cisco Catalyst
Center

Fabric Mode
WLC

Intermediate
Nodes (Underlay)

Fabric Edge

Nodes % ™ SD-Access LISP Fabric

© 2025 Cisco and/or its affiliates. All rights reserved.

Enterprise orchestrator and data repository
providing intuitive management and network
assurance

- External ID
Services for dynamic user/device
authorization and group policy management

- Mapping
System that manages Endpoint ID to Location
relationships via LISP Host Tracking DB (HTDB)

- A Fabric device (e.g..
Core) that connects External L3 network(s) to
the SDA Fabric

- A Fabric device (e.g.. Access
or Distribution) that connects wired endpoints
to the SDA Fabric

- Wireless
Controller (WLC) fabric-enabled, participate in
LISP control plane

- Access Points that are
fabric-enabled. Wireless traffic is VXLAN
encapsulated from AP to Edge Node

- Non-fabric network cagnponents that
serve as foundation for fabric



SDA Mechanics




LISP Operations

= ISP is analogous to a DNS lookup

— DNS resolves |P addresses for URL Answering the “WHO IS” question

(7 . . -
[ who is cisco.com ] ?

ﬁ 7] DNS DNS
host < _ ~J Server Name-to-IP

URL Resolution
[72.163.4.185, 2001:420:1101:1::185]

— LISP resolves locators for queried identities Answering the “WHERE |IS” question

(r -

[ where is 72.163.4.185] ? LISP
ﬁ LISP |dentity-to-locator
LISP ; . y
router% E Mapping |  Mapping Resolution

System
[ locatoris 128.107.81.169, 128.107.81.170 ]J




Fabric Operation

Default ETR Registration
BN
% External Border Node 4*’

BN1

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.




Fabric Operation

Default ETR Registration

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

Destination IID

Next
Hop

Default ETR 1001

y

<
<

BGP
Static
Etc.

A

Default ETR 1002
‘:‘is External Border Node

BN1



Fabric Operation Next

Default ETR Registration

0.0.0.0/0

Destination IID
Hop

Next

Destination 1ID
Hop

Default ETR 1001
Default ETR 1002

Default ETR 1001 BN1

10.0.0.0/8 <
192.168.0.0/16 BGP_
Etc. Static

Etc.

]

Register Default ETR per
L3VN (Gateway of last
resort)

BN1

%cp Default ETR 1002 BN1



Fabric Operation Next Next

Destination IID Hop Destination IID Hop

Edge Node Bootstra
d P Default ETR 1001 -- Default ETR 1001 BN1

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

Default ETR 1002 -- P Default ETR 1002 BN1
' ' Ei; External Border Node &g

BN1

efault ET




Fabric Operation Next Next

Destination IID Destination 1ID

Edge Node Bootstra Hop Hop
¢ P Default ETR 1001 Default ETR 1001 BN1

Default ETR 1002 P Default ETR 1002 BN1
' ' Ei; External Border Node &g

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16

BN1
Etc.
EN1 EN%
. Next .- Next
Destination 1ID Hop Destination 1D Destination IID Hop
Default ETR 1001 BN1 Y28 Default ETR 1001 Default ETR 1001 BN1

Default ETR 1002 BN1

Default ETR 1002 BN1 Default ETR 1002




Fabric Operation

Edge Node Bootstrap

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

BN1

V' Default ETR



Fabric Operation

Endpoint Registration

v Vv
0.0.0.0/0 ag
10.0.0.0/8 “ ’ External Border Node
192.168.0.0/16 BN1
Etc.
V4 Vv
EN2 EN%
Destination D X! Destination D 1o

Hop Hop

(Ala EER 1001 -- 1.1.1.1 1001 EN1
2_2_2_2 v Default ETR

2001::2 Vv Default ETR
MAC: B




Fabric Operation

Endpoint Registration

- Next
v Destination IID Hop

v
CP
* 1.1.1.1 1001 ENT
< ’ External Border Node 2.22.2 1001 EN3

BN1

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

Register

N4 Vv

EN2 EN%
. Next Destination ID  Next
Destination 1ID Hop Hop

(Ala EER 1001 -- 1.1.1.1 1001 EN1
2_2_2_2 v Default ETR

2001::2
MAC: B




Fabric Operation

Endpoint Registration

- Next
v Destination IID Hop

v
CP
* -43@, 1.1.1.1 1001 EN1
< ’ External Border Node 2.22.2 1001 EN3

BN1

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

Notification

v v
(WC
EN1 EN3 AAX
" - . Next
Destinat |, ~ Next Destination IID Xt Destination ID .~
Hop Hop P
1.1.1.1 1001  -- Aﬁa 22292 1001 -- 1.1.1.1 1001 ENT1
=
o‘.c.m.m 2-2-2-2 V' Default ETR
== 2001:; 2001::2

2
MAC: A MAC: B



Fabric Operation

s Next
publish Destination IID Hop Destination 1ID ﬂﬁ:t
v 1.1.1.1 1001 EN1 v 1.1.1.1 1001 EN1
0.0.0.0/0 ZiE 2:2.2.2 1001 EN3 &'_Pakg 2.2.2.2 1001 EN3
10.0.0.0/8 ) ’ External Border Node publish
192.168.0.0/16 BN1
Etc.
J v
Y (WC py
EN1 EN2 EN3 s
s Next
Destination IID Next Destination IID Next Destination 1ID Ho
Hop Hop b
1.1.1.1 1001 EN1

1.1.1.1 1001 --

&'a 2.2.2.2 1001 --

1.1.1.1
2001::1
MAC: A

2.2.22

V' Default ETR

2001::2
MAC: B



Fabric Operation

.. Next .. Next
Destination IID
South to North Traffic Destination 1ID Hop Hop
Y 1.1.1.1 1001 ENA1 v 1.1.1.1 1001 EN1
0.0.0.0/0° 2.2.2.2 1001 ENS3 @;akg 2.2.2.2 1001 EN3
10.0.0.0/8 b ’ External Bo ode
192.168.0.0/16
Etc.
v
EN1 EN3
inati Next — Next Destination IID  Next
Destination IID Hop Destination IID Hop Hop
1.1.1.1 1001 -- Aﬁa 229292 1001 -- 1.1.1.1 1001 ENT
- Dst: 8.8.8.8
S
s Src: 2.2.2.2
‘ 1.1.11 2_2_2_2 v Default ETR
_—2001::1 2001::2
MAC: A MAC: B



Fabric Operation

- Next - .- Next
Destination IID
South to North Traffic Destination 1ID Hop Hop
Y 1.1.1.1 1001 ENT v 1.1.1.1 10017 ENT1
2.2.2.2 1001 EN3
0.0.0.0/0° 2.2.2.2 1001 EN3 &_Pakg
10.0.0.0/8 D External Bo
192.168.0.0/16
Etc. Where is
.8.87
v
We
EN1 EN3 AAx
inati Next inati Next Destination ID  NeXt
Destination IID Hop Destination IID Hob Hop
1.1.1.1 1001 -- tﬁa 2229 1001 -- 1.1.1.1 1001 _EN1
= Dst: 8.8.8.8
Sa®
s Src: 2.2.2.2
| WERER 2-2-2-2 V' Default ETR
- 2001::1 2001::2
MAC: A MAC: B



Fabric Operation

.. Next . . Next
Destination IID
South to North Traffic Destination 1ID Hop inatl Hop
v 1.1.1.1 1001 EN1 v 1.1.1.1 1001 EN1
2.2.2.2 1001 1001 EN3

0.0.0.0/
10.0.0.0/8
192.168.0.0/16
Etc.

External Bo

ode

EN3 &_Pakg 2.2.2.2

WC)pr
EN1 4%

- Next S Next
Destination 11D Hop Destination IID Destination IID Hop
1.1.1.1 1001 -- 29299 1001 -- 1.1.1.1 1001 EN1

8.0.0.0/7 1001 BN1
= Dst: 8.8.8.8
oG Src: 2.2.2.2
L WERER 2_2_2_2 v Default ETR
= 200121 2001::2
MAC: A

MAC: B



Fabric Operation

.. Next .. Next
Destination IID
East to West Traffic Destination 1D Hop Hop
v 1.1.1.1 1001 ENA1 Y 1.1.1.1 1001 EN1
2.2.2.2 1001 EN
0.0.0.0/0 2.2.2.2 1001 EN3 @Pakg 00 3
10.0.0.0/8 ernal Border Node

192.168.0.0/16
Etc.

EN1

Next

Destination IID :E:ﬁ;t Destination IID ng’;t Destination I|ID Hop
1.1.1.1 1001 -- (ﬂa 22292 1001 -- 1.1.1.1 1001 ENT1
8.0.0.0/7 1001 BNI1
Dst: 1.1.1.1
Src: 2.2.2.2

V' Default ETR

3 2001::2
MAC: A MAC: B



Fabric Operation

.. Next .. Next
Destination IID
East to West Traffic Destination 1ID Hop Hop
J 1.1.1.1 1001 EN1 v 1.1.1.1 1001 EN1
2.2.2.2 1001 EN3
0.0.0.0/0 2.2.2.2 1001 EN3 @é’g
10.0.0.0/8 ernal Border Node
192.168.0.0/16
Etc.
e Where is Map Reply
1.1.1.1? 1.1.1.1 is at EN1

EN1

Next

Destination IID :E:ﬁ;t Destination IID ng’;t Destination I|ID Hop
1.1.1.1 1001 -- (ﬂa 22292 1001 -- 1.1.1.1 1001 ENT1
8.0.0.0/7 1001 BNI1
Dst: 1.1.1.1
Src: 2.2.2.2

V' Default ETR

3 2001::2
MAC: A MAC: B



Fabric Operation

East to West Traffic Destination IID nﬁ’: Destination 1ID ”ce));t
J 1.1.1.1 1001 EN1 Y 1.1.1.1 1001 EN1
0.0.0.0/0 2.2.2.2 1001 EN3 @;Ekg 2.2.2.2 1001 EN3
10.0.0.0/8 < ' % External Border Node
192.168.0.0/16 BN1
Etc.

EN1
inati Next Destinatio Destination ID  Next
Destination IID Hop 0 Hob Hop
1.1.1.1 1001 -- 22292 1001 -- 1.1.1.1 1001 ENT1
8.0.0.0/7 1001 BNT1
1.1.1.1 1001 EN1 Dst: 1.1.1.1
Src: 2.2.2.2
2_2_2_2 V' Default ETR
2001::2

MAC: B



Fabric Operation

- Destinatio |, Next Destination IID  \eXt
Host Mobility n Hop Hop
Y 1.1.1.1 1001 EN1 Y 1.1.1.1 1001 EN1
0.0.0.0/0
10.0.0.0/8 “ ’ Ei; External Border Node ‘éig
192.168.0.0/16 BN1
Etc.
v
EN1 up Next EN%
Hop
.. Next
Destination I1ID ::g;t Destination 1ID Hop
1.1.1.1 1001 EN1

1.1.1.1 1001 --

»
»

Host moves to EN2 V' Default ETR




Fabric Operation

3

Host Mobility

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

v
EN1
Destinatio Next
IID
n Hop

1.1.1.1 1001 -- léiigi
&

Host moves to EN2

BN1

.. Next
Destination 1ID
Hop Destination IID ﬂeXt
1.1.1.1 1001 EN1 ->EN2 / op =
Map-Notify 1.1.1.1 1001 EN1->
External Border Node ‘éig
Map-Notify
Map-Notify
Vv
] 3k B
EN2 EN3 A
Destination ID  ext s
1.1.1.1 1001 Hc-)? Destination 1ID Next
1.1, Hop
1.1.1.1 1001 EN1->EN2

V' Default ETR



Fabric Operation

- Next N
y D D inati ext
Host Mobility estination Hop Destination IID Hop
s 2100 1001 EN2 v 1114 1001 EN2
0.0.0.0/0 B”E!E CEE
10.0.0.0/8 External Border Node
192.168.0.0/16 BN1
Etc.
Map-Notify
Put EID in Away Table
on EN1
v v v
EN EN EN wce A
EN1 EN2 EN3 E‘g
. Next
Destination IID Next
.. Next Hop Destinati IID
o 1D estination
estination Hop 1.1.1.1 1001 _-- Hop
AP AP 1.1.1.1 1001 ENZ2
=3 =3
om(
Host moves to EN2 | WERRE v Default ETR
- 2001::



Demo
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