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Lou Norman

Date placeholder

• 37 years of networking and security experience

• 29 years at cisco Systems

• CCIE for 27 years 

• CISSP for 22 years

• First Security Hack – Spoofed Email from the President of the university to the CIO

• Installed my first firewall in (Pix 535) 2003

• Installed the first Firewall Service Module in production that same year. 

• Helped install and test NAC solutions since the early 2000’s. 

• Hobbies: Biking, boating, archery, anything that takes me outdoors. 
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Section title placeholder

Why Zero Trust Matters

Security tools are not 
perfect

Having a security tool for 
every vulnerability is not 

possible

Users are not perfect

© 2025 Cisco and/or its affiliates. All rights reserved.
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Why Zero Trust Matters
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Sooner than later, it will be required
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What it takes to get Zero Trust right
Zero Trust requirements

• User / device / service 
identity 

• Posture + context

• Risk-based 
authentication 

• Micro-segmentation

• Unified access control

• Least privilege + explicit 
trust

• Re-assessment of trust

• Indicators of compromise

• Shared signals

• Behavior monitoring — threat 
and non-threat activity

• Vulnerability management

• Prioritized incident 
response

• Orchestrated 
remediation

• Integrated + open 
workflows

Establish 
Trust

Enforce Trust-
Based Access

Continuously 
Verify Trust

Respond to 
Change in Trust

BRKSEC-
2176

7
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Section title placeholder

Why Zero Trust Matters
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Sounds like something for a security 
platform?
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Unified Architecture & Ecosystem Integration

• Enables seamless, bi-directional sharing of contextual information across solutions

• Eliminates the need for platform-specific APIs for network and security tools

• Supports a wide range of products and third-party security product integrations

• Utilizes open architecture with WebSocket and REST APIs for communication

• Provides secure, scalable, and customizable connections between clients and identity

• Offers deployment flexibility across on-premises and Cloud environments

• Enables deep security analysis through integration with cloud-based SaaS applications

Unified 
Integration 
Framework

Scalable and 
Secure 

Architecture

Extensive 
Ecosystem 

Support

Cloud and On-
Premises 
Flexible
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Cisco Identity Service Engine (ISE) the First Security Platform

• Enables seamless, bi-directional sharing of contextual information across platforms

• Eliminates the need for platform-specific APIs for network and security tools

• Supports a wide range of Cisco and third-party security product integrations

• Utilizes pxGrid 2.0 architecture with WebSocket and REST APIs for communication

• Provides secure, scalable, and customizable connections between clients and ISE

• Offers deployment flexibility across on-premises and pxGrid Cloud environments

• Enables deep security analysis through integration with cloud-based SaaS applications

Unified 
Integration 
Framework

Scalable and 
Secure 

Architecture

Extensive 
Ecosystem 

Support

Cloud and On-
Premises 
Flexible

241
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Cisco ISE
Contextual Intelligence & Automated Response

• Facilitates near real-time exchange of endpoint, user, and network context

• Enhances overall security visibility and enforcement across the network

• Establishes Cisco ISE as the authoritative 'Single Source of Truth' for identity

• Ensures consistent and accurate data sharing for security context

• Enables rapid threat containment actions like quarantining or isolating endpoints

• Leverages shared contextual data to drive automated response mechanisms

• Supports adaptive network control to mitigate risks across the ecosystem

Context Sharing
Exchange 
Context

Source of Truth
Threat 

Response
Containment 

Actions



Cisco Zero Trust Platform
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Universal Zero Trust Environment

SASE

Infrastructure and 

Workload Visibility

Networking

sw itch

Firewall

Wi-Fi 7

IOT/OT

Asset Vision

Device 

Management

router

Network Visibility 

Security 

User 

Support

Endpoints

Multicloud

Security 
management 

SIEM

Network

access
User 

Identity 

SOAR

Cisco Zero Trust Platform

SIEM

Logging

Netflow/Flow Logs

Security Context

Security Policy

Security Action
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SGT Environment

Cisco Catalyst, Meraki, 
and/or Nexus

sw itch

Secure 

Firewall

Wi-Fi 7

router

User 

Support

SIEM

ISE

DUO

SOAR

Cisco Zero Trust Platform

SIEM

Logging

Netflow/Flow Logs

Security Context

Security Policy

Security Action
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Universal Zero Trust Environment ISE
SIEM

Secure 

Access

Secure 

Workload

sw itch

Secure 

Firewall

Wi-Fi 7

Microsoft
Intune

router

Secure Client

Security 

Cloud Control

Logging

Netflow/Flow Logs

Security Context

Security Policy

Security Action

Secure 

Network Analytics

Cisco 

Catalyst and Nexus

Duo

Zero Trust Platform



Secure Networking
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Differentiation

The Cisco Secure 
Networking Architecture is:
- AI-native
- Identity and threat-aware
- Hyper distributed and 

deeply embedded

What is Secure Networking? 

Secure networking is a modern network infrastructure 
design that fuses advanced security and deep visibility into 
the network to protect the confidentiality, integrity, and 
availability of data and resources—ensuring digital 
resilience across the future-proofed workplace and the 
AI-ready data center. 

In an increasingly AI-driven world, a Cisco Secure 
Networking architecture is the most effective safeguard 
against unauthorized access, misuse, and attacks.
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Secure Networking 

Reference design for fusing security into the network

13 Oct 2025

Identity-based Segmentation

Access control and segmentation for things on the network

AgenticOps

Multiplayer, Agentic NOC and SOC 

Secure Infrastructure

Protection for devices and connectivity

C
o

m
m

o
n

 P
o

li
c

y
Hybrid Mesh Firewall

Segmentation and deep inspection of traffic 

between zones, workloads, and apps

SASE

Trusted access for people, things, 

and AI agents



Security Group Tags (SGTs) 
Basics
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Identity Services Engine

SGT Support for consistent policy and enforcement

L
o
c
a
l
 
T
r
a
f
f
i
c

Catalyst 
SD-WAN

SGT Carried to 
Secure Access

ISE
SGT – IP 
Mappings

Share SGT 
Context

Network 
carries SGT

Secure 
Access

• SGT Based Policy across network & 

Cloud
• Maintain micro segmentation 

through Secure Access

• Uniquely identify devices and traffic 
based on context from ISE

• Apply policy to SGT Based Identity

Consistent Policy
10 - Marketing

20 – IoT (Cameras)

30 – BYOD

40 – Workstations
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How are SGTs Transmitted in Adaptive Policy?

BRKARC-2750 21

M

10.0.0.5
SGT=4 

Employees

Packet

Dest MAC Src MAC 802.1Q PAYLOADETYPE

CMD EtherType Version Length Next HeaderCMD options

CMD

SGT
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TAG Scaling Limits

The first 16 tags (0–15) are reserved by Cisco for internal and system 
functions. Common examples include:
SGT 0: Unknown (Default for unclassified traffic)
SGT 2: TrustSec Devices (Used for network infrastructure devices)
SGT 15: Any (Used in policy to match all tags)

Fewer is better
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TrustSec Policy Matrix
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Or is this better
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Business Intent is clear



Cisco ISE
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ACCESS POLICY

FOR ENDPOINTS FOR NETWORK

Cisco Identity Services Engine

CISCO ISE
WHO

WHAT

HOW

WHEN

WHERE

HEALTH

THREATS CVSS

Cisco ISE

Cisco Identity Services Engine 
(ISE) is an industry leading, 
Network Access Control and 
Policy Enforcement platform

Role-based Access Control | Guest Access | BYOD | Secure Access

WIRED WIRELESS VPN

VPN

Partner Eco System

SIEM, MDM, NBA, IPS, IPAM, etc.

PxGRID  
& APIs

Visibility
Context about everything 
touching the network

Control
Network access control 
and segmentation

Compliance
Enterprises comply to 
industry regulations
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Policy
&  

Access

Security
Apparatus

Network
Fabric

Driving security 
intelligence through the 
Network Fabric 
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ISE is the center-piece of Secure Networking

Enhances visibility by providing 
contextual information on who 
and what is on your network

Accelerates threat identification by 
sharing intelligence with Cisco 
security and technology partner 
platforms

Creates security policy used to 
automatically block malicious users 
or devices and remediate or 
mitigate threats

ISE Capabilities

FIREPOWER STEALTHWATCH WEB SECURITY TECH PARTNERS

ISE

USER ACCESS GATEWAY

WAN
EDGE FIREWALL DC SWITCH SERVERS

WHO WHAT WHEN WHERE HOW

Network fabric

Security Apparatus
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Business outcomes of ISE

Segment network 
without VLAN and IP 

subnet. Simplify 
role-based access 

control 

Segmentation

Easily provide 
visitors secure 
guest internet 

access

Guest Access 

See and share user 
and device details and 
consolidate security 
solutions with pxGrid

Asset Visibility

Seamlessly classify 
and securely 
onboard non-

corporate devices

BYOD &  
enterprise mobility

In the Enterprise

Streamline enterprise 
network access policy 
over wired, wireless, & 

VPN access

Access Control
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Make fully informed decisions
With rich contextual awareness

Without ISE With ISE

UNKNOWN KNOWN

IP ADDRESS: 192.168.2.101 WHO Bob (Employee)

Unknown WHAT Apple iPad/iOS/11.0.1

Unknown WHEN 10:30 AM PST 

Unknown WHERE Floor-1, San Jose, Building 19

Unknown HOW Wireless

Unknown APPS Firefox, MS Word, AnyConnect

Unknown SPEC Serial number, CPU, memory

Access to any device/user 

RESULT

Authorized network access

Poor context awareness Rich context awareness

? ??



© 2025  Cisco and/or its  affil iates. All  r ights  reserved . 
32

Control all access from a single location
Connect trusted devices to trusted services

ISE
BranchHQ

WirelessWired

ContractorGuest BYOD Partner

Remote User

Secure access from any location 
regardless of connection type

Apply access and usage policies 
across the entire network

Monitor access, activity, and 
compliance of non-corporate 
assets

VPN
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BYOD has never been so easy

ISE internal CA for 

BYOD certificates

Access based on 

MDM policy

Single / Dual 

SSID provisioning

Native supplicant 

& cert 

provisioning

EMM integrationsDevice Support

D
e

v
ic

e
s

Resources

      

      

      

PUBLIC

CORPORATE

EMM: Enterprise Mobility Management |  MDM: Mobile Device Management

iDevice

Android

MAC OSx

Windows

ChromeOS

Self served, flexible, secure
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Managing policy based on ‘Trust’

✕ ✕ ✓ ✓ ✕ ✕

✕ ✓ ✓ ✓ ✓ ✕

✓ ✕ ✓ ✓ ✓ ✓Trusted Asset

Trusted User

Partners

T
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p
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S
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A

S
e
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Cloud

On Prem

T
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s
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p
p
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e
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e
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N
o
n
-
T
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p
p

 /
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e
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Improved Visibility and Decision
Software-Defined Segmentation,

Service Access & Entitlement

Location-Free App/Service
Access

Vulnerability

Threats

Posture

Behavior

Time

Location

User-Groups Device-type

CISCO IDENTITY SERVICES ENGINE

Connecting trusted users and devices to trusted services



Software Defined Access
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Traditional Networks Challenges  
Network deployment challenges

Network Infrastructure

Switching Routers Wireless

Network security challenges

D
e
v
ic

e
s

Resources

✕ ✓ ✕ ✓ ✓ ✓

✓ ✓ ✕ ✓ ✕ ✕

✕ ✓ ✓ ✕ ✕ ✕

Wireless & wired network challenges Network operations challenges
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Cisco Software Defined Access
The Foundation for Cisco’s Intent-Based Network

Mobility

Policy follows User

Cisco Catalyst Center

AssuranceAutomationPolicy

IoT Network

Identity-Based 
Policy and Segmentation

Policy definition decoupled 
from VLAN and IP address

AI-Driven
Insights and Telemetry

Analytics and visibility into 
User and Application experience 

One Automated 
Network Fabric

Single Fabric for Wired and 
Wireless with full automation
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SD-Access Fabric Architecture
Roles and Terminology

▪ Control-Plane (CP) Node – Map System that 
manages Endpoint ID to Location relationships. 
Also known as Host Tracking DB (HTDB)

▪ Edge Nodes – A Fabric device (e.g.. Access    
or Distribution) that connects wired 
endpoints to the SDA Fabric

▪ Identity Service Engine – External ID Services 
is leveraged for dynamic User or Device to 
Group mapping and policy definition

▪ Border Nodes – A Fabric device (e.g.. Core) 
that connects External L3 network(s) to the 
SDA Fabric

▪ Cisco Catalyst Center – Enterprise SDN 
Controller provides GUI management abstraction 
via multiple Service Apps, which share information

▪ Fabric Wireless Controller – Wireless 
Controller (WLC) fabric-enabled, participate 
in LISP control plane

▪ Fabric Mode APs – Access Points that are 
fabric-enabled. Wireless traffic is VXLAN 
encapsulated at AP

Identity Service 
Engine

SD-Access Fabric

Intermediate 
Nodes (Underlay)

Fabric Mode 
WLC

Fabric Edge 
Nodes

Cisco Catalyst 
Centre

Control-Plane
Nodes

Fabric Mode 
APs

Fabric Border

Assurance
ISE / AD

DHCP

Automation

TECENS-2820 38
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• Scalability limitations due to device-by-device 
access, time-consuming deployments, and 
manual troubleshooting

• Security risks stemming from delayed threat 
protection and response, human error, and lack 
of policy-based segmentation. 

• Lack of visibility and delayed response driven by 
siloed, manual monitoring and limited traffic 
analysis.    

As connected users and devices grow, traditional management methods struggle to keep pace

Modern networks are exposing the limits of traditional 
tools

Console Port

Telnet

Secure Shell

SNMP
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SD-Access Support
Fabric ready platforms for your digital ready network 

40

9

ASR-1000-X/HX

ISR 4300/4400

WirelessRoutingSwitching

AIR-CT5520

AIR-CT8540

Wave 2 APs (1800, 2800,3800/9100)

Catalyst 9400

Catalyst 9300

AIR-CT3504

CSRv/8000v

Extended

Cisco Digital Building

Catalyst 3560-CX

IE Series 
(3K/4K/5K/9K)

Catalyst 9500Catalyst 9200

Catalyst 9200CX

Catalyst 9300CXCatalyst 9300LM

Catalyst 9400X

Catalyst 9500X

Catalyst 9600

Catalyst 9800

Catalyst 8000 

Catalyst 9500

Cisco Software-Defined Access Compatibility Matrix

https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda_compatibility_matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda_compatibility_matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda_compatibility_matrix/index.html
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BL L L L

SS

BBL

M

L2 Access

Intent-based fabric orchestration 
from a unified cloud platform

Deploy in a non-disruptive way on 
top of the devices you already own

Build and enforce segmentation 
policies that adapt to your network 
based on the intent of the user 

Reduce the number of steps it takes to 
provision, manage, and troubleshoot sites
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Aka How do We get there

Strategy to Intent-based Secure Networking
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Dashboard

Campus

User Device

WIFI Switching

Dana
(Finance)

Contractor

IoT - Printer

IoT - Camera

Config

Cisco Zero Trust Segmentation
Campus and Unified Branch User to App 

Router

VLAN

VLAN

VLAN

Current Network Infrastructure

• Basic VLAN segmentation only

• No user or device visibility or policies
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Dashboard

Campus

User Device

WIFI Switching

Dana
(Finance)

Contractor

IoT - Printer

IoT - Camera

Config

VLAN

Cisco Zero Trust Segmentation
Campus and Unified Branch User to App 

Router

Identity

Auth

ISE / Access
Manager

10

20

30

40

VLAN

VLAN

With Identity Services Engine or Access Manager:

• User and Device policies

• TrustSec SGT Tag Micro Segmentation
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Dashboard

Campus

User Device

WIFI

Dana
(Finance)

Contractor

IoT - Printer

IoT - Camera

Config

Cisco Zero Trust Segmentation
Campus and Unified Branch User to App 

Identity

Auth

ISE / Access
Manager

10

20

30

40

Switching

Campus Fabric (L2/L3 Segmentation)

VXLAN

VXLAN

VXLAN

20 30 40
SGTs tied to user flows 
across entire network 10

SGT Enforcement in 
campus wired, wireless 
SD-WAN and Firewalls

Secure SD-WAN

Campus Fabric:

• Macro Segmentation with VRF / VXLAN

• Integrated Wired, Wireless and SD-WAN policies
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Dashboard

Campus

User Device

WIFI Switching

Dana
(Finance)

Contractor

IoT - Printer

IoT - Camera

Identity

Config Auth

Campus Fabric (L2/L3 Segmentation)

VXLAN

VXLAN

VXLAN

ISE / Access
Manager

Context Sharing

Duo

Cisco Zero Trust Segmentation
Campus and Unified Branch User to App 

10

20

30

40
20 30 40

SGTs tied to user flows 
across entire network 10

Secure SD-WAN

SGT Enforcement in 
campus wired, wireless 
SD-WAN and Firewalls

Security Cloud Control

Policy

Context Sharing

Unified policy

Hybrid DC

SGT Enforcement in Security 
Service Edge & Data Centers

DC
 Firewall

Security 

Service Edge

Zero Trust for 
Public, Private 

and SaaS

DC
 Fabric

2010

SGT

Security Cloud Control

• Unified policy between network, 
firewalls, SSE and Hybrid DC 
fabric

• User identity trust
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Security Cloud ControlDashboard

Hybrid DC

SGT Enforcement in Security 
Service Edge & Data Centers

Campus

User Device

WIFI Switching

Secure SD-WAN

Dana
(Finance)

Contractor

IoT - Printer

IoT - Camera

SGT

10

20

30

40
20 30 40

SGTs tied to user flows 
across entire network

SGT Enforcement in 
campus wired, wireless 
SD-WAN and Firewalls

SNA XDRIdentity

Context Sharing Telemetry

Config Auth Policy

Context Sharing

Campus Fabric (L2/L3 Segmentation)

VXLAN

VXLAN

VXLAN

ISE / Access
Manager

Context Sharing

Duo

Context Sharing

DC
 Firewall

Security 

Service Edge

Zero Trust for 
Public, Private 

and SaaS

DC
 Fabric

Cisco Zero Trust Segmentation
Campus and Unified Branch User to App 

Unified policy
Unified security

10 2010

Splunk, XDR and Secure Network Analytics for 
SOC use cases
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Securing network connectivity

IoT/OT

WAN MACSec

MACSec

IPSec

Network traffic

Managed

Unmanaged

• Low latency
• High bandwidth
• FIPS compliant

Post-Quantum 
Cryptography
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Cisco as a Leader for Fabric Architectures

IoT robot

Scalable micro-segmentation to protect every connection

Employee 
Devices

Factory Control

HR Systems

AI Analytics

Continuous
Profiling

Policy Tags

Identity Services 
Engine (ISE)

Software Defined 
Access (SDA)

Scalable Group Tag 
(SGT)



Thank you
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