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Challenge

An architecture never designed for hybrid work
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Cisco Secure Access

Modernize your defense with converged cloud security grounded in Zero Trust
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Step 1
Authenticate Go to Work

Private apps

— Traditional VPN
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Unified Architecture

(  e0® I
‘ -~ Y Cisco® Secure Access ) ~
Doo P ()
== Q
Endpoint Web
Unified Administration Unified Security
* Unified Administration * Flexible connectivity

Q * Single Dashboard + Consistent Inspection

* Single Policy Ruleset )
* Layers 3-7 Protection

Browser + Single SLA Private Apps
*  Firewall, Proxy, DLP

* ZTNA and VPNaaS

& « Secure Internet Access

Branch SaaS Apps

« Malware Protection
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Unified Architecture
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Cisco Secure Client

Suite of security service enablement modules

Connected to sfprofile - TLS - Auto Select Nearest Location.

AnyConnect VPN (Core) —_ AnyConnect VPN

Disconnect

ZTA Module

00:00:53 (6 Days 23 Hours Remaining) IPv4

Secure Endpoint (AMP) @ e
v

Roaming Module

Thousand Eyes (No Ul) @ ot

Flash Scan

Cloud Management Module (No Ul)

Diagnostic and Reporting (DART) @ Unirei s acive

afraln
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Traffic Acquisition Methods

|E| — B AnyConnect VPN Module
» Authentication & Posture at Connect time
Cisco Secure Client - TLS, DTLS, or IPsec Tunnel
 Carry Internet & Private Traffic (All ports & protocols)
« SAML, (+) Cert, & (+) Multi-Cert Authentication

{ 0 zTNA Module
« Authentication & Posture per session
« MASQUE proxy using QUIC or TCP/HTTP2
« Carry Internet & Private Traffic (All ports & protocols)
« SAML or Certificate Auth + Auto re-new

Unmanaged Endpoint 4 ¥
—( O—> Roaming Security Module
\ L

P \}R « Device Enrollment (profile)
. @) « Carry Internet DNS & Web Traffic (80/443)

(= i

Q) K ) Clientless ZTA

» Accessible from any browser that supports SAML/Cookies

« Request based posture (browser version, OS)
* Private Web, RDP, and SSH Apps
» Integration with Google Enterprise Browser el

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Secure Private Access

Posture

Authorization check prior
to application access

Authorization and access check
pEer session

Supported AV vendors:

Client-based ZTA

VPN-as-a-service

© 2025 Cisco and/or its affiliates. All rights reserved.

Operating System

Anti-Malware

Firewall

Disk Encryption

Certificate Check

Browser Check

System Password

File Check

Registry Check
(windows only)

Process Check

afraln
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Client-based Zero Trust Access

Private Applications

/ MASQUE

Sessions

@ Stream 0

ZTA Stream 1

TCP / UDP

K All ports

________________________________________________________________________________________

Cisco Secure Access

________________________________________________________________________________________

Secure Access PoPs
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- Transparent user experience

- Forward proxied resource access with coarse or fine-grained

access control

- Service managed client certificates with TPM-protected key

storage

© 2025 Cisco and/or its affiliates. All rights reserved.

- Inside to out L4-7 tunnels from RCs

- No routing complexities

- Apps are hidden, supports overlapping subnets
- Easy to scale with high availability
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Client-based Zero Trust Access

Internet Connectivity

e

-

ZTA

o

MASQUE
Sessions

@ Stream 0

Stream 1

TCP / UDP
All ports

¥

_____________________________________________________________________________________

Secure Access PoPs

Cisco Secure Access

Web

s

0O
SaaS Apps

- Transparent user experience
- Trusted Network Detection

- Service managed client certificates with TPM-protected key
storage

© 2025 Cisco and/or its affiliates. All rights reserved.

- Session-based security

- No VPN tunnels

- User and group-packet steering
- User and group-based policy

afraln
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Secure Client ZTA Module: Socket Intercept

Why Socket Intercept?

Zero Trust

Access Module . _
- Control of DNS and application traffic

before VPN clients
- No route table manipulation

- Ability to capture traffic by IP, IP

—UEN Gl subnet, FQDN and EQDN wildcard

- Interoperability with Cisco and non-
Cisco VPNs

afraln
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Hybrid Private Access for flexible enforcement

« Single set of ZTNA policies used in cloud and on-premise

Roaming Users  Resource 1

Secure Access

Optimized

Resource 2
Private Only

Customer Premises

Resource 1
Optimized

zT
> Backhaul Gateway

Cisco Firewall

Lo

Resource 2
Private Only

FTD

** Roadmap: policy enforcement on 8k routers

© 2025 Cisco and/or its affiliates. All rights reserved.

Resources
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OS Native ZTA: Apple iI0OS and Samsung Knox

o> I=1

Cloud Data center

C Private apps ) C Private apps )

SJomifim

Branch office

C Private apps )

ZTA

Zero trust, high performance connectivity

( MASQUE Proxy )

Devices

© 2025 Cisco and/or its affiliates. All rights reserved.

- New OS native ZTA functionality built into

Apple iOS 17 and Samsung Knox 3.10

- Transparent user experience for users - no

need to start or wait for VPN

- Delivers low latency and high throughput

connectivity by directly intercepting traffic
within the application (iOS)

- Preserves battery life by eliminating the

need for device-wide, continuously running
VPN connections

- iCloud Private Relay compatible (iOS)

- Built on industry leading technologies:

MASQUE and QUIC

- Supports all applications, ports and

protocols - not just web applications

afraln
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Cisco Secure Access traffic optimization with Apple i0S

OS Native ZTA with Apple Enterprise Relay

, % =
' mmmmm O O O -< Cisco Secure Access >—‘_ coommml| |
1 0d

(@) finance.corp.com
C Enterprise Relay )

Single layer of encryption for lightning-fast, secure access
and compatible with iCloud Private Relay

© 2025 Cisco and/or its affiliates. All rights reserved. . CIsco



Secure Private Access

Clientless Zero Trust Access

Vs Cisco Secure Access N
Custom URL P — \
<y L i @ [E]
Browser J) J> .
MFA Posture Firewall  IPS/IDS DLP Private App
Web, RDP, M
SSH
- Secure Access PoPs o
- ldeal for unmanaged devices and BYOD use-cases - HTTP/S, Remote Desktop Protocol, Secure Shell supported
- Automatically generated publicly resolvable FQDN for - SAML authentication

per app access

afraln
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Secure Private Access

VPN-as-a-Service
e Cisco Secure Access o éﬁ
/ ___________________________________________________________________________________ —> D)
| Web
10 1T |
Peo/TSD-[40) | MR Fewe | Fewal | Psis [ fCo
I —— ;
) =
TCP / UDP ) L =]
All ports SWG DLP CASB _
K _____________________________________________________________________________________ Private App 0
- Secure Access PoPs o
- Authentication Methods: - Posture Verification: (optional)
SAML 2.0, SAML+ certificate, Certificate, RADIUS Secure Firewall (formerly hostscan) or ISE with RADIUS
- |dentity based access - IPS (optional)
- Region specific IP pool for client addressing - Connection profiles -
© 2025 Cisco and/or its affiliates. All rights reserved. .::Ils.éc;'



VPN-as-a-Service

ISE integration with Secure Access VPNaaS

RADIUS authentication, in addition to SAML

authentication

S

Access via
VPNaaS

—

A

ISE

{

Cisco Secure
Access

}

© 2025 Cisco and/or its affiliates. All rights reserved.

- Cisco ldentity Services Engine (ISE) or
3"d Party RADIUS supported

- AAA or authorize only

- Up to 8 servers within a single server
group

- ISE posture supported (optional)

- SGT assignment via authorization

CCCCC



Cisco and Google Enhance Zero Trust Access

Browser-based security for web

apps

+

are

Cloud-based security for Private
apps and more

© 2025 Cisco and/or its affiliates. All rights reserved.
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Secure Access with Enterprise Browser

Zero Trust Access to Private Apps and Internet Apps

Enterprise Browser

c: ( Private ( ) )
Traffic

chrome enterprise

Unmanaged and Managed Endpoints

Device Trust
Posture management
Data Loss Prevention
Copy-paste controls, Block Screenshots
Block file upload/download
- Isolation of Web processes, Site isolation
- Management via Secure Access Console

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Secure Access

=

Secure Service
Edge (SSE)

Seamless access to private apps
Secure access to SaaS apps
Content Inspection

Access Control

File type control

Malware protection

=

Private
Applications
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Identity Services Engine (ISE)

Leverage SGTs for granular access control

( Consistent Policy )
- SGT Based Policy Catalyst
SD-WAN
across network & SGTs & Share
Manager )
Cloud mappings ISE SGTs
Maintai : SD-WAN p | . Secure Access
aintain micro &> 10~ Contractors
segmentation @ @ _
through Secure AD= e il
Access @ @ 30 - Zone 1
_ _ _ @ 40 - Robots
* Uniquely identify N J S
devices and traffic Users . © 2
based on context G BB ) &
from ISE @ @ - © >

- Apply policy to SGT @ |
Based identity

10T_OT

afraln
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People

Managed |

Unmanaged

Things

o
o
)

There is no universal zero trust

=
ey
&
T

Modern
private apps

SEEN)
apps

Internet apps

Traditional
apps

without ubiquitous, shared identity across the enterprise
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Cisco ldentity Intelligence

USERS MACHINES SERVICES HRIS DATA APPS PLATFORMS
| | | | | | |
SailPoint Dragos Crowdstrike
Salesforce
Cisco ISE Okta Pingldentity
AuthO
Microsoft Google Cyberark

© 2025 Cisco and/or its affiliates. All rights reserved.
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User trust timeline

asco ldentity Intelligence

Users > brian.hayes@simubiz.com

B Brian Hayes

@0 brian.hayes@ simubiz.com

QUS  Active Overview  Activity Networks Devices Applications

= We identified other users with a similar username or the same employee ID as brian.hayes@simubiz.com. Do you want to link them?

Groups

,0\ Jeffrey Groesbeck
aenie

Checks 8 =+ Actions <

o (D

Trust Score
Untrusted

Special account engaged in MFA flood attack

Summary
@ Inconsistent, Non Employee
N/A New couniry for tenant and special account.

New country for tenant, special account, resurrected account, and unmanaged device.
N/A

?9 Additional details

Oort Special Account

us Resurrected Account
Failing Checks: Access From Dormant Account

MFA Configured MFA Flood
Failing Checks: Telecom MFA Limit Reached

Sep 18, 2024 03:59:00 UTC (20 hours ago) New Country for Tenant

Failing Checks: New Country for Tenant
@ NA g Ty
Unmanaged Device

Created Jul 18, 2010 Failing Checks: Unmanaged Devices Access

w 5 events matching score View in Activity Tab View all activities with a score

Last Updated: Sep 18, 2024 04:50:14 UTC

(2 Last Login Attempt  View more data

© 2025 Cisco and/or its affiliates. All rights reserved.




User Trust Score

User Trust Score

Identity Intelligence will be
providing a user trust score
for integrating solutions to
leverage. Will be a single
score, determined by a user's
behaviors, actions and posture

el Identity Intelligence Search ©) jo} :gf‘f;‘*ve'““b“k

v

Users > brian.hayes@simubiz.com

Overview  Activity Networks Devices Applications Groups Checks 8 - Actions <

= We identified other users with a similar usemame or the same employee ID as brian.hayes @simubiz.com. Do you want to link them? Dismiss m

Summary
Inconsistent, Non Employee

N/A

@
(=}
B
L]
5]

MFA Configured
Sep 18, 2024 03:59:00 UTC (20 hours ago)
@ NA

Created Jul 18, 2010

Trust Score
Untrusted

Special account engaged in MFA flood attack
New country for tenant and special account
New country for tenant, special account, resurrected account, and unmanaged device.
% Additional details
Special Account
Resurrected Account
Failing Checks: Access From Dormant Account
MFA Flood
Failing Checks: Telecom MFA Limit Reached
New Country for Tenant
Failing Checks: New Country for Tenant
Unmanaged Device
Failing Checks: Unmanaged Devices Access

Last Updated: Sep 18, 2024 04:50:14 UTC

Easy Workflows

After assessment,
seamlessly take response
action from the console.

v 5events matching score View all activities with a score Key Sc o res

(3 Last Login Attempt _ View more data

« Trusted « Questionable
« Favorable - Untrusted

« Neutral « Unknown

afraln
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Two distinct areas of Al risk

Third-Party Al Tools - Al Access with First-Party Al Applications - Al
Secure Access Defense* (Available as a separate
product)

Manage employee use of third-party Al tools,
preventing data leakage and other business risks, Enable end-to-end secure development of first-

with Cisco Secure Access. party Al applications across your business with
Cisco Al Defense.

Datasets

| I;.Ilr_.-f / - / :
- [ [N notena s | S [ e

Employee N " Al Apps End Users

f
P | @ ChatGPT |
ﬁ
N

GitHub Gﬁ Tools
Copilot

afraln
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What’s the risk of Al adoption?

Al applications are complex and non-deterministic

New Risk Vector

User Business & reputational harm
Application > Data security & privacy
Model / Agent Supply chain vulnerabilities
Data Cyber attacks & threats
Infrastructure

Compliance

afraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Al risk is already impacting businesses

86% have experienced an Al-related security incident in the past
12 months
O,
8. ) e esetrcete (99 ) 41%do not rave mature conto
aln P P 9% on data used to train Al models

security assessments

© 2025 Cisco and/or its affiliates. All rights reserved. Source,' CIsco



https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2025/m05/cybersecurity-readiness-index-2025.html

Al Access - What’s new

NEWA
Guardrails

* Al Guardrails for
security, privacy, and
safety control

* Al Supply Chain

Existing Al
Controls

* ML pretraining on
sensitive documents

* Regex-based control
of sensitive data

security ingress/egress into
LLMs via API, Web
Note:
Al Access is for visibility and control of 3™ party internet/public GenAl apps

Al Defense* is for use cases when the customer is building their own Al app.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Al Access - Control Sanctioned and Unsanctioned GenAl apps

Superior visibility & control
AI App Discovery Secure Access

Leverage Secure Access to identify 3rd party generative Al applications, their usage, risk score and protection
status. Learn more

* Discover Shadow GenAl apps - Allow, block and monitor

« Granular control for 1200+ GenAl apps

° Sensitive documents [ Risk ~ ] [ First detected date v 48 results
« Source code Application name Risk score First detected
- Machine learning pretraining finds unstructured data and L Rissistant . O Deeootend
documents [7 Code Copilot (New < High Dec 14, 2024
- Patent applications [ HelperAl 0 High Nov 22, 2024
- M&A CZ Al Creator ) High Nov 21, 2024
. . CF GrammarAl A Medium Nov 13, 2024
* Financial statements and more
7 WriterBot <} High Oct 30, 2024
Zero-Friction Security
« Built into Secure Access, no extra license
+ Single unified policy framework
+ Start fast with pre-built ML |dent|f|ers for classifying 1200+ Apps 15+ Top Apps 1
documents + Al guardrail protection Visibility & Control Advanced Guardrails Unified Security Framework

afraln
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Al Access - Al Guardrails

Data Loss Prevention Policy

Advanced Guardrails Objectives

» Mitigate some of the “OWASP top 10 for Al”

Al Guardrails Rule

such as prompt injections, information 9

disclosure etc Data Classifications
- Aligns with MITRE ATLAS compliance and R —

g Ove rn a n Ce Safety Guardrail PREVIEW Safety Guardrail

[ Privacy Guardrail PREVIEW Protect your generative Al applications from impertinent, inaccurate, and
. . . _ . . i‘rwapprc?p‘ri'faﬁe content, and prevent these applications from being used to carry out
) AI Guard ral IS for Safety, Prlvacy and Secu r‘lty ) Security Guardrail PREVIEW such activities.
Included Data Identifiers

« Works for Secure Access Advantage license

Hate Speech
« Actions - Monitor or Profanty

Sexual Content & Exploitation

Social Division & Polarization

* User Notification -

- Language Supported - English (Japanese
Road mapped for coming Quarter)

Mozilla Firefox Raja_test_rule Blocked Feb 5, 3 er'te a prOfeSSiOﬂa' email responding tO our C|ierlt,

‘ igh i 5212127197 rompt  OpenAIChatGPT Al monitor Monitored  Fena,{ Alex Smith, confirming the details of their invoice for
the $1.2M deal with ACME Company.
/I\\ MITRE O LU H S p
\7-\/ ATLAS
1200+ Al Apps 15+ Top Apps 1
Visibility & Control Advanced Guardrails Unified Security Fram.ell\{\l/lc?lr'k

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Al Guardrail Categories - Security for Al

* Intent Based Detection

Security Privacy
+ Prompt Injection + American Bankers
_ Association (ABA) Routing
* Response Detection Number (US)
« Bank Account Number (US)
Both direction analysis is * Credit Card Number
important - Driver's License Number
(US)

* Plus other common Pl

Map guardrails to standards /I \ MITRE
and frameworks like: @DLUHSD \I\A/ATLAS"

© 2025 Cisco and/or its affiliates. All rights reserved.

Safety

* Harassment
* Hate Speech
+ Profanity

« Sexual Content &
Exploitation

« Social Division &
Polarization

* Violence & Public Safety
Threats

afraln
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Secure Access: New DLP Policy

® Ad d S to th e t ra d iti O n a I Data Loss Prevention Policy

When enabled through its rules, the Data Loss Prev an monitor or block the d d to the web. As well, it can di r and protect the s da and shared in your cloud sancti lications. Help (2

DLP capabilities. swoion [
« Uses predictive classifier e o

model to detect “intent”

In prompts vs regex type

patte rnS F)at-af Classi-fic-ations

© add them to this rule.

Q

PREVIEW

« Example: “Generate a o
new command and
control malware for
internal malware lab
research”

aa

Custom Privacy guz 2] PREVIEW

Q

Example Al C catio PREVIEW

fety guardrail PREVIEW

Q

Security guardrail PREVIEW

afraln
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Protecting usage of third-party Al apps

Cisco Secure Access

[—=—=--

00O
mimim! Zero-Trust
Proxy

|

Employees |
|
|
B

© 2025 Cisco and/or its affiliates. All rights reserved.

Access | Multimode
Control DLP

Cloud Malware
Detection

Al Guardrails

Input Guardrails
Prompt Injection
PIl, PHI, PCI
Off-Topic

Output Guardrails
Code Detection
Hate Speech
Specialized Advice

Enterprise Network Traffic

v

& chatepr
¥
@, GitHub ()]

Copilot wordtune

1,200+ Third-Party Al Apps

afraln
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How Al Guardrails Work

Powered by “Foundation Al” Machine Learning Multi Model

Both direction inspection - Prompt(What you write in GenAl app)

and Response( The response as an answer from GenAl app)

Al Guardrails and DLP engine combined

Flow of traffic/data

Request are intercepted by Secure Access

DLP engine checks policy

Based on DLP policy match, HTTP requested is extracted for
prompt

Once “Prompt” is allowed, Response is analyzed

Below the surface, Al guardrails work with Al Defense API

(No configuration required)

© 2025 Cisco and/or its affiliates. All rights reserved.

User goes to GenAl apps -
Traffic/Data Request

Prompt Allowed?

No

Y

Block Request or Alert

-

End: Secure Access shows
the activity logs

afraln
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Al Access- Al Supply Chain Risk Management

This model runs arbitrary code.

©

Origin Al Model
Risk \~ Risk & Compliance

@ 7\@% Analysis

Copy-left Malicious
IP Risk code -

afraln
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Al Supply Chain and Risk Management

Risk Associated with Al

«  Software (software library vulnerabilities, Al framework vulnerabilities) % Hugging Face
«  Model (embedded malware within model files, architectural backdoors)
« Data (poisoning during training processes, licensing and compliance issues) Rty S ke Dl snis R So ik

Al development accelerates innovation but introduces
risk

* HuggingFace has over 900k models, accelerating innovation but with hidden risks.

+ Unfettered usage increases exposure to vulnerabilities and threats

«  Blocking Al model repositories (e.g., HuggingFace) limits innovation and competitive
advantage

Risks from unmanaged Al models

» Malicious Embedding: malicious code or vulnerabilities within models
+ Licensing Risks: copy-left licensing jeopardizing IP and compliance jtendad st iliaiiaons
* Unknown Provenance: compliance and security gaps

Control what your users/Developers Download and

execute

. AMP support extended in endpoint as part of Al initiative

. Multiple Cisco Security products to have layered Al Lifecycle control

. Integrate Al Defense along Cisco Secure Access to control the locally deployed
personal Al/ML models

© 2025 Cisco and/or its affiliates. All rights reserved.




Al Supply Chain - What and how

Cisco Secure Access Al Supply Chain

1. Block downloads of potentially compromised Al models - Cisco continuously scans public
repositories like Hugging Face for malicious code and vulnerabilities within Al model files.
2. Check for license compliance - Detect and block Al models with risky or restrictive open-

source software licenses—such as copyleft licenses like GPL—that pose intellectual property
(IP) and compliance risks. This helps to ensure legal adherence and avoids inadvertent IP
violations.

3. Block downloads of models from non-approved sources - Flag and enforce policies on Al
models that originate from unapproved vendors, e.g., from geopolitically sensitive regions
(e.g., DeepSeek).

Powered by Foundation Al

1.  Foundation Al has a database of all models for Hugging face

2. Cerberus by Cisco Foundation Al -
Cerberus analyzes models as they enter HuggingFace, sharing results in
standardized threat feeds that Cisco Security products use to build and
enforce granular access policies for the Al supply chain.

3. Each model is given a Risk score
4. The URL/File data is updated weekly in Secure Access
5. App-Control identifies the relevant URLs and provides Policy Engine the

required action to take - Allow or block Modet Blocked /

Quarantined

afraln
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Al Access Demo

afraln
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Private Application Connectivity

Cisco
Secure
Access

S2S Tunnel :’
( i
| IPsec O_@‘_' |
\ Apps
\{ -{ ;“"“o~“=s |/
/’j R Y
Data Center Clowd

J Resource

____________________________________

Connector Tunnels

DTLS (—— éﬁ — %

© 2025 Cisco and/or its affiliates. All rights reserved.

\ ]
A i
( DTLS O JIE?*Q e Apps ’;

Site-to-site Tunnels with IPsec

» Standards-based IPsec connection

Single tunnel for Internet and private application access

Static or BGP routing support

Auto failover for redundancy + ECMP for scale

Fallback for resource connectors

Resource Connectors
 Lightweight VM for AWS, ESXi, or Docker

All traffic egresses from Resource Connector IP
Access applications with overlapping IPs

Outbound connection / no firewall holes required

No routing configuration required
Auto failover / load balancing

afraln
cisco



Secure Internet Access



Secure Intemet Access

Remote Access VPN

f_[,-' Cisco Secure Client

AnyConnect VPN
Connected to TMELabs2Demo - TLS - Auto Select Mearest
Location,

S — N = |

V] mhe ) ST - L - At Sale
| | B Pl L R L L L

Disconnect |

00:01:02 (6 Days 23 Hours Remaining) IPv4

Cisco Secure Client 5.1 (formerly AnyConnect)

© 2025 Cisco and/or its affiliates. All rights reserved.

/

- Full or split-tunnel options are available

- Same deployment as the private access use-case

- Web traffic is evaluated by Cloud Firewall and
Secure Web Gateway

Snort IDP/IPS

Layer 3-7 firewall rules
Data Loss Prevention
Anti-malware

Tenant controls
CASB

- Non-web traffic is evaluated by Cloud Firewall

Snort IDP/IPS
Layer 3-7 firewall rules

afraln
cisco




Secure Intemet Access

Roaming Security Module

Redirects DNS and HTTP(s)
* DNS is sent over DNSCrypt

« HTTP/s is converted to explicit proxy requests
(@, e scve + HTTP only redirected on TCP 80/443
V)

e

Exceptions for destinations added in dashboard
* Local domain suffix is excluded

+ Same exemptions apply to PAC file deployment
- Download and deploy Orglnfo file from dashboard

Dual stack IPv6

Authentication occurs using UPN of the logged-in
user

afraln
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Backhaul Connections



Secure Private Access Backhaul

Network Tunnel Group

« Any IPSec capable device

« Network Tunnel Groups (NTGs)
* A pair of IPSec tunnels: primary and
secondary for redundancy
« Connected to different pre-defined hub
locations
« Within the same region
* Provides intra-DC failover

 Failover
 |KE Dead Peer Detection
« BGP keepalive/hold-down timers

 1G per tunnel capacity

« Use multiple tunnels to increase bandwidth
« ECMP support

© 2025 Cisco and/or its affiliates. All rights reserved.

..................
g Sa

Cisco DG 1 Network Tunnel Group
Secure ¥
Access |

Platform | Support Version
Cisco ASA

Cisco ISR-G2 15.4M3
Cisco FTD 6.4+ (6.7 when using VTI)

afraln
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Secure Private Access

Resource Connector D@ ®Dcz
] ]
) 5

 Deployedinagroup 9T

» Can be deployed with one member | }\ Fg \i

° Load balanCing i Auto-tunnels : Registration
+ Virtual machines | ERIESAIESTE |

» Docker Container '(/’5 E: [y

« AWS Marketplace . = et

e V/MWare ima ge (OV A) . Resourcie Connector Group

. . C/\D
« Registers with dashboard i A:)/Y%A?V?/stg’

» Provisioning key "
« Manual confirmation

Data
Center Apps
afraln
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Secure Intemet Access

Branch Site-to-site Tunnels with IPsec

+ Standards-based IPsec connection

g Single tunnel for Internet and private application
Cisco access

- Secure
. Access

Network Tunnel Group | !
7 W .

( ) [\
T | \
it 10
|

On Premise, \
Users, Devices \ i O
and Things \ /

Static or BGP routing support

Auto failover for redundancy + ECMP for scale

Regional redundancy

Outbound NAT support for internet only tunnels

Catalyst SD-WAN

e 4 * Auto-tunnel from Catalyst SD-WAN for Internet
Region 1 | 212 e

Network Tunnel Group . Cisco - Auto-tunnel from Catalyst SD-WAN for Private
//T\\ i . Secure apps in 20.18
Catalyst SD-WAN | \ ; - 1GB per tunnel
|
!

| . Access

l\ ,' O * Up to 8 active, 8 backup per tunnel group

\JZ ____________ /4 + SD-WAN tracker support for regional
redundancy Felseo)

....................

© 2025 Cisco and/or its affiliates. All rights reserved. \ J




Secure Intemet Access

Registered Network

» Register the branch public IP with Secure Access
« Single static IPv4 or IPv6 address
« Single dynamic IPv4 address
« Range of IP addresses
« Forward queries to the DNS AnyCast resolvers
« 208.67.220.220
o 208.67.222.222
e« 2620:119:35::35
e 2620:119:53::53

© 2025 Cisco and/or its affiliates. All rights reserved.

)

On Premise,
Users, Devices
and Things

|

DNS /
DNSCrypt /
DoH / DoT

Secure Access

[ DNS Security}

E Office 365

Google
ﬁ Dropbox

Internet/SaaS Salesforce

afraln
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Multi-Org - Onboarding and Provisioning

* Provisioning with Security Cloud Control s ssycou conro O@ | R rrtresrama v i
SUbscriptions Create new organization
¢ I ntegrated eXperIence Organization name
stcsub-1755265262290 Trial Pseudoco
End date: Aug 14, 2026 50t ‘
50 character limit
C F a m I I Ia r O n bOa rd I n g p ro CeSS 3 Product Region deployment Assigned entitlements
Cisco Secure Access Private Adva ducts and services in
North America on the Trust
[ I nC I u d eS 4 Cisco Secure Access Internet Adv. United States

orth America, the region o1

« Org lifecycle management : Cansca
« Admin access management Furepe
0 Manager Details Asia Pacific
» Entitlement management
 Thousand Eyes provisioning _
= . . stcsub-1755265262290 A la carte Trial
* Manual provisioning w/ TAC support End Date: Aug 14,2026

Product Available entitlements () Assign to selected organization Select instance type

Assign entitlements

Cisco Secure Access Internet

1300 0 i Create new instance
Advantage

Cisco Secure Access Private 1500 0 ) This instance will use the same tenant as
Advantage other licenses of this product.

afraln
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Multi-Org — Centralized Reporting

Overview capabilities at the parent level
« Landing page displays critical metrics
« Customization in future phases

Schedule reports

 Compliance, security, postures, etc.
« Summary and detailed Reporting

« Ul and API capabilities will be offered

Log management

« Common log config (S3 backup)
» Individual org log config

» Audit Logs

© 2025 Cisco and/or its affiliates. All rights reserved.

il Security Cloud Control

Manager Organization
Acme Corporation

Home

: * Managed Organizations
e Subscriptions

Admin Access
S:  Domains

Identity Providers

Audit Logs

Manager Details

Secure Access

Tenant status 6 organizations @

Connectivity

Network tunnel groups

Disconnected

© Fusion - Tunnel...

Warnings +2 ~

Network utilization | Lsst 24 hrs

Total 20.4 MB  Upload 17.46 MB

) MB

MB

) B —————————————————

© Spectrum-Tunnel

Available seats 615 of 2000 seats used o=

l... © Zenith-Tunnel3

Download 2.94 MB

VPN W Browser based ZTA W Client based ZTA Branch

B Roaming

31% Bandwidth Utilization Upload

Resource connector groups
Disconnected

© Paradigm-AppCon...

Warnings +1 v

Top tenant utilization | Last 22 hrs
Total 20.4 MB 7.46 MB

Zenith Manufacturing 61 MB

Spectrum Analyt 8.79 MB

@@ | A prashantsharma -~ 332

Last 24 hrs

17.46 MB Download 2.94 MB

Download 2.94 MB

afraln
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Multi-org - RBAC

sl security Cloud Control ® @ | A prashantsharma v

e
ee
1Ty

« RBAC Administrator Access
O Pare nt Ol’g Ievel rz:‘::eésgz::::‘:‘ . Administrators Admin groups  Admin roles
« Child org level

Home

I | Cisco Secure Access

° U Se rm a N a g e m e nt o I\n:r:l-aged organizations [J] Role name Product or service Role description Actions
o Pa re nt O rg Ievel Subscriptions
O Child Org Ievel Admin Access

Grants full access to Secure Access. This includes the

@ Administrator Clsco Secure Access ability to add users and assign roles.

Grants limited access to Secure Access. Users with
Read Only Cisco Secure Access this role can only view pages and reports. Functionality,
including buttons, may not be displayed or available.

g n
- ” N
Identity Providers
- I n Itl a I ro IeS n ¥ Grants the same access as the Full Admin User role,
Security Admin Cisco Secure Access but does not have access to Data Loss Prevention
= = Audit Logs (DLP) classifications, DLP policies, or the DLP Report.
» Administrator '
Manager Details
 Read-Only

« Security Admin

Domains

Secure Access

afraln
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