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Agents will collaborate to
solve problems like a team
of subject matter experts




Al Agents: The Origin Story
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(Brief) History of the Post-GPT World

ChatGPT Launch
November 30th, 2022

“Oh, cool!”
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LLMs: Word-by-Word Prediction

Language models perform word-by-word prediction

Transformers / Attention Mechanism >
Use prompt and previously -generated text to predict the next word

&
“| got into the car and started to ...” — <><> LLM | — “drive”

N / N y
N Y

|nput Output

i
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Agentic Flows Origin Story: Prompting
TeCh rﬂai'qu-eiSZOZ& Best practices for prompting and code generation

Prompt Engineering

A is a set of instructions
provided to an LLM for it to execute.

is the art and
science of designing prompts to give
optimal results.

i
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Agentic Origin Story: Prompting Techniques

Prompt Chaining

CCCCC



Agentic Origin Story: Prompting Techniques

Chain of Thought

Simple Prompt

Mimics step-by-step
reasoning that model would
have seen in training data




Agentic Origin Story: Coding

Natural Language =

Code

\ 4

Python SQL Custom

def (n):
sequence = []

SELECT =*

FROM customers
a, b=o,

for _ in range(n): WHERE last_name IS NULL;
sequence.append(a)
a, b=Db, a+b

return sequence

# Example

print(generate_fibonacci(10))

© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public



Agentic Origin Story: Tool Usage

APIls, Function Calls

\ 4

Natural Language <

API Call Function Call Web Search

from some_search_tool import search_web

import requests {
results = search_web("Cisco CSCO Q2 2823 earnings report")

api_key = "YOUR_API_KEY" : "scheduleMeeting”,
. print(results[e]['title'], results[o]['snippet'])
city = "San Francisco" o _{
url = f"http://api.openweathermap.org/data/2.5/weather?q={city}&appid={api
1 "2023-05-09T15:00:00",
response = requests.get(url) : ["John"]
data = response.json() }
}

print(data["weather"] [0] ["description"])

Nimm
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Agentic Building Block: The Augmented
LLM

Augmented LLM:
Chained Prompts + Coding + Tool Use

Input ‘f;\ LLM Output
ﬁ=’ v
Query/ o lterate §  Read/
Results Jupp— | Write
Retrieval Call / Memory
Response
Tools,

Code

CCCCC



Agentic Flows Analogy: Essay
Writing| Agentic Workflow

on-Agentic (terative, Tool Use, etc.)

Workflow
(Zero-Shot)

outline
information
research
first draft
revisions

Usually not our best work!

i
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Demo 01
Fetching Information



Low-Code Agentic Platform

Flexible Al workflow automation
for technical teams

-
g
]

employees

© 2025 Cisco and/orits affiliates. All rights reserved.

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

Intuitive drag-and-drop interface,
debugging tools, execution logs.

Supports “no-code” operation for speed
Custom logic (JavaScript, Python), enabling
granular control that low-code cannot
address.

400+ native integrations; “HTTP Request”
nodes allow connecting to virtually any API.
Reusable workflow templates.

250K active users; 3000 enterprise
customers.

Nimm
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Demo 01: Fetching the News and Weather

Example Chat

\ "/

Gemini

This LLM is the "brains" which will
execute on the system prompt. It will
follow the instructions and maintain
alignment (tone, persona, etc.) based on
what is defined in the system prompt.

© 2025 Cisco and/orits affiliates. All rights reserved.

Your First Al
Agent

]
l\\=/ I
Conversation
Memory

This node helps your agent
remember the last few
messages to stay on topic.

Nn8n

= -

RONO

Get Weather Get News Send via Gmail

send: message

Use these tools to gather information or take action.
Use GMail if you want to send information to someone.

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Demo 01: Fetching the News and Weath

[Vi =

@ Overview

& Personal

Projects

£ GK - Fun Projects

Chat

G Admin Panel
& Templates
(&) Variables
li. Insights
@ Help

0° What's New

' Gaurav Khanna =+ v

© 2025 Cisco and/orits affiliates. All rights reserved.

€ GK - Fun Projects

Simple_Weather_News_Age...  +Add tag

Inactive @

Editor Executions Evaluations

a Your First Al
= Agent

Example Chat Memory. . TabI

\

Gemini Conversation
Memory
This LLM is the “brains” which will
execute on the system prompt. It will
follow the instructions and maintain
alignment (tone, persona, etc.) based on

This node helps your agent
remember the last few.
1o stay on topic.

at is defined in the system prompt.

[ Hide chat

Session: cc5fc... Logs

O

Send a message below to trigger
the chat workflow

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

Get Weather Get News Send via Gmail

send: message

Use these tools to gather information or take action.
Use GMail if you want to send information to someone.

Nothing to display yet. Execute the
workflow to see execution logs.

er

OS(ar

139,509

el
Cisco



Demo 01: Fetching the News and Weather

n
[VI >o{; n8n € GK - Fun Projects ~ Simple_Weather_News_Age...  +Add tag Inactive @ - ) O star | 139,509

Editor = Executions  Evaluations

@ Overview
2 Personal X
4 'a' Your First Al
Agent
) Example Chat

Projects e :

S 1

= 1 LY
€ GK - Fun Projects Ve \ N N
»% ! T R R
4 - \ \ SN
Gemini Conversation Get Weather Get News Send via Gmail
Memory send: message

This LLM is the “brains" which will

execute on the system prompt. It will
< follow the instructions and maintain R by

alignment (tone, persona, etc.) based on to stay on topic

at is defined in the system prompt.
. [ Hide chat

Chat Session: 0843b... Logs v

Use these tools to gather information or take action.
This node helps your agent Use GMail if you want to send information to someone.

S Admin Panel

& Templates
(9 Variables D
[l Insights Send a message below to trigger Nothing to display yet. Execute the
the chat workflow workflow to see execution logs.
® Help
4" What's New
a . ) )
Q auravKRannali? . Whatis the latest news xr&he technology space? —

© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public CISCO



Demo 01: Fetching the News and Weather
[Vi - ¢

@ Overview

€ GK - Fun Projects  Simple_Weather_News_Age...  +Add tag Inactive @ - (o) () star 139,509

Editor ~ Executions  Evaluations

2 Personal .
Your First Al

x Agent
. Example Chat e
Projects S 1‘
o e 1
- I R
£ GK - Fun Projects e I SRS
< I > e D
Wit o >y ~ -
Gemini Conversation Get Weather Get News Send via Gmail
Memory send: message

This LLM is the “brains" which will
execute on the system prompt. It will
% follow the instructions and maintain
alignment (tone, persona, etc.) based on
at is defined in the system prompt.

Use these tools to gather information or take action.
This node helps your agent Use GMail if you want to send information to someone.
remember the last few.
to stay on topic.

D Hide chat

Chat Session: fa6f9... Logs .o

O Admin Panel

& Templates
() Variables D b
" Send a message below to trigger
I Insights the chat workflow Nothing to display yet. Execute the
workflow to see execution logs.
@ Help v

Q" What's New

Can you please get the weather forecast fro San Jose, CA and
“ T o _ send it to gkhannal@gmail.com ? >

Nimm
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N8N: Breaking Down The Components

System Prompt and LLM

Example Chat

Gemini

This LLM is the "brains" which will
execute on the system prompt. It will
follow the instructions and maintain

alignment (tone, persona, etc.) based on .

what is defined in the system prompt.

© 2025 Cisco and/orits affiliates. All rights reserved.

Your First Al
Agent

a0
v
Ll
o
=
-~
+ ~

Conversation
Memory

This node helps your agent
remember the last few
messages to stay on topic.

© 2025 Cisco and/or its affiliates. All righ

# Role
You are the n8n Demo AI Agent, a friendly
and helpful assistant..

### How I Work

1. **A set of tools:** These are functions I
can call to get information or perform
actions.

2. *%Simple Memory:**x I can remember the
immediate past of our current conversation
to understand context.

### My Tools Instructions

You must choose one of your available tools
if the user's request matches its
capability..

# Output Tone and Style
- Respond in a friendly, conversational, and
helpful tone..




N8N: Breaking Down The Components

— N =R
Get Weather Get News Send via Gmail

send: message

Use these tools to gather information or take action.
Use GMail if you want to send information to someone.

© 2025 Cisco and/orits affiliates. All rights reserved.

Parameters Settings

© et eathr 5 e

Docs &
Try the HTTP request tool with our pre-built Joke agent

Description

Get weather forecast anywhere, anytime. You can make requests by assuming most information, the only thing you need is
the location (use the city name to infer lat and long automatically) and time period (assume today if not specified)

Import cURL

Method

GET

~
URL

https://api.open-meteo.com/vi/forecast

vttt nbloe

Nimm
© 2025 Gisco and/or its affiliates. All ights reserved. Cisco Public cisco



N8N: Breaking Down The Components

Tools S\ Get News ==

Em——— Parameters Settings Docs &
- -‘__‘-"'“'--..‘_‘__‘_""'---__
™ 0 - e G Description
~ -~ -
~ = e
N\ ~ = ~ . Gets the latest blog posts about any rss feed.
4
URL
@ Lo ++ Defined automatically by the model x
M Description
Get Weather Get News Send via Gmail
Use one of:
send: message - https://feeds.bbci.co.uk/news/world/rss.xml (BBC World — global headlines)

https://www.aljazeera.com/xml/rss/all.xml (Al Jazeera English — in-depth global coverage)
http://rss.cnn.com/rss/edition_world.rss (CNN World — breaking news worldwide)
https://techcrunch.com/feed/ (TechCrunch = global tech & startup news)
http://news.ycombinator.com/rss (Hacker News — tech community headlines)
https://n8n.io/blog/rss (n8n Blog — updates & tutorials)
https://www.bonappetit.com/feed/recipes-rss—feed/rss (Bon Appétit — recent recipes list)
https://www.endsreport.com/rss/news-and-analysis (ENDS Report — environmental law & policy news)
https://medlineplus.gov/groupfeeds/new.xml (MedlinePlus — health topics & wellness updates)

Use these tools to gather information or take action.
Use GMail if you want to send information to someone.

Nimm
© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public CISCO



N8N: Breaking Down The Components

s ! Send via Gmail _
- — —— Parameters Settings Docs &
. - T R ]
\. N - : _ Credential to connect with

Gmail gkhannacfoi

~ 2

Set Automatically

C Tool Description
@y A\ ™M .

Get Weather Get News Send via Gmail LA

send: message Message »

Use these tools to gather information or take action.

Operation
Use GMail if you want to send information to someone.

Send
Te

+ Defined automatically by the model
+ Add a description
Subject

+# Defined automatically by the model

Nimm
© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public CISCO



N8N: Breaking Down The Components

Your First Al

\\5_ ) __//

Conversation
Memory

This node helps your agent

* remember the last few
' messages to stay on topic.

© 2025 Cisco and/orits affiliates. All rights reserved.

Web-based Chatbot Interface

Stateful: The platform maintains
conversation context

Persistent context window: Previous
messages remain available
automatically

Automatic context management:
The interface handles history
seamlessly

Memory responsibility: The platform
(OpenAl, Google, etc.) manages the
conversation state

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

N8N Agent (APl-based)

Stateless: Each API call is
independent

No persistent context: LLM doesn't
retain conversation history between
calls

Manual context management: N8N
must explicitly pass the full
conversation history in each request
Memory responsibility: The workflow
system (N8N) handles all context
preservation

Nimm
Cisco



N8N: Breaking Down The Components

Your First Al
Agent

Conversation
Memory

This node helps your agent
remember the last few
messages to stay on topic.

Generating the full
context for the LLM

Most recent
user query

System prompt,
Formatting instructions

Chat history

Most recent
LLM output

© 2025 Cisco and/orits affiliates. All rights reserved.

—
\

{
—» "action": "saveContext",
"input": {
"input": "Can you suggest what to pack for my trip based on this
forecast.",
"system_message": "# Role\nYou are the n8n Demo AI Agent... ",
"formatting_instructions": "IMPORTANT: For your response to
user..."
t,
"output": {
> "input": "Can you suggest what to pack for my trip based on this
forecast.",
4 "system_message": "# Role\nYou are the n8n Demo AI Agent..",
= 4 "formatting_instructions”: "IMPORTANT: For your response to...",

{
d "type": "HumanMessage",
"content”: "What is the weather forecast for San Diego, CA for

the next 5 days?”

7

\\‘ "type": "AIMessage",
"content": "Here's the weather forecast for San
Diego...[WEATHER DATA]"

3
1,

\‘ .
"output": "That's a great question! Based on the
forecast...[PACKING ADVICE]"

}

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

Nmm
Cisco




Demo 01
Fetching Information



Agentic Design

CCCCC



What is An “Agent”?

Open Al

Anthropig.

© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public CISCO



Agents vs. Agentic Flow

Agent - Definition
A system or software entity that can
independently perform tasks, typically

guided by goals or objectives, interacting

dynamically with an environment.

Agentic Flow - Definition
A structured or semi-structured
workflow or series of tasks leveraging
multiple agents (or agent-like
behaviors), LLMs, and external tools

or APls.
Feature (Single) Agent Agentic Flow
Autonomy High Medium - High
Makes decisions independently Structured but with some autonomy
per step
Coordination Low/None High

Standalone tasks

Multiple tasks coordinated

Complexity

(Typically) singular goal-oriented tasks

Multiple steps, tools, and integrations

Scalability

Limited

Highly scalable, flexible (modular
approach)

© 2025 Cisco and/orits affiliates. All rights reserve

d.
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Definitions: Go With the Flow!
,,,MM —

Ml"’f" A
|
o P
./ \

“Rather than having to choose whether or not something is an agent in a binary
way, it would be
Unlike the noun “agent,” the adjective “agentic” allows us to
contemplate such systems and include all of them in this growing movement.”
-- Andrew Ng, DeeplLearning.ai (2024)

Nimm
© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public CISCO



Agentic Reasoning: Design
attermston

Tool Use

) prompt
A2
| W] Response

Prompt T Tool B b
Response ':g /,
/

Reflected Text Qutput Text

=
Information
Sources

¢ Prompt
Prompt (@ - i

‘ ‘ Planning
u Response

Response

(Multi-agent Application) Software
Engineer

Market Research

Analyst Manager

Execution_ (Single Task
Generate | — — *|>"d

Task

Content
Developer

Replan

Nimm
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Significant Improvement on Benchmarks

*  HumanEval Benchmark
(Coding)
I » Zero shot:
-forg - GPT-3.5: 48%
iy e GPT-4:67%

O Intervenor

GPT-3.5 O zero-shot ANPL %.f:eg;’:gir':‘gem LDB + Reflexion ¢ U Sing an ag e nti C WOI'kflOW

HumanEval 40 45 50 70 75 80 85 90 95 100 W It h G PT - 3 . 5: 9 5%

GPT-4 O zero-shot CodeT () Reflexion

O MetaGPT (O Agent Coder

Language Agent
A Tree Search

Performance of GPT-3.5 and GPT-4 (zero-shot) on HumanEval, along with algorithms that use agent workflows
on top of GPT-3.5 or GPT-4. Thanks to Joaquin Dominguez and John Santerre for help with this analysis.

© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public CISCO



Agentlc Workflow Building Blocks

. Augmented LLM
Logical Block

Augmented LLM
Logical Block

- T
) . Logical Block
@)
H Tools <><> LLM \\

CCCCC



Agentic Al and Inferencing Demand (Traffic)

|| —
L EL Lk



Agentic Frameworks

CCCCC



Agentic Frameworks

Applications

Agentic
Orchestration Layer

Foundation Models,
Small LLMs

Cloud

Infrastructure

© 2025 Cisco and/orits affiliates. All rights reserved.

o

< ClickUp

-
0o
& N i
OpenAl Anthropic Meta Google
(ChatGPT)  (Claude) (LLaMA)  (Gemini)
aws =
aws o ==
B ©
GPU CPU Networking Storage

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

On-Premises

i
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Scaling Agentic Al: Protocols

CCCCC



Agentic Market Evolution

Single Platform Cross Platform Internet of Agents
O O 0O @) O O @) O O
G S A AR
O O
Y Y @ a . =
Where Market is Today Where the Market is Today | | Where The Market is Headed

i 10%
(o}

Agents created and hosted

/ _ : Multiple agents created and Multiple agents
in a single platform using

hosted in a single platform in different
one or more MCP servers interacting platforms
interacting via .
protocols discovering and

interacting
with one another.

Source: Gartner Innovation Insight: Multtiagent Systems, Key Reports

i
© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public CISCO



Agentic Computing:
Needs a Collaboration Framework

come from different vendors

use different development frameworks
running on different clouds

have different access controls

belong to different organizations

take on different profiles and personas

i
© 2025 Cisco and/orits affiliates. All rights reserved. 2025 Cisco and/or its affiiates. All rights reserved. Cisco Public CISCO



Inter-Agent and Tool
Communication

Agent w/ Remote Tools

Simple Agent

Agent w/ Remote Tools

Model + Context

:

M:CF’ MeP

«  Think of A2A and MCP as creating a “chat
channel” between agents and tools Dot Agert

{ } cdel + Contex
* Analogy: what TCP/IP was for computers, el Contert

A2A/MCP are for Al agents.

Tools & Resources

Tools & Resources

Nimm
© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public CISCO



Agentic Discovery Protocols: A2A, MCP

Feature

Agent-to-Agent (A2A)

Model Context Protocol (MCP)




MCP: High-Level Flow

Claude Desktop, Cisco
Al Agent, Cursor, etc.

Maintained by the
Service / Tool provider

LLM model(s)
* Orchestrates conversation flow

* Handles user requests and
responses

 Acts like a “translator” between

the tool and the client
+ Initiates connections to MCP servers - Can act as a security gateway

MCP
MCP Client icloEs » MCP Server , Service/
Tool
MCP Client MCP Server
+ A software agent with integration to . Connects to tools and functions

© 2025 Cisco and/orits affiliates. All rights reserved.

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Demo 02
Basic Agentic AlOps



Demo 02: Agentic Al for Network Operations

Change Management
Events

ISTM
MCP Server Incident Tracking
Events

Knowledge Base

v

Nexus 9_364D
lm' AI Age nt “a;::,:rcp | nexus-spine-01
Chét Model'* .. Mer_nory -Toolj
i . R
Nexus 9364E

— nexus-leaf-01

B server List
Intersight MCP { Cisco UCS C240
Cisco UCS C480

© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

Nexus 9504
nexus-core-01

v

Nexus 9364D
nexus-spine-02

A A

»

Nexus 9364E
Nexus-gpu-leaf-01

v
B GPU Server List

Cisco UCS X440 X2
Cisco UCS C885 x2

Nimm
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Demo 02: Age

Y|

When chat message
received

LLM System ;

OpenAl Chat Model

© 2025 Cisco and/orits affiliates. All rights reserved.

g, Al Agent T

Memory System Nexus System

Simple Memory Mexus MCP Server

Simple Memory system | Key: Value
Structure) that stores the last 5 LLM & MCP
interaction.

This MCP Server provides access 1o Nexus
Dashbaord Cisce’s Netwarking Management Platfarm.

These are used as the giue for muttiple Advertised Tools and Information Provided

Frtere o workflows.
= Switch Configuration

Retriave current swilch configurations including
interfoces, VLANS, and routing

.

Vian Management
Manage VLAN configunstions, assignments, and
frunk settings

MNetwork Topology
View network mnomgy. device connections, and
fink status

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

Intersight MCP
Server

This MCP Server provides access to Intersight Cisco
Compute Management Platform.

Advertised Tools and Infoermation Provided

+ Device Invertory
Retrigve current device inventary including
servers, swilches, and storage devices

Firmware Status
Check firmware versions and update status
across all managed devices

Hardware Monitoring
Get hardware health stolus, emparatues, and
perfarmance metfics

ic Al for Network Operations

n8n

ITSM

\IT Service Management System| |

ITSM MCP Server

This MCF Server provides access to IT operations
insights.

Advertised Tools and Information Provided

= Change Management
Manage ehange requests, approvals, and
implementation sehe dules

Incident Management
Trock incident reports, Status updates, and
resolulion progress

= IT Knowledge Base
Access knowledpe base artickes, proceaures, and
docurmentation

Nimm
Cisco



emo 02:

— — L
VI I o{; n8n 2 Personal ~ AgenticOps-Wx2  WebexOne
@ Overview
4 g. Al Agent
When chat message
received ” 1 N
/s !
i
i
- |
i
P 1
o+ s
i
LLM System Memory System 4
OpenAl Chat Model Simple Memory
Slmple Memory system { Key: Value
Structure) that stores the last 5 LM & MCP
interaction
s These are used as the glue for multiple.
interaction workfiows.
e
Chat Session: cd43e... Logs
& Templates

(®) Variables

. Insights D

Send a message below to trigger

® Help the chat workflow

2° What's New -
W') Andrew MacD...

© 2025 Cisco and/orits affiliates. All rights reserved.

Editor ~ Executions

Nexus System 5 4

Nexus MCP Server

This MCP Server provides access to Nexus
Dashbaord Cisco's Networking Management Platform.

Advertised Tools and Information Provided

« Switch Configuration
Retrieve current switch configurations including
interfaces, VLANS, and routing

+ Vian Management
Manage VLAN configurations, assignments, and
trunk settings

+ Network Topolog

View network topdiogy, device connections, and
ik stotus D Hide chat

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

Evaluations

Inactive @

Intersight System

Intersight MCP
Server

This MCP Server provides access to Intersight Cisco
Compute Management Platform.

Advertised Tools and Information Provided

« Dovice Invente
Retrieve current device inventory including
servers, switches, and storage devices

« Firmware Status
Check firware versions and update status
across ail managed devices

« Hardware Monitoring

Get hardware health stotus, temperatures, and
performance metrics

Nothing to display yet. Execute the
workflow to see execution logs.

Saved ¢ ) star

ITSM a0
(IT Service Management System) (

ITSM MCP Server

This MCP Server provides access to IT operations
insights.

Advertised Tools and Information Provided

+ Change Management
Manage change requests, approvals, and
implementation schedules

* Incident Management
Track incident reports, status updates, and.
resolution progress.

« IT Knowledge Base
Access knowledge base articles, procedures, and
documentation

gentic Al for Network Operations

141,381

Nimm
Cisco



Demo 02 Agentlc Al for Network Operations

|a| Al Agent

~ Chat Model* . Memory _Tool
I -

h

© 2025 Cisco and/orits affiliates. All rights reserved.

S

You are a network automation assistant specializing in Cisco
network infrastructure, server operations, and IT Service
Management.

AVAILABLE MCP TOOLS:

You have access to the following MCP tools and you MUST use them
when users ask related questions:

*xIntersight MCP Server Tools:*x

- device_inventory: Call this tool for any inventory/device list
requests

**Nexus MCP Server Tools:*x

- switch_configuration: Call this tool for switch/interface
configuration questions

*%xITSM MCP Server Tools:x*x
- change_management: Call this tool for change
request/maintenance questions

Lo LD
© 2025 Gisco and/or its affiliates. All ights reserved. Cisco Public cisco




Demo 02: Agentic Al for Network Operations

|a| Al Agent

v **INVENTORY WORKFLOW : %%
o * 99— When users request inventory information, follow
Chat Model* Memory _Tool o
i : W this workflow:

1. **xSERVER INVENTORYx*: Call 'device_inventory'
from Intersight MCP Server to get server information
2. **NETWORK INVENTORY=*%: Call
"switch_configuration' from Nexus MCP Server to get
switch information

3. **xCOMBINED PRESENTATION**: Present both server
and network device inventories in a unified format

Format the combined inventory response as:
- x*Servers Summary** (count, types, status
overview)

i
© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public CISCO



Demo 02: Agentic Al for Network Operations

|a| Al Agent

B

h

© 2025 Cisco and/orits affiliates. All rights reserved.

*%xITSM AUDIT*x: After receiving the firmware audit
results, call the following tools from the ITSM MCP
Server and pass the EXACT JSON output from the
"firmware_status' tool as context:

- 'change_management' tool to get planned changes
that might conflict

- 'incident_tracking' tool to get current outages
that might impact upgrades

- 'knowledge_base_access' tool to get relevant KB
articles

This will provide:

- devices: The original device list from
firmware_status

- itsm_changemanagement_items: Planned changes
that might conflict

- itsm_outage_items: Current incidents that might
impact upgrades

- 1tsm_knowledgebase_items: Relevant KB articles

© 2025 Cisco andjor fts affiiates. All rights reserved. Cisco Public




Demo 02: Agentic Al for Network Operations

Prompt: Please build the plan to upgrade the
servers to support the newest firmware

Success in 19.00% Owverview
@ Al Agent
= Simple Memory

% OpenAl Chat Mode!

[

B

Intersight MCP Server

]
=

OpenAl Chat Model
€ ITSM MCP Server
# ITSM MCP Server
L

ITSM MCP Server

[
=

OpenAl Chat Model
= Simple Memory

W, When chat message received

Details

S

© 2025 Cisco and/orits affiliates. All rights reserved.

I have gathered the firmware audit data and ITSM context to build server
firmware upgrade nlan

High-Level Upgrade Steps:

Change Request

CHGRRO1234: Nej

UTC (high prio
CHGOO®1235: Se
UTC (medium pr

Priority Devic

1 UCS-C480-00

2 UCS-C240-00
Issues:

Device Name
UCS-C885A-006
UCS-X440P-003
UCS-X440P-004
UCS-C885A-005
High-Level Upg

1.

B w

7.

8.

O

10.Document changes and update firmware inventory.

Schedule firmware upgrades during the approved
Server Patching maintenance window (2024-01-22
01:00-04:00 UTC).

. Upgrade UCS-C480-002 first due to critical

update status.

. Upgrade UCS-C240-001 next.
. Follow KB001235 Server Maintenance Procedures

for patching.

. Monitor for any incidents or conflicts before

and during the upgrade.

. Avoid upgrades during ongoing critical

incidents (e.g., Email Service Outage).

Notify stakeholders and obtain change approval
per risk level.

Perform backups and snapshots before upgrades.
Validate system functionality post-upgrade.

Him
sco



Emerging Protocol Stack
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A Linux Foundation Project
An open-source collective for inter-agent collaboration

The AGNTCY is where we are building the
Internet of Agents to be: A diverse, collaborative
space to innovate, develop, and maintain
software components and services for agentic
workflows and multi-agent software.

Formative Partners

JTechnologies RACL E

75+ collaborating organizations

© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco
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Agentcy: Protocol Stacks

Semantics
(syntax)

Catalog Directory Observability Security

(OASF)
Nimm

© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public CISCO
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Agentic Protocol Stack: AGNTCY

Agent ldentity

)
o
§<E
=
e
s
5
e

=
=
S
<

OASF

Agent Directory

Semantic SDK
+ |/O Mapper Agent
« Semantic Router Agent

Syntactic SDK
Agent Connect Protocol
API-bridge Agent
Human in the loop Agent

Messaging SDK
* Agent Gateway

Interoperability: Establish a common protocol that
enables Al agents from different vendors and
platforms to communicate and work together

Security: Ensure secure interactions between
agents through robust authentication, authorization,

and encryption mechanisms.

© 2025 Cisco and/orits affiliates. All rights reserved.
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Agentic Ensemble
Security

Agent Workflow Server
Agentic Ensemble
Observability & Evaluation

Agent
Gateway
Protocol

Scalability: Design a scalable architecture that
leverages the cloud-native stack optimally,
supporting a growing number of agents and
interactions without compromising performance.

Standardization: Develop standardized data
models, schemas to ensure consistent data
representation and validation across ecosystem

Nimm
Cisco



Agentcy: Protocol Stacks

\

Protocols

MCP
A2A

ACP

SLIM

CCCCC



Evolving the OSI model

Internet of

Agents

semantic

Agentic

software syntactic

application

presentation
Cloud Internet Sa.aS l CIO.Ud
Native Services session

© 2025 Cisco and/orits affiliates. All rights reserve

d.

transport

VM | Bare Metal network

data link

physical

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public

A2A

Model Context Protocol
Secure Low-latency
Interactive Messaging

HTTPS, gRPC, Mesh
SSL, TLS
BSD Sockets

TCP, UDP, QUIC
IP IPsec, OSPF

Ethernet frames, ARP
802.3 100G, DOCSIS

alaln
cisco



Al Ops in Action:
Al Canvas and
Deep Network Model

CCCCC



Once you have “chat verywhere, you need
Agentic Al Ops to monitor, secure, and orchestrate them

mim
© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiiates. All rights reserved. Gisco Public cisco



Key Features of Al Canvas

AgenticOps

Cross-domain ‘ Multiplayer ‘ Purpose-built models

CCCCC



Al Canvas: Cisco’s AgenticOps Platform

Al Assistant Shared Workspace Users

IT teams interface with Al | S —  invit collaborators

© [ Everyone you nite wit have et access.

Assistant and solve with e
Al Canvas

+ FrancescoRaieli -+ Eisabeth Langley-Jones

Who has access

= i v Error Logs Frequency  Splunk
= uAssistant — Only you
Nofv checking Splunk alerts. 50 A
% 4 Regenerate Al summary
28% Packetloss 200
. oo & c % i | Tieket #iNC-2025032801: San Jose financial
° PR - app slowness. MXB4 showing 2.8% packet loss.
2% 50 with new SFP in port 1 (instalied 3/25). Admin
(@ AlAssistant 1705 am % o permissions needed for further troubleshooting.

Time (Hou
capture needed to verify, but you don't have
permissions.

. .
omain troubleshooting Eroriogs conim M devicesues Pact e

Packet loss Critical point ng (51-150)

» Generative Ul with R
re aS O n i n g bu i It — i n N;:«::::::n Visualization: San Jose to Financial Cloud

Count

- Keeps NetOps, SecOps, ' o,
IT and execs on the e 7 R

Same page cees

Cancel m

Disclaimer: Many of the products and features mentioned are still in development and will be made available as they are final ized, subject to ongoing
evolution in development and innovation. The timeline for their release is subject to change.
Nimm
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Al Canvas: Cisco’s AgenticOps Platform

asco’ Al Canvas \ Application performance degradation

(9 Al Assistant

Jackie shared this canvas with you. Here is the
background:

Ticket #SRTK0023941: San Jose financial app
failures. Cisco Meraki dashboard shows MX105
with significant packet loss on WAN1 interface.
ThousandEyes Test ID 895623 segment
visualization shows packet loss (16.4% total).
Financial transactions experiencing frequent
failures and timeouts, Maria Chen’s email included
and she is asking for a status update.

O g cC

Al Assistant g v

Ask the Al As

tant a question

Assistant can make mistakes. Verify responses.

© 2025 Cisco and/orits affiliates. All rights reserved.

ServiceNow SRTK0023941  serviceNow

Reported by

System Administrator on 03/28/2025 at 09:45 AM PST Loss rate

Description
Received a ThousandEyes alert and

experlencing 3-5 second delays when processing financial transactions in EFP. Started approximately 30
minutes ago. Affects all 24 users at the branch. No recent changes reported

ServiceNow Ticket SRTK0023941 (7 Jtter

reached out to Maria Chen to confirm. She said users at San Jose branch

16.4% o2

WAN interface latency  87ms (baseiine <50ms)

15ms (baseline <Sms)

$J-MX105-01performance (last 24 hrs) Meraki

OO (Tommseroron ) (Vewseiony )

$J-MX105-01 WAN interface performance Meraki

@ a

intemet Appication
financeapp.com

20% Network segment performance analysis  Thoussndeyes

1%
L
i e =
i o«

ox Enterprise network Gateway

20:00 24:00 04:00 08:00 12:00 16:00 20:00 104% loss
Time (Hours)

— Packetioss @ Citcal poit Connection @ Packetoss point
{4 Maria Chen <mchen@company.com>

T 1 Suppon <tcuppor@company.com>

Ce Wil enies ke Torws

URGENT:Status Update Neaded on Financisl Applcation Performance isues

Hello Tear,

1'm following up regarding the ongoing perfor

rmance issues with the Enterprise Financial Platform (EFP)

affecting our San ose branch. This performance degradation is severely impacting our abilfy to serve
customars. We have end-of-month financial processing scheduled for tomorrow, and we need

reassurance that this issue will be resolved by

resolution timeframe? I there's a workaround
extremely helpful

then

Jease provide an immediate status update on troubleshooting efforts and expected

we can implement i the meantime. that would be

Thank you for your urgent attention to this matter.

Best regards, Maria Chen
Senior Director, Financial Operations.

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Al Canvas: Cisco’s AgenticOps Platform

Al Assistant
/ﬁ

P
C

) ( )

© 2025 Cisco and/orits affiliates. All rights reserved.

\_

(| Catalyst Center WebEx |::|

Topology, configuration,
location

E[' Cisco Meraki

2

Nexus
Dashboard

~

r
o

J

Firewall

Voice and video
experience

®
Thousand

Data center network
management

Hyperfabric

Cisco and third-
party insights

ISE

)

Security &
connection events

7

Duo

Topology, configuration,

WAN, Internet, App

Data center network

Authentication

Authentication &

location Insights management Insights compliance
SD-WAN Identity ) 7 Secure A
3{\4 Intelligence Intersight 7 Access ¢ XDR
Identity verification, user Uil e Private & SAAS Related threat
WAN Details v U management,

trust levels

automation, security

resource access

incidents

J
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APls and Consistency

API call

API call

API consistency is always a problem

If service 1 changes their API, dependent
applications will not work!

alaln
© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. Allrights reserved. Cisco Public cisco



Al Ops - Agentic Ops

LLM reasons
on the data
Prompt: Is the Interprets provides by
SD-WAN okay? Prompt agent Answer is
A few sites returned
seem slow right to user
LLM + agent
Agent needs to determine the
interpret the prompt answer lies in a Thanks, I’ll report
and determine what combination of back to the user
to do next Meraki, Thousand

Eyes and Splunk

ierver ierver i

Nimm
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Webex Troubleshooting With MCP

LLM reasons
on the data

Interprets provides by
Prompt agent
Prompt: Why is Answer returned
Webex so slow to user
right now?
Agent needs to Executes the API w
interpret the prompt calls. What does Thanks, I'll report
and determine what this data mean? Ask back to the user —v e
to do next the LLM!

00 webex

Thousand

API call to Webex to
pull contextual data

Nimm
Cisco
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What are Agentic (IT) Tools?

Any Cisco product

External code execution

API Call to external system

A Web search

Calculators (for math functions)

|dentity services (e.g. authentication, etc.)
A database



Deep Network Model

Purpose-built for networking,

expert accuracy 1.00
* More precise reasoning for 0.75

troubleshooting, configuration, and

automation 0.50
* Fine-tuned on 40+ years of expertise

and expert-vetted for accuracy 0.25
* Evolves with live telemetry and real-

world Cisco TAC and CX insights 0.00

GPT-40 Llama 30B GPT-40 mini Gemma Cisco Deep
Network

Accuracy on CCIE-style multiple choice questions
(590-question benchmark), May 2025

© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public CISCO



Deep Network Model: Prompting

Percentage (%)

© 2025 Cisco and/orits affiliates. All rights reserved.

Percentage Distribution of Topics
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Deep Network Model / Foundation

 Built upon an existing foundation model
» Various models are being used, and this will change over time
» Decision criteria is:

* Foundation benchmark performance

* Tunability
« Model size (bigger isn’t always better)

i
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Deep Network Model Fine-Tuning

Process is Iterative and Streamlined

Define clear domain-specific evaluation criteria
Auto-evaluation and Human-eval (SME)

W
Introduce new training data I\/Iodel EI’I’QF Identify patterns/topics in the
° enhancement analy8|8 & model’s weak area

Diagnostics

R h Address the identified weakness,
eS_ea rc “incorporating richer training data in
design & those weak topics will fill the gap in

Hypothesis model’s knowledge”
Development

Nimm
© 2025 Cisco and/orits affiliates. All rights reserved. © 2025 Ciscoand/or its affilias. All rights reserved. Cisco Public cisco



Datasets for Deep Network Model

Cisco TAC Methodologies

TAC Cases (without the PIl data)

Engineering traces

Other useful internal documentation

We need your help!!!

i
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Agents don’t take away our
work — they take away the
work that took us away from
value.

What remains is where human
creativity, judgment, and
leadership shine.




CISCO Engage | TechDay

Thank you tholre

CIscoO
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