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1. Al embedded in Splunk:
from analytics to agentic
operations

2. Observing Al systems and
Al-powered applications

Agenda

3. Al Canvas: generative Al for
IT operations and decision-
making

4. Connecting the Al dots with
MCP
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Al In Splunk
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Mode )serv must evolve

Fix and prevent Observe Al agents GenUl for human and
with Al agents and infrastructure agent workflows
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Fix and prevent with Al agents
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=

Human in the loop

Incident Report
= Generation
Agent

Instrumentation Alerting Troubleshooting Remediation

Agent Agent Agent Agent
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Demo - Al Assistant and Troubleshooting
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Observing the Artificial Intelligence Stack
and Applications
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From simple and deterministic to complex and adaptive

Pre-Al Period
* Deterministic logic
* Predictable behavior

» Static query / response

Al applications have evolved

Large Language Models
(LLMs)

« Natural language input /
output

* No workflows / ~1 span

Retrieval-Augmented
Generation (RAG) with
LLMs

* Hybrid and multi-cloud
environments /
Microservices

* Linear workflows / ~10s of
spans

Agentic Applications

 Autonomous task
completion

* Unpredictable behavior

* Multi-step actions

Past

Present

Future
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Digital resilience is being tested with Al

New questions are being asked to find out if observability tools can keep up

Is my Al application Is my infrastructure Is my model trusted
working as expected? or component and operating
healthy? effectively?
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This is because traditional infrastructure has transformed

More layers and complexity is required

Traditional Infrastructure Monitoring

Application

Services
Operating System
Virtualization / Containerization
Network
Storage

Hardware
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Teams Need to Modernize Observability Capabilities

To manage Al workloads and resource utilization

Al Infrastructure Monitoring

Traditional Infrastructure Monitoring Al Application
Al Frameworks & Libraries

Orchestration
Vector Databases

Application

Services

Operating System

Models / Model Serving

Virtualization / Containerization
Network
Infrastructure Layer
Storage

Hardware
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Digital Experience

Infrastructure Monitori
Monitoring onitoring NEaGIR
Application Performance ..
t
Monitoring (APM) Olesenvzlarit
Event Intelligence |I

Business Insights y /

Tea::;;ye;z;;./ Splunk Observability

/ 4

Splunk Platform
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Incident Response

Database Monitoring

Observability for Al

Log Analytics
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Demo - Observing Al with Splunk
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Introducing AgenticOps

Cross-domain | Multiplayer | Purpose-built model
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Reimagined Ul for human/agent interaction with Al Canvas

splunk>cloud Apps ¥  Messages ¥  Settings ¥  Activity ¥ 2 ai_canvas_userv @ Support & Services ¥
Search Analytics Datasets Reports Alerts Dashboards Al Canvas . Search & Reporting
o Card added to the canvas successfully X
Al Canvas Detected Anomalous Network Activi O & Generate report View activity Share v
» Collaboration across n |ultlp|e
Network Map  splunk Traffic By User  splunk

= Al Assistant v

users (App/Dev, NetOps, SecOps

patterns. 2

o You
Internet

a n d exe C S) Escalate to an expert to block the user's IP address. '”’:S” 300
« Built on the foundation of the g g W QU 8
D e e p N e tWO r|< l\/l Od e | Create an alert to detect this behavior '.977\:75»5"8 h B . .--UU)-----

* Troubleshooting and execution S P —

| created an alert “curl.exe monitoring” that will run
every 5 minutes to scan for similar behavior. curl.exe command has been executed on the user's Status @ Applied

across multiple domains o

Tell the user that a Splunk Saved Search has been
created to detect similar behavior in the future. ; :// - ’ Open i Search Uw“

G Qg C

>

H
|

+

Assistant can make mistakes. Verify responses.
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Demo - Al Canvas




Why MCP Matters

Model Context Protocol — The Universal Connector for Al

THE CHALLENGE THE MCP ANSWER
Every Al model today requires custom integrations for A single open protocol that standardizes how Al models
each data source, tool, and enterprise system, creating connect to any data source or tool, turning MxN into
MxN complexity that doesn't scale. M+N.
Universal Interoperability g Composable Architecture
One protocol connects any LLM to any enterprise tool, Modular MCP servers snap together, enabling multi-
API, or data source — no custom adapters. agent workflows across heterogeneous stacks.
Security & Governance Accelerated Deployment
Centralized auth, audit, and policy enforcement at the Pre-built connectors slash integration time from weeks
protocol layer — enterprise-grade by design. to hours, reducing TCO for Al initiatives.

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



AGENTS

MCP Architecture

How Model Context Protocol connects agents, tools, resources, and platforms

lal Infra Architect

agent.think() » tool calls

lal Network Engineer

agent.think() » tool calls

lal Systems Engineer

agent.think() » tool calls

lal Security Analyst

agent.think() » tool calls

lal Ops Critic

agent.think() » tool calls

Y MCP Model Context Protocol

Q Tool Discovery

= Tool Routing

Resource Access

tools/call

tools/call

tools/call

amxn Intersight MCP Server
@D

mcp_servers/intersight/server. py

/’ TOOLS (7)

- list_servers

- get_server_details
- get_server_metrics
- list_alerts

- get_chassis

+ 2 more

]
E% Nexus Dashboard MCP Server

mcp_servers/nexus/server.py

/' TOOLS (8)

- list_fabrics

- list_switches

- get_switch_details
- get_switch_metrics
- list_vlans

+ 3 more

O Splunk MCP Server

mcp_servers/splunk/server.py

A’ TooLs  (6)

- search_logs

- get_error_logs

- get_security events
- list_indexes

- get_saved_searches

+ 1 more

Cisco Intersight API

UCS - Compute - Firmware

© 2025 Cisco and/or its affiliates. All rights reserved. ools/list Startup: executor discoversall tools
across servers

Cisco Nexus Dashboard API
VXLAN-EVPN - BGP - Telemetry

Splunk REST API
SIEM - Logs - Security Events

tools/call

by name

Runtime: agent requests a tool - routed

Pre-meeting: DataGatherer pulls
ead structured context
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Demo - MCP
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