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Walmart Partners with OpenAl to Create Al-First
Shopping Experiences

From inspiration to purchase, Walmart and Sam’s Club are shaping the future of retail, connecting with customers and

The future is within reach today!

Key Insights
e Partnership will allow customers and members to complete purchases from Walmart directly within ChatGPT.
e Throuah Al-first shoobing, the retail experience shifts from reactive to proactive as it learns, plans and predicts, helping
iir needs before they do.
n the multiple ways Walmart and Sam’s Club are already using Al, like enhancing product catalogs,
:resolution times and promoting Al literacy among associates.

Let's face it: Amazon’s got an edge.

fmmda Litld ik aic kit man e A ~—

As an early adopter of , and one of the first compar
' | v v Home Press Releases

PRESS RELEASE

Target to Roll Out Transformative
GenAl Technology to its Store
Team Members Chainwide




What is holding us back?




The General Landscape

People, places, Access Network Cloud connectivity Apps
and things networks services infrastructure (data center, cloud)
4 4 I Y4 I
Induystrial
% Wirel Direct Cloud
g ‘ """"""""""""" galo::\::; O connect providers

Seattle, WA

Corp devices
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@ e —

Regional
data centers

EINTEe?

Paris, France

OFIn
=7

Cameras and
sensors Chicago, IL

-

Edge
data centers

- J

kubernetes

ONO

Application
segmentation

Firewall
load
balancers

400G/800G Serveriess

data center
infrastructure
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How You See It

Inherited a mess

g 1 Ha
Branch 1 Dedicated q
\ Private WAN
& Loz 85‘?{{?_{5 : _D.a.ta.
Fane . LACPIEVPN ' Center 7
MPLE/ IPeec VPN §
| i 4
f b O a "ﬁ!- oOXDE
4 Data ,
é Branch 1 SO-WAN ‘ fm«uar N ;
: N’L‘aer ;
g Branch A ) - g

| ffﬂ“ Partner
Cloud

Management points
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What you ask Cisco to build? {
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Deriving the Principles

People, places,

and things

Access Network Cloud connectivity
networks services infrastructure

Apps

(data center, cloud)

The Trust Principle

)

The Augmentation Principle

N

The Monitoring Principle

© 2025 Cisco and/or its affiliates. All rights reserve
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CISCO Live !
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How do you consume Cisco’s awesome technology?
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https://cfnng.cisco.com/browse/routing/features

Browse Routing Features

Search

£Z247/0UMVIEN - ENaDing 1rarmc 5eg...

256+ VLANS

2x10G IM Support

2x2 BAU RPD support(cBR8)
2x40GE EPA wfMACSec

3 Level Egress QoS Policy

3-level user-defined queuing policy ...
3.1.8 Extend AAA Radius server (TAC...

30G NSI Slot wf SUP-160
3rd party SFP support
4 Level Scheduler

4/8 ports layer2 GE switch NIM mod...

40,000 subscriber scaling with certai...

40K Multicast Session

4293 IP-MIB (IPv6 only) and RFC 42...

5000 MEP Support
5G SA PIM - Software Support
5G SDH

© 2025 Cisco and/or its affiliates. All rights reserved.
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Guidelines

AlOps

Automatically enable widely
adopted elements that
establish a strong, secure
baseline by default.

—

Common Services “Consumable” API-first

Reuse the same elements

Simple pre-built, drag and drop
across platforms

automations

Enabling great Cisco innovation easily and effortlessly

© 2025 Cisco and/or its affiliates. All rights reserved.
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AlOps: Simplifying Day-2 Operations

________________________________________________________________________________________________________

Optimize network and application performance to . Mitigate issues before they impact. In case issues do
achieve higher operational efficiency ! . occur, offer root cause analysis to reduce MTTR |

- - Bandwidth Anomaly
Predictive Path Al Assistant for Forecasting Detection

Recommendations Networking

ﬂ] office365_apps View Details
Site 8, United States - San Jose

PATH QUALITY
Current path 60.2%
Recommended path 79.4% -7 1914%

Impacted clients 5

Switch from private1, private2 to priva...
Dec 09, 2023 06:00 PM

Al/ML-based forecasting Detect Network Anomalies

Capacity planning

Path recommendations to Interactive LLM-based Al

Improve Application Assistant for Networking
Performance (Gen Al

vl
25 Ccisco
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AlOps: Predictive Path Recommendations

Powered by ThousandEyes WAN Insights *>»

Thousand

Forecast issues and make policy recommendations

1. Ingest Telemetry

Collect network telemetry
via SD-WAN Analytics 1) office365_apps View Details
Site 8, United States - San Jose

w ‘webex_apps View Details w webex_apps View Details ] office365_apps View Details

Site 8, United States - San Jose

2. Data Analysis _— S~ PATH QUALITY ) Current & Recommended
Predictive modeling to e s s Current path 50.0% Path Quality with
forecast issues & make path .o m m Recommendedpath  78.4%  1914% ' estimated % gain
recommendations - impacted allents ;
_ , , ‘ ' Recommends the path
Transforming IT operations from a Switch from private?, private2 to priva... . to switch to
3. Feedback Loop reactive to a predictive model Dec 09, 2023 06:00 PM m

Fine-tune SD-WAN policies to
make path changes to improve
App experience

Out-of-the-box Application Groups
a Office 365 w Webex G Google Workspace 85  Salesforce Golo GoTo Meeting EE Voice

* Included with SD-WAN DNA Advantage+ license; ThousandEyes Enterprise Agent not necessary

]
26 cisco
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AlOps: Anomaly Detection

= @ Q@ | 8 mewchend v i

.......

Benefits

Path g Anomaly
Q
figurati
nl
Analytics
ssssssssssssssss ) Was this heptu? o G
Wiorktiows
X
Tools
,,,,,,,,,
nnnnnnnnnnn
4%  May2e May3o  My:m w0  wme2  wmo3  uno4
Administr ation
May 20 May 30 2y, Jun an0z  uno3 Jun 04 [
B Anomaiy Rate
.......
Anomaly Summary 7sies ¥ Jun 04, 2025 03:00 PM
‘
site m. e(%) - Tunnelusage  Remote sites impacted (%) Total remote sites Tunnelsimpacted (%) ©  Totaltunnels  Applications
71MB
K8
8
4 MB
Seattie
- -
woa
& » S » & & K & » ®
& L. < < < < g R
Tunnel anomaly summary 10 wnneis Jun 04, 2025 03:00 PM
)
me m ion  Ci m; nnel name m, o (%) nnel plications  Localserviceprovider ~ Remot
sssssssssssssss m 2.9:mp my 7 M8 Verizo
ssssssssssssss a 4 5 MB ATBT ¢

© 2025 Cisco and/or its affiliates. All rights reserved.

- Early problem detection: Identify unusual
patterns before they manifest into larger
issues

+ Optimize network performance: Fine-
tune your network to improve end-user
experience

Highlights

* ldentify tunnels with anomalies across key
network KPIs (loss, latency, jitter)

« Determine impact radius based on site
count, usage & app count

« Determine if it’s a chronic issue by viewing
the trend information

27
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Next Chapter of Networking: Network as a Code

Manual
Configuration

Element by
Element

‘CLI H CLI H CLI’

= 4F e

© 2025 Cisco and/or its affiliates. All rights reserved.

Manual
Configuration Manager

o [ou][en

Network Element
Manager

=

\ Evolution of Network Service Creation

GUI Policy &
Network Automation

Template

— Screens

SDN Network
Controller

S HF &

Network-as-Code

Software
& Devops

API

Cloud
Controller

Software &
Service Centric
API Driven

N

Automation at scale

Testing & validation for
reliable roll-outs using
CN\CD methodology

Enable Partners &
customers to do
Branch Lifecycle
automation using
DevOps methods

afraln
cisco



Orchestrating the entire change lifecycle programmatically

network e =]
operator 8 E API

b

Change Initiation

Pre-Change Validation

Observability Automation Engine Thousand Eyes Post-Change Validation
Single Source of Truth Thousand Eyes Open Source Integration
Configuration
g Terraform
< / > State
olal a9 | IR IR AR R
(O OINOINNOIRN ) Q| O OO O
il H =
Notification
I ,,,,,,,,,,,,,,,,,,,,,,,,,,,, T Integration
“ GitLab nac-validate > > v Terraform > > nac-test = 00 Webex
777777777777777777777777777 &% Teams
A
v I
Network
Infrastructure

© 2025 Cisco and/or its affiliates. All rights reserved.
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How “as Code” Pipeline is structured

network o eee]
operator & E API

b

Change Initiation

Pre-Change Validation Observability Automation Engine Thousand Eyes Post-Change Validation
Sd-wan: g . networks_list.robot
e, Scj%r:,\vsgé- Thousand Eyes Open Source Integration networks._settings.robot
-name: US _name: US @  ru L e : networks_snmp.robot
administrator: administrator: g Terraform |
name: user name: user @ State ‘
organizations: organizations: L T 1 R R N
-name: CLAMER -name: CLAMER © 33 8 3 3B 3| 3|3 B 3
networks: : g Lol Ll Ll L [ e e et
networks: e
- name: San Diego -name: San Diego @ Notification
I 777777777777777777777777777 T Integration
. ¥ 4
“ GitLab nac-validate > 2 Terraform > > nac-test 0 Webex
ffffffffffffffffffffffffffff &% Teams
A
v |
Network |‘ SDWAN ‘:
Infrastructure i 3‘% i
1 1
\\ _____ "

afraln
© 2025 Cisco and/or its affiliates. All rights reserved. 30 cisco




Post-Change Validation

Results Log

Test Statistics

Total Statistics

All Tests
Statistics by Tag
Mo Tags
Statistics by Suite
Results

Resutts . Config

Results . Config. Devices Appliance Uplinks Settings

Results. Config. Devices List

Results . Config. Devices Switch Ports List

Results . Config. Devices Switch Routing Interfaces Dhcp
Results . Config. Devices Switch Routing Interfaces List
Results . Config. Devices Switch Routing Static Routes List
Results . Config. Devices Wireless Bluetooth Settings
Results . Config. Devices Wireless Radio Settings

Results . Config. Networks Appliance Firewall Firewalled
Services List

Results . Config. Networks Appliance Firewall L3 Firewall Rules

Results . Config. Networks Appliance Firewall One To Many Nat
Rules

Results . Config. Networks Appliance Firewall One To One Nat
Rules

Results . Config. Networks Appliance Firewall Port Forwarding
Rules

Total

Total
601
601

42
52
11

21
14

:

- =4 a4 sy ommms!ﬁﬁ—tﬁﬁ

=]

o o O o000 0ooooo

=]

Skip
233

Skip

Skip
233
233

Generated

20250225 17:28:38 UTC+01:00

Elapsed

Elapsed
00:00:24
00:00:23
00:00:02
00:00:13
00:00:06
00:00:03
00:00:03
00:00:03
00:00:02
00:00:00

00:00:03
00:00:04
00:00:01
00:00:02

00:00:01

14 days 19 hours ago

Pass / Fail / Skip

Pass / Fail / Skip

Pass / Fail / Skip

CONFIG VALIDATE

Post-Change Validation

appliance_uplink.robot
devices_list.robot

networks_list.robot
networks_settings.robot
networks_snmp.robot

nac-test

Notification

Integration

%W Webex
&% Teams

[ ——

© 2025 Cisco and/or its affiliates. All rights reserved.




Pipeline Successfully Executed

Merge request pipeline #104 passed
© vereq e P ° validate
validate

test-idempotency - failure
Merge request pipeline passed for 97cd23f6 27 minutes ago °

test notify

-integration -
& 7 7 ° t?it integratio success
LY Approval is optional (2) test

notify

vl
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Outcomes

@ Deploy change 5x faster

@ Prevent outages to ensure 98+%
change success

@ Predictable costs and project time

]
© 2025 Cisco and/or its affiliates. All rights reserved. 33 cisco
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Unifying the Management Experience

Multiple cloud Fewer cloud Single cloud
platforms platforms platform
~ 0
= =
= N N N D
\\ - \/ C -d i C -d i
s: s > automation > automation
AN
AN N S N AN N
N N
AN ~ AN ~
Multiple on- Fewer on-prem Single on-prem

prem platforms platforms platform

DL LN
© 2025 Cisco and/or its affiliates. All rights reserved. 35 cisco



Operational Translation

Admin experience

= Dashboards
| !E Control Center > Overview MERAKI SWC MERAKI UMBRELLA AMP More v
O Incidents
. - Thraat Srarac DN s BA R v .o T2 _L_
Q  Investigate |, CEEEEEEETD 5 @  Younow have near real-time views and alerting of BGP events.
53 Intelligence My Endpoint Agents 5 Test: Microsoft 365 - Page Load TEMPLATE v = & Prefix  40126.0.0118 ~
o33 Altomate J:L Devices > Page Load web Metrics: Path Changes ~ Sun, Nov
Ta Internet Insi
§ Assets : Uplinks 2 tota @ WANappliances 1 ot ( Access points 3 total 2
2+ Dashboards T Hetwork Al All 1
S&  Client Managems T AMS-EHAM v Oniine & Oniine @ Alerting 4
]| R rets @
. N | @/ Secure Connect
o Administration & Integrations
) Usage and clients = Filters — Usage 52.09 GB (442.59 GB, 9.5 GB)
(: Sharing <> Network-wide L
Z3  Monitor
@ Account Set| &g Assurance New Monitor @ All Sites v
| g\ Configuration
- = e Overview Devices Tunnels  Applications  Security Logs  Multicloud
4 Tools =i
I/ Security & SD-WAN
° .
- Maintenance
Switching g
"1 . , Control Components WAN Edges Certificate Status
4o Administration
L 1 2 1 8 4
43 Workflows Valldator Controller  Manager Reachable (] Warning

[#] Reports

© 2025 Cisco and/or its affiliates. All rights reserved.

Developer experience

Get Network Syslog Servers

Operation Id: getNetworkSyslogServers

Description: List the syslog servers for a network

GEIN /networks/{networkId}/syslogServers

OpenAPIl Spec

36
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Common
Cisco Hardware

© 2025 Cisco and/or its affiliates. All rights reserved.

Cormargade

]
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Working with Cisco, Simplified

Essentials Advantage

Common nomenclature
Simpler tiering

CCCCC



Cisco Workflows

Central Automation for your entire infrastructure

Cisco Management
Consoles Third-Party Domains

( Cloud or On-Prem ) ( Cloud or On-Prem )

Cisco Workflows <

!

v

33%% C=>
Catalyst SD-WAN C/\) Catalyst Center Ticketing Cloud Infrastructure
I: ppp— :I Meraki %)\ @ @
ACI Identity Services Engine IP Address Management Everything Else

N Cisco Platforms AN /

- /

vl
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The Monitoring P

CISCO Live !



Which camp are you on?

@

e
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It’s a Complex App World

Applications of Today

CDNs \\\\

Happy eyeballs BGP

Manual updates

Static elements

. Automatic design and maintenance
Platform specific

Same for all Secure

Anycast

Single location Global load balancers

L . ) Dynamic content eDNS
Limited integrations

Insecure Localization

API calls Platform agnostic

Probabilistic

]
© 2025 Cisco and/or its affiliates. All rights reserved. 43 cisco



Directives

—«/\p—

Transformation Risk Mitigation Assurance
Increase speed and agility with Secure networking by default Measure everything
data

Building a secure data foundation for the Al era

vl
© 2025 Cisco and/or its affiliates. All rights reserved. 44 cisco
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Deep Packet Inspection

QoE @
“
21

Applications

B Good - 85.7% (18)
B Fair-4.8% (1)
B Unknown - 9.5% (2)

Application Experience

Usage (Total)
24

MB

Top 20 by usage

® PColP

@ uDP

@® MS Teams Video

@ Real-time Transport Protocol

@ MS Teams Audio

@ WebEx Meeting

@ MS Teams App Sharing

@ Google Meet Media

@ Microsoft Teams

Real-time Transport Protocol

o Video

@ WebEx

Remote monitoring &

management

VolP & video
conferencing

VolP & video
conferencing

VolP & video
conferencing

VolP & video
conferencing

VolP & video
conferencing

VolP & video
conferencing

VolP & video
conferencing

VolP & video
conferencing

VolP & video
conferencing

14.08 GB

11.3GB

7.69 GB

714.5 MB

439.22 MB

308.74 MB

273 MB

213.65 MB

45.99 MB

43.68 MB

16.2 MB

12.9%

10.4%

7.1%

0.6%

0.4%

0.3%

0.2%

0.2%

0.1%

0.1%

0.1%

14.08
GB

11.3GB

9.7 GB

9.7 GB

9.7 GB

9.7 GB

9.7 GB

9.7 GB

9.7 GB

9.7 GB

9.7 GB

12.9%

10.4%

8.9%

8.9%

8.9%

8.9%

8.9%

8.9%

8.9%

8.9%

8.9%

© 2025 Cisco and/or its affiliates. All rights reserved.

Trend analysis

Unknown (No QoE)

Network-based
Application
Recognition (NBAR)

46

vl
Ccisco



Cisco Cloud SD-AVC

Telemetry Sources

Cisco SD-AVC
Cloud
Dynamic
Network Intelligence
Telemetry Feeds

[o <@ X< B3 J

© 2025 Cisco and/or its affiliates. All rights reserved.

N\

IP Feeds

RN

Domain Feeds

Cloud Feeds

J

Amazon Chime
Atlassian

Box

Cisco Meraki
Code42
Crashplan
Dropbox

N\

J

N\

9

Dynamic Feeds

J

Firmware Independent Updates

5000+ Signatures

Microsoft Intune
MS Office 365
RingCentral
SalesForce

SAP
ServiceNow
SugarCRM

Zoho
Zoom
Zscalar

Custom Regex
Feeds

\

J

Up to 90%+ first packet classification with additional telemetry sources!

CASI Umbrella Top 1 Million

AWS
Azure

alah
47 Ccisco



Measuring the Data Plane (High Level)

-

Catalyst 8k/ISR
Meraki MX/z4

Branch/Colo/Site

© 2025 Cisco and/or its affiliates. All rights reserved.

aw S W= Azure

Secure Router Edge device

( Secure Fabric

——
-

BN Microsoft

SEQUINITX
Megaport

Google Cloud

Private backbone
(includes CSP elements too)

<&

Public Cloud OnRamp

el e e —

Outposts &
Local Zone Saa$S (public & pvt)

Outpost & Local zones SaaS Optimization

Measuring experiences with ThousandEyes

—_—— e ———

&)
%)

Securit

Cisco Secure Access

]
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ThousandEyes Measurements

Tests (IZI Cloud & Enterprise Agents) Type to filter...

12 hours
Test Name Test Type Alert Status
Office365 - HTTP Server Web - HTTP B et
https://microsoft365.com Server I
Meraki Lab Reset Tool Web - HTTP

o W 1 alert

https://mtrt2.merakitraining.net/trs Server
Webex - HTTP Server - cisco Web - HTTP )
https://cisco.webex.com Server
Sharepoint - HTTP Server - cisco Web - HTTP )
https://cisco.sharepoint.com Server
Salesforce - HTTP Server - meraki Web - HTTP )
https://meraki.lightning.force.com Server
AWS - HTTP Server Web - HTTP e
https://console.aws.amazon.com Server

Trending (12h) / Current Values

/\ A }'\ /\ /\ /\ U ;1 ms

© 2025 Cisco and/or its affiliates. All rights reserved.

49

vl
Ccisco



Netflow — Making the Old Awesome

apply-policy

site-list cflowd-sites
data-policy test-cflowd-policy
cflowd-template test-cflowd-template
1

1

policy

data-policy test-cflowd-policy
vpn-list vpn_1
sequence 1
e NetFlow collector IP 101111.21
protocol 6
]

action accept
flowd
o NetFlow collector port 9995
!
default-action accept

5 Encrypted Traffic

éflowd—template test-cflowd-template .
flow-inactive-timeout 6@ Analytlcs (1)
template-refresh 920
collector vpn 1 address 192.168.0.1 protocol ipv4 port 13322 transport trar
1

lists ETA collector port 1234

vpn-list vpn_1
vpn 1
I

éite—list cflowd-sites
site-id 400,500,600

1

1

On-premise and “cloud” collector options

© 2025 Cisco and/or its affiliates. All rights reserved. 50
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Netflow — Making the Old Awesome

Global
Global node for network hierarchy
Type: GLOBAL

Pools Collectors Multi Region Fabric ( MRF) External Services

Export
VPN ID IPv4/IPv6 Address UDP Port Spreading
(optional)
[ 0 ] [ 10111.21 J [ 9995 ] (@ ]
[ 1 ] [ 2001:db8:abcd:1234:5678:] [ 9995 ] o ]

On-premise and “cloud” collector options

© 2025 Cisco and/or its affiliates. All rights reserved.

BFD
Metrics
Exporting
(optional)

Exporting Interval®
(optional)

Action

(8]

NetFlow collector IP

NetFlow collector port

Encrypted Traffic
Analytics ©

ETA collector port

10.1111.21

9995

1234

51
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The Splunk Effect

Data Fidelity Skills Evolution

0
s

Network Engineering -> Data Management

CCCCC



Splunk Technical Add-ons (TAs)

Top 10 Threats

possibly unwanted application

nnnnn

W32 Auto 25ec73191545.in01

Malicious Files by Malware

Doc.Dro..0:sbxlg

EICAR

Malware

W32.AU..45n01

o

2,000 4,000
Count

SGACL - Top Sources

25.003

25.0.074

Source IP

25.0.041

25.0.0.50

o
N
w
IS

Count

6,000

A Network Trojan was Detected

8,000

I Count

Top 10 Devices By Threat
uzme

117116
117103

17216.255.15

Total Number of Active Issues

50

H
22
<

417:56 PM 41757 PM
FriMay 24
2024

Time

Malicious Files by Type

EICAR
PNG

MSOLE2

SGACL Events by Action

Permit
. -

Deny

Top Policy Hits for SD-WAN

o 25000 50000 75000 100,000 125000 150000 175.000
Count

Number of Issues by Priority

P2

Blocked Connections Over IPS event

Misc activity

Misc Attack

Attempted Ad... Privilege Gain
A Network Tr... was Detected

ACL - Top Denied Sources

177128140.52
I Count
0 0.5 1 15 2

Count

Source IP

Benefits
* Holistic view of Network, Security and
Identity events

* Longtime data retention for compliance
needs

* Combined data from multiple sources for
ease of visualization (e.g., Top Threats
combine threats from WAN and ISE)

Outcomes

* |mprove troubleshooting by tracking device
and endpoint issues

* Reduce Mean Time to Resolution (MTTR) by
quickly identifying critical events

* Single repository for NGFW events (Malware
Protection, Intrusion Prevention, URL-
Filtering) and Security Advisories

vl
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Sharing Context




Telling the Data Story via the WAN

Hmimn
€isco

-
-

Meraki

Network
Nook-HQ-SF ~

Secure Connect

Network-wide

Security & SD-WAN

Switch

Wireless

Systems Manager

Camera

Sensors

Insight

Organization

Organization Summary New

Health

Q Search Dashboard

View all 423 devices

Uplinks &3 total MG 83 total ™ MX 16 total | Z 83 total (o
62 62 21 62 62 21
Online @ Online @ Online @ Online @ Online @ Online @
MS &3 total = MR &3 total % MV 83 total © MT 3 total o
62 21 62 21 62 62 21
Online @ Online @ Online @ Online & Online & Online & Online &
Networks View all 8 networks
[ Q Search ] [ Status v ] [ Tags v ] [ Device v ] 123 matching results
@® Network Usage Tags Clients MX MG MS
©  Ny2-offices 1012 MB office 54 @ Allonline 022 @ 0
O seattle Data Center 1 8295 MB Lab  Primary 348 © Allonline © Allaniine o:
0O | Ax-331_rewq 498GB - \ 40 © Allonline 022 @22 Y
0 Shanghai main hub 5.33GB Primary 394 @ Allonline 022 @222 0:
MacBoaok Air

© 2025 Cisco and/or its affiliates. All rights reserved.
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Telling the Data Story supported by Al Assistant

-

L LILLE )

+ New oanversation

I Hew o comgas coud on raep?

© 2025 Cisco and/or its affiliates. All rights reserved.

: Monter
\ Contgunt e
, 38| = !
N Touk foe o=l —-
)
L Mntorancy
What do you want to ask today? pebeot
o Adrn vl Lhocew rom wmagaenhion B of Les The Daocl T 10 soec @ usad 0y | D Limd el oo o
INGS Ot Swdps gt et i U Coctack i falp o inpen Lact St
:_v Vaor afiora
Hepnta Whisl s New? Whea! v upplicutson sawsnw rowting? ] Act e

Moo of new Ca0b ks o TRTIC Boadd on apatcatiins

,; Andytol
\

! Turna ) View Owinls
1) Txplomw What (s Muti Regeon Fabeie? How to configure cloud on ramp?  E—

For Sary oe Srontoecs OV &= 35-3-580v oA X0 NI 2

s '
’. LW i
e~ 1 iy ' o ) I e g ¥ e | i
*
MacBook Air
L3 =i

56
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Industry-first AgenticOps

CIsSCO

Al Assistant

Al Assistant

Accelerate network operations

© 2025 Cisco and/or its affiliate cisco



Deep Network Model P <
The most advanced networking LLM Outperforms general models by ~20%

1.00
0.90
0.80
0.70
0.60
_ _ 0.50
Purpose-Built fc rking 0.40

Up to 20% more precise reasoning for 0.30

troubleshooting, configuration, and automation. 0.20
0.10

0.00
Trusted 1 ing

Fine-tuned on 40+ years of Cisco expertise and
expert-vetted for accuracy.

Continuous ning

Evolves with live telemetry and real-world &
Cisco TAC and CX insights.

"~ General model benchmark B Cisco-trained model /

Accuracy on CCIE-style MCQs (590-question benchmark, May 2025)
ision-instruct
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Al Canvas

dashboard tool

Aggregate telemetry, share
insights, and coordinate action
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Collaborative generative

Create custom network views
and visualizations on the fly

‘b Al Canvas | Application performance degradation

= AlAssistant & ~

(@ AlAssistant

This graph shows a clear link between congestion
and application failures. When the interface gets
congested, financial app failures spike almost
instantly. Right now, critical transactions are
competing with non-essential traffic during busy
periods. The concurrent scheduling of mandatory
security-related software updates could be a
significant contributor to these congestion
events.

SJ-MX105-01 network congestion 3
statistics vs. EFP application
performance

Splunk

20%
15%

Packet Loss.

B Packetioss [l Transaction failure rate

o @
[ Ask the Al Assistant a question > J

Assistant can make mistakes. Verify responses.

ServiceNow SRTK0023941 ' ServiceNow.

Reported by

System Administrator on 03/28/2025 at 09:45 AM PST

Deseription

Received a ThousandEyes alert and reached out to Maria Chen to confirm. She said users at San Jose branch
35 lays when processing financial i tarted i

minutes ago. Affects all 24 users at the branch. No recent changes reported.

ServiceNow Ticket SRTK0023941 7

5J-MX105-01 performance (last 24 hrs) - Meraki

20%
15%
10%

5%

Packstloss

ox
20100 24100 04100 0500 1200 16:00 20:00
Time (Hours)

— Packetioss @ Critical point

Maria Chen <mchen@company.com> & &
Te: IT Suppart <itsuppon@company com>
€ Wil enlin cwjorki

Hello Team,

T following
affecting our San Jose branch. This

and we need
reassurance that this ssue will be resoived by then.

resolution timeframe? time. that would be
extremely helpful

‘Thank you for your urgent attention to this matter.

Best regards, Maria Chen
Senioe Director, Financial Operations

o@ l & Generate report ][ View activity l

§J-MX105-01 WAN interface performance ~Meraki

Loss rate

16.4% o=

WANinterface Iatency  87ms. (baseiine <50ms)

Jitter 15ms (baseling <5ms)
.
y
. 2 ® o
e - o P
16.4% loss financeapp.com

—— Connection @ Packet oss point
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Telling the Data Story via the WAN

cisco.com ter/mit o

enl XDR ® [ Q peffryHandal

Meraki Nation

MITRE ATT&CK® Coverage Map ©®

Control Center

Incidents Product Coverages | Allrisk scores (1-100) v Lastyear v Adversary Filters Techniques Covere

Investigate

Cisco Breach Protection Suite | Secure Email Threat Defense
Intelligence Filter the map by

Not Inte adversaries and threat 8 3 o

groups, data sourced from
Automate

Secure Endpoint Secure Malware Analytics ) secure Network Analytics

Assers Integrated Integrated Not Integrated

Client Management Resource
Reconnaissance Development Initial Access Execution Persistence Privilege Escalation Defense Evasion

Administration

4/10 Covered 5/8 Covered 9/10 Covered 10/14 Covered 20/20 Covered 14/14 Covered 37/43 Covered

Active Scanning Acquire Access Content Injection Cloud Account Abuse Elevation Abuse Elevation
Administration Manipulation Control Control
Command Mechanism Mechanism

Ll L] O Do | aoo | amo

Gather Victi Acquire Drive-by Command and BITS Jobs Access Token Access Token
Host Information Infrastructure Compromise Scripting Manipulation Manipulation
Interpreter

L2 procucs Tun o || emo || amo | amo | o

MacBook Air
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Supported by Al Canvas And Assistants
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I;E;I Intersight S0

Unified management,

automation, security. -
MCP Clienf]
Firewall SCC
Security & connection events
SD-WAN guze3
WAN Details
Cisco Meraki [
Topology, client details,
location, etc. MCP MCP MCP
X . - =1 i
Catalyst Center L’ webex Nexus Thousand :
Topology, client details, Voice and video experience Dashibpo@rdetwork LAN, WAN,
location, etc. management. Internet, App
Insights

- Deep Network

Model
=

Al Canvas Al Assistant

NCP ISE

Authentication Insights

XDR

Related Threat Incidents
MCP

“servicenow
ITSM

splunk >

Cisco and third-party insights

]
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WAN Mastery

CISCO Live !



Remember this?

People, places,

and things

Access Network Cloud connectivity
networks services infrastructure

Apps

(data center, cloud)

The Trust Principle

)

The Augmentation Principle

N

The Monitoring Principle
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People, places, Access Network Cloud connectivity Apps
and things networks services infrastructure (data center, cloud)

Cisco unified platform approach
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Thank you CISCO Live !
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