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Building the Future Today 
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The future is within reach today!
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What is holding us back?
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How You See It
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Shadow IT

Management points

Inherited a mess

Costs and bad experiences
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Simple

Predictable

Outcome driven

What you ask Cisco to build?

8



© 2025 Cisco and/or  i ts affiliates. All rights reserved.

Seattle, WA

Paris, France

Chicago, IL

BYOD

Corp devices

IOT

Cameras 
and sensors

IoT

VDI

Apps
(data center, cloud)

People, places,
and things

Network 
services

Access
networks

Cloud connectivity 
infrastructure

Cloud 
providers

400G/800G
data center

infrastructure

Application 
segmentation

Firewall 
load 
balancers

VPN
Mobile 

networks

Local ISP

Cloud 
proxy

SWG

Seattle, WA

Paris, France

Chicago, IL

Corp devices

Industrial 
IOT

Cameras 
and sensors

IoT

VDI

Wireless 
network

Wireless 
gateway

DNS

Edge 
data centers

Regional 
data centers

Direct 
connect

ISP transit 
providers

SaaS 
onramp

DC colocation

Deriving the Principles

19

The Trust Principle

The Augmentation Principle

The Monitoring Principle



The Augmentation Principle
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Toaster
Espresso Machine

Coke Zero
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How do you consume Cisco’s awesome technology?
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https://cfnng.cisco.com/browse/routing/features

https://cfnng.cisco.com/browse/routing/features
https://cfnng.cisco.com/browse/routing/features
https://cfnng.cisco.com/browse/routing/features
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Automating feature 
consumption
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Guidelines
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“Consumable” API-first

Simple pre-built, drag and drop 
automations

AIOps
Automatically enable widely 
adopted elements that 
establish a strong, secure 
baseline by default.

Common Services

Reuse the same elements 
across platforms

Enabling great Cisco innovation easily and effortlessly
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AIOps: Simplifying Day-2 Operations
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Optimize network and application performance to 
achieve higher operational efficiency

Predictive Path 
Recommendations 

AI Assistant for 
Networking

Bandwidth 
Forecasting

Capacity planning

AI/ML-based forecasting
Interactive LLM-based AI 
Assistant for Networking 

(Gen AI)

Path recommendations to 
Improve Application 

Performance

Anomaly
Detection

Detect Network Anomalies

Mitigate issues before they impact. In case issues do 
occur, offer root cause analysis to reduce MTTR



© 2025 Cisco and/or its affiliates. All rights reserved.

AIOps: Predictive Path Recommendations
Powered by ThousandEyes WAN Insights
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1. Ingest Telemetry

Collect network telemetry 
via SD-WAN Analytics

2. Data Analysis

Predictive modeling to 
forecast issues & make path 

recommendations

3. Feedback Loop

Fine-tune SD-WAN policies to 
make path changes to improve 

App experience
Out-of-the-box Application Groups

Office 365 Webex Google Workspace Salesforce GoTo Meeting Voice

Forecast issues and make policy recommendations

• Included with SD-WAN DNA Advantage+ license; ThousandEyes Enterprise Agent not necessary

Transforming IT operations from a 
reactive to a predictive model

Current & Recommended 
Path Quality with 
estimated % gain

Recommends the path 
to switch to
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AIOps: Anomaly Detection

• Early problem detection: Identify unusual 
patterns before they manifest into larger 
issues 

• Optimize network performance: Fine-
tune your network to improve end-user 
experience

Benefits

Highlights

• Identify tunnels with anomalies across key 
network KPIs (loss, latency, jitter)

• Determine impact radius based on site 
count, usage & app count

• Determine if it’s a chronic issue by viewing 
the trend information

27
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Next Chapter of Networking: Network as a Code

Automation at scale

Testing & validation for 
reliable roll-outs using 
CI\CD methodology

Enable Partners & 
customers to do 
Branch Lifecycle 
automation using 
DevOps methods

Manual
Configuration

Manual
Configuration Manager

GUI Policy & 
Network Automation Network-as-Code

CLI CLI CLI

Cloud 
Controller

SDN Network 
Controller

Network Element 
Manager

CLI CLI CLI

Element by 
Element

API

Template
Screens

Software 
& Devops

Software & 
Service Centric

API Driven
Evolution of Network Service Creation
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Orchestrating the entire change lifecycle programmatically
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Pre-Change Validation
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---
Sd-wan:
 domains:
  -name: US
     administrator:
       name: user
      organizations:
       -name: CLAMER
          networks:
           -name: San Diego

How “as Code” Pipeline is structured
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  -name: US
     administrator:
       name: user
      organizations:
       -name: CLAMER
          networks:
         - name: San Diego

ACI NDFC SDWAN ISEFirewall Cat CenterMerakiACI MSITE

networks_list.robot
networks_settings.robot
networks_snmp.robot
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Post-Change Validation
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Post-Change Validation

Notification

Integration

Webex

Teams

nac-test

SD-WAN

CONFIG VALI DATE

5

appliance_uplink.robot
devices_list.robot
….
networks_list.robot
networks_settings.robot
networks_snmp.robot
….
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Pipeline Successfully Executed
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networks_list.robot
networks_settings.robot
networks_snmp.robot

---
Sd-wan:
 domains:
  -name: US
     administrator:
       name: user
      organizations:
       -name: CLAMER
          networks:
           -name: San Diego
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Outcomes

Deploy change 5x faster

Prevent outages to ensure 98+% 
change success

Predictable costs and project time
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Management Experience
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Unifying the Management Experience
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Fewer cloud 
platforms

Fewer on-prem 
platforms

Cross-domain 
automation

Single cloud 
platform

Single on-prem 
platform

Multiple cloud 
platforms

Multiple on-
prem platforms

Cross-domain 
automation
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Operational Translation

Admin experience Developer experience

OpenAPI Spec

36
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Common
Cisco Hardware
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Working with Cisco, Simplified

Essentials Advantage

Common nomenclature
Simpler tiering

38
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Cisco Management 
Consoles

Cisco Workflows

Cloud or On-Prem

IP Address Management Everything Else

Ticketing Cloud Infrastructure

3rd Party

Automation

ACI Identity Services Engine

Catalyst SD-WAN Catalyst Center

Cisco Platforms

Meraki

Third-Party Domains

Cloud or On-Prem

Cisco Workflows
Central Automation for your entire infrastructure

39

LABENT-
1007



The Monitoring Principle
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Which camp are you on?
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Assume it all works until 
there are complaints

Know the state of things 
most of the time

Maintenance Window
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monitoring Architecture 
(Monitoring)
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It’s a Complex App World
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Applications of Yesterday

Static elements

Single location

Same for all

Insecure

Platform specific

Limited integrations

Manual updates CDNs

Global load balancers
Anycast

eDNS

API calls

BGP

Localization

Applications of Today

Happy eyeballs

Dynamic content

Secure

Platform agnostic

Automatic design and maintenance

Deterministic
Probabilistic
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Directives
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Building a secure data foundation for the AI era

Assurance

Measure everything

Transformation

Increase speed and agility with 
data

Risk Mitigation

Secure networking by default



Data Generation
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Deep Packet Inspection
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Network-based 
Application 
Recognition (NBAR)
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Cisco Cloud SD-AVC
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• Amazon Chime
• Atlassian
• Box
• Cisco Meraki
• Code42
• Crashplan
• Dropbox

• Microsoft Intune
• MS Office 365
• RingCentral
• SalesForce
• SAP
• ServiceNow
• SugarCRM

• Zoho
• Zoom
• Zscalar
• CASI Umbrella Top 1 Million
• AWS
• Azure
…

Domain Feeds Cloud FeedsIP Feeds Dynamic Feeds

Up to 90%+ first packet classification with additional telemetry sources!

Cisco SD-AVC 
Cloud

Network 
Telemetry

Dynamic 
Intelligence 

Feeds

Telemetry Sources

5000+ Signatures

Firmware Independent Updates

Custom Regex 
Feeds
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Public Cloud OnRamp
Private backbone 

(includes CSP elements too) Outpost & Local zones

Outposts & 
Local ZoneCatalyst 8k/ISR

Meraki MX/z4

Branch/Colo/Site

Measuring experiences with ThousandEyes

Cisco Secure Access

Security

Measuring the Data Plane (High Level)
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SaaS Optimization

SaaS (public & pvt)

Secure Fabric

Secure Router Edge device



© 2025 Cisco and/or  i ts affiliates. All rights reserved.

ThousandEyes Measurements
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Netflow – Making the Old Awesome
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On-premise and “cloud” collector options

Meraki Dashboard
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Netflow – Making the Old Awesome
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On-premise and “cloud” collector options

Catalyst SD-WAN Manager Meraki Dashboard
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The Splunk Effect

Data Fidelity Skills Evolution

Network Engineering -> Data Management

Nov  1 05:28:51 10.11.11.1 1 1730456931.362125884 
KIAH_BDR_MX75 firewall src=2601:1111:8888:cb73::db8 
dst=2001:1c08:800:fc05:983:ce39:3f2:f107 
mac=10:DD:BB:CC:FC:20 protocol=tcp sport=8000 
dport=52815 pattern: allow all

52
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Benefits
• Holistic view of Network, Security and 

Identity events

• Long time data retention for compliance 
needs

• Combined data from multiple sources for 
ease of visualization (e.g., Top Threats 
combine threats from WAN and ISE)

Outcomes
• Improve troubleshooting by tracking device 

and endpoint issues

• Reduce Mean Time to Resolution (MTTR) by 
quickly identifying critical events

• Single repository for NGFW events (Malware 
Protection, Intrusion Prevention, URL-
Filtering) and Security Advisories

Splunk Technical Add-ons (TAs)

53



Sharing Context
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Telling the Data Story via the WAN
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Telling the Data Story supported by AI Assistant

56
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Cross-domain collaborative troubleshooting

AI Canvas

P O W E R E D  B Y  D E E P  N E T W O R K  M O D E L

Accelerate network operations

AI Assistant

Industry-first AgenticOps

A L P H A  I  O C T O B E R P U B L I C  B E T A  I A M E R I C A
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Deep Network Model
The most advanced networking LLM

Purpose-Built for Networking 
Up to 20% more precise reasoning for 
troubleshooting, configuration, and automation.

Trusted Training 
Fine-tuned on 40+ years of Cisco expertise and 
expert-vetted for accuracy.

Continuous Learning
Evolves with live telemetry and real-world 
Cisco TAC and CX insights.

0.00

0.10

0.20

0.30

0.40

0.50

0.60

0.70

0.80

0.90

1.00

Outperforms general models by ~20%

Accuracy on CCIE-style MCQs (590-question benchmark, May 2025)
*3.2-90B-Vision-instruct

General model benchmark Cisco-trained model
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PUBLIC BETA - US

AI Assistant
New Capabilities
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AI Canvas

Create custom network views 
and visualizations on the fly

Collaborative generative 
dashboard tool

Aggregate telemetry, share 
insights, and coordinate action
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Telling the Data Story via the WAN

61
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Supported by AI Canvas And Assistants

AI Canvas AI Assistant

Deep Network 
Model

AI 
Agen

t

AI 
Agen

t

AI 
Agen

t …
…

Topology, client details, 

location, etc.

Catalyst Center

Topology, client details, 

location, etc.

Cisco Meraki

Voice and video experience Data center network 

management.

Nexus 
Dashboard LAN, WAN, 

Internet, App 

Insights

WAN Details

SD-WAN

Cisco and third-party insights

Authentication Insights

ISE

MCP 
Server

MCP 

Server
MCP 

Server

MCP 
Server

MCP 
Server

MCP 
Server

MCP 
Server

ITSM

MCP Client

MCP 
Server

MCP 
Server

Related Threat Incidents

XDR
MCP 

Server

Security & connection events

Firewall SCC MCP 
Server

MCP 
Protocol

Unified management, 

automation, security.

Intersight MCP 
Server A2A



WAN Mastery
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The Trust Principle

The Augmentation Principle

The Monitoring Principle
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Simplifying WAN design with 
Zero Trust

Achieve WAN mastery by

Adopting a monitoring 
architecture to be ahead 
of the game

Augmenting 
capabilities with an 
automation strategy



Thank you
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