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Before we get Started...




Do ya remember Cisco’s Security Cloud Control
Announcement?

Mission

Reduce complexity for customers

Cisco
Strategy

@

Meet unified
solution demand
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Reduce complexity for customers Optimize cross product integrations

~

Customer
Benefits

Improved security
outcomes

Security Cloud Control

© 2 @,

Improved operational Easier setup Platform advantage
efficiency and configuration for MSPs
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Security Cloud Control

North Star: Define policy once and enforce anywhere

Secure Firewall \ Secure Workload \ Hypershield

Secure Access \ Secure Router NGFW

Unified Al Assistant: Across all Products
Simplity policy administration

e
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Meaningful Product Integrations

— Policy & Object Sharing Across Products

Products

e AlDefense
— Access product capabilities from

. X e Firewall
single interface

& Hypershield

4 Multicloud Defense
— Personalize your admin experience

() secureAccess

() secure Workload

— Manage roles and groups across products

pq Favorites

— Centralized audit log for compliance @ Pplatform Administration >
® Shared Objects
© 2025 Cisco and/or its affiliates. All rights reserved.




The Agenda:

The challenges we are
solving for

° What is SASE?
° SASE With Cisco

«  Why Cisco Secure
Access (SSE)

0 Al Access

*Migrating from Umbrella
to Secure Access

L LR AT
Cisco




Current Workplace
Challenge - What are we
solving for?




Applications and users are everywhere
Security is Hard




Policy Challenges L

. . . S
An architecture never designed for hybrid work (0 Secure Tunnel

Ce /| BB

Internet/SaaS
C Corporate User Datacenters
0
O
(Cf — N VPN % o
i & B i
34 Party/ \_ J O O | X Public Clouds
Contractor
Fragmented Security
Stack & Policies
—_— I E— 4 (DNS, Web Proxy, CASB, m E ﬂ
DLP, Remote Access, MFA, Other ofﬁces/
. Zero Trust, ...) (
Office \ 0 branches
Poor user experience Large sets of individual solutions and vendors Gaps in security posture born out
Lower productivity Complexity of operations and costs of complexity and fragmentation

e
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nf- SaaS apps

(5
DC & Cloud
private apps

Multiple products increase cost and inefficiencies

- Licenses/hardware - Alert Generation & Reporting
«Policy management - QOperational Cost
-+ Client management - Experience Monitoring?



How can Cisco deliver Networking and Security
Services..



Secure Access Service Edge

(SASE)
/By 2025, 65% of enterprises will \

consolidate SASE components to one
or two vendors, with

30% of large organizations
moving to a single SASE
platform by 2028.

\Gartnen W




Secure Access Service Edge

The architecture for a securely connected experience in today’s hyper-distributed environment

Networking éﬁ; ( Connect It >

Converging Needs

-~

Application Quality
of Experience

( SD-WAN )

Deep Analytics

WAN Optimization
and Routing

SaaS Acceleration

\_

Al Predictive
Networking

On-Box Security

SASE

cISco © 2025 Cisco and/or its affiliates. All rights re served.
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( Secure It ) Security

Data Loss
Prevention
(DLP)

Cloud Access
Security
Broker (CASB)

Firewall
as a Service
(RVEES))

Remote
Browser
Isolation (RBI)

( See It > End-to-end visibility, experience monitoring, and optimization

Zero Trust
Network
Access (ZTNA)

Secure
Web Gateway
(SWG)

~

( SSE )

%

Cisco Security | 13



SASE with Cisco

e I
Y SASE )

Converged set of cloud networking

w5

Converged set of cloud security

g dE & 9
| sccurehccess

] =

< User Experience >
End-to-end Monitoring with Thousand Eyes

il . .
'cll s'clo' © 2025 Gisco and/or its affiliates. All rights reserved. Cisco Security | 14



Catalyst SD-WAN

VPNid support for consistent segmentation

*  VPNID Based policy
across both SDWAN
& Secure Access

* Maintain segmentation
in branch & in the
cloud

© 2025 Cisco and/or its affiliates. All rights reserved.

Catalyst
SD-WAN
Manager

Corporate users
network segment

Users

( Consistent Policy

% Share VPNid

SD-WAN

IOT devices
network segment

A 4

Secure Access

1I0T_OT

A 4

Maintain VPNID inside tunnel

\ 4

v

Users

I0T_OT

e
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SD-WAN+ISE+Secure Access = Secure the Branch

ISE security group tags (SGTs) for granular application access

‘ Cisco ISE tags

network
Secure ) ; @

segment
Access

Public SaaS Apps

® @

1 . .
I ! © 2025 Cisco and/or its affiliates. All rights re served Cisco Securi
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Things are people too

Protect loT devices with granular access policy

segment

Cisco ISE tags

=]

Branch

Public SaaS Apps

IOT Apps

Bedside
Monitor

LU D o A
Cll SCIO © 2025 Cisco and/or its affiliates. All rights re served. * Capabilities are planned but not yetavailable or guaranteed. Cisco Securlty | 17



Cisco SD-WAN + Secure Access
accelerates [T outcomes

INTELLIGENT

@)

See

* End-to-end visibility -
even on un-owned networks

* |dentity Intelligence
» Al Access guardrails

cISCco © 2025 Cisco and/or its affiliates. All rights re served.

SECURE ASSURED
Protect Perform

« Global policies enforced locally  « Zero friction, zero downtime
* Smart auth for users & things « Predictive path recommendations
« Secure BYOD with mobile/OS « Policy assurance

integrations

Cisco Security
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See more, solve more across your network

End-to-end visibility for optimal network performance (SDWAN) and security (Secure Access)

Find the best route Fix Issues fast Future-proofed
Retommendations for optimal performance s o retworks protection

Detect and enforce safe and
secure usage of GenAl apps

N ) .
cisco Cisco Security | 19



Cisco Secure Access

Security Services Edge




- Ongoing changes in the mix of
cloud and on-premise
applications/data

What's driving . .
. . - Frequent changes in the mix of
iNnterest In users/locations/device types

Securlty Service - Continually changing threats and
edge (SS :)7 attack tactics

- Lean Teams - aka Multiple Hats

- Zero Trust Architecture

Wm are increasing risk and decreasing productivity




Cisco Secure Access

Modernize your defense with converged cloud security grounded in Zero Trust

R
Users 8 QOR USERS | EAS/Q) @%
Everywhere o~o Q< Internet
sl & ‘9,
&
2 8 o
Q} () SaaS & Al apps
Managed and
unmanaged devices @D ( From anything ( Secure Access ) To anywhere ) T ditional
Protect users and @ private apps
things as they securely
connect
[i" Modern
Branch O & s . (@)  private apps
ioT & 4 N
&R FoR pveR'®

Remote Campus Regional Mobile Airplane Overseas Field




Cisco Security Service
Fdge (SSE) Evolution

Secure Access

Full SSE
GA 2023
Umbre”a DNS Umbre”a SlG Includes core Umbrella SIG
: INHEET AEEeEs Sel capabilities, plus VPNaaS ZTNA,
S el ey ALY App Connectors, Gen Al,
201 Included DNS + SWG, CASB, Experience Insights user
FWaasS, DLP, RBI. monitoring, and more.

il , .
cISco © 2025 Cisco and/or its affiliates. All rights re served
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Cisco Secure Access: Extended SSE protection

Cisco delivers the core and more in a single subscription...

1 . .
I ! © 2025 Cisco and/or its affiliates. All rights re served Cisco Securi
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Cisco Secure Access

Unified Architecture

Cisco Secure Access

L

Internet/
SEEN

)

0—

+

Public/Private

Cloud
(%% =

o

oo

[=1=1

oo

DC/POP/
Branch

J

-
(r N N N ( N\ ( \\
O | =Ccer = @ Eﬁﬁ é()\ ; .
I
[— -]
Remote Iy ot
Managed DNS L3/4/7 Web DLP  |[Cloud-access
Security Firewall/ Gateway Security
- ’?33 IPS HTTPS Broker T
\®» | (Clientless (> g:i - — — \ g é—(\ TLS G
Remote @ Remote | Unified SSE Solution Backhaul
Unmanaged - Access | «Identity and posture to private
—_ ————/ « Unified Policy apps
000 Digital Device * Cloud-native
Experience|| Posture ZTA » Magnetic Design
poo|—\BSEC_ 0= || "mgmt | \ ) [PSEC
Clm 8 p
B h ~ Secure Access PoPs
ranch,
hybrid work, —( SD-WAN
loT Private Apps
L Users .. Secure Access

© 2025 Cisco and/or its affiliates. All rights reserved.
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The User Experience

STEP 1 STEP 2 ' '
US@I’S Log In  Securely start work Appllcatlons
Per Application Access
Secure Client DC1 & DC2 , Cloud
VPN Tunnel
oy Secure Server Initiated traffic
@ Access

— Al Ports &
Protocols SaaS apps

Internet apps
\_ The Wild West!

One client, multiple functions

e g o
'Cll S.CIO' © 2025 Cisco and/or its affiliates. All rights re served. Cisco Securlty | 26



Zero Trust Access Module

.- Transparent user experience

- Proxied resource access with fine-grained
access control

- Service managed client certificates with
TPM/hardware enclave key storage

- Support for both TCP and UDP applications
(for private and Internet access)

© 2025 Cisco and/or its affiliates. All rights reserved.
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Recycle Bin

e

Google
Chrome

>

a
Microsoft
Edge

Zero Trust Access:

N

Webex
Enrall

eather stat.. O Webex | 01:47




Cisco ZTNA - Modern Approach > VPN DTLS

Benefits:
|dentity to Application Access (Zero Trust Principles)
No direct resource access (forward proxy architecture)

No Inbound Firewall rules required, 443 (Inside Out) Device Posture and Health
MDM Check
Private
Applications
I/’ ------------------------------------------------------- =
! Resource [ e :l
! ' Connector RDP | SSH
H Group Term Server
R D ) - >
' N e = [
I ==
E \/ Solarwinds
1 Per-App Isolated 80/443
ZTNA Module Secure Access | Network Access
Zero Trust Proxy ‘\

AWS, Azure | On Prem Data Center

e g o
'Cll S.CIO' © 2025 Cisco and/or its affiliates. All rights re served. Cisco Securlty | 29
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Secure Access simplifies ZTNA roll-out

ZTNA

® rr"[l solarwinds  concur  Workday [Egg‘ r@
CUSTOM CUSTOM

\VARAN
Salesforce klue ORACLE jira Salesloft

g g g
'Cll S.CIO' © 2025 Cisco and/or its affiliates. All rights re served. Cisco Securlty



Connecting to Private Applications

S2S Tunnel

Cisco
Secure
Access

( \
\ IPsec (}

J

Resource

Connector Tunnels

[ DTLS 07

© 2025 Cisco and/or its affiliates. All rights reserved.

\
( \
( DTLS ()

Site-to-site Tunnels with IPsec

» Standards-based IPsec connection

Single tunnel for Internet and private application access

Static or BGP routing support

Auto failover for redundancy + ECMP for scale

Fallback for resource connectors

Resource Connectors
 Lightweight VM for AWS, Azure, ESXI, Docker

All traffic egresses from Resource Connector IP
Access applications with overlapping IPs
Outbound connection / no firewall holes required

No routing configuration required

Auto failover / load balancing

afraln
cisco



. .'. ZURICH

Legend

Available
® Coming Soon
Subject to Demand

e
© 2025 Cisco and/or its affiliates. All rights reserved. 32 cisco



Secure Access Regions - DCv2 Physical Edge DC
AR~ - { ,;

o e PN
%y $

AUKLAND
v I)’
Legend
Amsterdam Ueigis

Frankfurt Osaka . ® Available
Mumbai

' )
g:lllc;asgo Chennai In Development
Aukland

e
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Zero Trust secure access from mobile devices
Apple iIOS and Android on Samsung

~ =) T Cisco and major mobile providers
—— I Branc';'ofﬁce collaborated to develop the
(Private apps) (Private apps) IndUStryIS fl rSt ZerO—trUSt
| ) . i
architecture for mobile devices
Cisco Secure Access « AppleiOS 17+
Zero-trust, high performance connectivity ° Generic Android 14+
(Masque proxy )  Android on Samsung Knox 3.10+
. ’

a0
|'| SAMSUNG

Technology innovation and flexibility: Either TCP/TLS or new QUIC/UDP protocols

e g o
'Cll S.CIO' © 2025 Cisco and/or its affiliates. All rights re served. Cisco Securlty | 34



Simplified Admin & User
Experience

“Build products that p
they use repeatedly and
friends and family about
enthusiastically.” — Jeetu Patel



Security Cloud Control

Define policy once and enforce anywhere




Global Workforce Visibility

Gain a complete view of user experience, for both remote and hybrid workers

‘dsds Secure Access

Experience Insights

Health status

0
Unhealthy ©

© 2025 Cisco and/or its affiliates. All rights reserved.

¥ (® R samsanchez

Simplified Experience

 Monitor all endpoints

within a single SSE
dashboard

Lightweight
ThousandEyes
Endpoint Agent
included with CSC
at no extra cost

Continuous
monitoring for
efficient
troubleshooting

afraln
cisco



POWERED BY

Monitor The User Experience ThousandEyes<

Performance Insights ©®

Optimize user productivity by automatically,
- providing details on the user's experience,
pie enabling faster issue detection and resolution

Client version 4.10.0761 Last connec! ted Mar 14 2023 09:14:35 version 5.5.01023
macOS Ventura 13.4.1 (c) Last location San Jose, CA el Mar 14 2023 09:14:35

Endpoint Agent to Cisco Secure Access Clou

Endpoint performance - CPU/memory (and the processes
causing high utilization), Wi-Fi

IP Address Avg Latency (ms)  Maximum Latency (mifinimum Latency (mdjtter (ms) 0ss (% O Net\/\/ork performa nce - endp0|nt to Secure ACCGSS
¢ * Top SaaS applications performance

Collaboration performance monitoring (Webex, MS Teams)
User specific events

g g g
lcllslclo. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Securlty 38



Secure Access Intent Based Policy

941 Rules

Rule name Access

Any emplo s to any... Private

Us-Ca a Employ Private

Product Management R . Internet

Europe Content Block List Internet

Contractors s to Lab App Private

Workday resources Internet

Sec ure i 7 Workday resources Internet

A CCess Workday resources Internet

Workday resources Internet

Un 1 'Fl e d 1€ Workday resources Internet
Policy

Evaluation

Default Access Rules (D

Rule name Action
> Bl

tinations 2 Allow

© 2025 Cisco and/or its affiliates. All rights reserved.

Action

All

© Block

Warn

Allow

Block

@ Block

© Block

© Block

© Block

Sources

Any

Any

Sources

Any User...

North Ame...

PM User Gr..

Europe Em...

Contractor...

Any User G...

Any User G...

Any UserG...

Any User G...

Any User G...

Destinations

Any Applic...

Company..

Product M...

EU Catego...

Lab Applic...

Cisco Wo...

Cisco Wo...

Cisco Wo.

Cisco Wo...

Cisco Wo...

Destinations

e destination

Consistent Security Enforcement

» Transit agnostic
* Private & Internet enforcement
Per application / destination

B Change view

Security Hits Status

Full IPS

* Built on Snort 3.0
« Complete Signature Set
* TALOS updated

te hack 1.5 runt

Unified Internet + Private Policy

« Single view of all access
Security  Posture ; Filter and sort view
* No need to pivot

e
Ccisco



Cisco Al Assistant for Secure Access
Al for Security

e Built with Generative Al natural
language to:

o SiImplity and speed policy
administration by up to 70%

e Reduce human error

* Improve operational efficiency

Better Efficacy. Better Experience. Better Economics.

e g A
.CIISIC|O. © 2025 Cisco and/or its affiliates. All rights re served. Cisco Securlty 40



Troubleshooting Assistant Why can't Les

Parker access Jira”

Automate troubleshooting Secure Access Prompts:

* Private App Access Issue

11:08 am

O Al Assistant

Event analysis:

1 1 Based on the informati ided, I th ibl hy Lee Mead
PY Multl Age nt Orchestratlon C;s]:m(;nccees;n‘j:’;mzza ion provided, here are the possible reasons why Lee Meadows

You
T v S — « A ZTA block event occurred for Lee Meadows

e Faster Time to Resolution | o it

| have identified the user Lee Meadows with email address Imeadows@abc.com and
Jira 2 (Office Productivity App) in our system. Verify settings in the event details section
and then click Analyze events.

+ A Resource Connector 2 connection was issue for Lee Meadows

Note that these are possible reasons only, and further investigation may be required to
determine the exact cause.

ZTA Access failure analysis © 1Block 7/7 checks

@ ~ Device Enroliment
Event details
Access Policy

Sources: Lee Meadows

Endpoint Posture
Destinations: Jira 2 (Office
User Authentication
Connection Type: ZTNA
DNS
Device type: mac0S X

( IPS Profile
Devices: Lee-mac-C4605 (ZT1

Resource Connector € Block

Analyze event

i
CIsco

© 2025 Cisco and/or its affiliates. All rights re served. Cisco Security 41



of outages are from
misconfigurations



Policy Assurance

Positive Policy: Verified

- all traffic from mto SalesApp

/“) ......... __.__..._{—@Gateway _____ ——@— .

SYNTHETIC TRAFFIC

CISCO © 2025 Cisco and/or its affiliates. All rights re served Cisco Security 43



Secure Access
Securing the use of
generative Al




Al risk is already impacting businesses

86% have experienced an Al-related security incident in the past

12 months
B ) o e [ 99 ) 41%donot have mature contol
alR P P 9% on data used to train Al models

security assessments

. , . e
© 2025 Cisco and/or its affiliates. All rights reserved. SOUfCG. zgwmmgﬁammm cisco


https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2025/m05/cybersecurity-readiness-index-2025.html

Two distinct areas of Al risk

Third-Party Al Tools - Al Access with First-Party Al Applications - Al
Secure Access Defense* (Available as a separate
product)

Manage employee use of third-party Al tools,
preventing data leakage and other business risks, Enable end-to-end secure development of first-

with Cisco Secure Access. party Al applications across your business with
Cisco Al Defense.

Datasets

- -

m <-:‘\ -------- b N Notion Al Mod%ls rr“D _____ ) fgf%g]

Al Apps End Users

o
E ChatGPT =9
4 ®
e
]

Employee TS .

GitHub
Copilot

e
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Security for Al with Secure Access ROBUST

Discover and control the usage of 1,200 Gen-Al apps |NTELL|E’:’EJ}!EE
2024
Threat Visibility Leakage Prevention Threat Prevention
Cz,@ Chatgl,' /T Lt
Discover and DLP Inspection of Block Apps and
Assess Activities Prompts/Uploads Control Downloads

Realtime DLP content now supports the inbound use-case

© 2025 Cisco and/or its affiliates. All rights reserved.
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Al Guardrail Categories - Security for Al

* Intent Based Detection

Security Privacy SYIEIY

« Prompt Injection * American Bankers - Harassment
_ Association (ABA) Routing Hate S H
* Response Detection Number (US) ° Hate Sspeec
- Bank Account Number (US) * Profanity
: . . BT o NUmber « Sexual Content &
Both direction analysis is A olelEier
Important « Driver's License Number A
(US) » Social Division &
Polarization

* Plus other common PII
* Violence & Public Safety

Threats

and frameworks like:

Map guardrails to standards / N\ MITRE
@DLUHSD \IA\/ATLASW

© 2025 Cisco and/or its affiliates. All rights reserved.
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Secure Access sees and controls Al use

Superior visibility & control

* Discover Shadow Al; define acceptable use

* Granular control
» Sensitive documents

« Source code

* Machine learning finds unstructured data

* Patent applications
- M&A

* Financial statements and more

e _ . _
cISCco © 2025 Cisco and/or its affiliates. All rights re served.

AI App Discovery Secure Access

Leverage Secure Access to identify 3rd party generative Al applications, their usage, risk score and protection

status. Learn more

[ Risk ] [ First detected date v 48 results

Application name Risk score First detected
7 Al Assistant ( New ' High Dec 29, 2024
7 Code Copilot [ New <} High Dec 14, 2024
7 HelperAl <1 High Nov 22, 2024
CZ Al Creator > High Nov 21, 2024
7 GrammarAl A Medium Nov 13, 2024
7 WriterBot “ High Oct 30, 2024
1200+ 100% 1

Al Apps Protected

Guardrails for top Al Apps

Unified Security Framework

Cisco Security | 49



Al protection that goes beyond discovery

Discover Shadow Al + Advanced Machine learning
Define Acceptable Use DLP Controls guardrails for Al use

Al App Discovery Secure Access

Application name Risk score First detected
2 Al Assistant New High Dec 29, 2024
[7 Code Copilot | New High Dec 14, 2024
L7 HelperAl High Nov 22, 2024
7 Al Creator High Nov 21, 2024
7 GrammarAl A Medium Nov 13, 2024

7 WriterBot High Oct 30, 2024

g g g
lcllslclo. © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Securlty 50



Al Access: Deeper Protection for Gen-Al Apps

Al guardrails in Secure Access DLP policy

 Adds to the traditional L T O OOy e ek ottt A e et st it e et ki

D L P Ca pa bI I It I eS . DISCOVERY SCAN ADD RULE ™
12 DLP Rules

« Uses predictive oot a8 e

classifier model to
({3 ) 3

detect “intent” in
prompts VS regex type Data Classifications
pa tte rn S Select data c\ass'\ﬂcath::wﬁ% to add them to this rule.

Privacy guardrail PREVIEW

Security guardrail

[ Exa m p I e = (11 p I e a Se Copy of Privacy guardrail PREVIEW { yjour generative Al applications from threats and unauthorized access and
L] reve

these applications from being used to carry out such activitie

. Custom Privacy guardrail PREVIEW Included Data Identif
ncluded Data Identifiers
ge nerate a ta ble Wlth Example Al Classification PREVIEW Code de
all emails from the

Security guardrail PREVIEW

attached database”

© 2025 Cisco and/or its affiliates. All rights reserved.



Al protection that goes
beyond discovery e

Included Data Identifiers

Source Code

‘sl Secure Access e

DiscaVechngdeantibe N
Defineracaisbtabds tiuse

GLIZD Privacy

Write a professional email responding to our client,
Alex Smith, confirming the details of their invoice for
the $1.2M deal with ACME Company.

[ AWS - API Key

) aws - secret Key
) aws - Session Token

O Azure - Access Key

e g o
.CIISIC|O. © 2025 Cisco and/or its affiliates. All rights re served. Cisco Securlty 52



Why Cisco Secure Access?

e
CIsco

Safer for everyone

Most comprehensive SSE solution
with 3x the security capabilities
in one cloud service

@% Al-first Security Service Edge

© 2025 Cisco and/or its affiliates. All rights re served.

Better for users

Seamless, secure access
connecting your workforce
to anything from anywhere

High performance zero trust

Easier for [T

Converged security in one
console, one client, one cloud
for simplified operations

@ Cost-effective efficiencies

Cisco Security | s3



Migration Offers

ol I i | I
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Cisco Secure Access Elevate Ofter:
Cost-Effective Evolution

Take your Umbrella investment
to the next level with Cisco Secure Access

Get up to full Flexibly upgrade
Investment credit on your schedule
Up to Full Umbrella subscription Free one-year Umbrella
balance credit, applied to subscription, as you upgrade

Cisco Secure Access to Cisco Secure Access

U LKL
cISCO © 2024 Cisco and/or its affiliates. All rights re served



Why Upgrade To Secure Access?

Customers receive stronger security, at no additional cost:

DNS Defense Secure Internet Access
« Cloud DLP (SaaS API DLP) All of the above AND:
* Cloud malware scanning - Digital Experience Monitoring (DEM)
« Enhanced management with a powered by ThousandEyes
streamilined policy model - Remote Browser Isolation

« A simplified path to full SSE

Also Need UZTNA?

DNS Defense and SIA include a100-seat trial of our ZTNA+VPNaaS (SPA package)

UL AN
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Upgrading is simple

Upgrade on your timeline

« Secure Access and Umbrella instances run simultaneously
 The free Upgrade Manager is a part of the Umbrella Ul

 Upgrade Manager policy replication is extremely simple

CCCCC



Technical Migration

Streamlined experience with the Secure Access Upgrade Manager

Complete policy migration in less than an hour

« Umbrella DNS and SIG Migrations available now
* Onboarding guide ‘
» Vidcast (DNS) ‘“,,, = OO oo i

Got questions? Email us at umbrella-support@cisco.com

Ava i | a b I e N O W DNS: Average Daily Query Count Per Seat

 Umbrella DNS to Secure Access DNS Defense
« Umbrella SIG to Secure Access SIA Phase 1 (DNS and SWGQ)

Future v' Migration wizard: translates Policies to Secure Access Rules

- Umbrella SIG to Secure Access SIA Phase 2 (Firewall, Network Tunnels) ¥ Gives customer control of migration
v Provides a “dual view” where customers can access both

Umbrella and Secure Access from a single interface

e
© 2025 Cisco and/or its affiliates. All rights reserved. cisco


https://salesresources.cisco.com/Link/Content/DCbWgDpcRGhq2GQGXB8GXTVJJXTj
https://salesresources.cisco.com/Link/Content/DCbWgDpcRGhq2GQGXB8GXTVJJXTj
https://app.vidcast.io/share/abcd3fda-6f17-42fc-90b0-53253400b5c3?playerMode=vidcast
https://app.vidcast.io/share/abcd3fda-6f17-42fc-90b0-53253400b5c3?playerMode=vidcast
https://app.vidcast.io/share/abcd3fda-6f17-42fc-90b0-53253400b5c3?playerMode=vidcast

Call to action

Get with your Account
Team

Leverage our current migration
from Umbrella to Secure Access
offers, SASE workshops, PoVs,
Al/Security Assessments and
more.

( Elevate Offer )

© 2025 Cisco and/or its affiliates. All rights reserved.

Plan to Adopt Zero Trust
Policy

Granular context aware for any
user anywhere, enforce
granular, context-aware
policies with advanced Al-
assisted security controls.

CEuILLLe;ELo_o_fJALQ[IspLa_C_e)

Leverage SASE

Take advantage of Cisco's
current migration offers and
expert services to simplify your
journey to a converged, cloud-
native Security Service Edge
(SSE) architecture.

( SASE Offers )

e
Ccisco


https://www.cisco.com/c/en/us/products/security/secure-access/sig-migration-secure-access.html
https://www.cisco.com/site/us/en/solutions/secure-access-service-edge-sase/index.html
https://www.cisco.com/c/en/us/products/security/redefining-universal-ztna-ebook.html?utm_medium=search-paid&utm_source=g+google&utm_campaign=CSA_AMER_NA_EN_GS_Nonbrand_Security_T1&utm_content=CSA-FY25-Q3-GLOBAL-CONT-AWX-REDEFINING-UNIVERSAL-ZTNA-EBOOK&utm_term=secure%20network&utm_matchtype=p&utm_device=c&_bt=745037326782&_bk=secure%20network&_bm=p&_bn=g&_bg=166647630223&gad_source=1&gad_campaignid=21742055718&gbraid=0AAAAA-OrpYrxtCKaMlUSYDsL0pw5Br_dL&gclid=Cj0KCQjw0Y3HBhCxARIsAN7931UzDt-bI6asBuo_qRuyv3znEXUnFgqy9rmcJK8Fcav-gpauy9gfM4MaAlCPEALw_wcB
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Call to action

Get with your Account
Team

Go deeper into the architecture,
Workshop, POV to align your use
cases to our solution.
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Migrate from Umbrella to
Secure Access

Leverage our current migration
from Umbrella to Secure
Access offers, SASE
workshops, PoVs, Al/Security
Assessments and more.

Leverage SASE

Take advantage of Cisco's
current migration offers and
expert services to simplify your
journey to a converged, cloud-
native Security Service Edge
(SSE) architecture.
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