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Before we get Started...
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Do ya remember Cisco’s  Security Cloud Control
Announcement? 

Reduce complexity for customers

Meet unified
solution demand

Optimize cross product integrations

Cisco 
Strategy

Improved security 
outcomes

Improved operational 
efficiency

Easier setup 
and configuration

Platform advantage 
for MSPs

Security Cloud Control

Customer 
Benefits

3

Reduce complexity for customers

Mission
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Security Cloud Control
North Star: Define policy once and enforce anywhere

Hybrid Mesh Firewall AI Defense 3rd Party Firewalls

Unified AI Assistant: Across all Products
Simplify policy administration

Secure Access

HypershieldSecure WorkloadSecure Firewall

Secure Router NGFW
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Meaningful Product Integrations

→ Policy  & Object Sharing Across Products

→ Access product capabilities from 

single interface

→ Personalize your admin experience 

→ Manage roles and groups across products

→ Centralized audit log for compliance
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• The challenges we are 
solving for

• What is SASE? 

• SASE With Cisco

• Why Cisco Secure 
Access (SSE)

• AI Access

• *Migrating from Umbrella 
to Secure Access

•The challenges we are solving forThe Agenda:  



Current Workplace 
Challenge – What are we 
solving for? 



Applications and users are everywhere
Security is Hard 

P U B LI C
CL OU D

P U B LI C
CL OU D

P U B LI C
CL OU D

P U B LI C
CL OU D

P U B LI C
CL OU D
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Policy Challenges
An architecture never designed for hybrid work

Internet Traffic

Private Traffic

Secure Tunnel

Poor user experience
Lower productivity

Gaps in security posture born out 
of complexity and fragmentation

Large sets of individual solutions and vendors
Complexity of operations and costs

Office

Internet/SaaS

Public Clouds

Other offices/
branches

Fragmented Security 
Stack & Policies

(DNS, Web Proxy, CASB,
DLP, Remote Access, MFA,

Zero Trust, …)

Distributed 
Datacenters

Remote 

Corporate User

3rd Party/ 
Contractor

                           

     

VPN



10

VPN

SWG

RBI

ZTA

DLP

CASB

Separate 
consoles

Multiple products increase cost and inefficiencies 
• Licenses/hardware
• Policy management
• Client management

• Alert Generation & Reporting
• Operational Cost
• Experience Monitoring?

Security Challenges

You

SaaS apps

DC & Cloud 
private apps

Non-
standard
apps

Internet apps
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How can Cisco deliver Networking and Security 
Services.. 



Secure Access Service Edge
(SASE) 

By 2025, 65% of enterprises will 
consolidate SASE components to one 
or two vendors, with 

30% of large organizations 
moving to a single SASE 
platform by 2028.



© 2025  Cisco  and/or  its affiliates . All rig hts  re served .    |    13

The architecture for a securely connected experience in today’s hyper-distributed environment

Secure Access Service Edge

SASE

End-to-end visibility, experience monitoring, and optimization

Deep Analytics SaaS Acceleration

Application Quality 
of Experience

WAN Optimization 
and Routing

SD-WAN

Firewall 
as a Service

(FWaaS)

Secure 
Web Gateway 

(SWG)

Cloud Access 
Security 

Broker (CASB)

Zero Trust 
Network 

Access (ZTNA)

Data Loss 
Prevention 

(DLP)

Remote 
Browser

Isolation (RBI)

SSE

Converging NeedsNetworking Connect It SecuritySecure It

See It

Assurance

On-Box Security

AI Predictive 
Networking
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SASE with Cisco

Secure Access

Converged set of cloud securityConverged set of cloud networking

Cisco SD-WAN & Meraki, FTD

SASE

User Experience
End-to-end  Monitoring with Thousand Eyes
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Catalyst SD-WAN
VPNid support for consistent segmentation

Users

IOT_OT

Maintain VPNID inside tunnel
X

Corporate users 
network segment

IOT devices 
network segment

Catalyst 
SD-WAN 
Manager

SD-WAN Secure Access

Users

IOT_OT

Share VPNid

• VPNiD Based policy 
across both SDWAN 
& Secure Access

• Maintain segmentation 
in branch & in the 
cloud

Consistent Policy
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SD-WAN+ISE+Secure Access = Secure the Branch

ISE security group tags (SGTs) for granular application access

Public SaaS Apps

Web

Corporate 
users 

network 
segment

Branch

Cisco ISE tags

Private Apps*

Secure 
Access

SD-WAN
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Protect IoT devices with granular access policy

Things are people too 

Public SaaS Apps

Web

Corporate 
users 

network 
segment

Branch

Cisco ISE tags

Private Apps*

SSE POP Network

* Capabilities are planned but not yet available or guaranteed.

SD-WAN

IOT Apps

Bedside
Monitor

IOT devices 
network 
segment
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INTELL IGE NT SECURE ASSURED

Cisco SD-WAN + Secure Access
accelerates IT outcomes

• End-to-end visibility – 
even on un-owned networks 

• Identity Intelligence

• AI Access guardrails

• Global policies enforced locally

• Smart auth for users & things 

• Secure BYOD with mobile/OS 
integrations

• Zero friction, zero downtime

• Predictive path recommendations

• Policy assurance

PerformProtectSee
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End-to-end visibility for optimal network performance (SDWAN) and security (Secure Access)

See more, solve more across your network

Find the best route
AI-powered analytics drive Predictive Path 
Recommendations for optimal performance

Fix issues fast
Visibility from the edge to the 
application across all types of networks

Future-proofed
protection
Detect and enforce safe and 
secure usage of GenAI apps



Cisco Secure Access
Security Services Edge
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• Ongoing changes in the mix of 
cloud and on-premise 
applications/data

• Frequent changes in the mix of 
users/locations/device types

• Continually changing threats and 
attack tactics

• Lean Teams - aka Multiple Hats

• Zero Trust Architecture

What’s driving 
interest in 
security service 
edge (SSE)?
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Cisco Secure Access
Modernize your defense with converged cloud security grounded in Zero Trust

Internet

SaaS & AI apps

Modern 
private apps

Users 
Everywhere

Managed and 
unmanaged devices

Branch
iOT

From anything To anywhereSecure Access
Protect users and

things as they securely 
connect

B
E
TT

ER
FOR USERS | EASIER

FO
R

IT
SAFER FOR EVERYONE

Remote Campus Regional Mobile  Airplane Overseas Field …

Traditional 
private apps
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Umbrella SIGUmbrella DNS

Secure Access
Rapid time-to-value

Proven efficiency 

Our latest evolution; superior ZTNA

DNS-layer security
2015 

Internet Access SSE
2017

Included DNS + SWG, CASB, 
FWaaS, DLP, RBI.

Includes core Umbrella SIG 
capabilities, plus VPNaaS ZTNA, 
App Connectors, Gen AI,  
Experience Insights user 
monitoring, and more.

Full SSE
GA 2023

Cisco Security Service 
Edge (SSE) Evolution
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So much more 

VPN as-a-Service

AI Access and Usage Controls

Digital Experience Monitoring

DNS Security

Remote Browser Isolation

Talos Threat Intelligence

Cloud Malware Protection

Cisco Secure Access: Extended SSE protection

SSE core capabilities

Secure Web Gateway

Zero Trust Network Access

Firewall as-a-Service

Cloud Access Security Broker

Data Loss Prevention

Advanced Malware Protection

Sandbox

+

Cisco delivers the core and more in a single subscription…
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Cisco Secure Access
Unified Architecture

Branch, 
hybrid work, 

IoT

Remote
Managed

Remote
Unmanaged

*Q2FY24

IPSEC

Client 

Users

Clientless

Cisco Secure Access

Secure Access PoPs

IPSEC

TLS

DC/POP/
Branch

Internet/ 
SaaS

Public/Private 
Cloud

Apps

Backhaul 
to private 

apps

Unified SSE Solution
• Identity and posture
• Unified Policy
• Cloud-native
• Magnetic Design

Remote 
Access

ZTA 

Digital 
Experience 

mgmt

Cloud-access 
Security 
Broker 

DNS 
Security

Web 
Gateway 
HTTPS

L3/4/7 
Firewall/ 

IPS

DLP

Device 
Posture

Secure Access

SD-WAN
Private Apps
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STEP 2

Securely start work
STEP 1

Log In

VPN Tunnel
Server Initiated traffic

Per Application Access
DC1 & DC2 , Cloud

Internet apps
The Wild West!

SaaS apps

Secure
Access

The User Experience

One client, multiple functions

Secure Client

Users Applications

All Ports & 
Protocols
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Zero Trust Access Module

• Transparent user experience

• Proxied resource access with fine-grained 
access control

• Service managed client certificates with 
TPM/hardware enclave key storage

• Support for both TCP and UDP applications 
(for private and Internet access)

QUIC & 
MASQUE
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Cisco ZTNA – Modern Approach > VPN DTLS

BRKSEC-2482

ZTNA Module Secure Access
Zero Trust Proxy

Per-App Isolated 
Network Access

Single Sign-On

MDM Check

Device Posture and Health

Private 
Applications

AWS, Azure | On Prem Data Center

Resource 
Connector 

Group
RDP | SSH

Term Server

Solarwinds
80/443

Benefits:

▪ Identity to Application Access (Zero Trust Principles)

▪ No direct resource access (forward proxy architecture)

▪ No Inbound Firewall rules required,  443 (Inside Out)
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CUSTOM CUSTOM

V P N

Z T N A

Secure Access simplifies ZTNA roll-out
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Connecting to Private Applications

Resource Connectors

• Lightweight VM for AWS, Azure, ESXI, Docker

• All traffic egresses from Resource Connector IP

• Access applications with overlapping IPs

• Outbound connection / no firewall holes required

• No routing configuration required

• Auto failover / load balancing

Site-to-site Tunnels with IPsec

• Standards-based IPsec connection

• Single tunnel for Internet and private application access

• Static or BGP routing support

• Auto failover for redundancy + ECMP for scale

• Fallback for resource connectors

S2S Tunnel

Resource
Connector Tunnels

Apps

Apps

Data Center Cloud
Cisco

Secure 
Access

DTLS

DTLS

IPsec
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Available

Legend

Coming Soon

Subject to Demand

SAO PAOLO

CAPE 
TOWN

UAE
BAHRAIN

MUMBAI HYDR.

SPAIN

STOCKHOLM

HONG KONG

TOKYO

OSAKA
SEOUL

SYDNEY

MELBOURNE

JAKARTA

IRELAN
D

LONDON

FRANCE
MILAN

FRANKFURT

ZURICH

SINGAPORE

TEL AVIV

CAN-CEN
CAN-WEST

PAC N.WEST

NOR CAL
US-EASTOHIO

MALAYSIA

THAILAND

32

Secure Access Regions – AWS coverage
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Secure Access Regions – DCv2 (Physical Edge DC)

In Development & Coming Soon

Amsterdam
Frankfurt
Chicago

Dallas

Tokyo
Osaka
Mumbai
Chennai
Aukland

MIAMI

SAN JOSE

LOS 
ANGELES

KSA

DC

MUMBAI

TOKYO

OSAKA

FRANKFURT
AMSTERDAM

CHENNAI

DALLAS

CHICAGO

Available

Legend

In Development

AUKLAND
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Apple iOS and Android on Samsung

Zero Trust secure access from mobile devices

Cloud Data center Branch office

Private apps

Cisco Secure Access

Zero-trust, high performance connectivity

Private apps Private apps

Masque proxy

Technology innovation and flexibility: Either TCP/TLS or new QUIC/UDP protocols

Cisco and major mobile providers 
collaborated to develop the 
industry's first zero-trust 
architecture for mobile devices

• Apple iOS 17+
• Generic Android 14+
• Android on Samsung Knox 3.10+



Simplified Admin & User 
Experience

“Build products that people love, that 
they use repeatedly and talk to their 
friends and family about 
enthusiastically.” – Jeetu Patel
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Secure Access AI Defense Secure Router
3rd party 
firewalls

Define policy once and enforce anywhere

Security Cloud Control

Secure Firewall 
(FTD, ASA)

Hypershield
Multicloud 

Defense
Secure 

Workload
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Global Workforce Visibility
Gain a complete view of user experience, for both remote and hybrid workers

• Monitor all endpoints 
within a single SSE 
dashboard

• Lightweight 
ThousandEyes 
Endpoint Agent 
included with CSC 
at no extra cost

• Continuous 
monitoring for 
efficient 
troubleshooting

Simplified Experience
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Monitor The User Experience

Optimize user productivity by automatically,

providing details on the user’s experience, 
enabling faster issue detection and resolution

Monitoring examples:
• Endpoint performance – CPU/memory (and the processes 

causing high utilization), Wi-Fi

• Network performance – endpoint to Secure Access

• Top SaaS applications performance

• Collaboration performance monitoring (Webex, MS Teams)

• User specific events

Monitor health and performance as users access applications and resources

POWERED BY
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Secure Access Intent Based Policy

Secure 

Access

Unified 
Policy 

Evaluation Unified Internet + Private Policy

Consistent Security Enforcement

• Transit agnostic
• Private & Internet enforcement
• Per application / destination

• Single view of all access
• Filter and sort view 
• No need to pivot

Full IPS

• Built on Snort 3.0
• Complete Signature Set
• TALOS updated
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AI for Security

Cisco AI Assistant for Secure Access

Better Efficacy. Better Experience. Better Economics.

• Built with Generative AI natural 
language to:

• Simplify and speed policy 
administration by up to 70%

• Reduce human error

• Improve operational efficiency
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Automate troubleshooting Secure Access

Troubleshooting Assistant

• Private App Access Issue

• Multi Agent Orchestration

• Faster Time to Resolution

Prompts:

“Why can’t Lee 
Parker access Jira”
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SYNTHETIC TRAFFIC

Agent Gateway Internet App

X

all traffic fromDeny topaul_t FinApp

Negative Policy: Verified

SAP

of outages are from 
misconfigurations75%

Gartner
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SYNTHETIC TRAFFIC

SalesforceAgent Gateway Internet App

all traffic fromAllow topaul_t SalesApp

Positive Policy: Verified

Policy Assurance



Secure Access 
Securing the use of 
generative AI
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AI risk is already impacting businesses

AI risk is already impacting businesses

86% have experienced an AI-related security incident in the past 
12 months

Only 45% have resources and 
expertise for comprehensive AI 
security assessments

41% do not have mature controls 
on data used to train AI models

Source: 2025 Cisco Cybersecurity Readiness Index

https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2025/m05/cybersecurity-readiness-index-2025.html
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Two distinct areas of AI risk

Third-Party AI Tools – AI Access with 
Secure Access

Manage employee use of third-party AI tools, 
preventing data leakage and other business risks, 
with Cisco Secure Access.

First-Party AI Applications – AI 
Defense* (Available as a separate 
product)

Enable end-to-end secure development of first-
party AI applications across your business with 
Cisco AI Defense.
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Security for AI with Secure Access
Discover and control the usage of 1,200 Gen-AI apps

Block Apps and 
Control Downloads 

DLP Inspection of  
Prompts/Uploads  

Block Apps and 
Control Downloads 

Discover and 
Assess Activities

Threat Visibility Leakage Prevention Threat Prevention

Realtime DLP content now supports the inbound use-case

2024
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AI Guardrail Categories – Security for AI

• Intent Based Detection 

Map guardrails to standards 
and frameworks like:

Security

• Prompt Injection

• Response Detection

Both direction analysis is 
important

Privacy

• American Bankers 
Association (ABA) Routing 
Number (US)

• Bank Account Number (US)

• Credit Card Number

• Driver's License Number 
(US)

• Plus other common PII

Safety

• Harassment

• Hate Speech

• Profanity

• Sexual Content & 
Exploitation

• Social Division & 
Polarization

• Violence & Public Safety 
Threats
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Secure Access sees and controls AI use

1
Unified Security Framework

100%
Guardrails for top AI Apps

1200+
AI Apps Protected

Superior visibility & control

• Discover Shadow AI; define acceptable use

• Granular control

• Sensitive documents 

• Source code

• Machine learning finds unstructured data 

• Patent applications

• M&A

• Financial statements and more
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Cisco AI Access, powered by AI Defense

AI protection that goes beyond discovery

Machine learning 
guardrails for AI use

Advanced 
DLP Controls

Discover Shadow AI + 
Define Acceptable Use
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AI Access: Deeper Protection for Gen-AI Apps
AI guardrails in Secure Access DLP policy

• Adds to the traditional 
DLP capabilities.   

• Uses predictive 
classifier model to 
detect “intent” in 
prompts vs regex type 
patterns

• Example: “please 
generate a table with 
all emails from the 
attached database”
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Cisco AI Access, powered by AI Defense

AI protection that goes 
beyond discovery

Machine learning 
guardrails for AI use

Advanced 
DLP Controls

Discover Shadow AI + 
Define Acceptable Use
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Why Cisco Secure Access?

Easier for IT
Converged security in one
console, one client, one cloud
for simplified operations

Cost-effective efficiencies

Safer for everyone
Most comprehensive SSE solution 
with 3x the security capabilities
in one cloud service

AI-first Security Service Edge

Better for users
Seamless, secure access 
connecting your workforce
to anything from anywhere

High performance zero trust
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Migration Offers
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Get up to full
investment credit

Up to Full Umbrella subscription 
balance credit, applied to 
Cisco Secure Access

Flexibly upgrade 
on your schedule
Free one-year Umbrella 
subscription, as you upgrade 
to Cisco Secure Access

Cisco Secure Access Elevate Offer: 
Cost-Effective Evolution

Take your Umbrella investment 
to the next level with Cisco Secure Access
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Why Upgrade To Secure Access?

Also Need UZTNA? 
DNS Defense and SIA include a100-seat trial of our ZTNA+VPNaaS (SPA package)

Customers receive stronger security, at no additional cost:

• Cloud DLP (SaaS API DLP)

• Cloud malware scanning

• Enhanced management with a 
streamlined policy model

• A simplified path to full SSE

All of the above AND:

• Digital Experience Monitoring (DEM) 
powered by ThousandEyes

• Remote Browser Isolation 

DNS Defense Secure Internet Access 
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Upgrading is simple

Upgrade on your timeline​

• Secure Access and Umbrella instances run simultaneously​

• The free Upgrade Manager is a part of the Umbrella UI​

• Upgrade Manager policy replication is extremely simple​
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Technical Migration
Streamlined experience with the Secure Access Upgrade Manager

Complete policy migration in less than an hour

• Umbrella DNS and SIG Migrations available now

• Onboarding guide

• Vidcast (DNS)

Available Now

• Umbrella DNS to Secure Access DNS Defense

• Umbrella SIG to Secure Access SIA Phase 1 (DNS and SWG) 

Future

• Umbrella SIG to Secure Access SIA Phase 2 (Firewall, Network Tunnels)

✓ Migration wizard:  translates Policies to Secure Access Rules
✓ Gives customer control of migration 
✓ Provides a “dual view” where customers can access both 

Umbrella and Secure Access from a single interface

https://salesresources.cisco.com/Link/Content/DCbWgDpcRGhq2GQGXB8GXTVJJXTj
https://salesresources.cisco.com/Link/Content/DCbWgDpcRGhq2GQGXB8GXTVJJXTj
https://app.vidcast.io/share/abcd3fda-6f17-42fc-90b0-53253400b5c3?playerMode=vidcast
https://app.vidcast.io/share/abcd3fda-6f17-42fc-90b0-53253400b5c3?playerMode=vidcast
https://app.vidcast.io/share/abcd3fda-6f17-42fc-90b0-53253400b5c3?playerMode=vidcast
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Call to action

1

Get with your Account 
Team

Leverage our current migration 
from Umbrella to Secure Access 
offers, SASE workshops, PoVs, 
AI/Security Assessments and 
more.

Elevate Offer

2

Plan to Adopt Zero Trust 
Policy

Granular context aware for any 
user anywhere, enforce 
granular, context-aware 
policies with advanced AI-
assisted security controls.

SASE Offers

3

Leverage SASE

Take advantage of Cisco's 
current migration offers and 
expert services to simplify your 
journey to a converged, cloud-
native Security Service Edge 
(SSE) architecture.

Future-Proof Workplace

https://www.cisco.com/c/en/us/products/security/secure-access/sig-migration-secure-access.html
https://www.cisco.com/site/us/en/solutions/secure-access-service-edge-sase/index.html
https://www.cisco.com/c/en/us/products/security/redefining-universal-ztna-ebook.html?utm_medium=search-paid&utm_source=g+google&utm_campaign=CSA_AMER_NA_EN_GS_Nonbrand_Security_T1&utm_content=CSA-FY25-Q3-GLOBAL-CONT-AWX-REDEFINING-UNIVERSAL-ZTNA-EBOOK&utm_term=secure%20network&utm_matchtype=p&utm_device=c&_bt=745037326782&_bk=secure%20network&_bm=p&_bn=g&_bg=166647630223&gad_source=1&gad_campaignid=21742055718&gbraid=0AAAAA-OrpYrxtCKaMlUSYDsL0pw5Br_dL&gclid=Cj0KCQjw0Y3HBhCxARIsAN7931UzDt-bI6asBuo_qRuyv3znEXUnFgqy9rmcJK8Fcav-gpauy9gfM4MaAlCPEALw_wcB
https://www.cisco.com/c/en/us/products/security/redefining-universal-ztna-ebook.html?utm_medium=search-paid&utm_source=g+google&utm_campaign=CSA_AMER_NA_EN_GS_Nonbrand_Security_T1&utm_content=CSA-FY25-Q3-GLOBAL-CONT-AWX-REDEFINING-UNIVERSAL-ZTNA-EBOOK&utm_term=secure%20network&utm_matchtype=p&utm_device=c&_bt=745037326782&_bk=secure%20network&_bm=p&_bn=g&_bg=166647630223&gad_source=1&gad_campaignid=21742055718&gbraid=0AAAAA-OrpYrxtCKaMlUSYDsL0pw5Br_dL&gclid=Cj0KCQjw0Y3HBhCxARIsAN7931UzDt-bI6asBuo_qRuyv3znEXUnFgqy9rmcJK8Fcav-gpauy9gfM4MaAlCPEALw_wcB
https://www.cisco.com/c/en/us/products/security/redefining-universal-ztna-ebook.html?utm_medium=search-paid&utm_source=g+google&utm_campaign=CSA_AMER_NA_EN_GS_Nonbrand_Security_T1&utm_content=CSA-FY25-Q3-GLOBAL-CONT-AWX-REDEFINING-UNIVERSAL-ZTNA-EBOOK&utm_term=secure%20network&utm_matchtype=p&utm_device=c&_bt=745037326782&_bk=secure%20network&_bm=p&_bn=g&_bg=166647630223&gad_source=1&gad_campaignid=21742055718&gbraid=0AAAAA-OrpYrxtCKaMlUSYDsL0pw5Br_dL&gclid=Cj0KCQjw0Y3HBhCxARIsAN7931UzDt-bI6asBuo_qRuyv3znEXUnFgqy9rmcJK8Fcav-gpauy9gfM4MaAlCPEALw_wcB
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Call to action

1

Get with your Account 
Team

Go deeper into the architecture, 
Workshop, POV to  align your use 
cases to our solution.

2

Migrate from Umbrella to 
Secure Access

Leverage our current migration 
from Umbrella to Secure 
Access offers, SASE 
workshops, PoVs, AI/Security 
Assessments and more.

3

Leverage SASE

Take advantage of Cisco's 
current migration offers and 
expert services to simplify your 
journey to a converged, cloud-
native Security Service Edge 
(SSE) architecture.



Thank you
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