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How did we get here?

Al for IT Operations (AlOps)

What is an Al Agent?

Connecting and Enabling Agentic Workflows

Agenda

Al Agents for Network Engineers
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The next era: AgenticOps
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Three Converging Trends:
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Agentic Al AlOps

Fragmented Topology



How did we get here?




Trends: Infrastructure

Cheap data storage... ...and cheap processing

Backblaze Average Cost per Gigabyte by Drive Size Over Time

Drive sales grouped by drive size and month to compute average cost per month
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Trends: Data

Lots of Datal!
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Including network data

CISCO.




How did we get here with Generative Al?

Goreh

today we launched ChatGPT. try talking with it here: t m\z\

chat.openai.com S
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How did we get here with AlOps?

A single incident causes

Multiple monitoring tools, L
P & multiple alerts

incomplete visibility

Desire to move from reactive

Fragmented topology and
< Py to proactive ITOps

changes

Limited business context

e
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How did we get here with AlOps?

More connected devices = better observability = more data = better AlOps.
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Al for IT Operations (AlOps)




Cisco Enterprise Networking: Al Powered Since 2016
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Cisco Al Al Network Al End!:)oint Asslrance ISE Data
Launch Analytics Analytics Al Endpoint Site Analytics collection
added to :
Catalyst Hardware Analyt{cs spoof Cloud Based ISE ML
——— Sensor data Detection Spoof Device
celizeiion Big Data Detection Profiling
Reporting
(2018 2019 2020 2021 2022 2023 )
[ Industry Largest Al Networking Data Lake ] Catalyst Center Customers using Al-enabled features ]

Over 6 petabytes of network data collected to-date
12 billion model inferences per week

6 billion onboarding events are observed per week
Serving 50,000 ML models to deliver optimal
performance

YV VYV
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» Identify issues before your users do
» Speed up time to resolution
» Increase network security & performance
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Al Dynamic Baselining

Before: Numerical thresholds = alert overload

atfuanfe
CIsCO

40 Years Worldwide

of engineering data platform
best practices Anonymized data

Al-driven: Dynamic baselines = relevant anomalies

\/\/
@

baseline ‘ Alert only relevant issues

Every device is a sensor ‘ Learn network trends ‘ Create “normal”

e
© 2025 Cisco and/or its affiliates. All rights reserved. Ccisco



Dynamic Baselining

Training Phase

Multidimensional Decisioning
enrstioe Algorithm establishes baselines
i based on network telemtry

Gt Mticimsnsions! * Regression algorithms identify outlier

Decisioning

Algorithm behaVIOr

Deviations from this behavior are
flagged

Decisioning Phase

egression Algorithm Deviation Identified

Alerts are created

2025 Cisco and/or its affiliates. All rights reserved. Ccisco



Al Radio Resource Management (Al-RRM)

Busy Hours

Feature Assessment

9800 Walk Me

Auto Recalibration,
Channel Planning,
Threshold Generation,

Impersonation/Honey Pots

Spoofing Detection

© 2025 Cisco and/or its affiliates. All rights reserved.

Baseline, RCA

Automatic RCA, Dynamic Grouping,
DL Performance Advisories

GAl

Network Comparison

Environment Learning

Syslog RCA, Wireless PCAP, Location

Wireless Assistant

] Device Classification
Rogue/Security, Performance Advisories QoE deviation

Client Anomaly Detection

Trend Analysis
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Network GPT

Instructions
ol miendy " * Ingest configuration data.

Chat with data from the following Cisco 10S XE Show Commands:

e— * Ask questions of your configuration.

o Show Version
o Show Inventory
o Show Interfaces

o SR * Create configurations = apply to
o Show IP Interface Brief network dEViCES.

Simply type prompts related to these commands (or any other question related to I0S XE) in the chat
box below.

You: Can you recommend the configuration for a new interface loopback 125 with a description of
You: What version an "Configured by Al" with an ip address of 192.168.200.200 and that is enabled?

I0S XE: You are runn |OS XE: Sure, here's a basic configuration for a new interface Loopback125:

You: Do | have: interface Loopbackl25

description Configured by AI
10S XE: There i ip address 192.168.200.200 255.255.255.255
mentioned intl no shutdown

This configuration sets the IP address and enables the interface. The "no shutdown" command is used to
ensure the interface is enabled. Please adjust the subnet mask as per your network requirements.

e
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What is an Al Agent?




Traditional Al/ML vs Generative Al vs Al Agent

Traditional Al / ML Generative Al Agentic Al

User Request

A

Regression Classification
Agent

- o LLMs, @
’ Generative Al

[ E

Clustering CEWESED
Deep Learning,
NLP Tools Memory Planning

X [

alflal ]l
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How do we define Agentic Al?

©

Goal Directed Behavior

Al system pursues objectives, not just single
responses

T
e

—

Autonomy and Decision Making

Plans steps and takes actions based on context

- J

X

Tool / Environment Interaction

Can call API’s, use data sources, use tools, etc.
to achieve outcomes

- _J

Instead of trying to decide whether an Al application is “Agentic” or not,
call everything Agentic and try to understand how much autonomy it has.

2025 Cisco and/or its affiliates. All rights reserved.

sl bl
Cisco




Al Agent

2025 Cisco and/or its affiliates. All rights reserved.

Augmented LLM:
Chained Prompts + Coding + Tool Use

Input —_— @ LLM s Output
A
— v
Query/ ¥ Iterate Y., Read/
Results s ) .;..,‘.Write
» "4
Retrieval L call/ Memory
v Response
Tools, Code

Agentic workflows use one or more LLMs to autonomously perform tasks or make
decisions =2 significant advancement in LLM reasoning capabilities.

Can define a set of rules, goals, and constraints = “agent” determines the sequence of
steps and which tools to use.

Deploying agentic workflows within secure perimeter of the enterprise = safely deploy
these LLM advancements.
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Analogy: Essay Writing

Non-Agentic Workflow
(Zero-Shot)

Agentic Workflow
(Iterative, Tool Use, etc.)

Prompt (Human Analogy):
Please type out an essay on topic X from start to finish
in one go without using backspace

Inspired by:
Andrew Ng: https.//www.youtube.com/watch ?v=KrRD7r7y7NY

© 2025 Cisco and/or its affiliates. All rights reserved.

Prompt (Human Analogy):

Create an on the topic

What needed? Where to get it?
Do the

Write a

Consider or further research.

Etc.

e
Ccisco




Al Agent

User Request  [*

2025 Cisco and/or its affiliates. All rights reserved.

A 4

Tools RAG
A A
Agent / Service
Iterating:
LLM  This is what the user wants..

B

Memory

[]

* | will invoke tool ..

* | will ask specialist SLM..

SLM

SLM

A

Action

e
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Al Agent Workflow Example

Tools
Calendar Weather Reviews Airline Hotel Food Acti\gities
_\ I /_ *** = I‘ ﬁ
A A
Agent
User Request |« @ < »  Action
4
”"Book me a vacation somewhere i
A 4 o
nice and inexpensive.” Vacation Booked!
Memory

[]

© 2025 Cisco and/or its affiliates. All rights reserved. Ccisco




Agentic Frameworks

Agentic Orchestration @l Llamalndex

Layer W LangChain =" Microsoft n8n

Foundation Models, @ ANTHRORIC 00 Gemini

Small Language Models OpenAl Anthropic
(ChatGPT) (Claude) LLaMA Gemini

Cloud

Infrastructure

Networking Storage

2025 Cisco and/or its affiliates. All rights reserved. © 2025 Cisco and/orits affiliates. All rights reserved. Cisco Public

On-Premises
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Connecting and Enabling Agentic Workflo



Retrieval Augmented Generation (RAG)
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Connecting Al Agent Components: API’s

Tools

Calendar

FrEe

Weather
_‘():_

Reviews
Fokk
), $% e

Airline

2

Hotel

e

Food

,!|4

Activities

]

NN/

APIl Connections
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API| Scalability

Tools

Calendar

Weather
|

Reviews
Yokk

Activities

CCCCC



How do we solve this scalability problem?

ANTHROP\C
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Introducing: Model Context Protocol (MCP)

Standardized Agent Connectivity

What it is

MCP is an open standard that defines
how Al models communicate:

* External tools
* Data sources
* Applications

* Other models / agents

2025 Cisco and/or its affiliates. All rights reserved.

Why it matters
Standardizes model interactions
* Reduces fragmentation

e Easier to integrate models

* Shares context

* Ensures interoperability

* Ensures centralized policy
enforcement and security

What it enables

Seamlessly extends model capabilities

* Connects with tools, data sources, and
systems

e Retrieving live data
* Executing actions

* Interoperability

e
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Tool / Resource

MCP Overview

Server

* Tools

* Resources
JSON

e Capabilities

Client

Al Agent
(Application / Microservice) »

2025 Cisco and/or its affiliates. All rights reserved. Ccisco



Connecting Al Agents: Model Context Protocol (MCP)

Ca%dar We@a(t)iler ngtws Ai%rlige ;t_:l] g@; Ac§§ies _ Server
AN, N ¥ Y 7 B
/
NS
"Yt:«
Va\la\
@ @ S = |icnt
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Connecting Al Agents: Model Context Protocol (MCP)

Tools
Calendar Weather Reviews Airline Hotel Food Acti\(/)ities
A Jokk P— ﬁ
i T *itete %b . f% /g%’

MCP Gateway

Agent

Agent

Agent

4 Gateway

4 (|icnt
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Ll THELINUX FOUNDATION

An open source collective for
inter-agent collaboration. A
project of the Linux Foundation

Formative Members

il D&A L Technologies O Google Cloud

CISCO
The AGNTCY is where we are building the
Internet of Agents to be: A diverse,
collaborative space to innovate, develop, and

maintain software components and services ORACLE Q Red Hat

for agentic workflows and multi-agent
software.

75+ collaborating organizations

e
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Al Agents for Network Engineers




Relevant Network Components

Networking & Telemetry &
Infrastructure Observability

* Routers, Switches SIEM / Log Aggregators

* Firewalls Flow and Telemetry

* WLC’sand AP’s * Performance Monitoring

* Servers Packet Captures

2025 Cisco and/or its affiliates. All rights reserved.

Configuration Control

Configuration Managers
Orchestration

Cloud API’s

Security & Policy
Enforcement

Identity and Access
NAC
ZTNA

SOAR / Security
Automation

e
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Al Agent Workflow Example for the Network

Tools
Netflow SNMP Syslog CMDB Splunk Ansible DEias s
Al ofo lad = splunkc> ¢ 3
Agent
User Request < @ .  Action
>

"Are there any issues in my network? i Tsen,

Recommend troubleshooting steps.” *
Memory RAG

[]

®

e
Ccisco
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The Next Era: AgenticOps




sco and/or its

Cross-domain

affiliates. All rights reserved.

AgenticOps

Multiplayer

‘ Purpose-built models
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Deep Network Model
Purpose-built for networking,
expert accuracy

* More precise reasoning for
troubleshooting, configuration, and
automation

* Fine-tuned on 40+ years of expertise and
expert-vetted for accuracy

* Evolves with live telemetry and real-world
Cisco TAC and CX insights

2025 Cisco and/or its affiliates. All rights reserved.

1.00

0.75

0.50

0.25

0.00

Outperforms general-purpose models by ~20%

GPT-40 Llama 30B GPT-40 mini Gemma Cisco Deep
Network

Accuracy on CCIE-style multiple choice questions (590-question benchmark), May 2025
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Al Assistant Shared Workspace

°
Invite collaborators
bl Al Canvas ‘ Network health summary - o [ Everyone you invite will have edit access.

[ Will@acme.com ]

+ Rio Cuzco Flores  + Melissa Gibson

+ Francesco Raieli  + Elisabeth Langley-Jones
| l MX84 Performance Metrics (Last 24 hrs; Who has access
a V a S = AlAsgistant 5 v (¢ ) Error Logs Frequency  Splunk

Meraki Only you

Now chgcking Splunk alerts... 250 o
5% < Regenerate Al summary

-~ - 2.8% Packet loss 200
Lol c 4% i Ticket #INC-2025032801: San Jose financial
‘ 2 3% 2} g app slowness. MX84 showing 2.8% packet loss
) S 10 during transaction peaks. Possible correlation
2% 50 with new SFP in port 1 (installed 3/25). Admin
(9 Al Assistant R % 0 permissions needed for further troubleshooting.
< o 10:00 14:00 18:00 22:00 02:00 06:00 10:00 10:00 14:00 18:00 22
Error logs confirm MX device issues. Packet v -
> 5 Time (Hours) Time (Hou
capture needed to verify, but you don't have
. . permissions. Packetloss @ Critical point Normal (0-50) [} Warning (51-150)
* Single canvas for cross doma
I \Y N
Error Logs Frequency Splunk v
troubleshootin
g 20 Network Path Visualization: San Jose to Financial Cloud
200 Thousand Eyes
= 150
H
8 100

* Generative Ul with reasoning : I 8= @@= (@

10:00 14:00 18:00 22:00 02:00 06:00 10:00

Time (Hours) San Jose Mx8a 1P Internet Cloud Financial
. . 8ranch 28% Loss Router Edge App
u l t_l n Normal (0-50)  [l] Warning (51-150)
Critical (>150)
Normal connection Problem connection @ Packet loss point
@ © (6]

* Keeps NetOps, SecOps, IT and T
execs on the same p age PR S — Cancel [ invte |

2025 Cisco and/or its affiliates. All rights reserved. Ccisco



Al Canvas Demo

dile AlCanvas | canvas-2025-07-11-12-25-43 - @ (& Generate report | [ View activity |

ll\sk the Al Assistant J&;uestion >

[=
H
|
<+
-

Assistant can make mistakes. Verify responses.

© 2025 Cisco and/or its affiliates. All rights reserved. a0 Ccisco



An Agentic Ops Example

o
— a —

Prompt: Is our SD-
WAN having

LLM

Interprets
Prompt

LLM reasons on
the data
provided by
agentand tools

Agent asks the

problems? A few
sites seem slow

LLM to interpret
the prompt

2025 Cisco and/or its affiliates. All rights reserved.

LLM + agent begin
solving problem
ask help from tools,
including Meraki,
ThousandEyes, Splunk

\. J

Agent returns an
answer to the

f_\o_\

Answer is returned to
user

MCP Server

Meraki

Check SD-WAN status in
Meraki Dashboard

I MCP Server I

ThousandEyes

Ask ThousandEyes to
provide telemetry data

\_ _J

MCP Server

splunk>

Ask Splunk to pull
network data and other
relevant logs

e
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Al Canvas as the AgenticOps Platform

Al Assistant

N\

~

Security and Observability )

- 4
f x f Cam /
\ pus and Branch Data Center

splunk> Firewall

1 ==
| catalyst Center \‘ webex [] Nexus Dashboard
Topology, client details, location, etc. Voice and video experience Data center network management.

Cisco and third-party insights Security & connection events

[——)
|:|| Cisco Meraki Thousand Eyes& l [ES]l| Hyperfabric %)\ ISE % Duo
Al Canvas
fc.m:':; ® 0 @R h Topology, client details, location, WAN, Internet, App Insights Data center network management. Authentication Insights Authentication & compliance
x etc.
2 . %)
. 22% SD-WAN Identity Intelligence ;@; Intersight fj‘ii Secure Access C XDR
o=
?m‘_‘-{, e WAN Details User trust level, identity checks & Unified management, automation, Private & SAAS Resource Access el Thiest It
- reasons security.
e
cisco
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