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“To secure ourselves against defeat lies in
our own hands, but the
opportunity of defeating the enemy is
provided by the enemy himself.”

Sun Tzu
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How does the industry define Universal ZTNA?

Universal Zero Trust Access
applies zero-trust principles uniformly to
all users, devices, and things for consistent,
risk based least-privilege access everywhere.
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Cisco Universal ZTNA

Unified Security Manager

Takes ZTNA to users and devices

Gartner term from Dec 2021

Security Cloud Control N
Secure Secure Continuous Trusted
SD-WAN + Services Edge + Identity for
Everything
Single vendor SASE \ Gartner term from Aug 2019
Secure Access Service Edge
Digital Experience (ThousandEyes) J
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Cisco Universal ZTNA

Every device, person, thing,

evervwhere Zero downtime: Zero friction:
Y Experience and Policy Assurance We do the plumbing.
|~m e oo | /\
Client WiFi Broadband Metwork . | Traditiona| Apps
4/* .—— Private Apps
/ .—— Internet Apps
( Remote )
Zero impostors: Prevention S Al Access
Identity Trust e SaaS Apps
Firewall as & Secure Web Zero Trust
Service Gateway MNetwork Access
ooty Beckar  DNS'Security VPNaas U
b "

Consistent Security:
Security Service Edge bl
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Universal ZTNA from Cisco

Unmanaged D Same optimized experience
devices Enabled by the network
Managed

devices ) /@ -
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Things

Remote

Remote Campus Branch Airplane Qil rig Stadium Field
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Cisco Secure Access

Cisco SSE — SASE

Core SSE
[ ) :
@ Secure Web 6 Cloud Access Security Zero Trust Firewall as a
)" Gateway Broker (CASB) and Network j % Service (FWaaS)
(SWG) DLP Access (ZTA) and IPS

Cisco delivers the core and more in a single subscription...

= o 5 [c

DNS Multimode Advanced Sandbox Talos Threat VPN as a Digital Remote
Security DLP Malware Intelligence Service Experience Browser
protection Monitoring* Isolation*
a’ ---------------------------- -‘s\
N
,/ Add-on solutions AR
7 \
* Included in the unified experience / separate license (optional) [} \
' 3%? T =
\ H
- SD-WAN DUO MFA/ CSPM /'
ALS SSO ’
T e e e o e o o s o o o B _—'
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Cisco Secure Access

Capabilities view
Cisco Secure Access

4 )
4 2\
@ —( Client — X/
—_— ZTA & VPNaaS @ @
Remote ') Internet/ SaaS
Managed DNS L3/4/7 Web Cloud-access
Security Firewall/ Gateway/ Security Broker e A
Ny IPS HTTPS (]
F - { \, VAN VAN J \. VAN N ﬂ\ TLS ( C/\J+
R, —lientless ZT A~ E,th}} v = \ & 43% — ﬁfﬂ_
K
Remote Remote | Unified SSE Solution Backhaul to Public/Private
Unmanaged = Access | «ldentity and posture private apps
= ) - Unified Policy | Cloud
R
000 Digital Device * Cloud-native e N\
i M tic Desi & =5
000 §_( IPSEC 0 ) Exr::grlri:ce Posture ZTA agnetic Design _( IPSEC (_)_,EE :n
Q |—|—| \\ J \\ J \L J ) gc 5SS _
) \ Secure Access PoPs / s=ls=s T:'
Branch, hybrid J
work, loT —{ SD-WAN 0— DC/POP/
Private Apps Branch
\_ J

Users Secure Access Apps
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Zero Trust Access
“Zero Friction”




VPN vs Zero Trust Access

Do=:
bl- S > w‘-
N k Centri oo ~—— v
r ntri
: etwork Centric X P
flnance.corp.com f u N
45.100.12.02 Inance.corp.com
I 45.100.12.02

Identity Aware
- P
_ [P r — . : Vi
All ports and protocols Appllcatlon Centric R mu
finance.corp.com ¢ L T
X finance.corp.com A
non-routable, 45.100.12.02
device specific y

device network

destination IP
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Zero Friction: Transparent UZTNA

We do the plumbing
Sy STEP 2

Authenticate, N
Access application

v
: O Traditional apps
Continuouslyiassess Identity
and posture: transparently

1
’
’
.,
.,

/'\

[_r‘[i] Private apps

O— éﬁ Internet apps

|dentity Intelligence = Saas apps
Session Theft Protection

Seamless Login

e
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Zero Friction: Single Client

J— One client. Traditional apps
Multiple functions. =
X :
P
RAVPN SIA, DNS @ rivate apps
@ Device posture Network/Endpoint Visibility

ZTNA Digital Experience Monitoring Internet apps

A
A

SaaSs apps

4

@i Use ZTA to secure all internet
destinations

e
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Secure Internet Access
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Modern
private apps

Saa$S apps

Internet apps

Traditional
apps

v

V'S

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco



Single client, multiple functions

CCCCC



Single client, multiple functions
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Seamless Access

We handle the plumbing

Go to work @ —— Pprivate Apps

@® — Internet Apps

@ Traditional Apps

Low Latency
Connectivity @ —— SaaSApps

Modern PoP Architecture




Native Device Support

BYOD via enterprise managed Google Chrome
Advanced protocol support for Apple, Samsung

Chrome Enterprise Browser Native OS Integration

e
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© 2025 Cisco and/or its affiliates. All right

1:08 @ » = &
Cisco Secure Client
@ PRIMARY VIRTUAL PRIVATE NETWORK
AnyConnect VPN s
Connections Amsterdam >
Details Connecting... >
ol I Il l I
CISCO
Home Settings Diagnostics About

1:02 [ ] Ly

AA web.tmelabs.com X

< > 0 m O

VPN

OS Native ZTAon iOS 17
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‘teeht Security Cloud Control ype 'Ct to search . s & @ 0 | QFay-AnnLeev

End User Connectivit_y [ & Cisco Secure Client ] [ Manage servers ]
& Organization End user connectivity lets you define how your organization's traffic is steered from
SGTDemos » endpoints to Secure Access or to the internet. Help CF

Zero Trust Access Virtual Private Network Internet Security

Enrollment methods

¢« Platform menu

Secure Access

2 lome Before users can access resources using client-based Zero Trust Access, their endpoint devices must be enrolled.
Manage enrollment methods for your organization here. Help 7
o Experience Insights > Windows and macOS devices enroll using: SSO Authentication ~ Certificates
’»5 Connect 3 Android and i05 devices enroll using 550 Authentication only.
™ Resources >
i secure >
a Monitor »

o Admin > w

Platform services

B Favorites >
mm Security Devices
® 5 Shared Objects

Q Platform Management >



Secure Private App Access



Seamless Experience
VPN-as-a-Service simplifies ZTNA roll-out

ZTNA
¢
® rﬁD solarwinds  concur  Workday %%Tg I'IT_'\C]
VPN
Salesforce klue ORACLE Jira  Salesloft

e
2025 Cisco and/or its affiliates. All rights reserved. Ccisco



Hybrid Private Access for Flexible Enforcement

Single set of ZTNA policies used in cloud and on-premise

Roaming Users Resource 1

Optimized 7T
Resource 2
Private Only

Cisco Firewall

Resource 1
Optimized >
[ — Resource 2
Private Only Resources

FTD

** Roadmap: policy enforcement on 8k routers

© 2025 Cisco and/or its affiliates. All rights reserved. * Capabilities are in private preview.
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Hybrid ZTNA Demo



alealn

asco. Security Cloud Control Type 'Ctrl' + /" to searcl s & @ 0 | QFay-AnnLeev

= Home
Set default homepage
4> Organization Top Insights & Alerts 12 active insignts All Insights
GSSO-GSAT >
4 Home 7' Access Control Policy Anomalies ~”" Best practices and recommendations /' Best practices and recommendations
Data source: Test-abc Cloud-delivered FMC Data source: ftdv-testé Data source: ftdv-testS
Products
AlOps has detected 32 anomalies in Access Control policy 'Test-abc". AlOps has detected 6 needs review checks. AlOps has detected 6 needs review checks.
¢ AlDefense
e Firewall
) 28d ago Details 24d ago Details 24d ago Details
@' Hypershield k
a» Muiticloud Defense
)R ECUIR ABCRSE Multicloud Defense Multicloud Defense ::
<

Secure Workload
Account Resources

Platform services
B Favorites > 271 vecs/vnets 35 security Groups 31 Route Tables 69 subnets
7, Identity Intelligence >
‘mm Security Devices
8 Instances 1 Load Balancers 0 Tags 1 Applications

Shared Objects

@ platform Management >
g Security Considerations

1 Applications not protected o 20 VPCs/VNets not protected o 0 Service VPC/VNets without Gateways 0

Overall Inventory i RA VPN Sessions

3 2 Total Devices



Increasing network and security
convergence



- Cisco SASE

now unified on Secure Access

< Secure Access >
< Catalyst SD-WAN > < Meraki SD-WAN > < Firewall SD-WAN >
~ < simplified >

Flexibility to choose Unified security policy managed by Consistent cloud
optimal connectivity Security Cloud Control enforcement

e
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Context Sharing over SD-WAN Demo



Catalyst SD-WAN

VPNid support for coarse-grained segmentation

* VPNID Based policy
across both SDWAN
& Secure Access

* Maintain segmentation
in branch & in the
cloud

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst
SD-WAN
Manager

Corporate users
network segment

‘

Users

Consistent Policy

— Share VPNid

SD-WAN

IOT devices
network segment

\ 4

Secure Access

10T_OT

\ 4

v

Maintain VPNID inside tunnel

A 4

I0T_OT
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Universal Context Sharing Demo



‘tees’ Secure Access ® R FaylLee

Access Policy [ Rule Defaults and Global Settings ]
Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
N organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help 7
Home
Search by rule name ] ( = Intent v ] [ = Objects v ] [ = Settings v Add Rule v
 J
Connect
13 Rules [ @ Customize view ]
=
Resources C] #©®  Rulename Access Action Sources Destinations Security Hits Status &
' : [J 1 AlowTunnelTolnternet Internet © Allow testLogicalA... +1 Any oL T - (-]
Secure .
(J 2  AllowsGTtoAnyinternet Internet © Allow Any Security... Any 95 - (]
Q
Monitor
O 3 AllowAnySGTtoAnyprivate Private @ Allow Any Security... Any %, % (V]
]
[J 4  AllowSGT8ToSGT9 Private © Allow SGT-8 SGT-9 -~ = ()
Admin
-5 2 [J 5  AllowSGT9TOSGT8 Private @ Allow SGT-9 SGT-8 = 5 ©
Workflows
6 allowTun1ToTun2 Private ® Allow testLogicalA... +1 1P Address/CIDR AND 1 Services ® +3 - - (-]
7 TunnelAllow8888 Internet © Allow testLogicalA... +1 11P Address/CIDR AND 1 Services @ ol Y } °
f:l 8 TunnelBlock8844 Internet @ Block testLogicalA... +1 11P Address/CIDR AND 1 Services Q’éﬁ - Q

9  AllowSGT2ToSGT1 Private @ Allow SGT-2 SGT-1 - = (]

AllowSGT2SGT Private ® Allow SGT-1 SGT-2 - - (]

O 0|0

" DenyPing8844 Internet © Allow SGT-5 Any OO ) °

O

AllowSGT6toAny Private © Allow SGT-6 Any v/ = o



Safe Use of Al Apps and Agentic Al



Using Al apps

Classification: Safety Guardrail

( Toxicity )

How to make a bomb

Classification: Safety Guardrail

( Privacy )

Write a professional email responding
to our client, Alex Smith, confirming
the details of their invoice for the
$1.2M deal with ACME Company.

Copilot




Protecting Usage of Third-Party Al Apps

Cisco Secure Access

[—=—==-

00O

mimim Zero-Trust
Proxy

Employees

Access Multimode
Control DLP

A
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Cloud Malware
Detection

Al Guardrails

Input Guardrails
Prompt Injection
Pll, PHI, PCI
Off-Topic

Output Guardrails
Code Detection
Hate Speech
Specialized Advice

\ 4

Enterprise Network Traffic

@ ChatGPT
e

GitHub !
f.%'\" Copilot @

wordtune

1,200+ Third-Party Al Apps

e
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Al Access Demo



Data Loss Prevention

25 dashboard.sse.cisco.com/org/8206406/overview

‘dsco’ Secure Access ® [ K JohnMartin

= Overview
The Overview dashboard displays status, usage, and health metrics for your organization. Use this information to address security threats and monitor system usage. Help (7
PN
Home
Connectivity [ Last 24 Hours 2
©
Experience
Insights Network tunnel groups 15w Resource connector groups 2 ot FTDs 2:wm
%
A 9 Dpisconnected Q 9 connected (] 2 Connected /] 2 Failed to sync [ x]
sonnect
[

Resources
Data Transfer @ | Last24 Hours v

i TOTAL USAGE

Secure Usage data - delayed up to 30 min

Q 1.81 GB Total traffic 000 v —a Branch
Monitor 1.61 GB ™ Decrease (last 24 hours) 3
50.0 MB —e Roaming client
200.0 MB
o 347.80 MB Received o — Client-based ZTA
Admin 247.59 “x Decrease (last 24 e
MB hours) 100.0 MB —e Browser-based ZTA
Workflows 1 46 GB Sent 0.0 MB -
. X 05 ), % 7 z
1.36 GB v Decrease (last 24 hours) q v @ 2 A o, “ i o, 0 Select All

Security [ Last 24 Hours v )

Security Activity Top Security Categories File Retrospective

Access Events



Role of identity in a Universal ZTNA
approach



ldentity Intelligence

Continuously assess you are who
you say you are

—

'
.....
Wi

Works with existing IDPs
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* Capabilities are in private preview.



© 2025 Cisco an

Contractors

Vendors

Partners

Employees

d/oritsaffiliates. All rights reserved.

Identity broker for
existing IAM

P I DG

SaaS Apps

Cloud Apps

On-prem
Apps

Legacy
Apps
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Contractors

Vendors

Partners

Employees

Identity broker for
existing IAM

SaaS Apps

Cloud Apps

On-prem
Apps

Legacy
Apps
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Security-First Identity

Duo as identity broker

Duo as IdP or
Identity Broker

Cisco Secure
Access

Public SaaS Apps

Legacy Apps
e
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End-to-end phishing resistance

v \‘ " o Ll ~m~mmmwv z /
s . PR O Lk T dalid ’
[ P L Al 4
it KBRS g e
o g SR : L
5 7 ; o
z i i/ ¥ Wiy o (4 5 7
o der T A ool / ’
o b st VB /
- :'xw”r o0 ‘L {7/ 7 7 /
i o
L Tty . 7 g

Ay B S8 sl SASASE

N FIDO2, Hardware
Tokens

its affiliates. All rights



End-to-end phishing resistance

ey &
Proximity —

Windows-X85735?

Verification

Bluetooth Low
Energy (BLE

Approve
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.éllls'élc;' Security Cloud Control Q Type 'Ctrl' +'/' to search ‘7‘) & @ @ 0 | Q Shannon Wellington v EEE

Z- Get started with Cisco Secure Access

&> Organization - Choose how you want to start protecting your organization's users and then follow the tasks listed here to get started. Help 7 A
Demo Organization > k
[—— 1/3 steps complete.
< Platform menu
Secure Access
Configure infrastructure Not Started v/
f;} Home Connect your organization's infrastructure to Secure Access.
o Experience Insights >
&  Connect >
Secure resources and access Done v
& Resources > Define your private resources, endpoint posture profiles, IPS,
security profiles and access policies.
U secure >
x
i <
o Monitor > %
3 . aie &
lo Admin > Conflgure end user connectivity Not Started v/ 2
o
s+ Workflows Configure DNS Servers, Zero Trust Access, virtual private : A
networks and view instructions for packaging the Cisco Secure i
client.
Platform services
pu Favorites >
@ Identity Intelligence > 3
Overview

©  Pplatf
orm Management >
a S . The Overview dashboard displays status, usage, and health metrics for your organization. Use this information to address security threats and monitor system usage. Help 3




Cisco Eases Your Journey to a Future-Proof Workplace

Traditional Networking

Network level access — cannot
control
at app level

2025 Cisco and/or its affiliates. All rights reserved.

SD-WAN*

Protect data and

traffic while optimizing
user experience,
performance & resources

Predictive Path
Recommendations

Optimize routing for all
clouds, all users, and all apps

SSE*

Consolidate security
services and add advanced
threat protection
everywhere

Seamless transition from
VPN to ZTNA

Support for legacy and
modern apps

*when combined this is known as SASE architecture

Universal ZTNA

Enable every user and device
to securely connect with least
privilege access to any app—
anywhere.

Hybrid private access
Local enforcement for branch

users (no hairpinning)

Identity Edge
Smart authentication for users and devices

e
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