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“To secure ourselves against defeat lies in 
our own hands, but the

opportunity of defeating the enemy is 
provided by the enemy himself.” 

Sun Tzu
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How does the industry define Universal ZTNA?

Universal Zero Trust Network Access 
applies zero-trust principles uniformly to 

all users, devices, and things for consistent, 
risk based least-privilege access everywhere.
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Security Cloud Control

+
Continuous Trusted 

Identity for 
Everything

+
Secure

SD-WAN
Secure

Services Edge

Single vendor SASE

Digital Experience (ThousandEyes)
Threat Detection & Response (Talos, XDR, Splunk)

Takes ZTNA to users and devices

Cisco Universal ZTNA

Gartner term from Dec 2021

Gartner term from Aug 2019
Secure Access Service Edge

Unified Security Manager



© 2025 Cisco and/or it s affiliates. All r ights reserved.

Zero downtime:
Experience and Policy Assurance

Internet Apps

Private Apps

SaaS Apps

Traditional Apps

Zero friction: 
We do the plumbing. 

Zero impostors:
Identity Trust

Every device, person, thing, 
everywhere

Consistent Security:
Security Service Edge

Cisco Universal ZTNA
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Managed
devices

People

Things

Unmanaged
devices

Remote

Remote Campus Branch Airplane Oil rig Stadium Field …

Traditional ZTNA

Private apps

Internet apps

Traditional apps

SaaS apps

Same optimized experience 

Powered by 
Identity Intelligence

Enabled by the network

Universal ZTNA from Cisco
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Cisco Secure Access
Cisco SSE – Single Vendor SASE

* Included in the unified experience / separate license (optional)

CSPM

Firewall as a 
Service (FWaaS) 
and IPS

Secure Web 
Gateway 
(SWG)

Cloud Access Security 
Broker (CASB) and 
DLP

Zero Trust 
Network 
Access (ZTA)

Cisco delivers the core and more in a single subscription…

Core SSE

DNS
Security

Remote 
Browser 

Isolation*

Multimode 
DLP

VPN as a 
Service

SandboxAdvanced 
Malware 

protection

Talos Threat 
Intelligence

Digital 
Experience 

Monitoring*

Add-on solutions

SD-WAN XDR DUO MFA/
SSO
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Cisco Secure Access
Capabilities view

Branch, hybrid 
work, IoT

Remote
Managed

Remote
Unmanaged

*Q2FY24

IPSEC

Client 
ZTA & VPNaaS

Users

Clientless ZTA

Cisco Secure Access

Secure Access PoPs

IPSEC

TLS

DC/POP/
Branch

Internet/ SaaS

Public/Private 
Cloud

Apps

Backhaul to 
private apps

Unified SSE Solution
• Identity and posture
• Unified Policy
• Cloud-native
• Magnetic Design

Remote 
Access

ZTA 

Digital 
Experience 

mgmt

Cloud-access 
Security Broker 

DNS 
Security

Web 
Gateway/ 

HTTPS

L3/4/7 
Firewall/ 

IPS

DLP

Device 
Posture

Secure Access

SD-WAN
Private Apps
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Zero Trust Access
“Zero Friction”
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VPN vs Zero Trust Access

finance.corp.com
45.100.12.02

finance.corp.com
45.100.12.02

enterprise network
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P
N

Network Centric

DNS
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y

finance.corp.com
127.1.3.2 finance.corp.com

45.100.12.02

device network enterprise network

Z
T
Anon-routable, 

device specific 
destination IP

Application Centric

Identity Aware

DNS

All ports and protocols
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Zero Friction: Transparent UZTNA

P

T

Internet apps

SaaS apps

Traditional apps

Private apps

We do the plumbing
STEP 2

Access application

STEP 1

Authenticate, 

Identity Intelligence
Session Theft Protection
Seamless Login

Continuously assess Identity 
and posture transparently
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P

T

Internet apps

SaaS apps

Traditional apps

Private apps

One client. 
Multiple functions.

RAVPN

Device posture

ZTNA

SIA, DNS

Network/Endpoint Visibility

Digital Experience Monitoring

Zero Friction: Single Client

NEW! All ports and protocols!



Secure Internet Access
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Remote Campus Branch Airplane  Oil rig Stadium Field …

T R A D I T I O N A L

ZTNA
Managed

People

Modern 
private appsUniversal ZTNA

from CISCO

Things

Unmanaged

Managed

People

Traditional 
apps

Modern 
private apps

Internet apps

SaaS apps
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Single client, multiple functions

VPN
Digital Experience 

Monitoring
Network/
Endpoint 
Visibility

SSE
(ZTNA, SIA, 

DNS)

Device
Posture
Endpoint
Security
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Single client, multiple functions
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Go to work

Traditional Apps

Internet Apps

SaaS Apps

Private Apps

We handle the plumbing

Modern PoP Architecture

Low Latency 
Connectivity

Seamless Access
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Chrome Enterprise Browser

BYOD via enterprise managed Google Chrome
Advanced protocol support for Apple, Samsung

Native OS Integration

Native Device Support
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OS Native ZTA on iOS 17VPN

ZTA connects + loads a site faster than VPN can even connect
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Trusted Internet access demo Private 
Preview



Secure Private App Access
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CUSTOM CUSTOM

V P N

Z T N A

VPN-as-a-Service simplifies ZTNA roll-out

Seamless Experience
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Hybrid Private Access for Flexible Enforcement
Single set of ZTNA policies used in cloud and on-premise

Resource 1
Optimized

Resource 1
Optimized

Resource 2
Private Only

Resource 2
Private Only

ZT
Proxy

Cisco Firewall

Resources

Roaming Users

ZT
Proxy

Secure Access

Customer Premises

FTD

Policy

Backhaul Gateway

* Capabilities are in private preview.

** Roadmap: policy enforcement on 8k routers

**



Hybrid ZTNA Demo



© 2025 Cisco and/or it s affiliates. All r ights reserved.



Increasing network and security 
convergence
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Cisco SASE

Flexibility to choose 
optimal connectivity

Unified security policy managed by 
Security Cloud Control 

Consistent cloud 
enforcement

now unified on Secure Access

Secure Access

Catalyst SD-WAN Meraki SD-WAN Firewall SD-WAN

Simplified



Context Sharing over SD-WAN Demo
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Universal Context Sharing Demo
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Safe Use of AI Apps and Agentic AI
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Using AI apps

Classification: Safety Guardrail

Toxicity

How to make a bomb

Classification: Safety Guardrail

Privacy

Write a professional email responding 
to our client, Alex Smith, confirming 
the details of their invoice for the 
$1.2M deal with ACME Company.

Developing AI apps

Model

AI app

AI agent
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Employees

Protecting Usage of Third-Party AI Apps

Cisco Secure Access

Input Guardrails
Prompt Injection

PII, PHI, PCI
Off-Topic

---

Output Guardrails
Code Detection

Hate Speech
Specialized Advice

---

Enterprise Network Traffic

✓    X

✓    X

1,200+ Third-Party AI Apps

Access 
Control

AI Guardrails

Multimode 
DLP

Cloud Malware 
Detection

Zero-Trust 
Proxy



AI Access Demo
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Role of identity in a Universal ZTNA 
approach
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Authentication Access

Identity Intelligence

B L I N D  T R U S T

Continuously assess you are who 
you say you are

Works with existing IDPs
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User Trust Level

TRUSTED NEUTRAL UNTRUSTED

Cisco Duo 
IAM

Cisco 
Secure 
Access

Cisco XDR

* Capabilities are in private preview.
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SaaS Apps

Cloud Apps

On-prem 
Apps

Legacy 
Apps

Entra

Okta

Ping

AD

Identity broker for 
existing IAM

Employees

Contractors

Vendors

Partners

Identity
Broker
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SaaS Apps

Cloud Apps

On-prem 
Apps

Legacy 
Apps

Entra

Okta

Ping

AD

Identity broker for 
existing IAM

Employees

Contractors

Vendors

Partners
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Public SaaS Apps

Legacy Apps

Web

Security-First Identity
Duo as identity broker

Private Apps

Cisco Secure 
Access

Duo as IdP or 
Identity Broker

Contractors

Employees

Partners
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FIDO2, Hardware 
Tokens 

End-to-end phishing resistance
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Proximity 
Verification

Bluetooth Low 
Energy (BLE)

End-to-end phishing resistance
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Identity/CII in Secure Access Demo
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Cisco Eases Your Journey to a Future-Proof Workplace

SSE* 

Consolidate security 
services and add advanced 
threat protection 
everywhere

Universal ZTNA

Enable every user and device 
to securely connect with least 
privilege access to any app—
anywhere. 

Traditional Networking

Network level access – cannot 
control 
at app level

SD-WAN*

Protect data and 
traffic while optimizing 
user experience, 
performance  & resources

Seamless transition from 
VPN to ZTNA

Support for legacy and 
modern apps

Hybrid private access

Local enforcement for branch 
users (no hairpinning)

Identity Edge

Smart authentication for users and devices

*when combined this is  known as SASE architecture

Predictive Path 
Recommendations

Optimize routing for all 
clouds, all users, and all apps



Thank you
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