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Evolution of Firewalls




Generations of Firewalls

1st Gen
Packet
Filtering

Filters based
on IP, Port,
Protocol

2nd Gen
Stateful
Inspection

Tracks active
connections

3rd Gen -
Application
Layer

Inspects packet
content (Layer 7)

4th Gen
NGFW

DPI, IPS/IDS,
Malware Protecton,
User ldentity




FIREWALL

AL THINGS
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What is a Hybrid Mesh
Firewall




“A hybrid mesh firewall (HMF) is
a multi-deployment mode
firewall, including hardware,
virtual appliance and cloud-
based options, with a unified
cloud-based management
plane.”

Gartner
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HOW WOULD YOU DESCRIBE OH, | DUNNO! I'D SAY T'M
YOUR PERSONALITY? PRETTY HARD TO PIN DOWN

PRO
WRESTLING
INC

| Cyanide and Happiness © Explosm.net
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Manufacturer P’s Approach

Hybrid mesh firewall

(B

Internet Public
cloud

l
Unified

management
& operations Cloud-based centralized management engine

“A hybrid mesh firewall platform (HMF) is a single-vendor solution
that unifies hardware, software, and cloud firewalls under one

management system.”

Consistently
applied to every

environment
Hardware Software

Branch Contractors Hybrid loT
workers devices

e
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Manufacturer F’s Approach

Cloud-Native
Firewalls

“Our approach unifies ... Firewalls (NGFWSs) across on-premises,
cloud, and hybrid environments with centralized management and

analytics”

Firewall as
a Service

© 2025 Cisco and/or its affiliates. All rights reserved.

Virtual
Firewalls

Firewall
Appliances
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Manufacturer C’s Approach

HYBRID MESH FIREWALL Built Using

Al-Powered Security For Hybrid | nfln Ity
Environments Platform

Offering the agility to scale security anywhere... NEPVIORKHRENALLE — WAL

Quantum #. CloudGuard "' Harmony

protects diverse environments across hybrid networks,

Workforce and Clouds” a Security Gateway - Network SASE

COLLABORATIVE SECURITY OPERATIONS AND SERVICES
w Infinity Platform Services

e
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Why you should care




Securing the enterprise is increasingly challenging

Highly distributed
applications

Nothing can
be trusted

More vulnerabilities,
exploited faster

Al adoption makes it more challenging

CCCCC
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IT'LL BE FUN THEY SAID
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COmbatlng Flrewa" Admln « The State of Firewall Management
BurnOUt * Proliferation of rules

* Inactive Rule Problem
* Impact on Network Performance & Security

» The Risks of Adding New Firewall Rules

* IT Outages

» Productivity Loss

* Rule Conflicts & Ineffectiveness
Cyber Professionals CISOs reporting CISOs working
Stressed & Fatigued high stress levels

50-60 hours per

week

ol
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= Enhance Security Posture
= Simplify Security Management

From th e C I SO = Facilitate Advanced Threat Detection and Response

= Protect Al-Driven Applications

”...the value in Hybrid Mesh Firewalls lies in the ability to...”
3 4 = Ensure Business Continuity and Compliance

= Deliver Scalability and Flexibility

ol
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Cisco’s Approach




Firewalling needs to evolve to meet today’s challenges

© 2025 Cisco and/or its affiliates. All rights reserved.

PLACEMENT

Every server

Every app Cisco
Every VM » Hybrid Mesh

Every container Firewall
Every loT device
Every user -

Encrypted traffic at scale

N G F\W Prevent exploit —

known & unknown threats
Mesh

Manage NGFW in
multiple form factors
at key chokepoints

Identity intelligence
Al app runtime guardrails
Micro-segmentation

Protect vulnerable loT

-

THREAT PROTECTION

A 4
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Cisco Hybrid Mesh Firewall

SECURITY CLOUD CONTROL

® ° ° ° ‘ °
Hypershield
[ ] t ) G - > | ! 1 [ ] [ ]
eBPF eBPF
DPU
T tmems B o] . 000 R 000 )} |52 @ oo o S
Secure Secure Isovalent Tetragon Smart Switches Third-Party ACI Secure
Firewall Workload Runtime : ' ' ' Firewall ' Router
(Enhanced ey (Enhanced
' ° ° ° =t o ° °

Write policy once, enforce across the mesh



Security Cloud Control

Define policy once and enforce anywhere

Secure Firewall \ Secure Workload \ Hypershield

Secure Access (FW as a service) \ Secure Router NGFW

Unified Al Assistant:
Simplity policy administration by up to 70%

e
B A .




Security Cloud Control
Industry’s first multi-vendor intent-lbased policy

nnnnn

' é'l'ség 4% paloalto’ I Fe:RTINET  JUNIPEL
Absorb and optimize Change enforcement No rip and
existing rules points, not policy replace

ol
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Reduce management overhead with Al Assistant

Cisco Al Assistant

@ You

Allow Lee access to Facebook but only from office source zone
(9 Al Assistant 11:05 am PST
Here is your rule recommendation, This rule will be added in policy 'Test_1' in the category, 'Geo_Controls".

. . . . Rule Name Action Source zone Destination zone
Assist Policy configuration
Rule_Test 1 Allow Office guest_zone
. G D
Augment Troubleshooting g
¥ Al Assistant @ ‘Rule_Test_1'is successfully created in policy Test 1", 11:05 am
Congratulations, your rule named, ‘Rule_Test_1' is successfully created in policy ‘Test_1'. The rule is created in a disabled state as of now.
. . You can enable it from your ‘Test_1' policy detail page.
Automate Policy lifecycle management .
Go to policy detail page
O D 3

Ask the Al Assistant a question

The Al Assistant may display inaccurate information. Make sure to verify the responses. View our FAQs to learn more.

e
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Al assistance when you need it

© 2025 Cisco and/or its

Hypershield Docs

affiliates. All rights reserved.

Duo Docs

Q|

How do | secure my network
with Cisco Security?

Firewall Docs

BN

Secure Workload Docs

N
3%

bl
cisco



Nuts and Bolts




Firewall price-performance leader
Top to bottom

Branch Campus Data center Cloud —

e T <

200 Series 1200 Series 3100 Series 4200 Series 6100 Series Public/Private
1 Model 6 Models 5 Models 3 Models 2 Models 20+ cloud variants
alaln [ Hyperriox [

NUTANDZ aKVM

Firewalling + IPS Firewalling + IPS Firewalling + IPS Firewalling + IPS Firewalling + IPS ~ e

s openstack ESXi
g_v_vg A\ Vicrosoft Azure

\g)m alkira

. () ORACLE'
Alibaba Cloud OUD INFRASTRUCTU!

Session ID: PSOSEC-1026



ISco Encrypted Visibility Engine

Visibility to malicious flows in encrypted traffic without decryption

Machine learning Processes 1 B+ Processes 10 K+
(ML) technology TLS fingerprints malware samples daily




Eve changes the game on decryption
Risk-based intelligent decryption, powered by Cisco Encrypted Visibility Engine (EVE)

High risk

~0.6% of flows

EVE Risk Medium risk

Score > <Decrypt and inspect further>
~3.4% of flows

Low risk

\ 4

~96% of flows
e
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The leading IDPS, now with zero-day protection

Snort ML extends IDPS protection to unknown variants of common attacks

) Q@

E E

I U) —

. A =

' Known SQL injection attack ") © o

i ~ £ S
0

c C

%@% . . 0N L

Zero-day SQL Injection variant ; | —(X

_________

_________

(Deep learning model)

Powered by TALOS Intelligence i,
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Al Defense

Applications (32)

PROTECTION
4 None 12 Partly 16 Full

Models (534)

VALIDATION
230 Unvalidated 304 Validated

@ Agents (476)

PROTECTION
300 Unprotected 146 Protected

89k Events

52k Monitored

Data (34)

PROTECTION
4 None 12 Partly

User Access (140 apps)

USE CASES

Chat Image Video Code Assistant

Recommended Actions

Protect applications (67)

Secures sensitive data, prevents unauthorized access, and protects
proprietary algorithms from theft or misuse.

Review increased app usage 3 days ago
Review sudden spikes in blocked events to avoid security risks.

ExternalChatBot Application

45MB +7%

NSNS T

1 week ago

Review third party apps (67) 3 days ago

Safeguards user privacy, prevents data breaches, and ensures
compliance with security and regulatory standards.

Runtime enforcement across
public and private clouds

Model Validation and
guardrail recommendations

Visibility of underlying
models and data

e
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O Applications (32)

4 None 12 Partly

Models (534)

230 Unvalidated

(%) Agents (476)

146 Protected

300 Unprotected

89k Events

52k Monitored

(©) pata (34)

4 None 12 Partly

User Access (140 apps)
SE CASE

je Video Code Assistant

Delivered via the Hybrid Mesh Firewall

Recommended Actions

Protect applications (67)

Secures sensitive data, prevents unauthorized access, and protects
proprietary algorithms from theft or misuse.

Review increased app usage 3 days ago
Review sudden spikes in blocked events to avoid security risks.

ExternalChatBot Application

Hide | View -

Review third party apps (67) 3 days ago

Safeguards user privacy, prevents data breaches, and ensures

—

Cisco
Security Cloud

Enforcement Points

Multicloud Defense

Secure Firewall ‘

compliance with security and regulatory standards. .

Hypershield

Runtime enforcement across
public and private clouds

Model Validation and
guardrail recommendations

Visibility of underlying
models and data

e
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Protection: Guardrail categories

Security

* Prompt Injection

Denial of service

Cybersecurity and
hacking

Code presence

Adversarial content
Malicious URL

Map guardrails to standards
and frameworks:

© 2025 Cisco and/or its affiliates. All rights reserved.

Privacy

* |P Theft

Pl

PCI

PHI

Source code

A)ownsp

Safety Relevancy

(A

(Coming Soon)
Financial harm

User harm « Content moderation
Societal harm « Hallucination
Reputational harm - Off-topic content

Toxic content

Guardrails can be modified to fit m
industry, use case, or preferences 7

afraln
cisco



Traditional segmentation for workloads

All types
of workloads

Windows | Linux | Cloud

o L=

Virtual Machine BareMetal

© 2025 Cisco and/or its affiliates. All rights reserved.

©

=

SaasS
delivered

Get started quickly without
hardware investment

Confident
outcomes

Speed up time to value
with implementation services

UL AN
cisco



Extend Hybrid Mesh Firewall ‘
policy enforcement to Cisco ACI fabric

Automate segmentation policy discovery Security

. . R . . . ACI Fabric
With Al-driven deep visibility into application behavior and dependencies Cloud Control
T ACI
. . . Policy
Optimal fit policy enforcement on ACI > <—('TE?—>
With complete automated switching and app infrastructure knowledge <€
Network flow (/ J, \)

.. ) Application metadata
Zero friction to adoption

With agentless visibility and segmentation

ol
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Cloud-native segmentation for Kubernetes

Sales backend

N

Sales-front end |sovalent Enterprise Database service

Discover microservice Enforce policies in the
Interactions Kubernetes fabric



Autonomous Segmentation

database & &

analytics

Recommendations

Permit web app frontend can access database WV

Permit web app frontend can access analytics WV

Web app

frontend

Permit web app analytics can access database VvV

SIS

Default observe and permit web app policy group... VvV

&
N

Workload

File changes behavior

Network

Complete understanding of changing

app behavior from network to
workload to pre-prod

© 2025 Cisco and/or its affiliates. All rights reserved.

Flexible segmentation rules that help
avoid app fragility

database

y

Unusual behavior | Vulnerable
database talking to front end

[ Create Ticket J
L v

A Medium Risk

Block and capture :)

Policies updated to stricter rules
in response to suspicious events

e
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Enable segmentation using the same switch fabric

Infusing security into the network fabric

Segmentation use cases

( A
Cloud Edge
( Y
. .- Zone-based
Holistic segmentation
Securit :
y Hypershield
Data Center
Interconnect (DCI)

e
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Smart Switch

OOo000000Oo

Boo0ooooooo
.~~

Smart Switch

Booooooooo

0000000000

e — .
| e 1
Power Softwarg licgnsestewat Optics | ) (Support.contriacts  Rack Space

O
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Introducing Cisco Smart Switch

- Network + Security
e N one switch

Separate workflows and
separate data flows for

networking and security

Up to 84% TCO savings

© 2025 Cisco and/or its affiliates. All rights reserved. . CIsco



Patching is hard

@)
L
=) o

o w L A

L
<O @) — T
Loy — — O
D:U) o wm [
I — < >D <
=0 Ll Oon o

ATTACKER

---------------------------------------------- Patching gap

DEFENDER

HOURS MONTHS

e
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Distributed Exploit Protection

C Quelwlys )C RedSeal)

‘ C Tenable ) C V\/||Z )

ompensating control
dded

-

Compensa
removed




Closing the exploit gap with automated workflows

60,234 vulnerable assets

High risk assets [ Severe risk assets [l Medium risk assets

CVE-2024-21626 High Priority

runc. 1.1.11 vulnerability
16,234 vulnerable assets

Cisco Security Risk Score (91 High Cvss3 (93

3 Affected zones

Production - External  Critical Production - Internal Dev

Data-driven vulnerability prioritization
+19 threat and exploit intel feeds
+12.7B managed vulnerabilities

+1B security events processed monthly

© 2025 Cisco and/or its affiliates. All rights reserved.

& (&) (&} @) [t

containerd  Containerd- runc

shim runc-v2 Distributed
dockerd Exploit Shield
recommended

to deploy

The Distributed Exploit Shield blocks new container
processes with a current directory of ”/” in the host
name space.

Block and alert

Surgical mitigating control
that keeps application running

959,

Confidence Score

100%

Effectiveness Score

The Distributed Exploit Shield was already
tested in your environment

Tested against live production
traffic to earn trust and
increase confidence

e
cisco



Proactive defense with unknown vulnerability protectio

VFS

]

Storage

7

Namespaces

System Calls

/

TCP/IP

Network

APP IDENTITY

Application-specific behavior analysis

© 2025 Cisco and/or its affiliates. All rights reserved.

VALIDATED

o drvaversal ——6—— fleread

[var/www

SUSPICIOUS

CWE-78

OS command
injection

Web shell
payload

O >
httpd /etc/apache?2/
httpd_conf
CWE-200
Unauthorized access to
sensitive information
Saved in Execute
PHP dir web shell

Common weakness enumeration and analysis

e
cisco



Wrapping things up




e
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Capturing industry and customer mindshare

MarketScape
LEADER 2025

Hybrid Firewall
Leader in Worldwide
Enterprise Hybrid

Firewall 2025
O, SE LABS
Secure Firewall AAA
F_lslwmg e
receive AAA rating in
Advanced Performance Advanced
Performance

NGFW Performance

© 2025 Cisco and/or its affiliates. All rights reserved.

FORRESTER 4% 200

FORRESTER

Secure Firewall WAVE

LEADER 2024

Leader in Enterprise Firewall e tawal

Solutions

FORRESTER

Secure Workload LEADER 2024

Microsegmentation

Leader in Microsegmentation  souton:

Secure Firewall

2024 Best Next Gen
Eirewall

BEST
Next Generation
Firewall

WINNER 2024

Secure Firewall

Cybersecurity
Excellence Award

NetSec GPE

WINNER

* 4k

CYBER
SECURITY

EXCELLENCE
AWARDS

University of New Hampshire

iol InterOpeIabihty

Laboratory

Secure Firewall
Best inspected throughput

ol
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https://selabs.uk/blog/2024-04-se-labs-annual-security-awards-2024/
https://selabs.uk/blog/2024-04-se-labs-annual-security-awards-2024/
https://www.cisco.com/c/en/us/products/security/firewalls/forrester-wave-enterprise-firewall-solutions.html
https://www.cisco.com/c/en/us/products/security/tetration/forrester-wave-microsegmentation.html
https://www.cisco.com/c/en/us/products/security/tetration/forrester-wave-microsegmentation.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://cybersecurity-excellence-awards.com/candidates/cisco-secure-firewall-2024/
https://cybersecurity-excellence-awards.com/candidates/cisco-secure-firewall-2024/
https://blogs.cisco.com/security/netsecopen-cisco-firewall-outperforms-competition-in-real-world-testing
https://blogs.cisco.com/security/cisco-secure-firewall-first-to-earn-se-labs-aaa-in-advanced-performance
https://blogs.cisco.com/security/cisco-secure-firewall-first-to-earn-se-labs-aaa-in-advanced-performance
https://blogs.cisco.com/security/cisco-secure-firewall-first-to-earn-se-labs-aaa-in-advanced-performance

Next steps

See why we were ranked a Pick a date and join our Request a personalized
leader in the 2025 IDC segmentation workshop: demo with a Firewall Expert:
MarketScape for Enterprise https://cloudsecurity.cisco.com https://www.cisco.com/c/en/us
Hybrid Firewall: streamlining-hybrid-data- [oroducts/security/firewalls/get
https://www.cisco.com/c/en/us center-security —started.ntmi
[ rity/idc-worldwide -

enterprise-hvbrid-firewall-
vendor- ment-2025_html

ol
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https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/idc-worldwide-enterprise-hybrid-firewall-vendor-assessment-2025.html
https://www.cisco.com/c/en/us/products/security/firewalls/get-started.html
https://www.cisco.com/c/en/us/products/security/firewalls/get-started.html
https://www.cisco.com/c/en/us/products/security/firewalls/get-started.html
https://www.cisco.com/c/en/us/products/security/firewalls/get-started.html
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