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Unstructured Data

Over 90% of the data the
world produces is
unstructured.

Source: IDC, 2024 Data Creation Estimate

The Untapped Al Goldmine

Our mission is to
empower customers to
activate their data
confidently with Cisco’s
trusted Al-ready
foundation.

Structured Data

Traditional Workloads
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Al is forcing a rethink
of the tech stack

>80%

not Al ready - need
hardware acceleration

20%

of ClOs have a mature
data platform strategy

>48%

of network, compute, and
storage infrastructure is
10+ years old

Network

speed, fabric designs,
and performance

>48%

investigating
VMware alternatives

40%
increase in security

breaches year over year -
due to old infrastructure

Sources: IDC; Gartner; Forrester; TechRadar; CIO.com, Accenture Tech Vision (2025)
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Scalability
Distributed
Composable

Al READY

Infrastructure

Performance Governance
Compute Security
Storage Sovereignty
Network Observability
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One Cisco

[ Al-ready data centers ] ‘ Future-proofed workplaces ]

»
»

A

Secure global connectivity

[ Digital resilience ‘

Al infrastructure | Security for Al | Observability for Al | Services | Al-native capabilities ]
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Data is the Foundation

Power Al

nlr 1 @

Al Infrastructure Security for Al
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Accelerate outcomes

-

Observability for Al

Data

Services

2

Al-native Capabilities
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Unparalleled data drives Al-readiness

{ Detections } { Assistants } { Agents J { Al Canvas }

[ Unified data }

Network data Al Workload data Security data Collaboration data
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Al Readiness - What, How & Why ?

rnance

What How
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Use Case Conversation

Data Fragmentation: Data is often siloed across
multiple systems (cloud, on-prem, edge), making it
hard to unify for Al workloads.

Data Quality & Consistency: Inconsistent formats,
missing values, and noisy data can degrade model
performance and reliability.

Real-Time Data Access: Al models need low-
latency access to live data streams, which traditional
data pipelines may not support efficiently.

Secure Data Governance: Managing access
controls, audit trails, and compliance across distributed
data sources is complex and critical.

Integration with Existing Infrastructure: Al
systems must seamlessly integrate with existing
observability, networking, and security tools to avoid
operational silos.

© 2025 Cisco and/or its affiliates. All rights reserved.

Patient & Staff Data

Security

NVIDIA

( Blueprints
Al Enterprise ‘NEMU J\ — J1 .

Cisco UCS® (CB8SA M8 and CB45A M8) w/
NVIDIA Accelerated Computing

NVIDIA BlueField®-3 DPUs

Managed w/ Cisco Intersight®

Cisco Nexus 9300 | Cisco 6000
Managed w/ Cisco Nexus Dashboard | Hyperfabric

Storage

NetApp | Pure Storage | VAST Data

Cisco Al
Defense

Cisco
Hybrid Mesh
Firewall
Isovalent

Secure
Firewall

Hypershield

Patient Fall Detection

a

Indoor Tracking

Smart Parking
&
Weapon Detection
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Challenging Al Stack
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Al Applications

Data Set

Al Model

Al Management Platforms

Hypervisor/Bare-metal/Kubernetes

Facilities: Power, Cooling & Rackspace

Optimization/Automation




Answer is Cisco Al POD

A scalable architecture, built to support any Al workload simply & efficiently

Deploy Al with confidence
Cisco CVD, NVIDIA ERA

Fully supported stack
including Cisco and 3
party components

Cisco CX
Success Track

Orderable, use case
driven Al-ready
infrastructure stacks

Inferencing.
Optimization.
Training.

Incremental, atomic-level
-or- fabric-based
cluster scale
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Training

Optimization
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ciscoe®
SECURITY

Hypershield

S

Al Defense

Firewall/Nexus® SmartSwitch
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OBSERVABILITY

. Observability Cloud

Open telemetry extensions

O

WORKLOAD MANAGEMENT & OPS
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How Cisco Al POD Does It

Common
Data
Decide/Act Fabric
Al Canvas, Al Defense Results to be consumed by humans, agents or automation system
Agntcy/Anthropic
. Remediation Capacity —
(Knowledge) tjtj
SPLUNK, NIM, Federated Performance Splunk Al
i iti VectorDB
Third Party DUCEE Learning LS e Tuning Assistance
g —
- Al . Business Value Document Image/Video o -
Data Readiness Use case Al Resilience Observability L EREIY Understanding z —
(Orient) % NES
SPLUNK, PCA, = SMB. S3
i Reinforcement Other Al/ML Y '
Vast Data Modelling Correlation Splunk MLTK Trending Diffusion Model ) @ NVMe/TC
Learning Models g P, VAAI
5 CSl, vLLM
)
—
Data Engine Infrastructure (Structured) Enterprise Al Workloads (Unstructured)
(Observe) Video D t I gatfri:?)‘n
PCA, TE, AppD, Metrics Logs Events Traces I ocuments mages Sensors Pgrque’t,
Vast Data/NetApp saL
=
-
Compute Network/Silicon Storagre Meraki/Webex Applications )

Governance & Compliance alial,
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Cisco Al PODs In Motion

Demo 1 - AIPOD (Network, Storage & Compute Data) with SPLUNK

Demo 2 - AIPOD (Network Infrastructure Data) with PCA(Provider Connectivity Assurance)
Demo 3 - AIPOD (Enterprise Al Ready Data) with VAST

Demo 4 - AIPOD (Agent Management Data) with Agntcy

Demo 5 - AIPOD (Security Data) with Al Defense

Demo 5 - AIPOD (Security Data) with Al Defense

e
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https://splunkvideo.hubs.vidyard.com/watch/33wBDWhw2KoYbFnZVKRNm9?
https://splunkvideo.hubs.vidyard.com/watch/33wBDWhw2KoYbFnZVKRNm9?
https://splunkvideo.hubs.vidyard.com/watch/33wBDWhw2KoYbFnZVKRNm9?
https://splunkvideo.hubs.vidyard.com/watch/33wBDWhw2KoYbFnZVKRNm9?
https://splunkvideo.hubs.vidyard.com/watch/33wBDWhw2KoYbFnZVKRNm9?
https://splunkvideo.hubs.vidyard.com/watch/33wBDWhw2KoYbFnZVKRNm9?
https://splunkvideo.hubs.vidyard.com/watch/33wBDWhw2KoYbFnZVKRNm9?

DemO 1 = AIPOD (Network, Storage & Compute Data)
with SPLUNK

CCCCC
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VLM lnput: Do vou see fire? Answer Yes or No.

VLM Response: No.



see fire? Answer Yes or No.

VIM Response: No

VIM Response:
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Al Pod UCS Solutions / Clusters Show Playground
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Demo 2 = AIPOD (Network Infrastructure Data) with
PCA(Provider Connectivity Assurance)
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https://splunkvideo.hubs.vidyard.com/watch/33wBDWhw2KoYbFnZVKRNm9?
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. AWS Console New %k Home | Store Rewar...

- Provider Connectivity Assurance

High Level Al Infrastructure Topology Shared By (Abhishek Jamwal)
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Demo 3 - arop (Enterprise Al Ready Data) with VAST
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https://splunkvideo.hubs.vidyard.com/watch/33wBDWhw2KoYbFnZVKRNm9?

It all starts with the VAST Data Platform

VAST



i

VAST

Insightful Video

Unlock the power of your video content with Al-powered search and analysis

Monitor video processing status and
manage content

Upload Videos

Add new videos for Al-powered analysis afa]n
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DemO 4 — AIPOD (Agent Management Data) with Agntcy

sco and/or its affiliates. All rights reserved. . CIsco


https://splunkvideo.hubs.vidyard.com/watch/33wBDWhw2KoYbFnZVKRNm9?

% AGNTCY/

@ Hi, you are having a conversation with
the supervisor. How can | help you?

Enter your prompt...
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Demo 5 - arop (Security Data) on with Defense
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https://splunkvideo.hubs.vidyard.com/watch/33wBDWhw2KoYbFnZVKRNm9?

Defense

Cisco Al Defense is a security solution
Hello Didier Chapoteau designed to protect the development and
use of Al-powered applications. It helps

enterprises to:

Prompts detected Responses detected Conn

283 0 A 6 Discover Al: Gain visibility into who is
building applications and the training
sources they use.

Validate Models: Minimize the risk of
maodel tuning turning toxic through
automated testing.

Runtime Security: Continuously
validate and safeguard against potential

Policy action overview Guardrails distribution

Action Prompts Responses

- Pass 170 (38%) 143 (100%) ,
y safety and security threats.
Secure Access: Control access to Al
+ Allow 0 0 applications.
S
Al Defense is built into Cisco Security
® Block 283 (62%) 0 _ , Cloud, the company's cross-domain
Security: 14 (58%) Privacy: 1 (4%) i
security platform.
; B safety: 9 (38%) , ) _ ,
It is designed to work with a variety of Al
models and applications, and it is
integrated with Cisco's threat intelligence
ns data from Talos.
Event logs
el Event time (UTC) Rule action Message type Application Model
Jan 20, 2025 20:22:05 ® Block Prompt External Chatbot gpt-4 cisco dCloud

Prompt Injection

N Jan 20, 2025 20:21:22 ® Block Prompt Chat -—- Security


https://idac.cat-dcloud.com/requestoutput.php?htmlTemplate=_navattic_embed.php&id=eb8d5563ce0a48f09ac6b82c5a61d485
https://idac.cat-dcloud.com/requestoutput.php?htmlTemplate=_navattic_embed.php&id=eb8d5563ce0a48f09ac6b82c5a61d485
https://idac.cat-dcloud.com/requestoutput.php?htmlTemplate=_navattic_embed.php&id=eb8d5563ce0a48f09ac6b82c5a61d485
https://idac.cat-dcloud.com/requestoutput.php?htmlTemplate=_navattic_embed.php&id=3d02b0d7a6b4447a86820b4b9342fc66

DemO 6 — AIPOD (ITOps Data) on with Canvas
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https://splunkvideo.hubs.vidyard.com/watch/33wBDWhw2KoYbFnZVKRNm9?
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Priority: P1 42.78% © 5o
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w lllllllll:l'[llll’llrl g 1 1ms Basetne «Sma) v. x 1a 20 oo s 1600 "o o 2200 X X e 24 20 . o 20
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BRANCH-CHI-MDF1.1-MX88CW Thousand
Eyes Test ID: 6927645 Thousand Eyes
Agent Name: Chicago Thousand Eyes

Account Group ID: 1204541 Thousand Eyes
Test Start Date: 2025-05-04701:16:00Z
Thousand Eyes Test End Date: 2026-05-
04T01:17:00Z application_host_name:
online-boutique-us.splunkoTty.com)
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Resources
to learn more

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco Al POD

View on cisco.com/go/aipod

Al-Ready Infrastructure
View on cisco.com

Cisco Provider Connectivity Assurance
Visit Cisco.com

p— Cisco Compute YouTube channel
I View on youtube.com

@lg Blogs

=l

Visit blogs.cisco.com/datacenter

YV YEYEYS

£
s

Online community
Visit the Data Center and Cloud online community,

'l||l|||l
cisco



https://www.cisco.com/site/us/en/solutions/artificial-intelligence/infrastructure/ai-pods.html
https://www.cisco.com/site/us/en/solutions/artificial-intelligence/infrastructure/ai-pods.html
https://community.cisco.com/t5/data-center-and-cloud/ct-p/4436-data-center
https://blogs.cisco.com/datacenter
https://www.youtube.com/@CiscoCompute
https://www.cisco.com/site/us/en/solutions/artificial-intelligence/infrastructure/index.html
https://www.cisco.com/site/us/en/solutions/artificial-intelligence/infrastructure/ai-pods.html
https://www.cisco.com/site/us/en/products/networking/software/provider-connectivity-assurance/index.html

CISCO Engage | TechDay

Thank you b

CISCO



	Template Overview
	Slide 1
	Slide 2
	Slide 3
	Slide 4: One Cisco
	Slide 5: Data is the Foundation 
	Slide 6: Unparalleled data drives AI-readiness
	Slide 7: AI Readiness – What, How & Why ?
	Slide 8: Use Case Conversation
	Slide 9: Challenging AI Stack 
	Slide 10: Answer is Cisco AI POD
	Slide 11: How Cisco AI POD Does It
	Slide 12: Cisco AI PODs In Motion
	Slide 13: Demo 1 – AIPOD (Network, Storage & Compute Data) with SPLUNK
	Slide 14
	Slide 15
	Slide 16: Demo 1
	Slide 17: Demo 2 – AIPOD (Network Infrastructure Data) with PCA(Provider Connectivity Assurance)
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29: Thank you


