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We are experiencing rapid adoption of AI

I N N O V A T I O N  A T  S C A L E

1970s–2000s

Computing
1990s–2007

Internet
2007–2010/15

Mobile
2012–2017

Cloud
2022–2025

AI

Generative AI

Agentic AI

AGI?

30%+ of publicly listed companies mention AI use in their quarterly earnings calls
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The AI Disruption is Now
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Understanding Risk and Challenges of AI 
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Profanity Indirect prompt injection

SecuritySafety

Infrastructure compromise

IP theft

Meta prompt extraction

Prompt injection

Model theft

Training data poisoning

Sensitive information disclosure

Data exfiltration

Model denial of service

Cost harvesting / repurposing

Harassment

Hallucinations

Hate speech

Off-topic

Toxicity

Social division & polarization

Self-harm

Financial harm
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What’s the risk?

User

Application

Model

Data

Infrastructure

AI Application New Risk Vector

Business & reputational harm

Data security & privacy

Supply chain vulnerabilities

Cyber attacks & threats

Compliance

AI Applications can be non-deterministic
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AI risk is on the rise
As AI capabilities grow, so does AI risk 

Simple AI Chatbot RAG AI Application Agentic AI Application

Sensitive data and autonomy make AI applications more useful and relevant.
They also make them riskier and a bigger target.
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Consequences of Unmanaged AI Risk

Financial Damage Litigation Risk Reputational Damage Compliance Risk Security Risk IP Leakage
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Security for AI

Using AI Apps
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AI Access: Third—Party AI App Security

Discovery
Find use of shadow AI apps 

across organization 

Detection
Assess risk of third-party apps and 
get context around devices, 
location, network, and more

Protection

Control access and protect 
prompts and answers from 
exposing sensitive data and 
propagating threats, using best-
in-class ML models

1500+
AI Applications Coverage

Built Into 
Secure Access
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AI Access in Secure Access
Guardrail rules in DLP policy

Deeper data 
classification 

capabilities for 
AI apps
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Guardrail Categories

Map guardrails to standards 
and frameworks like:

Security

• Prompt Injection

• Denial of service

• Cybersecurity and hacking

• Code presence

• Adversarial content

• Malicious URL

Privacy

• IP Theft

• PII

• PCI

• PHI

• Source code

Safety

• Financial harm

• User harm

• Societal harm

• Reputational harm

• Toxic content

Guardrails can be modified to fit 
industry, use case, or preferences
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AI Access in Secure Access

Privacy

Security

Safety

Understanding the context = Differentiation
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Employees

Protecting usage of third-party AI apps

Cisco Secure Access

Input  Guardrails
Prompt Injection

PII, PHI, PCI
Off-Topic

---

Output Guardrails
Code Detection

Hate Speech
Specialized Advice

---

Enterprise Network Traffic

✓    X

✓    X

1,200+ Third-Party AI Apps

Access 
Control

AI Guardrails

Multimode 
DLP

Cloud Malware 
Detection

Zero-Trust 
Proxy



The New AI Risk Landscape
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How are enterprises using AI applications?

Vector DB

App Data Public 
Data

OSS 
Model

Trained 
Model

Production-Ready 

Model
User

Application

Context

Response
QueryProduction

Development
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How are enterprises using AI applications?

Vector DB

App Data Public Data
OSS 

Model

Trained Model

Production-
Ready ModelUser

Application

Context

Response
Query

Production

Development

Exfiltration

Denial of Service

Privacy Attacks

Cost Harvesting

Toxicity

Indirect Injection

Prompt Injection

Data Extraction

Misalignment

Hallucinations

Data 

Poisoning

Indirect Injection

Factual Inconsistency

Model 

Backdoor

Security Risks
Safety Risks
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What makes enterprise AI 
security difficult?

Rapid Evolution

As AI continues to evolve at 
a breakneck pace, so too 
does the AI security and 
regulatory landscape.

Effective AI security 
requires communication 
across AI, security, GRC, 
legal, and other teams.

Disparate Teams

Manual validation and 
protection for AI is both 
expensive and extremely 
resource intensive.

Cost Intensive

Even with unprecedented 
attention on AI technology, 
AI safety and security 
expertise is hard to find.

Lack of Expertise
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Open-source models
1.9M+ on HuggingFace

Third-party datasets
450K+ on HuggingFace

MCP servers & tools
Thousand across multiple repos

AI

Risks: Model backdoors & malware

Risks: Data poisoning & privacy violations

Risks: Tool & server vulnerabilities
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The AI Security Challenge

Third-party AI assets carry risks
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The AI Security Challenge

AI red teaming is time-intensive

• AI red teaming is a specific skill that most 
businesses lack today

• With the proper expertise, manual red 
teaming takes 7 to 15 weeks to test one 
model

• Testing should be repeated each time the 
model is modified in development and 
regularly during production

Step Estimated Time

Identifying relevant regulatory and Responsible AI frameworks 3 days – 1 week

Running individual tests 1 – 2 weeks

Designing and writing code to test various modalities and use 
cases according to regulatory and RAI frameworks

1 – 2 weeks

Setting up environments, libraries, cloud computing 
infrastructure

1 – 2 weeks

Fine-tuning and/or retraining model 3 days – 1 week

Creating model wrappers and integrations to handle model 
input and output formats

3 days – 1 week

Configuring parameters for each test to meet requirements of 
RAI and regulatory frameworks

3 days – 1 week

Comparing models 3 days – 1 week

Collecting and analyzing results 1 – 2 weeks

Compiling results into a report 1 – 2 weeks



© 2025 Cisco and/or its affiliates. All rights reserved.

The AI Security Challenge

Model security is inconsistent

Model A Model B Model C Model D

Built-in guardrails are different for each model, optimized for 
performance over security, and easily broken when changing the model.
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The AI Security Challenge

Model security is inconsistent

Enterprise guardrails provide a common layer of security across models, 
allowing AI teams to focus fully on development.

Enterprise Guardrails
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Dangerous Promts
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Recent AI models with Jail Breaking.



Introducing Cisco AI Defense
     Security for businesses developing AI applications



AI Defence

End-to-end 
visibility

Inventory approved AI & shadow 
AI usage in AWS, Azure, GCP 
and Nvidia DGX Cloud

Protect 
Unsecure LLMs

Apply additional guardrails to 
risky LLMs on premises or cloud

Assess LLM Risk

Red-Team LLMs and profile risk 
according to Mitre Atlas & OWASP 
frameworks on premises or Cloud

Single AI Security 
Control Plane

Visibility of  all AI vulnerabilities in 
Cisco Security Cloud Control



AI Defense DEMO



Thank you
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