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Cisco is revolutionizing
how technology is
deployed, adopted,
and operated in

the Al era
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What's
standing in
your way
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Complex, fragmented services and
support experiences

Delay in issue resolution

Risk from disjointed automation and
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Increasing cost from downtime

The growing skills gap in a rapidly
advancing world

Feeling one-step behind

Escalating expectations for proactive,
measurable outcomes

Slow value realization
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Adaptive Infrastructure Assessments

Al-powered Support

Personalized Learning
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Benefits

@ Complete landscape clarity
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What if every experience could be...

5 ©) @)

Personalized Proactive Predictive

..asifyo




You can’t protect what you can’t see
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Complete landscape
clarity

Cisco 1Q

Solve for the 10,000-piece
infrastructure puzzle.

Access real-time, benchmarked
view of every asset,
configuration, and risk.

‘ Cisco 1Q gives you absolute clarity

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco



Predictive assets insights

From chaos to understanding your Cisco IT landscape...

® Manual asset data ® Health and ® Proactive strategic
collection and slow risk profile future planning
upgrades

Peer benchmarking,
nds, and criticality

Foundational asset

Comprehensive asset visibility
® \visibility

and predictive insights for risk
and asset lifecycle events

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Complete
landscape clarit

Focus on what matters most

© 2026 Cisco and/or its affiliates. All rights reserved.
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Overview

Inventory

Service Contracts

End of Life >
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& Download PDF % Customize & save

Asset Inventory: Last Date of Service and High-Impact Issues

Focused analysis of assets approaching Last Date of Support (LDOS) and other critical operational risks

Key Insights

806 assets (72.5%) are already at their Last Date C
352 assets (31.7%) are currently not coveracd by any support contract — creating a hich exposure
s 577 assets (51.9%) are connected, while 534 (48.1%) remain not ected — nearly an even split risking visibility gaps. 2

Critical security advisory exposure is low overall: 99.0% of assets have =<3 advisories — but unpaic rulnerabilities may still exist, & 7

« Top2 types ( ', 'Unified C: ') account for only 13.8% of assets, while the remaining 86.1% span 15 other categories —
Indicating a highly fragmented fleet. 8 @

Software IOS versions are highly diverse: the top 2 values cover just 8.8% of assets, with the remaining 80.2% spread across 25 other versions —
complicating patch management, 10 1

12

upport milestone —indicating an urgent upo

need.
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Asset Risk Overview 1111 total assets

72.5% 31.7%
AtLDOS & Not Covered £

481% 1%

Not Connected & LDOS Next €

Security Advisories by Connectivity (grouped by Coverage Status)
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Cisco IQ in action: Predictive Asset Insights

B Overview
[” o } | Productfamily v | [ Lastsignaidate v | [ Datasource v || Assetiocation v | = Fitters | @ AskAl | [ Manage Cases o7 |
" Assets >
A omew e
4196
%1, Inventory chassis
T T S T S T S SR
Coverage View details Assets covered by service contracts View details
© Endoflife > T
1898
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Every outage has a trail

Proactive
resilience

Cisco 1Q

Escape the noise of alerts
and reactive firefighting.

Surface and prioritize critical
issues before they ever
become an outage.

‘ Cisco 1Q finds it before you feel it
afraln
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Adaptive infrastructure assessments

From blind spots to preventing outages...

® |Long lead time to identify ® Risk assessments and ® Continuous optimization and
risk exposure and recommendations predictive resilience
performance issues

Proactive remediation
Risk identification and and preventative Ensure uninterrupted operations
@® prioritization

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Proactive
resilience

Prevent outages and
disruption

© 2026 Cisco and/or its affiliates. All rights reserved.
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BE  Overview

Evaluated Assets

Security Advisories

Security Hardening

Configuration

Field Notices

Settings
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Configuration assessment > PBR and NAT on Same Interface Check

Device_180_140_A result © Fraied @ Ask Al

Configuration: PBR and NAT on Same Interface Check |
Evaluated on: Dec 23, 2025 03:28 PM

Result Asset and Rule info

Finding details ~
Based on telemetry collected on Dec 21, 2025 03:29 PM
The following interface(s) have both NAT and PBR configured, which is

not supported on Catalyst 9000 series switches: GigabitEthernet/0/0/1.
PBR and NAT can only work together when configured on ... Show more

Evidence

show running-config
hostname C938@-48P-SWITCH

!

route-map PBR-MAP permit 18
match ip address PBR_ACL
set ip next-hop 18.1.1.254
1

interface GigabitEthernet0/6/1

ip address 108.8.8.1 255.255.255.8
ip nat inside

ip policy route-map PBR-MAP

1

Recommendation 2

Cisco recommends separating NAT and PBR configurations onto different interfaces. PBR and NAT work
together only when configured on separate interfaces. Review the interface configurations and redesign
the network topology to ensure NAT and PBR are not applied to the same interface.

Suggested commands

To resolve this issue, separate NAT and PBR onto different interfaces:
1. Identify the interface with both NAT and PBR configured:

show running-config | section interface

2. Remove PER from the NAT interface and apply it to a different interface:

configure terminal
interface <nat-interface>

no ip policy route-map <route-map-name>
interface <pbr-interface>

afraln
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Cisco 1Q in action: Adaptive Infrastructure Assessments

Automating security hardening checks and execution

Assessments Overview

o> Applications
" Assessments > [PmduchmIlyv ][ Location v ][ Last Signal Date v ] = Filters
O e Lot Ot f Spport 1008 -
374 6132 398 8 6132
2 Inventory Critical and high severity Assets at risk Assets passed Last Date of Support Critical and high severity  Assets at risk
Service Contracts
Security Advisory assessments by severity View detaits Last Date of Support snapshot View details
© EndoflLife > 400 «
348
NSRRI, ... e
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= -1 TE—
oot et et et e A
100
s 5 =
2
398
A—— 21
0 o R eoem = -
G t Passed LDOS Within 0-6 Within 6- Within 12-24  After 24 months
Severity month... mont... mon...
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A complex service request could mean hours

Rapid
resolution

/

Cisco 1Q

Collapse troubleshooting
timelines from hours to
minutes.

Al understands your
environment to
fix problems quickly.

‘ Cisco 1Q solves it in minutes

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco



Al-powered troubleshooting

From juggling tools to resolving incidents faster with less effort...

® Juggling multiple tools to
track cases and
troubleshoot issues

~

Streamlined case
@® creation

© 2026 Cisco and/or its affiliates. All rights reserved.

® Proactive case management and
predictive prevention

Al-assisted triage and
automated troubleshooting

Intelligent root cause

hd guided Faster speed and
efficiency
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Rapid
resolution

Resolve issues faster with
less effort

© 2026 Cisco and/or its affiliates. All rights reserved.
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o] [# New thread

D
Threads
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@ Troubleshooting 9120AX Seri...

Connect me with a TAC Engi...

Previous 7 days ~

Connect me with a TAC Engineer

Escalate an open case

Last month ~

How do | solve this? 13 field ...
Summarize assets past Last ...

View all threads

Today ~

C Qe @

Bhaskar
Demo Customer
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@ You

| have a Cisco 9120AX Series Access Point and Apple MacBooks connection to wireless network getting very slow connectivity speeds.
Model is C9120AXI-B

This appears to be on any Apple MacBook connecting wirelessly.

Windows devices do not appear to be affected.

Apples device connected gets roughly 5/5 Mbps Download/upload

Windows devices connected getting roughly 200/200 Mbps Download/Upload.

What steps should | take to troubleshoot this?

(¥ Al Assistant 11:228m

Thanks for the detailed description — this is a very common 8120AX + Apple client behavior, and the fact that Windows devices are unaffected is a key clue.

Below is a structured TAC-style troubleshooting approach you can follow, with specific things to validate on the C9120AX and the Apple MacBooks, and the
most common root causes seen in the field.

1. First: Confirm the Scope and Baseline

Before changing anything, confirm these items:
On the WLC (or Catalyst 9800)

Collect for one affected MacBook and one unaffected Windows client:

show wireless client summary
show wireless client mac «client-mac»

™ Expected for good performance:
* 5GHz

« 80 MHz

« MCS 9-11

* NSS2

= PHY rate » 800 Mbps

@ Browse prompts Ask the Al Assistant a question > ]

Assistant can make mistakes. Verify responses. Learn how the Al Assistant handles data at Al Assistant disclosures.

x
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Cisco 1Q in action: Cisco Al Assistant for Support

Accelerate resolution and streamline case management with conversational Al guidance

Solve issues faster
than ever

el
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Learning curve trial and error
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Contextualized
\ Professional
Services

Cisco 1Q

Eliminate the learning
curve.

Harness over 40 years of
expertise to build it right
the first time — every
time.

‘ Every Cisco expert who already delivered similar projects is on yours

afraln
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Frameworks, Agents, and Integrations

Infrastructure . :
Migration

Framework

Device migration, network
software migration, technology
migration

Management

Services as Code

Contextualized
Professional

PHYSICAL1

Automated migration planning,
analysis, and execution

EPG_VLAN102

Services

PHYSICAL1

Software
Recommendations

Software lifecycle
analysis module

Combining 40 years of expertise T e S s g

within the BD and potentially routing outside of it, depending on your overall network design and

with digitized delivery Ao e bt b |

Al-assisted, accelerates software

upgrade decisions

and mitigates deployment risks

Automated, config version control, integrated testing,
recommendations, troubleshooting

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco




Cisco 1Q GA release capabilities

Predictive
Insights

Adaptive
Assessments

Al-Powered
Support

© 2026 Cisco and/or its affiliates. All rights reserved.

Basic
Know what you have

See the unseen

Track every Cisco asset and subcomponent

with dynamic high-confidence data.
* Assetinventory

e End of Life report

* Service coverage report

e LDOS Dashboard

From unplanned downtime to always on
Stop guessing where your risks hide with
dynamic visibility into security advisories
and field notices status.

e Security Advisories report

* Field Notices report

Support, simplified

Open and track cases and resolve issues
faster.

* Case Management

* Self-serve Troubleshooting *

Standard (incl. Basic)

Prioritize for operational resilience

Smartinsights, smarter decisions

Pinpoint exactly where to invest for maximum
impact, ensuring your budget works as hard
as your network does.

.

End of Life Insights *
Service coverage Insights *
LDOS Insights *

Asset Criticality Insights *
Asset tagging

Data-rich, insight-poor? Not anymore

Cisco 1Q turns data into insights by correlating
asset risks, so that you always know exactly
what matters most.

Security Advisory Insights *
Security Hardening Insights *
Field Notices Insights *
Configuration Insights *

From reactive to remarkable

Track case trends and efficiency metrics to show
continuous operational improvement. When you need
help, Cisco 1Q is your context-aware resolution assistant
to guide you from the immediate fix to the root cause.

Case Insights *

*Al-Powered Feature

From insights to impact

Actionable recommendations for security
hardening and configurations for high-speed,
high-confidence execution.

* Configuration Recommendations *

* Security Hardening Recommendations *

afraln
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L)L) Cisco IQ gives me great insight(s)

where | can go fact based to the
finance community and say, “look
if we don’t replace it, patching
becomes more difficult and we risk
downtime, which we try to avoid.
Let’s make sure we stay up to date
with our landscape.

Ralf Huebenthal
Global Head of IT Platforms

© 2026 Cisco and/or its affiliates. All rights reserved.

": GlobalFoundries
A

z"%z’?
L)L) The gap between IT goals and

operational reality is growing
wider. Cisco 1Q is helping us close it
by providing continuous visibility,
proactive assessment, and Al-
driven intelligence throughout the
entire technology lifecycle within a
single digital interface.

Scott Gibbons
Sr. Mgr./Dep Director
IT Network Security & Observability

7 %./?
L] Every minute matters in healthcare.

With Cisco 1Q, we can quickly
identify problem areas and get to
root cause faster, which helps
ensure our hospitals stay up and
running. The Al capabilities make it
faster and more intuitive to
navigate our environment...”

Kevin Haz
IT Lifecycle Analyst
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Cisco 1Q:

The intelligence that
empowers IT to thrive
. T

in the Al era
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Relentless
resiliency

Unparalleled
simplicity

Accelerated time
to value
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