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What is the biggest concern regarding Al for your business?

Option 1

Option 2

Shadow Al (Claud
ChatGPT, etc)

2026 Cisco and/or its affiliates. Al rights reserved.

Unauthorized
Agentic Activit

Option 3

Malicious Al Attacl

on Infra/Ap
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Agentic Al has changed the game for security

4 N\ 4 N\
o 010110

o° 110010
00® 001011
Agents supercha Agents are a new insid Age ntS
external attacl threat flght back
* Find and weaponize faster * Persistent at machine speed maCh INeé SPE
+ Automate lateral movement « No judgement or consequences tO SOIVe for bOth
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The agentic era demands three security outcomes

4 4
Protect east-west traffic & Secure the agentic
workloads & human workforce
* Stop lateral movement * Know every agent
* Scale beyond traditional perimeters * Protect every agent
* Shield workloads * Authorize every agent action
- \_
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5 Detect & respond at
machine speed & scale

* Leverage machine data at scale
* Detect and respond to threats

* Monitor agent behavior and drift
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Protect east/west traffic

& workloads
Shield workloads and stop lateral
movement at the source

© 2026 Cisco and/or its affiliates. All rights reserved.

Hybrid Mesh Firewall | Security at the speed of change

Intent-based policy in Cisco Cloud Control

L1 e HH" 28889353 @ 89893383 O @ eBPF
Firewalls Smart Switches Workload Agents
Secure Firewall | Secure Router | 3™ Party
G e — Identity (ISE) —=====-==-==-==-==-=-=--=--- >
— Write once, enforce everywhere _—
Edge Campus Data Center Workload

Inspect encrypted Segment devices Segment services even Shield and segment
traffic for threats using identity context within a rack at process level
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Price-performance leader

Top to bottom

Campus Data center Cloud ——

Branch

Public/Private

200 Series 1200 Series 3100 Series 4200 Series 6100 Series
2 Models 6 Models 5 Models 3 Models 4 Models 2o dlod e
Up to 3 Gbps Up to 18 Gbps Up to 45 Gbps Up to 140 Gbps Up to 600 Gbps S S
NUTANID aKVM
£ openstack W'EVSV)E(aire-
?&’E} IAMi(msnﬁAmre
No-compromise advanced protection while handling encrypted traffic, powered by Al/ML-driven © alkira
k Encrypted Visibility Engine (EVE) and SnortML J B pace .
. P ORACLE'
Alibaba Cloud CLOUD INFRASTRUCTURE
alraln
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Throughputs are calculated based on the operations of Firewalling + Application Visibility Control (AVC) + Intrusion Prevention (IPS) capabilities

© 2026 Cisco and/or its affiliates. All rights reserved.




Smart Switches

Fusing security in

NPU

Networking

———

[l i iy [ i i
N g N g N g N g (g

DPU

Security

T

Single appliance,
dual personality

clrsco S MART SWITCH

Greater visibility, fewer dropped
packets

-

More easily scale security
as traffic increases



Modern Workloads

Process-level visibility for any application

Connection
initiated

Connection
terminated

]_

Host (@\ @) Host

Process level
behavior

See and control the inner
workings of modern apps

Segment effectively
as apps change

OO0

eB O

Observability

Network filtering

Security policy

Shield vulnerabilities
while you patch



Cisco Cloud Control

One platform. Every domain. The foundation everything else is built on.

Meraki ® ThousandEyes e Security ® Splunk ¢ Nexus Dashboard ¢ Catalyst SD-WAN e Intersight ¢ Webex ¢ IQ * and more

‘e Cloud Control | WayneEnterprise  :::
9 Assistant = Canvas 4 Actions @
= Threads
[Z, Create new

| An v | | | From Actions
Today
Network Health Dashboard (4)

Show me all networks that are out of co...
Show me all networks that are out of co...
Show me health trends for the past 14 ... =2
Critical Ethemet uplink speed degra... ¢ %=
Which sites are down? =
Debug DHCP issues in a specific VLAN =2
Wireless Performance Audit (3)

Which sites are down?

Show devices with alerts

testing testing

What does the access control policy def...
Show me devices nearing end of support...

10:58 05/04 canvas

(& Home i, Global Inventory s+ Topology W Meraki O Intersight == Hyperfabric

Hey, DJ

() Security > Splunk Oy Webex Control Hub 0 2

© There are 10 new actions that require review.

| Review actions ]

Ask anything

L@ Give feedback

Debug DHCP issues in a specific

Which sites are down? VLAN

Standardize admin access across

Show devices with alerts SR
organizations

Which clients are using the most
bandwidth right now?

Compare network health across my
top 5 sites

afraln
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© 2026

Outcomes we solve for

* Segmentation

* Exploit Protection

e Advanced Threat Protection

* Unified Agentic Operations

Cisco and/or its affiliates. Al rights reserved.
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What level of Application segmentation are you doing today?

Option 1

VLANSs /\,A,,l Eivon

Option 2

nd/or its affiliates. Al rights reserved.

Software Defi

Networking (ex: 2

Option 3

Software Ag
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End-to-end segmentation with Cisco

Complete segmentation solution for campus, data center, top of rack, as well as traditional and modern workloads

Campus

e Cisco ISE

EaE

C

Data Center

)

Infrastructure

5 e B

C Campus location } —————————————————————— Secure .
Router

,+” Cisco ISE
- tags
A :]
© ©) s
\ e 4
& A0

( Manufacturing )
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User and App ID
Context
Across domains
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( Modern App

) Workload
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Pods:
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Front-end
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Hypershield for Nexus Smart Switch

la)

N

DPU

Hypershield turns

every port
on the Nexus N9300 Smart Switch

into an enforcement point

Hypershield programs
Smart Switch DPU

to bring distributed
Stateful L3/L4 segmentation

HYPERSHIELD

{ DISTRIBUTED STATEFUL

SECURE

FUSED INTO THE FABRIC

© 2026 Cisco and/or its affiliates. All rights reserved.
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-

Traditional
Centralize chokepoint

NGFW

Performance High cost
bottlenecks at scale

&

High cost
at scale

~

© 2026 Cisco and/or its affiliates. All rights reserved.

Hyper-distributed security, without the bottlenecks

a I
Modern
Distributed enforcement
NGFW
| |
L B Selective deep inspection
| |
il
Intelligent redirect
/,’—_’ " \\ \__\\\
Smart . ,I_’I"' d _’I"'\ I_’I'\" | Distributed stateful
Switch P e 7 = L3/L4 segmentation
! : | ,
® ® ®
@
APP APP APP APP
Distributed stateful segmentation for every flow
Deep inspection for selected flows
Organic horizontal growth
o J
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Automated Application Policy Discovery

NetWO r k Production
communications

Process behavior

Development
Labels Secure Workload Wl Commol.sme

SGT tags

afraln
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Microsegmentation with Secure Workload

Cisco Secure Workload

Microsegmentation Policy

Secure Workload agents

Q0 — [ P — QO oeoeo QO oo
o= o= I Il
o= o —

Servers Bare Metal

On-prem
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eBPF: Extending network controls into cloud-native workloads

Network filtering

Observability

Security policy

Extends security and observability into Process-level container and workload Based on open-source Cilium and
cloud-native architectures . visibility without risks of kernel modules Tetragon, which Cisco shepherds

afraln
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How often do you patch infrastructure?

Option 1 Option 2 Option 3
4 A 4 A 4 A
As Needed Every six montt Once a ves
- J - J - J
Option 4

When we have time (just kidding

never have time)
J1s




Implication #1: CVE Growth

Cumulative CVE Growth (1999 - 2026)

400k A

350k

2023

29,000 CVE’s

300k

250k

200k

Total CVEs

150k

100k A

50k 1

1999 2001 2003 2005 2007 2009 2011 2013 2015 2017 2019 2021 2023 2025

Year
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Implication #2: Time to Exploit Collapse

From Vulnerability to Exploitation

TTE (Time-to-Exploit) measures the gap between CVE disclosur

= Mean TTE

The time it takes from
CVE disclosure to an
exploit has collapsed

2018 2019 2020 2021 2022 2023 2024 2025 2026

IO
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Al-speed attacks compre
Minutes to exploit. Montt

EXPLOITED
PUBLISHED

THREAT

‘ DISCOVERED

CVE

DEFENDER

Days 4



Live Protect

Vulnerability shielding for Cisco devices

Stop the attack... but don’t stop the network.

‘B

.
eadre ol g

S WX AT, o .
Aoﬁ-"-','..',;'."

N f "‘: l: ..',: '.:,’if-?‘( : ff‘- ;

VULNERABILITY

CISCO SWITCHES

Protect now,

. . No downtime or switch reboot Continuous re-validation
patch in planned window

Apply policy to live system

afaln
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Blocking an IS-IS denial-of-service attack

with a Live Protect Shield

Example: CVE-2025-20241

The attack

- Crafted packet

IS-IS
process

Device with vulnerability

*  Crafted packets reach
vulnerable IS-IS parser

* IS-IS process may restart

J Device reload creates DoS condition

Live Protect

- Crafted packet

v

Vulnerable function path in IS-IS

v

[ D Live Protect Shield ]

Unsafe condition blocked

Shield at vulnerable IS-IS function path
Exploit condition blocked

Normal IS-IS routing preserved

Operator benefit

\/ Device protected
stays online

Avoid unplanned reloads / upgrades
Preserve routing stability

Patch through planned change control
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Are you decrypting TLS traffic for inspection?

UL LN
© 2026 Cisco and/or its affiliates. All rights reserved. Cisco



We third-party tested our firewall built for Al-scale.
The test tools hit their limit first.

() Public & private CVEs
L 1| 110[0)

NetSec @PEN - = o | O M
oCK rate for a .
independently validates — 1 - g () Evasions
Cisco Secure Firewall 6160 [ T1
Our firewall hit the test tools’ 5 )
CPU limits and could’ve kept
going new benchmark for
inspected
throughput
( Cisco Firewall continues to deliver best price-for-inspected-Gbps across all form factors and environments 1

ol
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Cisco Encrypted Visibility Engine r i " — =4
L J

Visibility to malicious flows in encrypted traffic without decryption

Processes 10 K+

Processes 1 B+
malware samples daily

Machine learning
TLS fingerprints

(ML) technology

T ’ : -
- # N .
- - - .
i ‘
‘ cisco
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Next-Generation Traffic Inspection and Defense

\

© 2026 Cisco and/or its affiliates. All rights reserved.

\
Visibility to malicious flows in encrypted Extends IDPS protection to unknown
traffic without decryption variants of common attacks
Highrisk | | (7 77T n i n ey |
Snort IPS Rule i
Known attacks :
_____________________________________________________ '
Medium risk Snort ML Rule i
Zero-day variant :
R ———
1
Low risk
-
(Deep learning model)
Cisco Encrypted Visibility Engine (EVE) Powered by TALOS Intelligence
/
e
cisco




nletl Security Cloud Control Q. Type 'Ctrl' + /' to search @ 4% & @ o | Q JohnPayne v

cisco
= Home
Set default homepage
> Organization Top Insights & Alerts 32 active Insights All Insights
acme-netsec >
4 Home ~” High Traffic Caused by Elephant Flow RAVPN Forecast - Maximum Sessions ~”7 Best practices and recommendations
Nearing Limit
Data source: Data source: Data source: NGFWTG
Products
AlOps has detected high traffic on the firewall caused by 1 flow, AlOps has forecasted that the number of RAVPN sessions will reach AlOps has detected 5 needs review checks. 1
o Firewall potentially leading to performance duress in Snort cores. capacity in '9' days
@' Hypershield
. 97d ago Details 176d ago Details Gd ago Details
4 Multicloud Defense
Platform services k
p  Favorites > Multicloud Defense Multicloud Defense i
Ty A Account Resources
. Shared Objects
O platform Management > 93 VPCS/ VNets 208 Security Groups 124 Route Tables 289 Subnets

151 Instances 3 3 Load Balancers o Tags 33 Applications

Security Considerations

33 Applications not protected o 80 VPCs/VNets not protected o 0 Service VPC/VNets without Gateways 0



One platform, every domain

irity in Cloud Control

ﬁ y H.ome £ |dentity % Meraki i} Intersight Hyperfabric (! Security « Splunk O Webex Control Hub < ThuusandEyesJ
( Cross-domain identity built-in >
é )

V' Simpler operations through
one coherent environment

V' Faster, more confident decision-
making with
complete connected context

v/ Lower operational friction

with faster coordination
and response

afaln
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Agentic workforce for security built-in

Turn conversational prompts into action

Security in Cisco Cloud Control with Al Canvas

( )
&2
lmi
Policy
. J
Example

(565

Allow only doctors
to access the electronic health
record (EHR) system, deny
nurses
and all others, log
every attempt.

© 2026 Cisco and/or its affiliates. All rights reserved.

EE

(565

Check the London-to-
Frankfurt VPN, identify tunnel
issues, explain cause, and
recommend safe remediation
steps.

Zero trust

Example

(6

Review our zero trust policies
for the HR application and
identify any users, devices, or
locations with overly broad
access.

Performance

Example

(565

Investigate elephant flow
spikes, identify affected
traffic, explain likely causes,
and recommend safe
remediation.




Multi-vendor intent-based policy

Cloud Control

it Socurty Cloud Control Qumn O X A 00 40 O RN, - o

Dashboard

T r— e

290 oty ~ R = [ ﬁl
e |

= P
- | St ) o
et S ‘
| [ ) (i o
ot et
Pokcy Analyzer snd Opdmizer
besdarn S
e
e
S — =2
3 o e 1
= L 0w

J Ills- ! I(;- %% paloalto J Fs=ATINET Juniper

Absorb and optimize Change enforcement

o : . No rip and replace
existing rules points, not policy ’ "



Introducing Cisco Talos Threat Hunting

A helping hand for the Mythos era

alvaln Cloud Control

CIsCco

Organization

{ = Atlas Inc.

A Home

Products

22 Firewall

| O Talos Threat Intel Center

Platform services

~
Q
-+

Favorites

Platform Management

>

>

cisco

Pre-Ransomware Intrusion — Active C2 & Domain Reconnaissance

Threat Notification

Confirmed Threat

Telemetry Sources

Firewall
Identity
@® Endpaint

119K

60%
25%
15%

2026-04-12
21:08:37 UTC

2026-04-12
21:08:39 UTC

2026-04-14
21:08:42 UTC

2026-04-15
21:08:43 UTC

2026-04-15
21:08:44 UTC

2021-04-17
21:08:45 UTC

2021-04-19

' 21:08:46 UTC

Q search

Duo

Identity
Intelligence

Duo

Secure Firewall

Secure Endpoint

Secure Endpoint

Secure Firewall

® 0 Q Jane Doe " HH

Atlas Inc.

February 23, 2026
OPEN

Incident Timeline

failed MFA pushes (5) - forced approval. MFA fatigue attack.
First-time device. Off-hours. Behavioral deviation logged.
Legitimate user logs in normally. Attacker operating in parallel.

91.185.23.47. Workstation to 10.12.8.55.

nitest.exe executed net.exe. Executed wmic.exe. Domain recon chain
executed.

certutil.exe stages update.exe from internal host. Unknown binary.

Three additional beacon cycles. Holding pattern.




'2'.';'&'3' Security Cloud Control Q Type'ctrl' + /' to search @ & O @ Q Q Nik v EEs

= Topology Graph Path Discovery [Search zones & gateway s... v ] m

@) Organization
=~ ACME Corp >

< Platform menu

Mesh Policy DC1¢Dev
Chil one
!: Dashboard W, .
I s Topology > “
@ Policies >
DC1 DC1-Prod-fw-01 DC1-Prod
:_‘ Domains Parer§ Zone Parent Zone GATEWAY SET Child Zone
ﬁm Install Targets >
“ Dynamic Objects
]
§ Changesets
Platform services
- Cloud-fw-01
P Favorites > GATEWAY SET
ﬁ!ﬂ Security Devices
DC2}Dev
,_?_‘ Platform Management > ChilfZone
@®

DC2-Edge-fw-01 DC2 DC2-Prod-fw-01 DC2-Prod

GATEWAY SET Parent Zone GATEWAY SET Child Zone

[1

Frontend Version: 7.0.0  Backend Version: 7.0.0
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From Connect to action: Next steps

Want to know more about Cisco Hybrid Mesh Firewall?

Pick a date and join our Cisco
Hybrid Mesh Firewall Design
Clinic:

https://ciscosecurityworkshop.

Request a demo for
Firewall Test Drive:
https://cloudsecurity.cisco.com/

com/workshop-events/list-all-
workshops

© 2026 Cisco and/or its affiliates. All rights reserved.

firewall-test-drive

Pick a date and join our
workshop to develop
effective segmentation
strategies:

https://cloudsecurity.cisco.com/

streamlining-hybrid-data-

center-security

afraln
cisco
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