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This presentation may contain forward-looking statements regarding future events, plans or the expected financial performance of

F O rwa rd - our company, including our expectations regarding our products, technology, strategy, customers, markets, acquisitions and

h investments. These statements reflect management’s current expectations, estimates and assumptions based on the information
I kl n currently available to us. These forward-looking statements are not guarantees of future performance and involve significant risks,
O 0 g uncertainties and other factors that may cause our actual results, performance or achievements to be materially different from
results, performance or achievements expressed or implied by the forward-looking statements contained in this presentation. For
Sta te m e n tS additional information about factors that could cause actual results to differ materially from those described in the forward-looking
statements made in this presentation, please refer to Cisco’s periodic reports its other filings with the SEC, including the risk
factors identified in Cisco’s most recent quarterly report on Form 10-Q and annual report on Form 10-K, copies of which may be
obtained by visiting the Cisco Investor Relations website at investor.cisco.com or the SEC's website at www.sec.gov. Any
projections in this presentation are based on information currently available to Cisco, which is subject to change. The forward-
looking statements made in this presentation are made as of the time and date of this presentation. If reviewed after the initial
presentation, even if made available by us, on our website or otherwise, it may not contain current or accurate information. We
disclaim any obligation to update or revise any forward-looking statement based on new information, future events or otherwise,
except as required by applicable law.

In addition, any information about our roadmap outlines or our general product direction is subject to change at any time without
notice. It is for informational purposes only and shall not be incorporated into any contract or other commitment. We undertake no
obligation either to develop the features or functionalities described, in alpha or beta or in preview (used interchangeably), or to
include any such feature or functionality in a future release.

Copyright © 2026 Cisco and/or its affiliates. All rights reserved. Cisco, Splunk and the Cisco and Splunk logos are trademarks or
registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to:
www.cisco.com/go/trademarks. Third-party trademarks mentioned in this presentation are the property of their respective
owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company.
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Cisco powers how people and technology work
together across the physical and digital worlds
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New challenges




Agentic attacks: the proof points are here

Assume attacker presence

Open weight Al recruiting

UK AlSI

Moonshot

Frontier door Containment

Mythos

Hugging Face

LD
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Al supercharged threat vectors

Urgent threat vectors - business risk
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Yesterday’s SOC cannot defend tomorrow’s enterprise

&) ¥

Threat Data Manu
has c humar breal
Increasing scale and sophistication Telemetry grows faster than Analysts cannot hire or
of Al-powered attacks. teams and tools can absorb. swivel-chair their way out.

The answer is not more Al features. It is a trusted operating model.

el
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% The reframe: How Al enters the SOC is a

o

design decision. Not a feature you bolt on.

THE WRONG QUESTION

"Where should
we adopt Al in
the SOC?”

9

THE RIGHT QUESTION

“Which Al, on which
security data, under
which controls?"

CCCCC



Splunk’s trusted Agentic SOC
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‘ o Economic discipline
and RO

Splunk Agentic
SOC strategic
principles

Trusted — @

agentic design

@}D —— Human governance,

accountability
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Defend Autonomously at Scale with Trust

ENTERPRISE SECURITY

Agent governance

[ Context & Evidence J [ Approvals J [ Agent Observability J [ Agent Security J

Integrated tooling

{ Agentic SOAR J { Al-Driven Analyst Experience J { UEBA J

Unified context

)

Threat Intel } { Exposure Analytics } { Detection Studio } { Institutional Context J

4 Built on 4

( CISCO DATA FABRIC 1
Open, cost-efficient data platform: unified data and context

Cisco Cloud Control with Cisco Al Canvas

modes Available now Q4 CY26 - Coming soon 1TH CY27 - Coming soon

el
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Democratizing the Agentic SOC with Enterprise Security

Essentials customers get greater value while Premier continues to deliver advanced SOC capabilities (GA: Dec 15, 2026)

ES Essentials ES Premier
Core agentic security operations and automation Protect Al, advanced proactive and autonomous
security operations
e’ )
Core Agentic SOC AGRE SO & A Jo) Ul Advanced Agentic SOC Al Defense
Analysis
( A ( A
Detection Studio and . . . . .
Exposure Analytics Base Agentic Capacity Native UEBA Generous Agentic Capacity
. J \_ J
+
ES Essentials

> =/

NEVAZITE NEWVAZITE
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Defend at machine speed across threats and exposures

Defend
autonomously

Outpace Al-driven threats
with trusted agents and
human governance

© 2026 Cisco and/or its affiliates. All rights reserved.

Stop attacks
at the source

Distributed defenses with
enterprise-wide visibility

Mitigate critical
exposure

Continuously identify, prioritize,
and remediate business-critical
risk, including vulnerabilities



Defend autonomously

Outpace Al-driven threats with trusted agents and human governance

The outcomes

([
([ J 0
¢ [ High alert coverage
6 100% coverage of alerts triaged, low noise
Handled by humans
Lower MTTR
2X faster incident response
Handled autonomously

e 6 6 06 ©
a e ,° A Trust in human-agentic operations
B Cost effective, human controlled agents

Sources: Shunkhlai Group Splunk ES Customer Testimonial, KPMG ”Al Quarterly Pulse Survey: Q3 2025”
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- Available now

The Agentic SOC Workforce

("7 i
.} Coming soon

Detection & Security Threat Hunting Investigation & Governance & Policy

Engineering Response

Build trusted coverage faster Find and disrupt emerging Contain and resolve threats Mitigate critical exposure
threats faster

Threat Hunting Triage

Investigation

Guided Response

Standard Operating
Procedure

© 2026 Cisco and/or its affiliates. All rights reserved.




- Available now (_ ! Coming soon

Operating on an intelligent platform

Detection & Data Sovereign Trusted Agentic Economic Discipline
Management Deployments Design
Simplify data onboarding Flexible deployment options Robust agentic harness Cost effective Agentic SOC

4 )

Core Agentic SOC

Guided data source |

\ 1 . . .
| Inplael @lelel commeeise ! Integrated Agent Security Custom fine-tuned SLM

- T T T T T TTTT T T T T T ~N
: BYO GPU & LLM ,: Approvals and permissions

Self-healing pipelines Context and Evidence

____________________ D

/2R N /2 N
: Detection-as-code [ . External knowledge base |
N e e e e e e Y Y M / N e e e /
- T Tt T T T T T T ~ A P ~
,  Streaming detections | 1 I S :
N o / N _Op§§f_\/§t2ll_lt_\/ ______ /

s Agent memory X

~_____Mmanagement ’

\ J
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Agents work together to deliver broader SOC outcomes

Threats detected rapidly, directed correctly, and contained at machine speed

4 . p 4 - N
reprtobeEstn | Agentic Triage & e
Engineering & Hunting Investigation esponse
Detection Triage Agent Guided Response
Builder Agent ge Ag Agent
Threats S e Detect Direct Contain at
! reat Grap \ - - .
\_ Detection Agent Rapidly ( SOP Agent > Appropriately C SOP Agent > Machine Speed
"/““-E)-(;)-c-)-s-l;;t; ------- i Connector <
| ]
\.__ Analytics Agent _/ (_ srroem ) (_ ot g @Qf
,"/ Threat Hunting \\‘. Malware Automation .
' Agent v Reversing Agent Builder Agent
,"/ Emerging Threat \\‘. i - False Positive \\‘. Custom Agentic
“.__Response Agent / . Tuning I Workflows
T T J N J

Available /7 Near-term
Today \ Roadmap /

________________________
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Triage, Investigation Agents

Agents explaining the work to build trust and unlock adoption

alialn
cisco

& @ﬂm

L @ H

Cloud Control | Global Production

Title ~
2 Possible C2 beaconing on MIA-LT-104

D Malicious PowerShell activity with C2
beaconing

1 Confirmed data exfiltration to 52.216.133.181
Malicious script execution confirmed for
user=lily.zhao

Data exfiltration via cloud storage confirmed for
user=carlos.mendez

Credential stuffing attack confirmed for

user=james.okafor

£ Confirmed lateral movement on win-dev-023

€ Dormant account accessed: user=intern.2024q4
Web application exploit attempt detected on
10.99.1.80

Service account interactive login detected for
svc-monitor

€ APIrate limit exceeded from 10.0.1.25

Password spray pattern detected for
user=nadia.volkov

After-hours Saa$ login detected for
user=omar.hassan

Anomalous email attachment opened by
user=rachel.burns

Account enumeration detected from
helpdesk.bot

€ Registry modification detected on win-eng-088

€ Bulk file deletion detected for svc-backup

© 2026 Cisco and/or its affiliates. All rights reserved.

(& Home > Splunk R2
View investigation

Sensitivity

Disposition

mary

mia.chen

Affected entities

Severity
Confidence
Risk score
Status
Response plan

Agent response

Progress

¢’ True Positive

opened Q3_Territory_Plan.xlsmon [J MIA-LT-104 . Twenty-two
seconds later, EXCEL.EXE launched encoded PowerShell. Splunk observed periodic
outbound connections to a destination Cisco Talos identified as malicious command-and-
control infrastructure. A 24-hour federated search found no additional affected hosts. The
agent isolated the workstation, verified the file was quarantined, applied a scoped C2 block,
opened recovery ticket INCO012841, and confirmed that no further callbacks occurred.

2 mia.chen
CJ MIA-LT-104
High
High
94

Contained

Embl:

ion Mals Ct i it v3.2

Completed

Response completed @ Completed

3 of 3 tasks completed

Wor

LS ]

d- Artifact q

Last updated: Sep 1, 8:04 AM

£ 8 0

d- C2 block active - Recovery assigned

View response

v iZ Details

Al €D Finding metadata

E% Entity i= Additional fields  B= Event

(® Assistant B3 Canvas ® Q | 2

Malicious PowerShell activity with C2 beaconing

Security Assistant log

A Anya Oct17,4:24 PM

Show me the Al analysis details for this finding.

° Security Assistant Oct 17, 4:24 PM
Possible C2 beaconing on MIA-LT-104

True Positive - Suspicious Activity - High severity - High confidence

-Complete
Type Label Value
user Mia Chen mia.chen
system MIA-LT-104 MIA-LT-104

lence-based justification

Timeline

> Contributing findings and intermediate findings

> Splunk and Federated search queries

> Tool enrichments

> A hypoth and evid gaps

> Response status

[ Show the supporting evidence ]

[ What response actions remain? ] [ Explain the disposition ]

{ < Ask me anything about security

Results from GenAl can vary; review for accuracy. View Al details [Z

The verdict in context

Summary, True Positive label
and a completed response: 3
of 3 tasks.

Ask why

Evidence, timeline, contributing
findings, queries, enrichments
and alternative hypotheses.

Audit and follow up

Open the audit log or ask what
response actions remain and to
explain the disposition.
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Response Agent : Contain and Remediate

Guided and Autonomous Response to quickly contain incidents

il Cloud Control | Global Production (& Home > splunk n2
< Queue (es0o118|  Possible C2 beaconing on MIA-LT-104

Overview Response Events Search Intelligence
Response

ee Workstation Malware Containmentv3.2 ~

ompleted

R @ i‘m

PHASE

% Validate and Scope (1/1)

PHASE
Containment (1/1)

L & H

Contain the workstation and C2 communication °
+ Response Agent

[+ Task

PHASE
Recovery and Verification (1/1)

Coordinate workstation recovery °
4 Response Agent

<+ Task ]

© 2026 Cisco and/or its affiliates. All rights reserved.

Assigned to

Contain the worl

and C2 tion

4" Response Agent

" Agent Summary

ed N crowdstrike [l Cisco Secure Firewall

e}

oL 80

l View details

(® Assistant B canvas ® Q | 2 Anya ~

B 5 ©

Owner Status

LAnya ¥ J [Closed = J
~+ Response ] Urgency Sensitivity

[ Low v ] [Unassigned v ]

Disposition

[ True Positive - Suspicious Activity v ]

(] Apply changes to included findings ®

erified that CrowdStrike had already quarantined the malicious artifact and issued no
duplicate quarantine action. Prepared host isolation for MIA-LT-104 and a 24-hour C2 v 3 Notes o
block scoped to the affected workstation. The agent is waiting for human approval before
lying the controls, and rollback instructions are ready.

[F}

| B I 5 = = 9 6 8 @ ¢ ©

not

~ Description

()

Verify whether preventive controls have already been applied. Isolate the affected
workstation and block communication with the confirmed malicious destination within

the authorized scope. Avoid duplicating existing controls. Record action receipts and

rollback instructions.

~ [ Files ©

v Notes o o
m B ] § = E 9% 0 8 & & ® Click or drag file to this area to upload
| all file types supported
Ent €
Save
~ Files ‘o

A playbook-driven
plan

Employee Workstation Malware
Containment v3.2, 100%
completed across three
phases.

Agent acts within
approval

Verified quarantine, prepared
host isolation and a 24-hour

C2 block, with approval and

rollback ready.

Tools used

CrowdStrike and Cisco Secure
Firewall, with action receipts
and rollback instructions
recorded.

il
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Splunk Agentic SOC outcomes

Operational speed
and automation

ALERTS

100%

Coverage

© 2026 Cisco and/or its affiliates. All rights reserved.

Emergent threat

Lower TCO
defenses

Measured outcomes seen by customers

NOISE TRIAGE AND
INVESTIGATION TIME

65%+ 7 5%+

Reduction Lower

Sovereignty

AUTOMATION
SETUP TIME

Days to
minutes

il
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Stop attacks at the source

Combine distributed defenses with enterprise-wide visibility

The outcomes

@ Faster containment and smaller blast radius

Investigations from hours to minutes

Attack identified
and contained

® o o o & o 4 %
R e y o 4 !JE_'\T"I/: Enterprise-wide visibility with fewer gaps
—/hu\,_§ 1,300+ third-party integrations in Splunk ES
® o
Q : :
Agentic SOC ﬁ Consistent and coordinated enforcement
50% better threat coverage via a unified platform

Sources: ReliaQuest “2026 Annual Cyber-Threat Report”, Splunk ES website, Splunk “State of Security 2025” report

el
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Bring Splunk to distributed data

Customers cannot centralize every new signal. The SOC needs to detect closer to source and respond through

connected controls.

See Decide Enforce
- -

Distributed visibility ggﬁ;‘f{d ST & Distributed control

Cisco Data Fabric + Federation + Cisco controls + Agentic Workflows

]
cisco
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Tiering Data by Use Cases

Deploy flexible tiering without data engineering to address any use case. Empower analysts and agents to leverage self-service
workflows that promote and demote data between tiers.

Use Cases
. Security Monitoring, Threat Detection, Incident Resolution,
Index ngh Performance Incident Analysis & Response Agent (Future)
Value / Volume Ratio
High Value, Med-High Volume
Use Cases
: . Forensic Investigation, Federated Analytics, ML Training,
MaChA”e ID?ta FElE Selective Use At Scale Agentic Investigation
nalytics Value / Volume Ratio
Med Value, Med-High Volume
] Use Cases
*Machine Data Audit and Archive Compliance, Forens-ic Investigation, Audits, Future Proofing
Lake Raw Value / Volume Ratio

Low Value, High Volume

*Alpha ala]n

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco



ES CDF integration improves Splunk economics

The right tier for the job

1. Capture once

2. Route by workflow

3. Spend where it matters

/
All machine data

Logs
Metrics
Events

Security telemetry #

Ingest/Edge Processor

Smart routing at ingest

Detect immediately

ES on CDF | Human | Agentic | Deterministic workflows

Detection Hunting Search
Batch Index Index

Streaming MDL MDL

Federated Federated Federated

compute

Sp!unk Hot. Index . . 30-60 days
Active detections and investigations

One intake path Promote only what’s needed MDL Analytics
Longer-window hunting and search
Machine D_ata Lake >180 days

Retain the rest economically Broad retention and raw data access
External Data Lakes
\_ ) ASL - Snowflake - Databricks - Blob - GCS
\ J
Customer outcomes EOMIEN [REFILIT SIS a7e Faster detection and search More data retained per dollar

© 2026 Cisco and/or its affiliates. All rights reserved.
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Stop attacks at the source with Secure Networking and Trusted
Al from Cisco

Network Security

_____________

Cisco Hybrid Mesh Firewall ' GA: Q4 CY27 |

_____________

Cisco Secure Access Avanlable now

Agentic Al Splunk
a C1SCO company
Cisco Al Defense

_____________

Cisco Identity Intelligence . GA:Q2CY27 |

_____________

Cisco Observability for Al [ GA: Q4 CY26 |

1thale
© 2026 Cisco and/or its affiliates. All rights reserved. 'CIISlCIO.



Splunk stops threats
with a world-class
ecosystem

© 2026 Cisco and/or its affiliates. All rights reserved.

— = = &N
% paloaﬂlTEg“ DARKTRACE netSkOpe

&> zscaler C corelight
FiiRTINET @% bomAmTOOLS
[ ] }d ] @
e' Network ﬂ ‘|;l-Recorded Future
CHECK POINT Firewall Threat proofpoint.
‘ Intelligence
Otenable ANOMALI
Over 1300
@ Qualys. security integrations B> "= ThreatConnect.
72,
@kamai Application S‘o:g snowflake

Spl u n k > Orchestration ‘)
é a CISCO company

CLOUDFLARAE @Symantec
<) FORESCOUT Cloud and [ vmware

Internal Network O Endpoint

& GoogleCloud ™\ =2 / \QROWDSTRIKE

aws Identity and e TANIUM
-7 Access
RSA i Sentinelone

HE pa: A2
mm Microsoft @2 cYBERARK £, & OKlta
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Mitigate critical exposure

Continuously identify, prioritize, and remediate business-critical risk

The outcomes
o © e ..

o : . " .
. . . o Critical @ . I Continuously discover critical risks
L d ® o ® o ° o - @@ Cloud containers often only live for minutes.
® o . ° -
° o ° Impo;tant R . .
o o ® oo °
® » /%/ 7NN o *° 0 {3 Proactively mitigate risks before exploitation
S %/////‘.i&\ : i el GI:]D 67% more efficient threat response teams
° AAA//A‘. ~ Prioritization
% Risk assessment | >
T ..l“ (1 Closed loop verification
_ @ Only 9% of security teams are very confident
Agentic SOC in their risk remediation

Sources: Sysdig “2025 Cloud-Native Security and Usage Report”, IDC 2025 “The Business Value of Splunk Security: A Unified TDIR Platform”
whitepaper, Mondoo “2025 State of Vulnerability Remediation” report

el
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Every exposure is critical in the Agentic Al Era

Risks have changed with exploits happening in minutes, not months.

@

i
Iy

Continuously discover and

update asset inventory

Measure your risk posture

Mitigate critical exposure

© 2026 Cisco and/or its affiliates. All rights reserved.

Ruks by potiag el
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LT

oty protie tromt

P S—
= Entity posture insights
L] Avwie
v wever -
8 5,010 4,434 89%
o - 04% o becwty T —
™ 0
[s——— st oty Sarm st et
12 -
[ T— [ ——
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Prevent before attackers find the opening

Move from reactive defense to continuous exposure discovery, prioritization, and remediation across business-critical risk.

Discover Prioritize Remediate
‘ Assets, identities, ‘ Business context Move from exposure
cloud, loT, OT, and separates critical risk insight to action.
vulnerabilities. from noise.
Exposure Analytics Exposure Agent

Proactive before exploitation. Prioritized during attack.

el
cisco
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Accelerate Response to Emerging Threats

Proactive Threat Intelligence Monitoring, exposure assessment, hunting, coverage

4 R

02 03 04
Proactive Al Threat Al Exposure Al Hunt & Bolster Initiate mitigation
Intel Monitoring analysis & detection coverage with Hypershield

prioritization
Monitoring new Identify & prioritize Hunt for evidence of Leverage enforcement
advisories about assets with potential for exploitation and close points across Cisco to
emerging threats impact/exploitation coverage gaps to detect virtually patch threats

el
© 2026 Cisco and/or its affiliates. All rights reserved. Cisco



Key takeaways

Trusted autonomy turns Al from assistance into governed SOC action.

0

Autonomy as a dial

Agents deliver delegated,
guided and bounded
autonomy to meet you
where you are at

Defend autonomously

© 2026 Cisco and/or its affiliates. All rights reserved.

()

Security on
distributed data

ES and CDF integrated
drives down cost while
streaming detections
improve efficacy

()

Trust unlocks
adoption

Evidence, approvals,
rollback, policy, and

observability govern action.

O

Agentic SOC
Democratized

Bringing Agentic SOC to all
Enterprise Security
customers across all
deployment types

Stop attacks at the source

Mitigate critical exposure

el
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Splunk Enterprise Security - Al-powered SecOps

» Unlock full-fidelity visibility and
control of your security data
wherever it lives.

* Deliver the best analyst
experience and tooling with

unified TDIR.

« Accelerate the SOC with built-
in Al across every layer.

© 2026 Cisco and/or its affiliates. All rights reserved.

All

Included findings 5

< Multiple findings from the

same entity [bstoll@splu. .

< ATT&CK tactic threshold

exceeded over previous...

<> 24hour risk threshold

exceeded for entity [bsto..

< Malicious PowerShell

process - encoded comm...

< Malicious PowerShell

process - encoded comm...

B

Reconnaissance  Resource Development Initial Access

Gather Victim
Host
Information &

Configurations &2

“ Custom fields

Related Jira ticket

Related SNOW ticket

» Additional fields

Destination

Destination category

Destination city
Destination country
Destination DNS
Destination Expected
Destination IP address

Destination NT
hostname

Destination owner
Destination PCI domain
Destination requires
antivirus

Destination should time
synchronize
Destination should

update

File hash

Tach t 9 Tachniques (2

o Drive-by .
Compromise &

Phishing &

Spearphishing

Attachment &

‘Spearphishing
Link &

RDMP-334

< bstoll@splunktshirtcompan
y.com

<> workstation -
© windows v
< San Francisco v
© Us v
< bstoll v
© false v
< 10014 v
<> bstollsplunktshirtcompany.
com
< benstoll -
<> untrust -
O false v
< false -
O false -

<> BBGEF56F4D8963DD5461 w

Detections 7 % View options Last 30 days ~

Execution Persistence Privilege Escalation

yes ( of 19 Tochniques (7% niques (C

Command and
Seripting

Account
Manipulation &

Interpreter &

Browser

Extensions &

Event Triggered

Execution &

Change Default File
Association &

Powershell Profile &

> Related investigations

> History

~ Drill-down search

al risk attributions [2

>ation nts for this process [2

~ Drill-down dashboard

Openrisk a

~ Original event

Audit: [timestamp=02-22-2024 23:04:59.452, user=admin,

action=edit_search_schedule_window, info=granted ]

View original event [2

~ Adaptive responses

Response Mode Time User Status
Saved 2024-01-0 admin ® Success
o) s
Notables[Z Saved 2024-01-0 admin ® Success
5T16:31:...
e response invocations [2

Disposition

Undetermined b4
ID ES-00001
Type (=) INVESTIGATION
Time Today 9:50 AM
Investigation type Default -
Description 5 findings were detected that were associated with

bstoll@splunktshirtcompany.com

Detection Same Entity Finding Agg

Risk - 7 day ATT&(

Risk - 24 hour risk threshold exceeded

Show more

v i] Notes 2
Q, Search notes

@ Sarah Dole Oct 23, 6:05 PM
Machine infected

¢ threshold €

Rule

Rule

] v ¢ +

Based on the events that triggered the alert, it looks like the user's machine is

already infected and probably needs to be quarantined.

@ Orville Esoy Oct 23, 6:05 PM
Blocked outbound network access

I have confirmed the user’s device is infected and have already blocked

outbound network access from it

@ Amanda Dyson Oct 23, 6:05 PM
Next steps

Next step suggest taking the device offline and doing forensic investigation.

1of2pages v Next >

v [ Files ©

Drop your files here or browse
all file types supported

el
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Deliver the best analyst experience

Unify threat detection, investigation and response (TDIR) workflows

 Integrated TDIR workflows
with native SIEM, SOAR,
UEBA, and threat intelligence

« Empower every analyst with
embedded SOAR and case
management

 Detect and mitigate insider
threats with UEBA

© 2026 Cisco and/or its affiliates. All rights reserved.

Sp|unk>c|0ud Apps ~ Messages ¥ Settings v Activity ~ Find Q

Mission Control Analytics v

€ Queue

Overview Response Events Search
Automation

Q, Search automation ‘ Y ¢
. Machine Prep v

by dgamer@splunk.com Aug 27, 3:12 AM

¥ 2actionsran

8 add_finding_or_investigation_ .

note_1
. query_device_1 v
. Insider Account Based Prep v

by dgamer@splunk.com Aug 27, 3:06 AM
¥ 2actionsran

#2 add_finding_or_investigation_ P

note_2
. get_attributes_1 v
. Machine Prep v

by dgamer@splunk.com Aug 27, 3:06 AM

¥ 2 actionsran

8 add_finding_or_investigation_ y
note_1

88 query_device_1 v

Security content »

TES'°°°2¢' 7 day risk threshold exceeded for user=kennyb

Configure v Investigate Tools v Search

VCDInfo

Automation Intelligence
p | Add
‘ Prompts Run playbook
EXECUTE ACTIONS
Insider Account Based Prep | Openplaybook [2 | . Action (D
Status Success Started Aug 27, 3:06 % Playbook ®
Owner Dgamer@splunk.com Completed Aug 27, 3:06
Completed actions 2 show Failed actions 0
<> Code (i)
View logs
& utility O

PROCESS FILTERS

. Filter (i)

( i - - . - Decision (i)
Action: add finding or investigation note ¥ Run Id: 185
(L] . Format ()
next_page: null,
items: [ [-]
{H HUMAN INPUT
source_type: "Incident”,
update_time: 1756263991.675413, E Prompt ()
ai_generated: false,
last_edited_by: null,
response_plan_info: null SPLUNK API
a Enterprise
Security

2 seancain@splunk.com ¥ (7] Support & Services v

G) N ks Enterprise Security

P start
-
-
ACTION
get attributes
-
@

ENTERPRISE SECURITY API
ES  add finding or
dinvestigation note
-

-
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Agents work together to deliver broader SOC outcomes

Threats detected rapidly, directed correctly, and contained at machine speed

4 . p 4 - N
reprtobeEstn | Agentic Triage & e
Engineering & Hunting Investigation esponse
Detection Triage Agent Guided Response
Builder Agent ge Ag Agent
Threats S e Detect Direct Contain at
! reat Grap \ - - .
\_ Detection Agent Rapidly ( SOP Agent > Appropriately C SOP Agent > Machine Speed
"/““-E)-(;)-c-)-s-l;;t; ------- i Connector <
| ]
\.__ Analytics Agent _/ (_ srroem ) (_ ot g @Qf
,"/ Threat Hunting \\‘. Malware Automation .
' Agent v Reversing Agent Builder Agent
,"/ Emerging Threat \\‘. i - False Positive \\‘. Custom Agentic
“.__Response Agent / . Tuning I Workflows
T T J N J

Available /7 Near-term
Today \ Roadmap /

________________________
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Continuing to
invest a world-
class ecosystem
to stop threats

© 2026 Cisco and/or its affiliates. All rights reserved.
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Stopping attacks at the source
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Accelerating customer value
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Unmatched strengths that set Splunk Enterprise Security apart

An open, data-native foundation supporting a unified TDIR solution

©)

Data management
and federation

Unique data management
capabilities, like routing,
filtering, masking, machine
data lake, and federation
with Cisco Data Fabric to
maximize performance and
ROL.

© 2026 Cisco and/or its affiliates. All rights reserved.

backed by the industry’s deepest ecosystem

Architectural
flexibility

Deploy on-premises, in the
cloud, or in hybrid
environments, with
seamless IT and OT
integration for broad attack
surface coverage wherever
you operate.

Market
leadership

Splunk is the market share
leader, recognized as a
leader by Gartner, IDC,
and Forrester.
Demonstrating that our
platform is trusted by a
broad user base, providing
confidence in your security
investments.

=

Innovating
together

With 2,200+ global
security partners,
thousands of partner and
community-built apps, and
an active user forum,
Splunk delivers unmatched
collaborative innovation
and support.

el
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What Enterprise Security customers are saying

One unified platform

"It's been an incredible journey with
Splunk ES Premier. It brings together all
the security elements across our
organization. We use the unification of
SIEM, SOAR, and UEBA-powerful
capabilities all combined into one
seamless integrated platform. It's a
comprehensive security view that we
use across our organization and across
all of our teams.”

— Patricia Voight, CISO, Webster Bank

111%

More threats accurately detected

Faster response, less noise

"With ES Premier, we're able to quickly
push aside the noise and uncover
activity we never would have seen
before. By using UEBA to connect
events, we can see a clear chain of
activity in real time, which saves critical
time when something needs immediate
action. That visibility helps us respond
faster and focus on the threats that truly
matter.”

- Scott Margolis, CISO, MBTA

Behavior-driven insights

"Splunk helps us surface meaningful
risk by 'bubbling up the weird' and
showing how users actually. behave.
By combining UEBA with risk-based
alerting, we get a full picture of activity
instead of isolated events. Splunk's
managed detections improve quality
and efficiency, and event chaining with
timeline review has been incredibly
valuable for our CSOC.”

— Mike Bunner, Security Automation
Engineer, REI

© 2026 Cisco and/or its affiliates. All rights reserved.

64%

Greater SecOps efficiency

99%

Faster incident resolution
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Splunk Security: proven leadership for the agentic SOC

Gartner

Eleven-time leader

2025 Gartner® Magic
Quadrant™ for SIEM

Ranked #1 in
all three use cases

2025 Gartner® Critical
Capabilities for SIEM

© 2026 Cisco and/or its affiliates. All rights reserved.

FORRESTER =|DC
Leader Leader

Forrester Wave™: Security
Analytics Platforms, Q2 2025

2024 IDC MarketScape
for SIEM for Enterprise

Ranked #1

2025 IDC Market Share
for SIEM

DMOIA

Leader

Omdia Universe: Next-
Generation SIEM Solutions

el
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Accelerating your journey
to the Agentic SOC

. Accelerate
| | Repeatable decisions
Trusted_ response Prioritize what
foundation matters with
Repeatable
Know what is response and faster QrCAUSE SCCLay
protected and incident closure
monitored /
Use threat intel,
advanced detections,
and Al-enriched context
Establish the SOC baseline Codify deterministic and guidance to prioritize
with trusted data, context, playbooks for consistent and investigate with
detections, and retention. response across teams. confidence.
J U

© 2026 Cisco and/or its affiliates. All rights reserved.

Proactive
defense

Reduce risk before
incidents escalate

Reduce risk earlier with
exposure insight,
validation, anomaly
detection, and conditional
agentic remediation.

Trusted
Agentic SOC

Scalable autonomy
with trust and
governance

Governed agents handle
bounded SOC domains,
act within policy,
escalate exceptions, and
learn from outcomes.

el
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Over a decade of innovation

I
2014 | ES 3.0

e Threat
Intelligence
Framework

e \Visualizations
for Advanced
Threat
Detection

e Data Models
and
Pivot Interface

Gartner.

Leader in Gartner® Magic Quadrant™ for

SIEM (2014 - 2024)

© 2026 Cisco and/or its affiliates. All rights reserved.

F2016
| |

2015 ES 4.0

e [nvestigation

Behavior
Anomalies
with UBA

e Risk Scores and

Quick Search in

Timelines Incident Review
e Threat _ e Adaptive
Integration Response
with UBA P
Glass Tables
Push Search
Results
to UBA Anomalies
FORRESTER

Leader Forrester Wave™ Security

Analytics Platforms (2018, 2020, 2022)

2017

Notable ShortlD
Sharing

UBA Ildentity
Resolution

Threat Intel Alert
Actions

Investigation
Workbench

Content
Management

=IDC

#1 Worldwide SIEM Market Share
(2018 - 2024)

2018

Enterprise
Security Content
Updates

Splunk Ul Refresh
Event Sequencing
Use Case Library

Endpoint Data
Model

Workbench
Improvements

2019

Performance and
Scale Improvements

Turn-key SHC
Installer

Global App Exports

Assets & Identities
(A&I) Framework
Extensions

Investigations
Reporting

MLTK density

revolutionizing the SOC

y

e Python 3 Compatibility
e Asset & Identity Improvements
e Cloud Security Monitoring - Auth

DM

e Threat Intelligence Overhaul

e Mission Control

e A&l Performance Configurations
e A&l Entity Zones

e Risk-based Alerting (RBA)

e Cloud Security - Network +

Change DMs

e Risk-based Alerting

improvements

e Cloud Security Monitoring -

Alerts DM

e Threat Intelligence UX
e RBA Risk Factors Update
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Over a decade of innovation revolutionizing the SOC

2021

¢ RBA Embedded °
Workbench Panels

e RBA Threat Objects

e Dashboard Studio

e Incident Review UX
Overhaul

e RBA Event Timeline

e Executive Summary and
Security Operations
Dashboards

e Automated Content
Updates

e Dark Ul Mode

e Cloud Security Monitoring
Dashboards

Gartner

Leader in Gartner® Magic Quadrant™ for SIEM (2014 -
2024)

#1 in Gartner Critical Capabilities, all three use cases
(2024)

#1 Market Share Leader in SIEM (2023)

© 2026 Cisco and/or its affiliates. All rights reserved.

ES 7.0 2022

Content
Management
Performance
Improvements

Correlation Search
Editor Performance
Improvements

FORRESTER

Leader Forrester Wave™ Security
Analytics Platforms (2018, 2020,
2022)

ployXl ES7.1-7.3 p(opZ:'sy ES 8.0

Cloud-based Streaming Analytics
Threat Topology visualization
MITRE ATT&CK® visualization
Splunk Dashboard Studio

Integrated Threat Intelligence
Management

Multiple Drill-down Searches on
Correlation Rules

Enhanced Risk Analysis Dashboard
Dispositions in Incident Review

Hyperlinks in Correlation Search
“Next Steps”

Auto-refresh in Incident review

Customize Investigation Workflows
in Incident Review Dashboard

Multiple Drill-down Dashboard for
Notable Event

Index Time Correlation Searches
Updated Risk Event Timeline
=IDC

Leader IDC MarketScape for SIEM for Enterprise (2022, 2024)
#1 Worldwide SIEM Market Share (2018 - 2024)

e Complete TDIR all within Splunk
Enterprise Security

e Improved case management
capabilities

e Native Splunk® SOAR
integration

e Enhanced detection engineering

capabilities

e Simplified terminology for
security analytics aligned with
OCSF

e Finding Groups (In Preview)

e Federated Analytics for Amazon
Security Lake (Coming Soon)

Unified TDIR Platform
Automation for every SOC role
Al Assistant in Security
Detection Studio

GIGAOM

Challenger and Fast Mover in
GigaOM Radar for SIEM (2022, 2023,
2024)

QKS Group

Challenger and Fast Mover in

GigaOM Radar for SIEM (2022, 2023,

2024)

@ SoftwareReviews

#1 SIEM solution in Software
Reviews Data Quadrant (2023)
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Children's National Hospital
utilizes Splunk for complete
threat detection, investigation,
and response

@Children’s National (Z To ensure comprehensive security, we must
instrument devices, the cloud, and every
Healthcare touchpoint where data resides. By bringing

all that valuable telemetry into the Splunk
environment, we gain the visibility needed
to protect data—no matter where it lives.

- Nathan Lesser, CISO, Children's National Hospital

« 80+ security use cases implemented
* 40% increase in detection of threats

* 25% increase in analyst productivity

DU LY A
Cisco




Fannie Mae

Financial
Services

Fannie Mae helps protect the
housing finance system
with Splunk

Using Splunk, we now have a greater view of our
ecosystem to help ensure that each transaction that
goes through Fannie Mae can be traced and
monitored from start to finish.

- Nimesh Bernard, Senior Director, Enterprise Observability
Applications, Fannie Mae

More efficiencies due to unified monitoring capabilities
* Faster MTTR thanks to real-time insights

Increased ability to comply with regulatory mandates

el
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Progressive protects customers
and revenue with Splunk

(c When you have a company the size of Progressive,
approaching 65 billion in annual revenues, with 10

PROGRESSIVE minutes, one hour, two hours of outage, there are real

dollars there,” says Moore. “So if we can show that

monitoring was able to pick up prior to a service
Insurance ISR WX pick up prior to.
disruption, we're able to show that the investments we

make in the monitoring tool are giving the business value

- Jon Moore, Domain Architect, Progressive
Insurance.
$120 billion in market capitalization protected
* Reduced noise in SOC significantly with risk-based alerting

8 million traces and 50 million spans effortlessly captured without impact
on compute performance




La Poste stamps out false alerts
by 10x, protecting the data of
1.3M customers

2’— (7/7 The level of customization within Splunk is critical. There
are no limits to the tool. There are plenty of solutions on
LA POSTE the market, but to my knowledge, none
of them offer such a high level of customization. You can
Public Sector really tailor every dashboard, function, rule, and search to
your needs.

- Oliver Cassignac, Responsable Détection des Incidents de Sécurité
(Head of Security Incident Detection)

* 80% of alerts now take under 13 minutes to process
False positive alerts reduced by 10x

« Up to 20 terabytes of data are processed each day




Triage Agent

Alpha in April 2026

Streamline alert prioritization

splunk>cloud

Apps ¥ 4 Messages ¥ Settings ¥ Activity v

« Agentic Al plans and executes investigation
steps for you

Mission Control Last 24 hours v

Security analytics ~ Security content ~

€ Findings

« Autonomously enrich alerts with insights from
your security tools

* Reduce workload and MTTR

Default views < Analyst queue / Q

. True positive

™ Al All types [ Investigations

D Benign positive

¥ Al disposition: True positive

Owned by me (] False positive

FI-AB543 D Other ) 25

C] Undetermined
FI-AB233 3

Do

0O > rTitle -

Unassigned

O €© Malicious PowerShe
(!) Risk score

24 hour risk threshold e\

(]
/' Saved views O user=administrator \
\ FI-AB198 NA Nyah Aamadu 40|
> My critical items E] © Possible Phishing Attack g & m
G 52.216.133.181
> Unassigned SLA expiring 0 o Unusual network activities detected fron 6.133.181
52.218.245.82 t0 52.216.133.181 i
> Insider threat : 3 T .
fail
D o 3 failed login attempts within 24 hrs on device SR O 103456354 7
10.34.56.354
Threat Activity Detected from 56.143.202.14 to
D (%) FI-AB558 2 8.108.191.101 94

8.108.191.107
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SecOps Agentic Workflow Builder

Alpha in September 2026

* Agent execution framework - pair deterministic 3 Investigation Agent e
logic and agents, with decision flow and human Configure .
approvals where needed. .
PROMPT
* Run agents at scale on a platform built to handle e e oot © ‘g T
high Volume Of execution :Iz:)r;:r;.cterstorefarcnccdatafmm previous d -
+ Get an agent reasoning log tied to the case for you are an Investigation Agent. .
. . . . . our role is to investigate
audit and review, aligning to enterprise SOC T e -
1 enriching indicators, and .e
eXpeCtatlonS producing a structured verdict. LJ
+ Message Parameter G - GO -
AVAILABLE AGENT ACTIONS ﬁ :s::TRemerﬂaHun Agent ‘ﬁ ?ﬁ:::t Analysis Agent
e, TN Query 9
’ test-splunk
url reputation -
talos-intelligence * B End

[ Apply ‘

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco



User and Entity Risk Intelligence

GA with Premier

splunk>cloud Apps v @) Messages v  Settings¥  Activityv  Q Find © Lscadminv @ Support & Services v

- Correlate behavioral anomalies across multiple B R B e IS, | e
systems to identify early warning signs of insider UEBA user analysis | © :
threats. € | Toyiorziacs I8 (6 [

Entity details

- Provide analysts with rich contextual insights to T e ol
accelerate risk assessment and decision- 85 et sion see R s e
making. 20 miones s s

- Departing employee
tzhang@buttercupgames.com

« Streamline SOC workflows for efficient ' T e
investigations and faster threat mitigation,
reducing alert noise and allowing your analysts _
to focus their attention on high-priority threats | =

[[] Show related users and connections

88686 .

Detection heatmap 9 Less frequent s More frequent
: t by detection - .

Suspicious ChatGPT Activity [ ] H B

UEBA - Rare Successful VPN Login Location by User o

UEBA - Rare Device Login by Windows User | | ||

Cisco Duo Policy Bypass 2FA

ESCU - Active Directory Privilege Escalation Identified - Rule

UEBA - Rare File Access by User

UEBA - Anomalous usage of Archive Tools

UEBA - Cloud Storage New Access Data Model |

IFRA - LInuisnal Vnluma of Clond Fila Activitu =]
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