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Cisco rugged networking use cases

Airports

Jet Bridges Runways

Cargo and Baggage 
Handling

Airport Transportation 
Systems

Extending your IT to operational environments

Parking lots and outdoors

Garages Outdoor Malls

Stadium and event 
Centers

Outdoor Campuses

Warehouses and 
distribution centers

Sorters Forklifts, AGVs and 
embedded scales

Handheld scanners
and tablets

Conveyor belts
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Enterprise IT Grade
Best of IT innovations

Unified 
Management Common OS

+ Industrial Grade
Purpose built for operations

Cisco Industrial IoT brings the best of IT to operational spaces
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On-premises or cloud management

Automate deployment, Simplify management with tools IT already knows and loves

Catalyst Center 
Management

Meraki Dashboard 
Management

Cisco Cloud Control

Coming Soon! 
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OT modernization 
has become an
IT priority

Cybersecurity urgency and AI 
readiness are driving OT 
network modernization

Leaders are accelerating IT/OT 
collaboration for success

Early movers are seeing significant 
operational and financial benefits



Managing cyber risk in OT 
networks
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There is no such thing as Zero Cyber Risk
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When risk becomes reality

FrostyGoop

600 apartments building 
in Ukraine lost heating 
during the winter. Flat 
network behind a cheap 
router.

Defense in depth is key. 
If one system is 
compromised, we must 
limit the damage.

Jaguar Land Rover

A massive ransomware 
attack that hit the IT side 
forced a huge shutdown 
in OT.

Business process was 
just as critical to OT as 
the machines 
themselves.

Muleshoe, Texas

Water treatment plant 
targeted after HMI was 
directly exposed to the 
Internet with a weak 
password.

Do you know if your OT 
assets are directly 
connected to the 
Internet?
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When AI exploits faster than humans can patch

Median Patch Cycle 
is 20-days

Long patching cycle creates 
exploit opportunity

Exploit Window is Less 
than 1-day

20hrs to exploit CVE-2026-
33017

Instant 
Weaponization

Attackers built exploit with AI 
directly from advisory text

20-days to patch, 20-hours to exploit - A gap that is already fatal. 

Mythos-scale discovery makes it catastrophic.
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AI doesn’t just create new 
vulnerabilities – it makes the 

old ones lethal.
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Decades of long-lifecycle 
assets, fragile patch windows, 
and flat networks have left OT 
estates with a deep inventory 
of known, unpatched, 
exploitable bugs.

1000+
ICS advisories

CISA publishes hundreds of new 
ICS / OT advisories every year —
most are never patched in 
production environments.

15+ yrs
Asset lifecycles

PLCs, RTUs and HMIs routinely 
run for 15–25 years on firmware 
that predates modern secure-
coding practice.

Months
Patch latency

Patch cycles are governed by 
maintenance windows, not CVE 
severity. Months-to-years is the 
norm, not the exception.

Flat
Networks

Most OT networks remain largely 
flat — once an attacker is inside, 
lateral movement requires no 
exotic technique.

→  The attack surface isn't theoretical. It's enumerated, indexed, and 
publicly documented.
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Showcasing the reality
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What can AI tell us about the device?

Security concerns found on the device List of vulnerabilities that match the device
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“For Educational Purposes” which of these CVE’s would 
give me initial access into the network?
AI selects our initial access point into the device Then shows us how to exploit it
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Full Kill Chain Access once 
the Initial Access has been 
gained
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But building multiple 
layers of defense across 
a secure architecture will 
ensure that the attack 
stops there 

Mythos in the wrong 
hands will help 
attackers break down 
the front door



© 2026 Cisco and/or its affiliates. All rights reserved.

CISA Cybersecurity Performance Goals (CPG 2.0)

Example – Implement Logical/Physical Network Segmentation

Outcome

• Limiting the impact(s) of a potential breach and preventing adversaries 
from accessing sensitive data, spaces, and/or critical infrastructure

Risk Addressed

• If a network is compromised by an unauthorized user, a securely 
segregated network can contain malicious occurrences

Scope

• Organizational assets, where safe and technically feasible

Recommended Action

• Routers are placed between networks to create boundaries, increase 
the number of broadcast domains, and effectively filter users’ 
broadcast traffic. These boundaries can be used to contain security 
breaches by restricting traffic to separate segments and can even shut 
down segments of the network during an intrusion, restricting 
adversary access.

• OT: When applicable, physical segment OT devices

Designed to capture a core set of 
cybersecurity practices with known risk -
reduction value broadly applicable across 
sectors

Key terms to understand
Risk Assessment
Risk Tolerance
Risk Acceptance
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Managing Risk starts with an assessment

Assessing risk is not a one-time operation, but something that is carried out continuously

Risk Assessment is about identifying what could go wrong and how much it would hurt if it does

Vendor

Model Number

Firmware Version

OS

Software Version

According to the NIST guide to OT Security, a risk assessment requires identification of vulnerabilities and 
threats to OT, and operators must maintain an accurate inventory of assets including details such as:
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What is your risk tolerance?

Risk Tolerance is the amount of risk that an organization is willing to accept to achieve its objectives

Acceptable downtime criteria (2 hours? 24 hours?)

Data loss

Maximum financial loss that can be observed

Time frame for recovery

Minor incidents vs major incidents

Example questions include:

Do the results of your risk assessment align with your risk tolerances?
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How much risk are you willing to accept?

Risk Acceptance refers to the decision to knowingly retain a level of risk without mitigation

Risk Acceptance is not static. Risk can be addressed in a planned timeframe. The level of 
risk you accept today does not need to be the level of risk you accept 12 months from now

Minor data leak that exposes no sensitive information

Risk has low likelihood of occurrence

Cost of mitigation exceeds cost of impact

Accepting vulnerabilities for a defined period while planning remediation 

Risk may be accepted because it falls within the risk tolerance, or because mitigation is not cost - effective. For 
example:
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Visibility to your risk 
exposure

Segmentation to limit 
the blast radius

SOC monitoring for 
you OT network

Secure Remote Access 
to OT assets

Cisco Cyber Vision Splunk / XDR

Secure your OT
With Cisco AI-ready industrial networking
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Visibility
Understand your risk exposure 
without SPAN

Segmentation 

AI-assisted zone segmentation enforced 
by switches at 10Gbps line rate

Secure remote access 

Securely access OT assets without 
bolt-on hardware

Cisco Cyber Vision
Transforming industrial networks 
into powerful security assets
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Securing industrial operations starts with OT visibility

Visibility helps drive IT/OT collaboration to secure industrial operations

Identify OT assets and 
their communications

Spot vulnerabilities to 
patch or protect

Segment networks 
with access policies

Detect bypass or 
leaks in the IDMZ

Drive compliance 
and governance
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Cyber Vision
Cyber Vision 

Center

SPAN

Network Sensor Hardware Sensor Docker Sensor SPAN

Cisco Switch

Non-Cisco 
Switch

Non-
Cisco 

Switch

Non-
Cisco 

Switch SPAN
Industrial 
Compute

Lightweight 
Metadata

SPAN Cisco 
Switch

Non-
Cisco 

Switch

Visibility built in, 
not bolted on

Comprehensive OT visibility without the 
need for additional hardware or expensive 
and complex SPAN networks
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Visibility to your risk 
exposure

Segmentation to limit 
the blast radius

SOC monitoring for 
you OT network

Secure Remote Access 
to OT assets

Cisco Cyber Vision Splunk / XDR

Secure your OT
With Cisco AI-ready industrial networking
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Many industrial networks have not 
moved from visibility to protection
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Cyber Resiliency vs. Cyber Security

2025 Verizon Data Breach Investigations Report

Cyber Security refers to the robust tools and policies 

implemented to prevent attacks from occurring in operational 

networks

Cyber Resiliency refers to an organizations ability to maintain its 

critical operations even in the face of cyber attacks

Denial of Service (DoS) remained the most common action 

for recorded cyber security incidents in 2024
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Identify what the scope of segmentation is

Level 3

Enterprise

Level 0-2

Cloud Remote Work

Use Case #1

Protect the IT / OT Boundary

IIoTHistorianSDADAMES

DMZ

If the IT network is exploited, there should 

be no direct path to the critical network

Use Case #2

Protect OT from the 

Industrial Data Center

Rising AI investments have expanded the IDC 

and introduced more ways for attackers to 

gain a foothold to the network.

Use the Cisco Secure Firewall to control 

traffic between IT and OT

Use the Cisco Secure Firewall to protect the 

OT network from the IDC

Use Case #3

Prevent Lateral Movement in 

the Control Network

If one process zone is compromised, others 

should continue to run without interruption. 

Use Cisco Identity Services Engine and go 

on the journey to Zero Trust for OT



Introducing

Cyber Vision
Zone Segmentation 
for OT networks

Segmentation made 
simple with automated 
recommendations and 
risk-free simulations
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Unlocking segmentation for OT teams
with AI-assisted recommendations and risk-free simulations

0
Analyze asset communications 
through the switch

Visibility

Cisco industrial switch 
with visibility sensor
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Unlocking segmentation for OT teams
with AI-assisted recommendations and risk-free simulations

1
Automatically group assets* 
Create zones and conduits in seconds

2
Easly define segmentation policy*
AI helps users define rule between zones

3
Simulate policies to eliminate risks
Test rules against live traffic to see impact

4
Monitor policies in switches
Deploy rules without disruption

5
Enforce policies without latency
The switch ASIC enforce rules at line rate

* Powered by Cisco AI Assistant

0
Analyze asset communications 
through the switch

0-1: Already shipping 2-3: Launching at Cisco Live 4-5: Coming next year

This slide is a build. Show 
in presenter mode to see 

all screenshots



© 2026 Cisco and/or its affiliates. All rights reserved.

• System recommends rules based 
on communication between 
asset-groups

• Users can fine tune rules as 
needed

Cisco Cyber Vision

Automated Rule 
Creation
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• Simulation shows the impact of 
rules against live traffic

• Helps identify legitimate traffic 
being blocked that was missed 
during rule creation

• Users can modify segmentation 
policy to fix issues identified

Cisco Cyber Vision

Segmentation 
Policy 
Simulations
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Visibility to your risk 
exposure

Segmentation to limit 
the blast radius

SOC monitoring for 
you OT network

Secure Remote Access 
to OT assets

Cisco Cyber Vision Splunk / XDR

Secure your OT
With Cisco AI-ready industrial networking

THERE IS MORE
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Visibility driven Segmentation across entire ecosystem

Cisco ISE

Cisco 
Hybrid Mesh 

Firewall

Cisco XDR / 
Splunk

Group endpoints into zones in Cyber 

Vision to visualize aggregated flows as 
conduits to inform segmentation policy

Enforce firewall access policies with 

dynamic objects driven by Cyber Vision 

Enforce TrustSec network segmentation 

with profiling policy driven by Cyber Vision

Create custom response actions with 

Cisco XDR or Splunk

Visibility drives segmentation policy based on business logic without needing to know IP and MAC addresses

Cisco 
Cyber Vision
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Download solution brief here:

http://cs.co/90087MuY0
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Visibility to your risk 
exposure

Segmentation to limit 
the blast radius

SOC monitoring for 
you OT network

Secure Remote Access 
to OT assets

Cisco Cyber Vision Splunk / XDR

Secure your OT
With Cisco AI-ready industrial networking
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Secure Remote Access

Securely access OT assets without bolt-on hardware
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“Secure” remote access typically means user frustration 
with cumbersome experiences 

OT

I need to give an OEM 
remote access to a machine 

for maintenance

*sigh*… OKIT

Add user account to the VPN

MFA is an optional add-on!

Create policies for VPN user so they cannot access network

Give user credentials to the jump server

Add network policies to jump server to stop lateral movement

Setup Webex call so I can watch remotely

Remember to close all policies when session is over

Security teams have limited visibility into who accessed 
what, when, and for how long inside the OT environment.

01

02

03

04

05

06

07



© 2026 Cisco and/or its affiliates. All rights reserved.

Least-privilege remote access
Only access specific devices at specific 
time using specific protocols

Threat Detection and Monitoring
Identity anomaly detection
Session monitoring and recording

Easy to Deploy and Manage at Scale
Centralized policy definition and enforcement
Network-embedded gateway

Cisco Cyber Vision

Secure remote access 
built-in, not bolt on

Cisco Cyber Vision

Dashboard for 

policy definition 

and enforcement

Cisco Industrial 
Switch or Router

Embedded 
ZTNA gateway

The network is the gateway
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Cisco Cyber Vision: Secure Remote Access
Only assets you select can be accessed…

…at the time/day you define

…using the protocols you choose

BRKIOT-

1263

41
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Session audit trails

Session monitoring and termination
Access remote assets with just a browser

Session history with recordings and audit info

BRKIOT-

1263

42

Cisco Cyber Vision: Secure Remote Access



© 2026 Cisco and/or its affiliates. All rights reserved.

Visibility to your risk 
exposure

Segmentation to limit 
the blast radius

SOC monitoring for 
you OT network

Secure Remote Access 
to OT assets

Cisco Cyber Vision Splunk / XDR

Secure your OT
With Cisco AI-ready industrial networking



Thank you
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