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Who are Lila and lan?

|  Campus and Operations Lady | Wireless Guy

| Joined Cisco 1999 | Joined Cisco 2011

| Based in Toronto Canada | Based in Vancouver, BC

| Off the clock: Mom of 2 teens | Off the clock: Volunteer: Ham Radio Nerd

Licensed 1997: VE7HHS
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Cisco powers how people and technology work
together across the physical and digital worlds
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Secure global connectivity

\L Digital resilience
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Al is the biggest disruption
we have seen yet

Internet Mobility Cloud

Al




Al adoption is accelerating

Chatbots Agents

Productivity tools Digital coworkers

CCCCC



Creating new network demands

Changing traffic patterns

Increased sustained east-west traffic

Agentic execution
Beyond DC, across environments

Need for AgenticOps

Keeping Agents running, moving
beyond human-paced operations

Al-driven threats
Rapidly evolving security needs

© 2026 Cisco and/or its affiliates. All rights reserved.
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Frontier Al models are creating an entirely new level of risk

Not a one-time patch event

Each new model release will improve
vulnerability discovery

7~

Vulnerabilities weaponized at scale

* More vulnerabilities
* Weaponized even faster
» Even specialized environments exposed

THE AVERAGE TIME TO EXPLOIT VULNERABILITIES

2018 2023 2025 2026

4.2 months
———————————e ) —

]
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Sources: Cisco Blog, “Strengthening the Foundation: A Predictable, Customer focused Response to Al-Accelerated Vulnerability Discovery, ” April 7, 2026, zerodayclock.com, June 23,2026



~ Our approach to addressing
these new demands:

hitecture for
Al-ready
ure network

l

|
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Simplified operations
powered by AgenticOps

Security fused
into the network

Scalable devices
ready for Al
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Simplified operations LF
powered by AgenticOps .
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A day in the NOC

Imagine: Same incident, different operating model

Related alerts are surfaced as one
correlated incident

Login, collaboration experience < From the alert, Seamlessly launch an
management g o o -
g investigation across domains

Login, check observability tool

Users report poor call quality

P >

. Get a suggestion for a fix. Operator

Login, check networking tool approved. Agents executes and confirms.

_ Operator resolves
Manually correlate timestamps

X0 [ P

Escalate, war room, coordination

@ Resolved, hours later

]
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AgenticOps Adoption Journey

Unified Operations for

Foundation: Controller Al-driven network Agentic IT
Intelligence al{tomat'on Cisco Cloud Control with
Controller-Native Al & MCP Agentic Workflows Al Canvas
@ Catalyst Center

...................

.......................
........

e Nexus Dashboard
@ SD-WAN ;

]
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el Cloud Control
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Cisco Meraki
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Network-wide

A
W7

Assurance

Security &
SD-WAN

-
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Switching
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Wireless
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Systems
Manager
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Cameras

©

Sensors

Insight

Networkingactions o = =
Updated 1m ago =

Incidents 3 Alerts 98
Rogue RADIUS server

A 286clients  32,002devices © SFO12

Wireless capacity degraded due to sticky clients

A S0clients 50 devices © SJC16

Unreachable network devices due to unreachable switch

2 50clients 3 50 devices © SJC16

Optimizations 12

| ciscoMeraki  ::! & Home U Security

5m ago

20m ago

1h ago

Q, search Meraki

© Rogue RADIUS server Acive

£ 173.36.46.146 © 4 networks June1,2026 at 9:23am EDT « Assurance s ID:280382...

BRIEFING | < Al High i ®

428 clients failed to authenticate due to invalid certificates

Issue

« 20% of connection attempts made by 428 prospective clients in Cisco Meraki organization failed.

Root cause

« Rogue server 173.36.46.146 is contributing to 96% of authentication failures.

BT AlcCanvas

Introducing Agentic Actions for networking

Root cause analysis and closed-loop remediation with trust and transparency

(9 Al Assistant \ ® 0 2

RECOMMENDED ACTION
Quarantine rogue server
Medium risk ®

@ Quarantine rogue server ~

Target location
RADIUS server 173.36.46.146

@ Re-authenticate clients ~

Target endpoints
428 clients connected to rogue server

® 2-3minutes

MAC Address
0a:35:23:38:aw:38

Potential network disruptions

4 View reasoning

4 View reasoning

REASONING LOG v




Assurance Overview @&

[ © Lestday v | [Accesspoint v | | sso v | [ Bana v Leam about Experience Metrics

Connected Clients — -+ (D Autorefresh




Enhanced
experience metrics

Continuous real-time
experience assessment

Monitors user outcomes and
creates incidents

Shift from observing systems to
understanding experiences

Collapses thousands of signals
into a single view

© 2026 Cisco and/or its affiliates. All rights reserved.

"ll'sélo' Cloud Control ] Cisco Meraki EEE A Home U Security Q Search

Networkingactions o = 5 7 © Rogue RADIUS server ctive

* Updated Tmago <
i £ 173.36.46.146 © 4 networks June1,2026 at 9:23am EDT « Assurance s ID:280382... ¢
Cisco Meraki
Incidents 3 Alerts 98 Optimizations 12
O] (& High confid
Network-wide BRIEFING | < AlMonitoring ) High confidence ®

Pooue PADUWIScorver Smoann

~
htes
Incident created

Jun 1, 9:23am EDT co Meraki organiz

Wireless successful connects degraded £ 76% at peak Source: Experience Metrics
Jun 1, 8:10am EDT n failures.

© Wireless connections @

7:53am §:23am 8:53am 9:23am

© @ Re-authenticate clients ~

Target endpoints
3 428 clients connected to rogue server

Insight REASONING LOG v

© ~ Action plan defined
Organization Jun 1, 9:54am EDT




Deep reasoning

Deeply investigates
to identify root cause

Correlates symptoms,
assesses impact,
and refines conclusions for

greater accuracy

Available to agents and
humans via the Al Assistant

© 2026 Cisco and/or its affiliates. All rights reserved.

"ll'sélo' Cloud Control ] Cisco Meraki EEE A Home U Security Q Search

Source: Deep Reasoning Agent\

K ® ~ Rootcause analysis
Jun 1, 9:23am EDT ce + ID: 280382... ¢
Invalid credentials issue detected on RADIUS server 173.36.46.146. RADIUS server
173.36.46.146 dropped to 0% success rate at the same this incident was discovered.
RADIUS success rate
ptes
100% /
kco Meraki organiz
n failures.
50%
0%
7:53am 8:23am 8:53am 9:23am
— 173.36.46146 — 192.11.2.3
@ -~ Deep Reasoning agent investigation Source: Deep Reasoning Agent
Jun 1, 9:54am EDT
Investigation summary
An STP root status oscillation event was detected, causing intermittent network instability on the local
switch over an 86-second window. The root cause has been identified as an unauthorized BPDU source
originating from an unmanaged device connected to Access Port 2. Because BPDU guard was disabled
on this port, the switch accepted the external device’s path cost, leading to repeated root bridge re-
K elections. The issue has been contained by isolating Port 2 and verifying the STP topology. J

© ~ Action plan defined
Jun 1, 9:54am EDT

L 4
i

Organization




Digital twin

Validates before applying changes

Emulates devices, connectivity,
and configuration in a true
Digital Twin

© 2026 Cisco and/or its affiliates. All rights reserved.

‘duli Cloud Control | Cisco Meraki

r 59

A Home

Networking actions ¢ =

lindated 1m acn 7>

0o
2
L3

U Security

© Rogue RADIUS server Acive

/

+ Nook-HQ-SF — I0S-XE 17.12.4 Upgrade Validation Summal Complet \
+ Digital Twin & 2 i Exit b ——
Target image 10S-XE 1712.4
02 Dashboard A . @ Reasoned abou
0 €9300-1 17.09.5 - 17.12.4
Here are all 11 devices in the twin. The 5 Catalyst switches (2x C9300, 3x
¥ Projects €9200) are eligible for an I0S-XE upgrade — I've pre-selected them. The & R0 i 37209:3 i aMe
MS120 access switches are on a different firmware track. €9200-3 | 17.09.4a 17.12.4
You can pick manually, or | can choose a minimal representative set (3 of
Tests to be Run

5) that still covers every hardware model, stack configuration, and starting
version — saving validation time without losing coverage.

Q Search devices. (A1) coe  Distribution  Access

DEVICE MOODEL VERSION ROLE STACK STATUS
€9300-  C9300-

17095  Core StackWise Eiigible
1 48P
€9300- 9300~

17095  Core StackWise | Eligible
) 48P
€9200-  C9200-

17095  Distribution — Eiigible
1 48P
€9200-  ©9200-

2 a8p 17.09.5 Distribution — Eligible
©€9200-  C9200-

- S 170942 Distribution — Eligible

o

]

Type your response.

Image compatibility Flash space

MDS/SHA integrity Inactive package cleanup
Boot mode License state
DRAM Image install
Boot verification Feature regression
StackWise reconvergence Config comparison
Validation Results
3/3 devices
¥ C9300-1
v 92001
~» C9200-3

NEXT sTEP Deploy the twin-validated image to production via the Meraki controfier for Nook-HQ-
SF.

Q, search

ce « ID:280382... ¢

ptes

kco Meraki organiz

n failures.

Insight

*
-+

Organization

REASONING LOG v

@ ~ Action plan defined
Jun 1, 9:54am EDT




Al-driven network automation with Agentic Workflows

Low code/no code automation tool integrated with
Meraki Dashboard and Cisco Cloud Control

&5 Meraki Q search °® Q Qo ®

Cloud-Hosted
Automation

For Cisco & Third-
Party Domains

Custom and
Pre-Built

Cloud-Hosted
Automation

Integrated with Al
Assistant

]
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Cisco Cloud Control with Al Canvas
The unified operations platform for agentic IT

"ases’ Cloud Control dCloud v 32 | @, Home | w Meraki () Intersight > Splunk ) Studio ( .
(@ Assistant 8z Canvas ¢ Actions .
= Threads

@ Create new Good afternoon, Lila

BE Canvas overview

© Here are your top 3 actions that require review.

Today
10:58 10/02 Sam Cisco L H
© High interface utilization and packet © High interface utilization and packet © High interface utilization causing packet
Create a workflow to disable the guest S... drops on eth1/3 causing connectivity... drops on RTP-NXOS1-Leaf2 drops on Leaf2
Flowevent Fwd Dro p On October 2, 2026, from 17:00 to 17:14 On October 2, 2026, from 16:58 to 17:12 Leaf2 experienced high ingress/egress
P UTC, interface eth1/3 on a device UTC, the device RTP-NXOS1-Leaf2 utilization on interface eth1/13, reaching
High severity web transaction alert ... ¢ monitored by Nexus Dashboard... experienced high ingress/egress utilizatio... 98.7% bandwidth usage at 17:09 UTC on...
Nexus Dashboard Nexus Dashboard Nexus Dashboard
Palo Alto SGT Troubleshooting LH
Yesterday
show me health of eraki natwork + |Ask anything, / for prompts, # for knowledge
18:53 10/01 Sam Cisco " eTa

show the port not forwarding alert from ...

NAlhauva A Anbaliint Annbar Annnantad $a

Meraki ¢ ThousandEyes e Security Cloud Control  Splunk e Nexus Dashboard e Catalyst SD-WAN e Intersight ¢ Webex ¢ Cisco IQ « Catalyst Center

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Cisco Cloud Control \
N

Demo

19 cisco
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Security fused into
the network




¥ N-S Protected ¥

(@ EBGE FIREWALL — North-south traffc only

I I Endpoints / PCs Servers / Printers
H OW SeC u rlty IS Use?workstations, "\\f’,\f’ Local servers,

deployed toda
ploy y @
Edge .flrewall appllances only inspect tra.fflc T S (R
crossing the perimeter — not traffic moving Cameras, Sensors, (o0 Access points,
laterally within your network medical devices controllers

Campus & Branch

Edge firewalls are blind to internal traffic

Ransomware spreads endpoint-to-endpoint on campus — no micro-segmentation, no inline encryption, no identity-based access control

]
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Why the network is the answer

Only the network has the position, visibility, and scale to deliver security everywhere

Sees all Line rate One policy
Universal Enforced consistently
- Zero performance penalty
visibility everywhere
Every packet traverses the Security in silicon at wire speed. One policy model, coordinated
network — no agent or appliance No hairpinning, no overhead. enforcement at every point.

matches this reach.

The network is the only universal control point.
Fuse security into it, and every device is protected by default.

]
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What security should be

Security must be fused into the network — not bolted on at the edge

Protect the infrastructure Protect data in motion Prevent lateral movement

Hardware-rooted trust with secure boot and Line-rate encryption campus to cloud with Identity-based segmentation and inline
runtime integrity verification post-quantum readiness firewall at the switch stop ransomware and
Al-driven lateral movement

Addresses: Addresses: Addresses: Al-Driven Lateral
Salt Typhoon, BlackTech Harvest Now Decrypt Later Movement, E-W blind spot

Continuous verification Distributed & Coordinated

Every user and device continuously verified Policy enforced at every network point — not
by identity and posture a single edge appliance

Addresses: Addresses:
Implicit trust exploitation Centralized bottleneck

Centralized Management enhanced with Al to speed up detection, diagnosis and resolution

]
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Reference design
for fusing security
into the network

© 2026 Cisco and/or its affiliates. All rights reserved.

A— AgenticOps

Zero Trust

Hybrid mesh firewalling access

Scalable network segmentation

Secure infrastructure

inted by Common Policy

CCCCC



Secure Infrastructure: Protecting data and connectivity

Encrypted Communications

Data plane Protect - t | e attack
Security rotects agains arvest now decrypt later attac

BRGsianed p inst forging & henticated OS
IOS XE rotects agalnst orging unauthenticate

The Switch PQC Compliant orotect oo vl |
Secl Secure Boot rotects against boot-level tampering
AES-256 - MACsec
IPSec
WAN MACsec

Quantum Resistant and PQC Compliant Ready

]
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Full Stack PQC

From Secure Boot to Secure Transport on Cisco 9000 Smart Switches

Cisco C9610

AES-GCM-256 LMS ML-DSA ML-KEM SHA-512

o e
Qe —————

Cisco C9350

Datapath‘

between CPU
and TAm

---------------------------------------------------------------------

© 2026 Cisco and/or its affiliates. All rights reserved. CciIsco




Live Protect: Threat protection without patch or reboot

_______ Vulnerability
shielding
MANAGEMENT AND CONTROL PLANE .

. i

e ,

. NETWORK OS ] [ KERNEL . ]

O L[ __

EXTENDING ACROSS CISCO NETWORKING AND SECURITY

Apply policy to Protect now, No downtime or Continuous

live system patch in planned window switch reboot re-validation



Blocking an IS-IS denial-of-service attack
with a Live Protect Shield

Example: CVE-2025-20241

The attack Live Protect Operator benefit
- Crafted packet . Crafted packet

¢ \/ Device protected
. . stays online
Vulnerable function path in IS-IS

v

IS-IS U . .
process Live Protect Shield

Unsafe condition blocked

Device with vulnerability

» Crafted packets reach » Shield at vulnerable IS-IS function path * Avoid unplanned reloads / upgrades
vulnerable IS-IS parser * Exploit condition blocked *  Preserve routing stability
*  IS-IS process may restart * Normal IS-IS routing preserved » Patch through planned change control

. Device reload creates DoS condition



Resilient
Infrastructure
with Cisco

Baseline security posture
out-of-the-box

© 2026 Cisco and/or its affiliates. All rights reserved.

Increased default protections

Removed legacy insecure features

Advanced capabilities for
better detection & response

alfbet .
cisco



Security by default

Out-of-the-box
secure settings and
proactive risk alerts

1] Deprecates insecure protocols
with Insecure Feature Warnings

2| Restrict the use of insecure
protocols with Insecure Feature
Restrictions (“Insecure Mode”
available but discouraged)

Insecure Feature Warnings & Restrictions

Insecure Feature Warnings nsecure Feature Restrictions

F UR F ocoL
BootP Server
FTP

HTTP

IP Finger

IP Source Routing

MD5 for authentication and 3DES for
encryption of SNMPv3 traffic

NTP Control Messages

On-Demand Routing

Plain-text and weak credentials

RADUIS using pre-shared keys and MD5
SNMPv1 [ SMNPv2c

SNMPv3 without authentication

B Hide platform columns where every value is N/A

CATALYST CENTER

N/A
N/A
N/A
N/A

N/A

N/A

N/A

» N/A

N/A
10.5/9.25

N/A

N/A

10.5/9.25

N/JA
N/A
N/A
11.0
10.5/9.25

10.5/9.25

17.18.2

17.18.2

17.18.2

17.18.2

17.18.2

17.18.2

26.1.1

17.18.2

17.18.2,

17.18.2

17.18.2

17.18.2

N/A

0S-XR

N/A
25.4.1
25.4.1
N/A
25.4.1

26.3.1

» N/A

N/A
N/A
N/A

04 FY26

TBD
N/A
NJA
Q2 FY27
Q4 FY26

04 FY26

N/A
7
N/A
N/A
N/A

N/A

N/A
N/A
N/A
N/A
N/A

NJA

N/A
N/A
N/A
N/A

N/A

N/A
Q1 CY27
N/A

N/A

NJA
7
N/A
N/A
N/A

N/A

NJ/A
N/A
N/A
N/A
N/A

7

N/A
N/A
N/A
27.1
N/A

N/A

NfA
10.7.1
10.7.1
N/A
10.7.1

10.7.1

NJA
NJA
10.7.1,
10.7.1
10.7.1

10.7.1

https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/feature-deprecation-and-removal-details. html#~insecure-feature-warnings

© 2026 Cisco and/or its affiliates. All rights reserved.
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Scalable network segmentation

Continuously verified identity and group policy applied across the network

S ®
@
A~ A
lot

robot

0 O
[
Employee
devices

© 2026 Cisco and/or its affiliates. All rights reserved.

JAWAWAY

ooao0

-
- = -§

O

Factory

N control

Policy Tags 4’, x. @
RN ® R

Identity-first Cisco Secure Scalable systems
access & Fabric Group Tag
classification (SGT)

alfret .
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Scalable devices
ready for Al




Scalable devices ready for Al

Smart Secure Campus Secure Large Venue
Switches Routers Gateway Firewall Wi-Fi 7

]
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Cisco C9350
Smart Switches

High-performance, low latency

.I.I.l)h.. .I.Ih.l.l-l

PERTRD FETRET|

POSt‘quantum secure . ,V ~ ST T TEEL T EEEE .a.n.n.na.aT ] 7 M l

FFIIIY ’7,1’7 2RTPEPP 7’!’!7

Cisco Silicon One + co-processor for
security and Al

Smart Switches for the
Intelligent energy efficiency Al-powered campus

]
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Cisco C9610 Modular
Core Smart Switches

Unparalleled density, speed, and
security

High density chassis with state-of-the-
art hardware

Backward compatible chassis with front
to back airflow

Entirely modular and upgradable system

Powered by Cisco Silicon One

© 2026 Cisco and/or its affiliates. All rights reserved.




Cisco C9550 Fixed
Core Smart Switches.
Built for Al Scale.

400G Campus Core

B 3 o e
5 i | . a ;
1 BEEET 1 | JEEEEE| B B o | A
<! BRI S &
) o ) o o 3 e

Up to 6.4 Tbps switching capacity

3.9B packets/second

Quantum safe

© 2026 Cisco and/or its affiliates. All rights reserved.




Cisco 8000 Series Secure Routers +
Firewall for Campus and Data Center

pus " Data Center

8400 Secure Firewall 3100 8500 Secure Firewall 4200 Firewall 6100
Router Series Router Series Series

]
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med by

Silicon One A100L &
Silicon One K100L

Boosts hardware encryption post quantum security

High-scale and low latency for time-sensitive
applications

Flexible and programmable for future Al and ML
workloads

Efficient power performance

Intelligently adaptable to mitigate link failures Cisco Silicon One for Scale,
| ilures, . i
congestion, and bandwidth challenges Security, and Efficiency

]
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» Lila - wireless guy - what’s the deal with v

Wi-Fi 7 for the Modern Campus

Coffee shops Residence Classrooms Lecture Outdoor Auditoriums Stadiums,
halls halls, libraries large venues

S 6 8 v ® 9 @

CWa171i CWO9172I/H | CW9174l1/E | CW91761/D1 | CW91771/D/E CW9178 CW9179F

Lower density Moderate- Moderate to high- High- High-end outdoor, Ultra-high High-density,
deployments, density density performance, 3 variants for performance, large venues,
compact form deployments, deployments omni & directional | optimal coverage, high-density configurable beam
factor wall plate antenna options, URWB deployments, patterns
URWB URWB

@ available Avaiiable  Available " Available  Comingsoon 7 Available 7 Available

]
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Cisco Campus Gateway
follows 10S-XE based CW9800L/M/H variants

Scales up to 5,000 APs and 50,000
clients

Easy migration for existing LAN
controller architectures

No need to re-cable, change VLANS,
or disrupt operations

© 2026 Cisco and/or its affiliates. All rights reserved.




Cisco brings its IT expertise to
rugged environments.

X
14

Unified [ORPL=
management Operating System

Industrial Strength

Purpose built for harsh environments

Standardized equipment | Centralized management | Enterprise-wide security
High-performance networking | One licensing model

© 2026 Cisco and/or its affiliates. All rights reserved.
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