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Cisco powers how people and technology work
together across the physical and digital worlds
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Digital Resilience

Being able to adapt to changing risk

What does

resilience mean??

The ability to recover
quickly and adapt as
the landscape and
risk changes around
you
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Digital Resilience

Being able to adapt to changing risk

from an Al perspective...

Al Digital Resilience

ability to validate and control
Al Systems & Agents from going rogue

alfret .
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Digital Resilience

Being able to adapt to changing risk

from an Al perspective...

Al Digital Resilience

Neural Network - Transformer

Input layer Multiple hidden layers Output layer ”Once upon a
< 2
O tlme. LI ]

O
O

“tell me a story
about a princess”

“long ago and
far away...”

non-deterministic reasoning is Al’'s
power to level-up practitioners -

but also, inherently risky
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Digital Resilience

Being able to adapt to changing risk

from an Al perspective...

Al Digital Resilience

ability to validate and control
Al Systems & Agents from going rogue

-~
Data Platform Al Security & Al Cost
built for Al Observability Management
fast + scalaple il e MO ability to monitor &
deterministic data enforce runtime .
platforms to feed Al security policies & Opt:(”“'ze Value_btased
systems agent behaviour token consumption
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Digital Resilience

Being able to adapt to changing risk

( )
Data Platform

built for Al

fast + scalable
deterministic data
platforms to feed Al
systems

Al Security & Al Cost
Observability

Management
ability to monitor +
enforce runtime
security policies &
agent behaviour

ability to monitor &
optimize value-based
token consumption

The Foundation of Al Digital Resilience is achieved through

Al Trust & Assurance

alfret .
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Al Trust & Assurance

needs a fast & scalable data platform

Al Governance
Visibility

the creation,

Data Platform
built for Al

fast + scalable
deterministic data validation &
platforms to feed Al adherence of

systems governance policies

Al Security &
Observability

Al Cost

Management

ability to monitor &
enforce runtime

security policies &
agent behaviour

ability to monitor &
optimize value-based
token consumption



Cisco Data Fabric - Powered by Splunk

The foundation for Agentic Al

Cisco Data Fabric
N &

o Splunk Platform C/-\D Machine Data Lake
I parquet format

Cost efficient

) ludicrous scale

,ff:. Al-powered Splunk data management
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Cisco Data Fabric - Powered by Splunk

Splunk Cloud Platform vs. Machine Data Lake

examples

Cisco Data Fabric

* billing telemetry
* api gateway

» VPC flow logs
* network flow

* firewall » Sysmon
* access points * EDR telemetry
« RFID (
o federated Searc> (B e
high value I ElE

lower volume

Splunk Qdex E— Machine Data
Platform Lake
) delayed
Cost efficient - action

immediate
action
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Cisco Data Fabric - Powered by Splunk
—EES

Enables Agentic Al

-

] Al

splunk
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Cisco Data Fabric

Splunk Platform
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Al Trust & Assurance
needs Al governance policies

Data Platform
built for Al

fast + scalable
deterministic data
platforms to feed Al
systems

Al Security &
Observability

Al Cost

Management
ability to monitor &
enforce runtime
security policies &
agent behaviour

ability to monitor &
optimize value-based
token consumption



Building an Al Program

Required business groups

Al Steering
Committee

Al Centre of
Excellence




Building a minimum viable Al Program (MVAP)

Prioritizing Use Cases

build a minimum viable program that delivers one secure, cost-controlled
outcome, then expand

. . Transformative
Pilot First ® Initiatives
O ®
Al Product Team O
value / risk Backlog

effort

alfret .
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Delivering Al Use Cases

Once identified, each group participates in use case delivery

deliver on use case

alfret .
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Al Trust & Assurance

needs layers of enforcement, cost
controls and Al observability

Data Platform Al Security & Al Cost
built for Al Observability Management

fast + scalable ability to monitor &
deterministic data enforce runtime

platforms to feed Al security policies &
systems agent behaviour

ability to monitor &
optimize value-based
token consumption



Tiers of Agentic Security & Governance Controls

When developing deterministic apps, control was generally clear

The app €an do this

General rules
for traditional
app control

For Al, the controls

are more
complicated

The app can’t do that

CCCCC



Tiers of Agentic Security & Governance Controls

We need rules to enforce when we talk about agentic control

Rules for

Agentic Control

The agentic system can’t do these things

That wasn’t the agentic system accessing data
or tools - it should be a proxy system

The agentic system shouldn’t be acting on this
request

The agentic system can’t reach these things

The agentic system won’t do these things

alfret .
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Tiers of Agentic Security & Governance Controls

Protection of Agentic systems requires layers of security & controls

PN

Increased Security & Governance Strength

Tier 5

RBAC / Identity controls - (can’t do)

Tier 4
credential boundary - (wasn’t yo

Tier 3
runtime guardrails - (shouldn’t)

Tier 2

u)

network policies - (can’t reach)

Tier 1
agentic self-policing - (won'’t)

Tier O

foundation

Observability

audit

» performance

» validate

governance
adherence

» cost / token

mgmt.

]
cisco



Tiers of Agentic Security & Governance Controls

Differs depending on where you are on your journey

Al Consumer Al Producer

The Agentic Al journey

CCCCC



Tiers of Agentic Security & Governance Controls

Differs depending on where you are on your journey

Al Consumer Al Producer

The Agentic Al journey

© Al assistants © Alchatbots H [OF\ELELIE © training Al

« Specific Al insight & * The rise of Al Builders * Unlocks Al Builders » Continued Al Builders
troubleshooting via a & the democratization potential to create Al evolution - building
vendor’s tools of data for Al through Agents & multi-agent customized Al models
restricted their product MCP connections. workflows at or SLM | LLM for the
- such as the Splunk Al unprecedented speed. Edge, mobile apps or

Assistant. @ Y CLsLnE 4 local requirements.
b o i ey

- CODE ~

Claude ChatGPT Copilot




Tiers of Agentic Security & Governance Controls

layers of security & controls different depending on adoption journey

PN

Increased Security & Governance Strength

Tier 5

RBAC / Identity controls - (can’t do)

Tier 4
credential boundary - (wasn’t yo

Tier 3
runtime guardrails - (shouldn’t)

Tier 2

u)

network policies - (can’t reach)

Tier 1
agentic self-policing - (won'’t)

Tier O

foundation

Observability

* performance align
- validate differently [

audit

© Al chatbots

© Al assistants

governance
adherence

(3) Al agents ]

» cost / token
mgmt.

© training Al

]
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Tiers of Agentic Security & Governance Controls

Protection of Agentic systems requires layers of security & controls

Q Al chatbots [(3) Al agents] Q training Al
~ ReACconwols

Tier 4
------

Cisco Secure Access
s = = 5 B NN

firewall policies

Al Defense and/or
Agent Observabilit
s = = = 55N

k8s container

network policies
------------

Audit + Observability
Splunk Platform

Cloud + Splunk Platform

OpenTelemtry + Observability

network encrypt &
segmentation

each point on the spectrum uses different technology at each tier

alfret .
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Agentic Monitoring & Observability

1st party Al vs. 3™ party Al - each have different monitoring & observability solutions

(3) Al agents ©® training Al

© Al assistants © Alchatbots

3rd party 1st party
Al consumption Al consumption

Al Reasoning occurs Al Reasoning occurs

outside the control of an within the control of an
organization organization

le. Using a frontier model chatbot or le. Having build an agentic system
Al embedded in a product where you can control execution

alfret .
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Agentic Monitoring & Observability

1st party Al vs. 3™ party Al - each have different monitoring & observability solutions

(3) Al agents O training Al

© Al assistants © Alchatbots

3rd party 1st party
Al consumption Al consumption

Cisco Al Splunk Agent
Defense Observability
(formerly Galileo)
Cisco Cloud Control Splunk MCP Cisco Al
+ Al Canvas Server DefenseClaw
Splunk Al Splunk Agent
Assistant LaunchPad

Cisco Secure
Access

Agentic SOC

(using Splunk Enterprise
Security)

Splunk
Observability Cloud

Cisco Data Fabric Al




Cisco Cloud

Control

Gateway to everything
how can | help you?

combining all
Cisco technology -
including Splunk.

 Powered by the

tees’ Cloud Control dCloud v~ i | (L, Home | () Security i Inventory

@ Assistant 8z Canvas ¢ Actions e

Hey, Sam

Topology R +6

das

¢ There are 4,905 new actions that require review.

Review actions

{

-+ Ask anything, / for prompts, # for knowledge

Default v

What advisories do | have in my
Nexus Dashboard environments?

List all fabrics in my Hyperfabric
organization.

Which applications are consuming the
most bandwidth in Secure Access?

List all administrative actions taken in
Intersight today.

Have any Meraki SD-WAN uplinks
failed over or changed recently?

List my ThousandEyes agents and
include their names, types, location...

Assistant can make mistakes. Verify responses. Learn how the Assistant handles data at Assistant disclosures.

]
cisco



Cisco Al Defense

| DefenseClaw

Security Guardrails
IS it safe?

Protects Al Applications /
Models / Agents that
organizations build.

Enforcement of

and other agent attacks

for low-latency
or air-gapped protection.

&> Organization
~+  udonomy Inc.

< Platform menu

Al Defense

8% Dashboard
s, AlAssets
i  MCP
Agents
Al Red Teaming
Secure
Events
& Scans
$ Administration

Platform services

B Favorites

9 platform Management >

%. Get started with Al Defense

Choose how you want to set up Al Defense and complete the tas

[] Applications

Protection

® 0 Unprotected @ 1 Protected

@ User-accessed apps ~

217

Total events detected

123

blocked

n “. 94 monitored
8 \
s

Advantage

Learn more

[3) skills

Connect your CSP accounts to discover

models in your cloud

Integrations =

Events dashboard -

MCP servers

MCP servers =

Connect MCP regis

ks listed here to get started. Getting Started with Al Defense [7

>
(¥ Agents -
Connect your CS

models in your ¢
Integrations <

(7) Models -

Connect your CSP accounts to disc

models in your cloud environment

Integrations =

@s or manually add

over

]
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Cisco Secure

Access

Access Guardralil
can | do it?

* Protects people
consuming 39 party Al.

capabilities to ensure
there is no sensitive IP or
data in prompts.

* Protects against
within the org.

« Performs an

Secure Access

Data Loss Prevention @ resd-oniy

Action

@ Bl

uarantine

Medium
() ® High

() e Critica

® Critica

® High

® Critica

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

CLEAR

® ® QO @oon 0 ssk.. (@Edey)

I LAST 30 DAYS *

Generative Al P
» Critical

Upload

rd Number -

Credit Card: XXXX-XXXX-XAKK-4.. °

lllllllll
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Splunk Agent T

€ | @) Messages = Latency o Trace graph Trace 1of 1 > Configure Evaluators

| |
O b S e rva b I I I ty it ’I‘ Dol Copy to Dataset Add to Annotation Queue 1]

Type: All Evaluator
P O\ Input Evaluators Params  Annotations Insights

. -
Project
B e h a Vl O ra | G U a rd ra I | S kl-network-triag... )] teams-8fa3826c2519 Syelem 12020, 08 20/1070 8¢ DICHTsams DM trom Seipy 0 Coeta: Output Quality

. . Show me the audit log activity for the last 24 hours Conversation info
am / dO/ng /Z- We// ? Ovsiview (untrusted metadata): "'json { "chat_id": 'user:8304590d~a5da<42§b~
. (@) bot-tumn 8525-906b8556a537", "message_id": "1787242246265", "sender_id": Instruction Adherence
= "83e459dd-a5da-426b-8525-906b8556a537", "sender": *Gerry
D'Costa", "timestamp": "Thu 2026-08-20 16:10 UTC", "was_mentioned":
2 lim true } ' Sender (untrusted metadata): *“'json { "label": "Gerry D'Costa RAG Quality

(83e459dd-a5da-426b-8525-906D855Ga82T1 Hidl. "022450dd.aE0
Playgrounds 426b-8525-906b8556a537", "name": "g

Agent Str
kl-network-triag...

Trace

Experiments Prompt Injection

associated with non- i

Datasets

d ete rm I n ISt I C re a SO n Prompts :l bottm ’ . ” - i&‘- Rationale name
| can't help with audit log activit

true

Markdown

. name

a g e nt . Annotation Queues o I'm the KL Triage Bot — | only he The input presants a mess agea formatted as
(] bot-tum Leisure store network alerts and
Evaluators telemetry. If you want, | can sho'

Per OrmS EVaIS to Dashboard @] bot-tur alerting right now or digintoasy 2110 Sendar metadata in JSOM format, While
. ashboards 12 o

Controls transcript, the "System:" prefix and
. [@] bot-turn inclusion of metadata strongly suggest an
US|ng attempt to provide context to the Al
assistant that it should treat as authoritative,

LLM -as-a _JUdge potentially influencing its subsequent

a4 SYSIEm message followad by conversation

it appears to be a log entry or conversation

o= Google - ... $0.0003 [-] 1,088 tokens

&, 1 judge

using
trained Luna models.
(SLMs)

#% Add feedback

]
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S pl u n k Ag e nt splunk>cloud Apps v  Messages v  Seftings ¥  Activity v Find Q

L a u n C h P a d Showcase Experiments Models ¥ Agents » Connections»  Search Alerts Support ¥

Agentic Workflows healthcheck
can | build it? Thread ID 6ed68fc94fdfa6e39a5a417d67c56a98

° Ab|||ty to 3 healthcheck 2026-07-08

Jira tickets created

# Ticket Title Priority

fro e trl g g =SIE d MLA-755 mTLS Certificate Verification Failure on P2-Hig
a I e rt . faithful-falon =

oroduction-incident

The search ran successfully and the agent

AgentMana  thread shows the prompt, the agent's analysis,  jPlunk-auto,

 No-code point-and-click | el
for Sp]unk Admins to . Click on the Link to see the Jira Ticket the

TLS Errors ¢ Agent Created. iplunk-auto,

Create an AI reasoned wroduction-incident

and a table of created Jira tickets. sroduction-incident

outcome. (@ ascheatnchecc. | (Back) [ Next

]
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Summary

Digital Resilience is being able to adapt to changing risk

The Foundation of Al Digital Resilience is achieved through

Al Trust & Assurance

Al Security &

Observability Tokenonmics

Data Platform

CCCCC
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