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Rise of the Machines:

When Agents Go Rouge
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Humans click,
agents swarm




Agentic Al fundamentally amplifies network usage

45 7 2

More traffic generated Of traffic is flows last longer with
per task by Al agents Al inference sustained throughput
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Agentic workflows are stressing network and security

- 4
Increased bi- Credentials
directional traffic everywhere
Agents swarm to achieve Secrets live in code, prompts,
outcomes and .env files

&

Zero
visibility

No single view of agent
activity or audit trail

Teams can’t see which agents access models, tools, or data—leaving keys exposed.
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Agents come with risk and reward

Scope

Speed

Scale

Sensibility
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Security “must-haves” for the agentic era

Common policy and management

Protect east-west Secure the human & Detect & respond at
traffic & workloads agentic workforce machine speed & scale

Common data platform

Resilient infrastructure
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Cisco SASE has evolved to meet the agentic era

()

Cisco Cloud Control ) ~

SASE for the Agentic Era

SD-WAN -+ Security Service Edge + |dentity

Cisco SD-WAN Cisco Secure Access DUO + Identity
Intelligence




Know every agent

Agent & Tool Agent Agent Lifecycle Human
Discovery Access Policy Directory Management Accountability

Resource 1 Resource A
{ Resource 2 ] Resource B
Resource 3 Resource C
DELEGATED AGENT (obo) ROLE-BASED AGENT
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Al Agent Discovery

-

laaS, SaaS, On-prem, IDP, Vaults, CI/CD
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* Al Agents

Third-party
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EDR, MDM, NGFW, Browser extensions
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000006

non-standard systems

Proprietary and

J

)

-

Inventory

/%’ MCP Servers

.lH...lMI.

Context

. Correlation: Al Agents, NHIs & secret
Owners & consumers Permissions Accessed env. & resources association Usage Tools

Tech Field Day - Networking Field Day 41

NHIs

APl keys Webhooks
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el s1oud Control ] genie-id-fabric v 2:% () Security @ Identity

(2 Assistant 52 Canvas ¢ Actions

= Threads

[4 Create new

B2 Canvas overview H ey' B O a t

Q Search history There are no critical actions for you today.

Get started )
-+ Ask anything, / for prompts, # for knowledge

Default v @ ”\7 J

Are my firewall tenant's route-based Using Cisco Identity, show my Show me a summary of my devices on
S2S VPN tunnels healthy? organization identity posture my firewall tenant

Networking Field Day 41
Assistant can make mistakes. Verify responses. Learn how the Assistant handles data at Assistant disclosures.
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Authorize every action

Secure Access Agent Gateway

Secure Client

Just in time

Just enough

Just long enough

!

Data

!

Apps

)

LLMs

!

Web
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Enterprise-ready protection in Secure Client

VPN ZTNA SIA/DNS
Visibility Posture

Experience Monitoring

+
DefenseClaw

.
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Power of the platform

Users &
Branch Edge

O
=

Remote Users

®_

r——

Endpoint Agents

=

Branch Offices /
Branch Routers
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Intelligent Traffic Steering
and Security

Application Aware
Routing

Secure Services Edge
(SSE) / Security Inspection

Destinations

J

Direct Internet Access
Path

Centralized
Policy

Microsoft Cloud
Services

Data Cener
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Fix issues fast with client-to-app visibility

Node: O1.ca.comcast.net

IP Address 88.86.143.25
Forwarding Loss
Ave. Response



Cisco
Cloud Control

One operating model

Network

Security

Identity

N NP N

Splunk
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sl Cloud Control

O Chat 7 canvas

0 You

Bata APJ Production

Actions *

Close Canvas »

What is the cause of the latency?

(¥ Al Assistant

Title

g
Product name
Name . Device type  Connected AP
losrinly MacBook SIC23-22A-AP1S
rohanarno Apple-Dev. SJC23-22A-AP29

summetha Intei-Device

nntjas Apple-Dev

SJC23-32A-AP2Y

SJC23-32A-AP22

0% am

-

@ Home ™ Meraki 0 Security £ Nexus Dashboard (}) Intersight [3] spiunk

Fraud-Scoring Cluster Utilization

PER-MOST RESOURCE SATURATION (LAST 15M AVG)

fraes-test-

pd e L IV — N c—
frows-tast- - N
o — P — LN — PN — “

Application & Network Telemetry

Request succens rale

TCP sesslon ectors

Missing DNS reaponses

TCP retransmity
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SASE Visibility Inside Al Canvas

A workspace purpose - built for the operator

"dsés’ Cloud Control ABM Demo Enginee... v/ © Home | 1) security fa
¥ J J -
> Multiplayer
- N Ohssistant  #:Canvas & Actions ABM-Finance App Accessissue () < Share u aye
Access bleshooting for | bmfi ai ing abm-finance-app =3 a

Chat Interface ot Gome hy + Share the board via link

* Work live sync

+ Ask in natural language btk it Diagnostic Checks

. . 3 . Resource Reachability Passed User Access Warning
. S ee a g e nt S reasonin g | ive lee@abmfinance.ai is blocked from accessing abm-finance-app =
because their device (lee-smith-deskt) has Disk Encryption Reachability ing is only available for private resources with eck for the user's ability to access multiple private resources.
disabled, which violates the Zero Trust Access (ZTA) policy. This single/multiple 1P address or FQDNs without wildcards, single port ssfully allowed access to pri
. s the primary issue preventing access (47 block events numbers, TCP protocol and zero trust connections.The resource you are resources 52 times and was blocked access 47 times. The most frequent e
* Type / for prompt library sl £yl 0 4t o ot et o o mi of thes et blocked feason s -Private Access: Acess t iis appication s ot allowed
with Disk Encryption disabled" (47 events). The most frequently blocked a3
resaurce is ABM-finance-App (47 events). Navigate to Activity Search for
\ / Key Findings: Client Based ZTA
74
 Policy Violation (Critical)
« Access blocked due to Disk Encryption being disabled Netsork Conmotions o Hep Accesy - (]
« 47 block events for this user and application User Lee's device is unable to ar:.ﬂhMJ inance-App despite the This is a check for multiple users' ability to access the private resource
resource connector existing and being connected, indicating the issue is ABM-finance-App. Users were allowed access 1o the private resource 58
+ 86 total block events for this application across all users ot due to a missing or disconnectel resource connector group. The timas and were blocked access 86 times. The most frequent blocked &}
problem may lie in network p , or firewall rules reason is *Private Access: Access 1o this application is not allowed with
A Device Enroliment Issue blocking access to the private resodrce. Disk Encryption disabled (86 events ¢ to Activity Search for Clien 9

t Based ZTA

* The device is not enrolled in the ZTA system
+ This prevents successful connection to the private resource

~
4

Policy Falled DNS Passed
# No Network Issues. H
User Lee cannot access ABM-Finanpe-App because ZTA enforcement User Lee's device successfully resolved the DNS for ABM-Finance-App, [
* DNS resolution: Successful ¥ blocked the connection due to policy restrictions. The primary reason for indicating no ZTA DNS resolution issues are preventing access.

the block is that access to this applf: not allowed with Disk

. .
s, P e organization
events for lee@abmfinance.ai and apm-finance-app. - Private Access:

jon is not alicwed with Disk Encryption disabled (47
events) Navigate to Activity Searc! ent Base

Two modes

Ask a question, / for prompts, # for knowledge

+ Auto by default » Widget classes

and coloring

BM-Finance-App bec

+ Default v Device Enroliment
........... . ), User Loe cannot a
o Defa u It for fa St answers Canvas can make mistakes. Verify responses. Learn how Canvas handles not enrolled in the Zero Trust Acc

personal data at Canvas Data Privacy. connection to the private resource.
of the access issue. Navigate to U

Failed Network Connectivity Passed @ ccoeriennnen

the
(ZTA) system, preven
he enroliment failure
and Groups

Network health between **lee-smith-deskt** and the Cisco Cloud
**within acceptable lin
= **Curr 1 o — 115% +
(530 OK), packet loss s i

ms*, jitter **0 ms**, pa 1

he oot cause

+ Widget stacking
» Reasoning for deep analysis

for complex problems + Auto layout
N J S \ J
» Live widgets

. » Export as PDF
Widgets . : . e
Org summaries, topologies, data visualizations
Click to investigate further
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ANALYST RECOGNITION

IDC MarketScape named Cisco a Worldwide SASE Leader

Cisco was named a Leader in the IDC MarketScape: Worldwide Secure Access
Service Edge (SASE) 2026 Vendor Assessment.

IDC MarketScape Recognized Cisco’s Strengths
Cisco networking and security, delivered as one platform

= Architectural breadth & flexibility

= Al capabilities, identity integration

= Threat visibility and R&D

“Cisco integrates switches, routers, firewall, browsers, and endpoint
components into a unified architecture, supporting distributed enforcement
across cloud, branch, and on-premises environments.”

— IDC MarketScape: Worldwide Secure Access Service Edge (SASE) 2026 Vendor
Assessment, doc #HUS52978425, July 2026.

IDC MarketScape: Worldwide Secure Access Service Edge (SASE) 2026 Vendor Assessment, doc #US52978425, July 2026.

IDC MarketScape worldwide secure access
service edge (SASE), 2026
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Figure 1: IDC MarketScape worldwide secure access service edge (SASE)
vendor assessment

Source: IDC, IDC MarketScape: Worldwide Secure Access Service Edge (SASE) 2026
Vendor Assessment, #US52978425

IDC MarketScape vendor analysis model is designed to provide an overview of the competitive fitness of technology and suppliers in a given market. The research methodology utilizes a rigorous scoring methodology based on both qualitative and
quantitative criteria that results in a single graphical illustration of each supplier’s position within a given market. The Capabilities score measures supplier product, go-to-market and business execution in the short-term. The Strategy score measures Mool
. . .

@alignment of supplier strategies with customer requirements in a 3-5- year timeframe. Supplier market share is represented by the size of the icons.
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Cisco networking and security
for the modern era

Resilient
Infrastructure

Al-powered Operate as

optimized delivered :
operations one

SD-WAN for SSE for cloud
connectivity security

Global advanced services and flexible deployment
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