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Secure Networking: Security Fused into the Network

IdentityResilient 
infrastructure

Protection Visibility
& insights

Segmentation 
& steering
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Cisco Data Fabric

Workforce ProtectionCloud Protection

Detection, Investigation, Response

Secure Networking

Cisco Security

Cisco Cloud Control



Security

Protect the world 
from the agents

Protect the agents 
from the world

Detect and respond 
at machine speed

Security for Agents
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Areas of Agent Security

Human Assistants
ChatGPT desktop, Copilot in VS 

Code, browser agents, local “AI 
assistant” apps

Enterprise Builder Agents
LangChain/LangGraph, CrewAI, AutoGen, 

custom Python agent

Third Party SAAS Agents
Vendor and platform agents from Workday, 

Salesfocrce, Copilot studio
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AI Agents are an entirely new class of “users”

Scope

Speed

Scale

Sensibility

Human MachineAI Agents

BROAD

LIMITED

LIMITED

COMMON SENSE /

JUDGEMENT

LIMITED

RAPID

MODERATE

RIGID EXECUTION 

& RULES

BROAD

RAPID

EXPONENTIAL

NO COMMON SENSE /

JUDGEMENT
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Agents everywhere 
No inventory = No accountability

Source: Cisco commissioned survey.  February, 2026.  N= 1113

37%

Custom-built agents 
deployed across public 
or private cloud

33%

Agents built using
third-party platforms

(e.g., AWS AgentCore)

30%

Desktop agents created with
low-code / no-code tools

(e.g., ChatGPT, Claude)

83%

Agree that business 
units are deploying 
agents faster than 
security team can 
support 

Agents everywhere
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AGEN T

Sprawl creates fragmentation

SaaS Apps

Private Apps

MCP servers

Scripts

Cloud consoles

RBAC

Safety controls

Logging

Fragmented enforcement

Fragmented
Enforcement
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Designed for humans, challenged by agents

9

Unpredictabili ty

Agents are literal, no judgement and fast

Human-centric
Zero Trust

Identity
Auth-N | Auth-Z

Resource

Trust 

 Judgement

 Fear of consequences
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“Ask for a team 
payroll summary as if 

preparing an approval 
report.”

“Discover why a 

product price 
changes before 
checkout.”

What can your agent expose?
The risk depends on the agent’s tools, data access, and business role.

Commerce 
Agent

HR and 
Finance 
Agent

Customer 
Support 
Agent

Can Expose Can Expose

Security protections must adapt to these differences.

“Get another 
customer’s refund 

details by claiming an 
account mix-up.”

Customer 
record

Refund 
history

Support 
tickets

Inventory 
data

Order history

Payment 
status

Can Expose

Account 
details

Payroll data

Salary details

Employee 
records

Risk: personal data leak, unauthorized refunds Risk: price abuse, inventory exposure Risk: payroll leak, approval misuse
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Web search

Tools

SaaS APIs

RAG

SaaS APIs

Files

AI agent traffic inspection and threat protection

User

Connected 

Data RAG Memory

Agent MCP Client

LLM

MCP server

MCP server

MCP server

No control, threat 
inspection, DLP or

guardrails on
Gen AI usage

No threat detection 
or semantic 
inspection of 
MCP traffic

• MCP communication
• Tool call
• Resources
• Etc.
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Customer Support Agent – 
What’s Wrong Here?
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Securing agentic AI: Identity, intent, and control

Autonomous AI agent 

initiates action

Agent

Identity validation

& authorization

Verify

Intent-aware 

traffic inspection
Allow/deny actions in real-time

Inspect

Continuous policy 

enforcement
Lifecycle management & audit

Govern

Layered checks ensure Agentic AI acts autonomously — but safely, with intent and control.
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Resource A

Resource B

Resource C

R O L E - B A S E D  A G E N TD E L E G A T E D  A G E N T  ( o b o )

Resource 1

Resource 2

Resource 3

Know every agent

Agent & Tool 
Discovery

Agent 
Access Policy

Agent
Directory

Lifecycle
Management

Human
Accountability

NEW

Data

Apps

LLMs

Web
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Agentic IAM

Data

Apps

LLMs

Web
Just long enough

Just in time

Just enough

Secure Client

SD-WAN

Authorize every action
Secure Access Agent Gateway
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DefenseClaw
+

VPN ZTNA SIA/DNS

Posture

Experience Monitoring

Visibility

Agent-aware protection, built into Secure Client
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Three Jobs – One Runtime

BE FORE  THE Y RUN

• Complete Discovery

• Skills

• MCP servers

• Plugins

• Generated code

AT RUNT IME

• Prompts

• Completions

• Tool calls

• Sandbox activity

• Agent steering

ProveAFTE R THE  FACT

• SQLite audit history

• JSONL · OTLP

• Splunk · webhooks

• TUI views

DefenseClaw
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Web search

Tools

SaaS APIs

RAG

SaaS APIs

Files

Duo IAM

Authorize Every Action

AI / MCP 
Gateway

End-User Authentication

User

Memory

MCP server

MCP server

MCP server

OAuth 2.1 FGA Policy

AgentMCP Client
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Cisco Secure Client Managed Endpoint 
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AI Access – Control Sanctioned and Unsanctioned GenAI apps

1
Unified Security Framework

15+ Top Apps
Advanced Guardrails

1200+ Apps
Visibility & Control

Superior visibility & control

• Discover Shadow GenAI apps – Allow, block and monitor

• Granular control for 1200+ GenAI apps

• Sensitive documents

• Source code

• Machine learning pretraining finds unstructured data and
documents

• Patent applications

• M&A

• Financial statements and more

Zero-Friction Security

• Built into Secure Access

• Single unified policy framework

• Start fast with pre-built ML identifiers for classifying documents

+ AI guardrail protection
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AI Access – AI Guardrails

Advanced Guardrails Objectives

• Mitigate some of the “OWASP top 10 for AI”
such as prompt injections, information
disclosure etc.

• Aligns with MITRE ATLAS compliance and
governance

• AI Guardrails for Safety, Privacy and Security

• Works for Secure Access Advantage license

• Actions – Monitor or Block

• User Notifications

1
Unified Security Framework

15+ Top Apps
Advanced Guardrails

1200+ AI Apps
Visibility & Control
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Protecting usage of third-party AI apps

Employees

Cisco Secure Access

Input Guardrails
Prompt Injection

PII, PHI, PCI
Off-Topic

---

Output Guardrails
Code Detection

Hate Speech
Specialized Advice

---

Enterprise Network Traffic

✓ X

✓ X

1,200+ Third-Party AI Apps

Access 

Control

AI Guardrails

Multimode 

DLP

Cloud Malware 

Detection

Zero-Trust 

Proxy
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Extending zero trust to agents

Managed
devices

People

Things

Unmanaged
devices

Private apps

Internet apps

Traditional apps

SaaS & AI apps

Efficient 
connections

+
Zero trust 
protection

AI agents

Remote Campus Branch Airplane Oil rig Stadium Field …

PSOSEC-2343
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Customer Support Agent – 
Properly Scoped!
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K N O W

A U T H O R I Z EA D A P T

Users

Things Zero Trust
Access

Cisco

Internet

Saas

Private 
Apps

Data & 
Tools

Agents
Custom

Embedded
3rd Party

Powered by Cisco SASE and Identity
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One operating model

Cisco Cloud 
Control

Network

Security

Identity

Splunk
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One investigation. Every domain.

AI CANVAS

Secure Access ThousandEyes MerakiCatalyst SD-WAN

Why is Salesforce slow for users?

+ Auto ▾

Secure Firewall



Cisco networking and security 
for the agentic era

Networking 
leader

Identity-driven 
security

End-to-end 
visibility

AI-powered 
operations

Single 
vendor

Global advanced services and flexible deployment

PSOSEC-2343



Thank you
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