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Cisco powers how people and technology work
together across the physical and digital worlds
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Al is the biggest disruption

we have seen yet
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Creating new network demands

Changing traffic patterns
Increased sustained east-west traffic High

Agentic execution
Beyond DC, across environments

Need for AgenticOps

Keeping Agents running,

moving beyond human-paced operations

Low

Al-driven threats Chatbots

Rapidly evolving security needs

Agentic

afraln
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Our approach to addressing
new Al demands:

Architecture for
the Al-ready
secure network

Al
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Simplified operations
powered by AgenticOps

Security fused
Into the network

Scalable devices
ready for Al
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Cloud Control

Unified management
for operational simplicity

Flexible deployments for cloud,
on-prem, and hybrid

Unified management experience

Enterprise capabilities and scale

AgenticOps-powered automation
and assurance

© 2026 Cisco and/or its affiliates. All rights reserved.
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‘dses Cloud Control

v Meraki

Site
Global

Overview

Insight Center

Inventory

Automation

Administration

Acme Corp, Inc

Overview

Covering 24K network devices, 5.6K cloud managed, 18.6K onPrem managed

At-a-glance Assurance

Network snapshot

~ O 5 critica

4 Home | m Meraki | @ Security Q search Meraki BZ Aicanvas (9 AlAssistant ® L

A 187 Warning sites

Corporate org most impacted with HQ Campus pharmacy completely isolated. Primarily non-compliance
1‘1K Grocery facing WAN failure at Arizona distribution center plus DHCP exhaustion risk in Mexico. issues across Grocery, Fitnesg
> Sites | Worst site: HO Campus Pharmacy and Pharmacy. Capacity
planning needs mostly in
Connect  Time Capacity Coverage  Roaming Pharmacy and Restaurant.
? 8% 28.4s 12Mbps 15% 0%
Incidents View all Proactive Insights Vie
Critical 4m ago

STP Loop on VLAN 50 Isolates Pharmacy Network

Offices / HQ campus / pharmacy - 24 devices total (Building C, Floors 1-2)

3h ago
Distribution Center WAN Link Down

Grocery / Arizona / Desert Fresh Market - 1 site offline, failover active

Major 17m ago
Store 2847 Core Switch Stack Member Failed

Grocery / Georgia / Peachtree Market - 1 of 3 stack members, services maintained

Experience metrics

# Successful Connect © Time to Connect o Capacity

98.5 % average 1.2 saverage 783.3 mops average

Major Preventable failu
DHCP Pool Exhaustion

Grocery / Mexico / Mercado Fresco - Guest VLAN at 94% utilization

Warning Ri

Last date of support: Catalyst 3850 Switches
Offices / HQ Campus - 14 switches EoS in 45 days

Warning Ri
Firmware Update Available - Critical Security Advisory

Bakery, Grocery, Pharmacy, Restaurant / 109 sites - 212 MX devices need update

= Coverage % Roaming

97.8 % average 92.2 % average
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Cloud management
across the networking portfolio

Wireless Switching Routing
Full wireless support C9400 & C9600 Modular c ded ;
Scale large campus SIS XFoarnSeecurrneaFggateenr]sen

wireless with IE3500 Rugged Series
Campus Gateway Switching support

© 2026 Cisco and/or its affiliates. All rights reserved.
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Expanding enterprise capabilities

Zero Trust cloud
managed campus

Catalyst Center
iInnovations

Camo sdmin v Damo Hetworks
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. Spi
the network desiga and use case.

Support campus
deployments with cloud-
managed fabric, BGP, VRF

T Rvailable
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Rule-based compliance,
Azure support, Campus

Automation
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Cloud CLI for
flexibility
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AgenticOps

Agentic Workflows Al Assistant
Al Assistant for Catalyst Center Al Created Workflows
Deep Reasoning for Custom Agent Creation
troubleshooting and validation
(Beta)
m able

N

Cisco Cloud Control

Al Assistant | Al Canvas | Agent Studio | Cisco dashboards | Third party & APIs

3% e L

Cross-domain Purpose-built Trusted
telemetry models agents

© 2026 Cisco and/or its affiliates. All rights reserved.
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AgenticOps In practice

Closed—Iloop automation

2> 2 > >
PN \
r . © AN
2 T e
Diagnose Remediate Validate
& (4 &
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172.28.15.182 ' h + D

vl Troubleshooting Agent for Industrial Networks Give yourfeedback | Q root v

=

Threads

[ |

Alerts

a
Settings

Inventory

Data
Management

How can | help today?

List all capabilities you have Show me full topology

List all devices you know about Show what has changed

L

Agent can make mistakes. Verify responses. Learn how the Agent handles data in the Al disclosures
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Our approach to addressing
new Al demands:

Simplified operations
powered by AgenticOps

Architecture for m)

Security fused
Into the network

the Al-ready \
secure network

Scalable devices
ready for Al
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Secure Networking .

Advanced security
at every layer

|dentity-first
Continuously verified

Comprehensive threat intel

|
|
| Enterprise-wide policies
|
| Distributed enforcement

© 2026 Cisco and/or its affiliates. All rights reserved.
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Zero Trust

Hybrid mesh firewalling access

Scalable network segmentation

Secure infrastructure

" United by Common Policy
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Live Protect

Vulnerability shielding for Cisco networking devices

i

Stop the attack... ...but don't stop the network.
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Live Protect capabilities

ooo O

Device hardening

Deprecate or restrict legacy features

Example

Disable remote shell which is a common
attack vector

© 2026 Cisco and/or its affiliates. All rights reserved.

B

Vulnerability shields

Defend against new vulnerabilities

Example

Issue a compensating control for a
command injection attack
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Securing network connectivity

Secure and protect your data in motion

Post-Quantum Cryptography

Future proof investments | Protect against quantum | Secure sensitive data

MACSec IPSec WAN
MacSec

© 2025 Cisco and/or its affiliates. All rights reserved.
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Scalable network segmentation

for preventing lateral movement

Q/\‘Q‘ . ._. NI
@
\_ AO 0 aoo
[o] , Factory
robot _,} control

b N X @ @

0 O
] IIIA" HR
Empl.oyee Identity-first ~ Cisco Secure Scalable systems
devices access & Fabric Group Tag

classification (SGT)
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Segmentation and deep inspection of
traffic between zones

Cisco hybrid-mesh firewall

mntrol

eBPF

[ ] @ 0 I ™ 0 eEe EELEE o
Cisco 3rd Party Smart Workload
Firewalls Firewalls Switches Agents

Physical | Virtual | Cloud | FWaaS

. orce everywhere
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Zero Trust Access: Cisco SASE

Secure access for people, things and Al Agents

Every device, person, Zero downtime: Zero friction:
thing, everywhere Experience and Policy Assurance We do the plumbing

M/Mmt -\.\f\’mu‘\. -\J\-,w»w /—\

.@QOQ

Client WiFi Broadband Networ

/ Private Apps
' \ : i
/ | Internet Apps

— Traditional Apps

@ I
Zero impostors: proventon | eoation - AlAceess
|dentity Trust @®  SaaS Apps
Firewall as a Secure Web Zero Trust
Service Gateway Network Access

Cloud Access

Security Broker DNS Security VPNaa$S

Consistent Security:
Security Service Edge

afraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



°s dev.aidefense.cisco.com/demo-runner?mode=IlIm

rites [ lloeT [ At [ Thousar 3 Orion [ BU

Al Defense Demo Runner Avwiibie

/‘\ Patch the native LLM client directly and compare monitor vs enforce on a local BarryBot run.
Home

LLM i v : idlewar ' Nt A 3 X y i Show code snippet

Workflows

@ Tryaprompt  gafe Promp& SSN report List emails Prompt Injection

Live Demos

>

LangChain
User BarryBot Al Defense Runtime Protection tool: db LLM

Google ADK +
Vertex

" A I idi t Idle

AWS Strands

&

Documentation

afraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Security Demos & Resources

‘https://cs.co/aid

‘https://cs.co/aj
‘https://cs.co/aist
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https://cs.co/aid
https://cs.co/aid
https://cs.co/aj
https://cs.co/aj
https://cs.co/aisf
https://cs.co/aisf

Secure Ne

Security fused into the network

Post-Quantum
Cryptography
now for SD-WAN

Cisco Firewall
on Secure Routers

Live Protect
on Smart
Switches

MCAAUG 2026 7 GA AUG 2026 T GA AUG 2026
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Scalable devices, ready for Al

Smart Secure Secure Scalable Industrial
Switches Routers Firewall Wi-Fi 7 loT

N

A\

Unified hardware | Unified software | Unified management

afraln
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High-performance, @ aable Now

low latency

Our new family of Cisco Smart Switches
Cisco Silicon for the Al-powered campus

One + co-processor
for security and Al

Post-quantum
secure

gl e Cisco C9350 Fixed Access Cisco C9610 Modular Core
T Smart Switch Smart Switch

ol
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y 2026

Cisco C9550 Fixed
Core Smart Switches.
Built for Al scale.

400G Campus Core

Up to 6.4 Tbps switching capacity SN SN SR SN N O S
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Wi-Fi 7 for the Modern Campus

M Cisco Wireless with URWB as of 10S XE 26.1.1

Coffee shops Residence Classrooms Lecture Outdoor Auditoriums Stadiums,
halls halls, libraries large venues
@ 8 @88 By s @
CW9171lI CW9172I/H CW9174Il/E | CW9176l/D1 | CW9177I1/D/E CW9178 CW9179F
Lower density Moderate- Moderate to high- High- High-end outdoor, Ultra-high High-density,
deployments, density density performance, 3 variants for performance, large venues,
compact form deployments, deployments omni & directional optimal coverage, high-density configurable
factor wall plate antenna options, URWB deployments, beam patterns
URWB URWB

able able available (T Available gsoon T Available able

afraln
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Cisco 8000 Series Secure Routers
for every size location

Small Branch: Medium Branch: Large Branch: Campus: Data Center:
8100 8200 8300 8400 8500
4 Variants 2 Variants 2 Variants 3 Variants 2 Variants
IPsec: IPsec: IPsec: IPsec: IPSec:
Up to 1.5 Gbps Up to 5 Gbps Up to 20 Gbps Up to 45 Gbps Up to 45 Gbps
SD-WAN: SD-WAN: SD-WAN: SD-WAN: SD-WAN:
Up to 1 Gbps Up to 4 Gbps Up to 15 Gbps Up to 23 Gbps Up to 23 Gbps
Threat Protection: Threat Protection: Threat Protection: Threat Protection: Route Scale up to 8M

Up to 1 Gbps Up to 2.5 Gbps Up to 7 Gbps Up to 11 Gbps

afraln
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Next-generation networking,
now with greater choice and flexibility

A new class of New Secure Premium Outdoor Industrial
Smart Switches Routers Wi-Fi 7 compact router
New C9550 Core New Cisco CW9O177I/E/D Cisco IR1000 Rugged
& expanded C9350 8100/8200/8300/8600 Series Secure Router
mGig & Fiber Secure Routers

(Giebeviay 2020 (OWembeSeiz0zs  (TO@biedinz0%0  (TOidEH Sept 2076

afraln
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Example lloT Deployments

feyprypeeye

Roadside Traffic Train & Vehicle
Cabinets Mounted

/7

,1"\\“- ! P

Infrastructure & Tunnels

afraln
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UNnk > Cloud

Global Time Range Global Time Range w5

‘ Last 14 days Last 14 days i

" ’

OT and Network Device Health Pedestrian Safety

Health

Pedestrian Safety Analytics

Transportation Intelligence

Intersection Monitoring and Near Miss Detection

£ Download

8l a ~» & 24 ®| &

Display ~

Sam Miller ~

57 % ] v Actions ~

Thursday, September 17, 2026 01:44

nAa N T

1,078.. %

Pedestrian Near Misses
Last 30 Days

Intersection Safety Heatmap

hboards

Safety Trend Over Time

— Accidents

— Pedestrian Near Misses
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Accidents
Last 30 Days

Red Light Violations
Last 30 Days
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Vehicles Failing To Yield
Last 30 Days
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Active Safety Alerts
Last 24 Hours
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Unsafe Behavior Breakdown (Totals For Period)

Red Light Violations Accidents [}

Intersection Risk Ranking: Top 10 Most Dangerous

Intersection 3 Risk Score Red Light Pedestrian ¢ | Accidents ¢
Violations Misses

11TH ST/ HILL ST 16.0 % 24 35
11TH ST/ MAPLE AV 17.0% 24 23
11TH ST/ ALVARADO ST 19.0 % 26 29
11TH ST/ BROADWAY 19.0% 22 29
11TH ST/ FLOWER ST 20.0% 30 25
11TH ST / GRAND AV 220% 12 22
11TH ST / HARVARD BL 220% 25 27
10TH AV / WASHINGTON BL 23.0% 12 13
TTH ST/ ALBANY ST 230% 32 25
11TH ST /1OS ANGFI FS ST 240% 20 27
Safety Feed Alert

E [HIGH] Vehicle-Pedestrian Near Miss Detected @ Hollywood Blvd & Highland Ave
E [HIGH] Red Light Violation with Pedestrians Present @ Wilshire Blvd & Vermont Ave
A[MEDIUM] High-Speed Vehicle in Active Crosswalk @ Sunset Bivd & Vine St

A\[MEDIUM] Vehicle Failure to Yield to Pedestrian @ Broadway & 7th St



splunk‘> Dashboard Studio 88 Dashboard v

City Map Breach Correlation Timeline (span=1m)
i el
B ~ Physical |
A Door-open ———
. N New Device
7 o Detected
@ Intersection 402 - Unauthorized Access Physical
! — Door-open
>~ (3 I
—
Cyber
Port-scan
/ 22:14:00 22:15:00 22:16:00 22:17:00 22:18:00 22:19:00 22:20:00

B Physical Door-open ™ Cyber Port-scan & New Device Detected

Active Threat Intelligence

Timestamp ¢ Source Device < MAC Address IP Address Activity Type Target Port/Service < Severity <

22:15:01 Dell XPS 13 00:1A:2B:3C:4D:5E 192.168.1.105 Unauthorized Connection Detected - High Severity
22:15:10 Dell XPS 13 00:1A:2B:3C:4D:5E 192.168.1.105 Port Scan: SSH (22) 22 High Severity
22:15:10 Dell XPS 13 00:1A:2B:3C:4D:5E 192.168.1.105 Port Scan: SSH (22) 13899 High Severity
22:15:10 Dell XPS 13 00:1A:2B:3C:4D:5E 192.168.1.105 Port Scan: RDP (3389) 13899 High Severity
22:15:25 Dell XPS 13 192.168.1.105 192.168.1.105 Port Scan: RDP (3389) 3389 High Severity
22:15:25 Dell XPS 13 192.168.1.105 192.168.1.105 Port Scan: SSH (22) 22 High Severity

22:15:25 Dell XPS 13 192.168.1.105 192.168.1.105 Port Scan: RDP (3389) 3389 Hiah Severitv
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How the Agent is Deployed and How it Works

Alpha

Large
Language Model

Industrial
Zone
(Level 3)

Agentic Engine

Tool: NW Tool: Syslog
Device Access Query

Cell/Area Zone

(RVNE)) 9
Al Web App L=

OT Personnel

A AO ol | ]

OT Devices | U ~.
OT Network

© 2026 Cisco and/or its affiliates. All rights reserved.

User Identified Tools
query Intent + output Response
tools

L@ Prompt

Agentic Engine

OT Personnel Response

[ |

\ Al Agent VM /

\ Device Access Syslog Query
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Multivendor clouds

create bottlenecks and complexity

Enterprise workloads ->
Al multicloud workloads

Hub connectivity ->
Distributed connectivity

Multiple clouds ->
Multicloud network

© 2026 Cisco and/or its affiliates. All rights reserved.

Typical multicloud architecture

AN
010110
aWS_’ 110010
¢ Google Cloud S~—7 00101l

Data Lake Front End

1000’s of branches

C[E

®
()

Azure

Active Directory

Data centers '
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. Betn2026
Introducing Cisco Multicloud Fabric

Single multicloud networking : :
service - available via Cloud Control Multicloud Fabric
Ay
_ _ aws e
Instantly available global fabric (2, ASTS ~ Azure
across clouds b |
Ngocloud
Built-in security and end-to-end -
visibility .
Ell= I—
HHE =1
1000’s of branches Data centers

Use Cases Site-to-Cloud Cloud-to-Cloud

afraln
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