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Manufacturing

Predictive maintenance
Quality control

Demand forecasting

N

Al demand is spreading across every industry

Public sector

Smart cities
Security and safety

Services improvement

\.

Retail

Personalization
Inventory optimization

Sales forecasting

Financial services

Fraud detection
Risk assessment

Trading

Healthcare
Diagnosis
Drive-thru optimization

Patient support

Education

Learning & teaching
experiences

Smart & secure facilities




Al adoption is high.
Scaling to production is still hard. <40%

Have scaled
beyond pilots

88% 70-80%

Enterprises Al projects
use Al today still fail

What breaks when Al
becomes a production data center workload?

Infrastructure Platform & data path
GPU, storage, power, cooling, Kubernetes, pipelines,
and fabric placement, dependencies

Security

Trust zones, policy, risk lifecycle

governance
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Full-stack design changes how production Al gets built

...s0 production Al is designed as a system, not assembled as parts
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: ) Faster Day-one Trust &
Validated architecture : ) y : .
integration Operations accountability
Capacity, fabric, Fewer handoffs, Visibility, lifecycle, Policy, ownership,
security, operations fewer surprises change control governance
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Cisco Al-Ready Data Centers

Al Observability

Al Security

A full-stack
approach to Al
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Cisco Al-Ready Data Centers




Cisco Cloud Control

One platform. Every domain. The foundation everything else is built on.

ThousandEyes e Security Cloud Control e Splunk ¢ Nexus Dashboard ¢ Nexus Hyperfabric ¢ Catalyst SD-WAN e Intersight ¢ & more

‘dsb Cloud Control |  WayneEnterprise 333 | i Home | I Globallnventory % Topology W Meraki () Intersight .- Hyperfabric ) Security > Splunk O Webex Control Hub
S o s

= Threads

[Z; Create new

| st
e Hey, DJ

Network Health Dashboard (4)

© There are 10 new actions that require review.
Show me all networks that are out of co...

Show me all networks that are out of co...

Show me health trends for the past 14 ... =

Critical Ethemnet uplink speed degra... ¢ %
Ask anythin:

Which sites are down? L e

Debug DHCP issues in a specific VLAN =

5 ot Debug DHCP issues in a specific Which clients are using the most
Wireless Performance Audit (3) Which sites are down? VLAN bandwidth right now?
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- Health Checks <
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Drift management

25-40 | 300-700+ | 40-100+
Tool configurations Infrastructure actions

High WEEKS

Handoffs & approvals Operational Risk Deployment Time



Automated
Tool configurations

NOW

Stack Automation by Quali

Intelligent, Automated Deployment from Rack to App

< Deployments

Miami Al Pod - 20260426t124508 ©

Overview Orchestration Environment YMAL

0 rone (h5

T

Service Status @ @ Healthy

There are no issues reported

Association Drifts @ Healthy

There are 0 associations that are currently working under
different conditions than the ones defined in the blueprint

Access Details
Intersight Portal Nexus Dashboard URL
@ &
hitpsy/|
NetApp Portal RedHat Openshift Console
= =
L ! mr 1, '
Blueprint Association
Miami Al POD

,mm ] Emanmint S
© pae."
LYY B<e00v

Cost @ Inventory 23 total View in Intersight
$3.2/ day 2 e 21 =
Estimated Cost Switches «*  cervers o=
$0.4/ day 2 21
Potential Savings Storage Array g GPUs #

Miami Al Pod Al Pod Type

Miami, FL, USA UCSX-AI-LARGEINF

‘Compute Workloads
UCS X9508 Chassis

UCS X210M8 Servers (4)
UCS X440p PCle Node (4)
ucs 9108 Fls

Networking
Nexus 93600-CD-GX (2)

NetApp AFF C800

Management
UCS £220 M8

0os
RHCOS 418

GPUs

@ Nvidia L40S (4)

Switch Mode
(W05) 051045 M)

Openshift
O Version 4.15.51

Automated
Infrastructure act




Unified approach to enterprise and Al workloads

Broad spectrum of Cisco Al servers to meet any requirement

TRAINING OPTIMIZATION & INFERENCING INFERENCING

Dense GPU Servers Modular Servers Unified Edge

HGX Servers w/ RTX Pro 6000 & 4500 GPU RTX Pro 6000 and 4500 RTX Pro 6000 & 4500,
(8) B300 GPUs Servers w/ up to 8 GPUs GPU Servers L40S, L4 GPU Platform
G rations and fleet management
CORE EDGE

© 2026 Cisco and/or its affiliates. All rights reserved.
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The network isn’t just connectivity.
It’s what lets models learn and think.




Agents add dynamic performance loops to applications

Kubernetes made applications distributed.
Al makes each answer depend on a dynamic loop across models, data, tools, apps, and accelerators.

Modern app traffic Al-enabled workflow _
Why the Al fabric matters

Dynamic execution loop

retrieve = reason = act = verify * Paths vary by request
* More data moves per answer
User User
l l * Loops are latency-sensitive
App —> Services - Data App / Agent * GPU wait time is expensive

- Model / GPU

- Context / data

— Tools / APIs

- Enterprise apps

Main pressure: scale services Main pressure: keep every loop fast,
reliably predictable, and economical

alraln
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Cisco Al Network Fabric keeps the Al loop moving

Front-end services feed the Al loop. Back-end fabric keeps accelerators moving.

Cisco fabric building blocks

Build the fabric

e Cisco N9000

*  Cisco Silicon One | NVIDIA Spectrum-X Silicon
*  Cisco Optics

* NX-OS | ACl | SONiIC

Tune the Al traffic

* RoCEv2 lossless Ethernet

* Intelligent Packet Flow

* Intelligent buffering | deep and shared
Operate it

* Cisco Cloud Control

* Cisco Nexus One

* Automation | telemetry | congestion insight

Lossless

© 2026 Cisco and/or its affiliates. All rights reserved.

NEES

Users Agents Storage

Front-end network

Tools/APIs Ops

10G

25G

50G

o 100G

Back-end network

High throughput

Low latency Low jitter

GPU-GPU RoCEv2 Scale-out

Telemetry-ready

400G

800G

1.6T

alraln
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Job-centric Al fabric visibility in Cisco Nexus Dashboard

Correlate scheduler, NIC, GPU, optics, and fabric telemetry.

ailnale Jo .
st Nexus Dashboard Q search O OF Qe FaiEmE . v

SLURM s
& Train-1 (o wstasy -] Refresh
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Al Job
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K P I S Anomalies (4) View Anomalies (7
2] (2 e o2 e e e o3 O sl (Gpts
/ \ * * * * * i G = Transceiver temperature has exceeded
e eaf ea eaf eaf eat eaf maximum threshold on Leaf1-eth-1/1

© Critical  (GPUS.
ucs-server-1 (GPU:3) is experiencing
temperature spikes above the limit on Leaf1-

@) pt ics GPU ; &l (Gov-aecvorct st
H e a | th Te Ie m e try ; ° ‘:‘TI’:::)D atfected Job Train-10n Leaf1-
Optical link condition GPU usage and health 5 = et Al e e e o
data metrics ® D —

CRC errors affected Job Train-10n Leaf1-

Detect likely bottlenecks before they affect Al job throughput.

alraln
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Recent Al networking innovations

SILICON SYSTEMS OPTICS

Cisco Silicon One Advanced Scale-Out High-Quality
G300 Systems Optics
102.4 Tbps Cisco N9000 + Cisco OSFP 1.6T Pluggable
Network Switching Cisco 8000 Systems Optics
Silicon
Cisco N9100 Systems Cisco OSFP 800G Linear
with NVIDIA Spectrum-X Pluggable Optics
Ethernet
SCALE-OUT | HYPERSCALE | ENTERPRISE | NEOCLOUD |

© 2026 Cisco and/or its affiliates. All rights reserved.

SOFTWARE OPERATING MODEL

Cisco
Nexus
One

Nexus One

Enhanced
Software Features

Unified operations across on-
premise and cloud-based
deployments with flexible OS
support

Al Job Observability
Native Splunk Integration
AgenticOps Capabilities

SOVEREIGN CLOUD | SERVICE PROVIDERS

alraln
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Secure the Al era: new stack, faster attackers

© 2026 Cisco and/or its affiliates. All rights reserved.

Security for Al

Models, Agents,
and Applications

Workloads

Networking Infrastructure

The Risks

New Al attack surface

Runtime behavior, lateral
movement, container risk

Exposed systems, unpatched
CVEs, trust boundaries

17
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Vulnerability

@ = SRy

Live Protect = shielding

l . N . : s
MANAGEMENT AND CONTROL PLANE .
- - L - - w e W w

:

: ‘ NETWORK OS ]‘ KERNEL .

oL JCL ]

EXTENDING ACROSS CISCO NETWORKING AND SECURITY
Apply policy to Protect now, No downtime or Continuous

live system patch in planned window switch reboot re-validation



Threat containment at massive scale built into your network

Networking Security

Hardware-accelerated on every port

LN
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Cisco Hybrid Mesh Firewall

Distributed security at the speed of change

CEEL 10
— e 1 e - - y
Cisco 3rd Party NVIDIA Bluefield DPU Firewall
Firewalls Firewalls on Al Servers

Physical | Virtual | Cloud | FWaa$S

Define policy once, enforce everywhere

© 2026 Cisco and/or its affiliates. All rights reserved.
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Smart Switches Workload
Agents
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Cisco Al Defense

%

Securing Custom Agents and Al Apps

&

Discover Detect Protect
Adaptive red teaming Protecting the full agent Ecosystem to work with any
and guardrails supply chain cloud, any GPU

© 2026 Cisco and/or its affiliates. All rights reserved.
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Splunk Observability enables unified visibility

Monitoring the performance,
quality, security, & cost

Al agent mol

Al infrastructure n

© 2026 Cisco and/or its affiliates. All rights reserved.

splunk> Splunk Observability Cloud O - i @ & ‘ QLesT::::éorp Inc

= Al Agent Monitoring

4h ¥ Environment: prod ¥
Total requests Total errors

i i 693  7:16% . 5.3k

vs 4 hours ago vs 4 hours ag:

Total tokens Total cost Total traces

P +12% $885 1 +9% 13k T +11%

— | .

® a A
Negative sentiment Biased Security risks © Security & Privacy A Safety

Top quality issues
By lowest scores 50% 60% 7% By highest cked 8 k 2 1

Agents 1-10

L Agents Requests Errors Latency (P90) Tokens T Cost Quality issues ( Security risks C Traces
Infrastructure

73.0K 8 Incoherent: 60%

Inaccurate: 7

.-‘ S CustomerDataAnalyst

TrendDesign 5 ( 290 K @ Noissues & Privacy: 1
A Safety: 1 detecte

Toxic: 69%

PricingPromo @ Noissues

CampaignGenerator 6 (23% 1.10s 60.5K $5 @ Not evaluated @ Not evaluated

Data management

& Privacy: 2 detected

G S SupportAnalyst

alraln
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Cisco Secure Al Factory with NVIDIA

A reference design with validated architectures
to accelerate Al adoption

« Security-first architecture

+ High-performance networking, compute, storage,
and Al software

- Flexible deployment options: Vertically integrated
or modular system

© 2025 Cisco and/or its affiliates. Al rights reserved.

Cisco Security
Embedded at every layer

NVIDIA Software

Kubernetes

Cisco Networking

Cisco Compute

Partner Storage

24
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Working with you to improve our
full-stack approach

< -

—

S

Integrated, Secure Al Solutions Automated Full Stack
Al Infrastructure Ecosystem Deployment

B T .
e e

.4-‘

e

Cisco Validated Cisco Al PODs Cisco Secure Al Factory Cisco Compse
Designs with NVIDIA Al Solution

Tested, validated Pre-packaged Afoundation for
configurations solutions deploying Al workloads fr
core to edge

v ki B
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Next steps

Pick one Al use case to pressure-test

* Map compute, fabric, security, and

operations owners Use the regional follow-up to align the right

* Choose the next technical discussion with owners and pick the next technical

your Cisco team discussion.

* Al POD / SAIF architecture, fabric visibility,
Al security, or day-2 ops

alraln
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Cisco delivers the critical components to modernize data centers

© 2026 Cisco and/or its affiliates. All rights reserved.
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I: e :I Al-ready data centers

Digital resilience

* Cisco 6000 ¢ Silicon One

* Cisco 8000 * Cisco Optics

* Nexus 9000 * NVIDIA/Intel/AMD
¢ Cisco MDS « UCS-X

* Smart Switch  UCS Al Servers

* Unified Edge

Full-stack infrastructure engineered as one system

* Al PODs

* Hyperconverged Infrastructure
* Converged Infrastructure

* Virtualization

* Kubernetes

* Frameworks and automation

Distributed security fused into every layer

* Al Defense * Secure Firewall
* Hypershield * Secure Workload
* Isovalent Enterprise * Multicloud Defense

* Live Protect

* Network segmentation
* |dentify services engine
* Security Cloud Control

Agentic operations align speed with precision

* Cisco Cloud Control * ThousandEyes

* Intersight
* Nexus One

* enhanced with CVDs

* Splunk Observability Cloud
* Splunk Enterprise
* NVIDIA Al Enterprise & NIMs

alraln
cisco



Resources

-

Cisco and NVIDIA

Bringing Al to the

© 2026 Cisco and/or its affiliates. All rights reserved.

enterprise
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NVIDIA.

SecureAlFactory.com

FAQ

Recent Cisco Validated Designs

» FlexPod with Cisco Al POD: Infrastructure for Al Training and Fine-Tuning Deployment Guide

» Cisco Al POD for Enterprise Training and Fine-Tuning with Everpure Deployment Guide

« Cisco Al Defense on Al PODs

« Cisco Al POD for Enterprise Training and Fine-Tuning Design Guide

« FlashStack for Enterprise RAG Pipeline with NVIDIA NIM

» FlexPod for Accelerated RAG Pipeline with NVIDIA NIM

NVIDIA Reference Architecture Compliant Cisco RAs

» Cisco Enterprise RA with Cisco Nexus 9000 switches, compliant with NVIDIA ERA

+ Cisco Nexus Hyperfabric Enterprise Reference Architecture (RA), compliant with NVIDIA Enterprise RA

» Cisco Cloud RA with Cisco Nexus 9000 switches, complaint with NVIDIA NCP RA

alraln
cisco


http://secureaifactory.com/
https://www.cisco.com/c/en/us/solutions/collateral/artificial-intelligence/secure-ai-factory-nvidia-faq.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_aipod_training_manual.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_aipod_training_manual.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_aipod_training_manual.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_aipod_training_manual.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_aipod_pure.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_aipod_pure.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_aipod_pure.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_aipod_pure.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/AI_defense_on_Cisco_AI_PODs_reference_architecture.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/AI_defense_on_Cisco_AI_PODs_reference_architecture.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_ai_pod_for_training_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_ai_pod_for_training_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_ai_pod_for_training_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_ai_pod_for_training_design.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flashstack_rag_nim.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flashstack_rag_nim.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_rag_nim.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_rag_nim.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/nexus-9000-ai-era-ds.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/nexus-9000-ai-era-ds.html
https://www.cisco.com/c/en/us/products/collateral/data-center-networking/nexus-hyperfabric/hyperfabric-ai-era-ds.html
https://www.cisco.com/c/en/us/products/collateral/data-center-networking/nexus-hyperfabric/hyperfabric-ai-era-ds.html
https://www.cisco.com/c/en/us/solutions/artificial-intelligence/nexus-9000-cloud-partner-ra.html
https://www.cisco.com/c/en/us/solutions/artificial-intelligence/nexus-9000-cloud-partner-ra.html
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Cisco IT deploys Al-ready data center in weeks

Challenges

Critical business need with
short build timeline

Existing data center facilities
weren't built to power modern
Al

Extensive technical
requirements

including ethernet-based
lossless fabric

Operations for new
environment needed to be
automated

© 2025 Cisco and/or its affiliates. All rights reserved.
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Solutions
Cisco 8100 Series

embedded with Silicon
One

Cisco N900O Series
running NX-OS

Cisco Nexus Dashboard

SONiIC running on Cisco
8000 series switches

99,
9%,

Results

Speed of deployment: Al Cluster was
designed and deployed in 3 months,
80% faster than alternative rebuild

Enhanced Al capabilities: Al Cluster
supports more than 25 use cases with
more added each week

Designed to support future needs:
Maximized agility to power any
workload, traditional or Al, at massive
scale, no matter where the data lives

See the
full story

4 )

(5(5

Not only were we able to support
the needs of the business today,
but we’re designing how our data
centers need to evolve for the
future.

The modularity and flexibility of
Cisco’s infrastructure gives us
confidence that we can keep
scaling with the business.”

Jon Woolwine
Director, Technical Systems Engineering,
Cisco IT

\ -lIl-lIL./
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Cisco Unified Computing System

Unified approach to Enterprise and Al workloads

GPU Accelerated GPU Optimized Unified Edge

alraln
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Innovating in the
Fabric:

Cisco Intelligent
Packet Flow

Per flowlet, per-packet, a mix of both, or
dynamically switch between

Flow1*

Flow2* ® ® @
Flow3 @ @® @
Flows @ @® ©

* DLB enabled flow

X QoS Policy flow

© 2025 Cisco and/or its affiliates. All rights reserved.

Converged Frontend-Storage Network

70%
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