CI1SCO Connect

From Manual
Operations
to AgenticOps

Redefining data center operating model

Rich Elkins
SE

September 23, 2026

lll'l'l'l
CISCO



One Cisco Portfolio and Priorities

Cisco Cloud Control and Al Canvas (aim to) encompass Cisco’s entire

portfolio
Al-ready data centers Future-proofed workplaces
Transform data centers to power Modernize how business happens, everywhere it happens
Al workloads anywhere
L J . J
< Secure global connectivity >
' A
Digital resilience
Keep your organization securely up and running in the face of any disruption
~— J

<<
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Accelerated by Cisco Al
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Can your data center operations
scale for Al?



The bottleneck: scale limitations

Al workloads hit the data center with 10x the scale, data, cost, and complexity.

THE INFLECTION POINT

10x

Operational Pressure

Legacy infrastructure breaks under the
asymmetric demand, data velocity, and
density that generative Al requires.

© 2026 Cisco and/or its affiliates. All rights reserved.

Siloed Operations
Disconnected tools and dashboards across networking, security, observability, and
compute. No way to correlate signals.

Beyond Human Scale
Signal volume outpaces triage. Manual workflows inflate MTTR and stall resolution.

Compounding Risk
Config errors, asset blind spots, and compliance drift accumulate.
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The world runs at Al speed.

Your operations run at the speed of tickets.

e

Al Tick

Code ships itself Manual workflows
Threats move autonomously Change windows
Workloads spin up in seconds Tuesday reviews

Users expect instant everything Reactive firefighting

CCCCC



AgenticOps

- Cisco Cloud Control ~

Al Assistant | Al Canvas | Studio | Cisco dashboards | Third party & APIs

3% oo &

Cross-domain Purpose-built Trusted
telemetry models agents
I\ J
The AgenticOps Foundation
NI J—— — . _
cISCO High-fidelity data for intelligent, proactive operations

Silicon One"

alraln
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Cisco Cloud Control

One platform. Every domain. The foundation everything else is built on.

Meraki ¢ ThousandEyes e Security Cloud Control ¢ Splunk ¢ Nexus Dashboard e Catalyst SD-WAN e Intersight ¢ Webex ¢ IQ ¢ & more

"tsés Cloud Control | Wayne Enterprise 33 | | Home | : Global Inventory s+ Topology W Meraki (;) Intersight Hyperfabric 1 Security > Splunk Oy Webex Control Hub 0 Q
 Assistant =2 Canvas 4 Actions ®
= Threads
[Z, Create new

8% Canvas overview

All v From Actions

- Hey, DJ

Network Health Dashboard (4) 3 . -
© There are 10 new actions that require review.
Show me all networks that are out of co...
Show me all networks that are out of co... ‘ Review actions [
Show me health trends for the past 14 ... =2

Critical Ethemet uplink speed degra... ¢ %2

[ Give feedback

Ask anything
Which sites are down? =
Debug DHCP issues in a specific VLAN 2

. Which sites are down? Debug DHCP issues in a specific Which clients are using the most
Wireless Performance Audit (3) . VLAN el s e T



The platform

The foundation everything is built on.

Cisco Cloud Control

Platform services

* Identity
* Actions
* Inventory
* Topology
* Licensing

e Workflows

Cisco Products AgenticOps
a A a
Meraki Catalyst Center Canvas
Security Identity Multiplayer workspace
SD-WAN Nexus Dashboard
Intersight | Nexus Hyperfabric Assistant
Splunk ThousandEyes Individual assistant
Collaboration Control
1Q
Hub
\ / Customize & extend A
Studio Marketplace
Build custom apps & agents Discover new capabilities

© 2026 Cisco and/or its affiliates. All rights reserved.
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Cisco Cloud Control

The management console for AgenticOps

‘dseh’ Cloud Control l WayneEnterprise 32 |  Home | ‘W Meraki  (;) Intersight | 3 Hyperfabric | |
One Iogin Search for products and favorites... 8+F
Sign in once. See everything.
Platform Products ¢ Favorites

One inventory and topology

Every asset. See how it all connects, in real time. (ﬁ Home | '™ Meraki . &y Jea Board
2= Global Inventory (;) Intersight | @ Cisco Home
One view for alerts - .
) A Topology L= Hyperfabric i Add new favorite
Actions correlates alerts across every product.
= Fabrics ) security
One assistant «33 Workflows > Splunk n
Quick answers and tasks with Al Assistant. D Ny Sy L
One agentic workspace
. . More Cisco Products
Investigate, execute and resolve with Al Canvas.
Networking Security
loT Operations Dashboard [ Application Portal (5
alraln
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The Multi-Domain 'Virtual CCIE Team'

(& Home | i, y A Topology 181 C

ion Control Hub

ThousandEyes > Splunk (7)) Intersight €3} 1@ ) Security

Cisco agents

7] & Agent DNM

[7) & cisco Identity

[7) ) Coliaboration Control...
C] e firewall

[] ~i+ Hyperfabric

;) intersight

[7) & Network Platform

ifternoon, Sam

top 3 actions that require review.

© Repeated critical one-way netw|
alerts affecting Webex on insoft [:] () sdwan-routing

nterface failures and packet drops

Prompts /> P _ mber 18, 2026, Leaf2 experienced
) D ) seciire-aceass erface down events on eth1/19 and
Knowledge bases # > i E] > Splunk tarting from 17:34 UTC, persisting...
h
l Agents Q> | shboard

[7) © ThousandEyes

7] -8B Workflows

Add image or file

© Interface Down

This action represents a critical-severity

notification reported by Nexus Dashboard.

Nexus Dashboard

+ List the 10 worst performing applications in the last 24 hours in my Catalyst SD-WAN deployment
) intersight X . NexusDashboard x

Reasoning v

Home @ Intersight

Topology ~ Nexus Dashboard

> Nexus Dashboard

Fraud-scoring latency investigation “ [

o
Spine-2 Internet oy
%ﬁ” s /\\/
e N 4
b s s 3 9]
Leaf-1 Leat-2 Leat-3 ‘Smart-Border-1 Smart-Border-2
Lo JI6

Cisco Al Assis

Startup Fabric Health  Nexus Hyperfabric

SWITCHES
Node

S Leaf-01
S Leaf-02
S spine-01

5 spine-02

Leaf

Leaf

Spine

Spine

P

10.0.1.11

10.0.1.12

10.0.1.21

10.0.1.22

= Nexus Hyperfabric

) Security

DISCOVERED NEIGHBORS

Interface

Eth1/1

Eth1/2

Ethl/54

Eth1/55

Neighbor
fraud-host-01
fraud-host-02
Spine-01

Spine-02

WHY AN AGENT ENSEMBLE BEATS A GENERIC CHATBOT:

® Generic LLMs / Chatbots: Guess based on public training data; require manual CLI gathering; operate in domain silos;

cannot validate or simulate changes.

e Cisco AgenticOps Agents: Grounded in live Silicon One line-rate telemetry; cross-domain correlation (Nexus + Intersight +

Security); simulated blast radius; 1-click governed execution

© 2026 Cisco and/or its affiliates. Al rights reserved.

& Generate report ] [ View activity ]
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The AgenticOps foundation

High-fidelity data for intelligent, proactive operations

1 7 £ Hardware-based telemetry

mm Provides granular, real-time "ground truth" data that allows Al agents to reason
accurately and resolve issues before they impact applications

]
—_
I

O Identity-Native NetFlow

| S | Adds critical workload context, enabling agents to distinguish between routine traffic and
anomalous behavior across containerized and virtualized environments

Unified Fabric Insights

Delivers a holistic view of traffic patterns and anomalies, enabling end-to-end operational
simplicity and reliability across the entire stack.

T
CISCO

Silicon One™

afraln
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Data Center use cases

e N e N [ N
Quality of experience and Fabric health and Network performance
troubleshooting connectivity correlation with Al jobs
"Why is my app slow?" "Is my fabric healthy?" "Is the network holding back my Al workloads?"
Al Canvas correlates fabricanomalies from Nexus Proactive monitoring of BGP sessions, VXLAN
One with server health from Intersight to tunnels, and link utilization across the DC fabric. Correlate and optimize data center network
pinpoint root cause — whether it's a Al agents detect drift, capacity issues, and performance for peak hardware utilization to
misconfigured VXLAN overlay, a congested spine recommend remediation before users are minimize job completion times (JCT).
link, or a failing server NIC. impacted.
Nexus One + Intersight Nexus One Nexus One

N J N J J

SKILLS POWERED BY DEEP NETWORK MODEL

Nexus One: Fabric Discovery & Topology ¢ Health & Connectivity ® Anomalies & advisories ¢ Al Workload Observability ¢ Network Analytics

Intersight: Compute, networking & storage Inventory ¢ Change Correlation (audit-record)

afraln
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Cross-Domain Inventory

Natural language discovery s

Hardware lifecycle tracking
Use conversational prompts to find

. atic & Clean—1262(63%) B Insupport 1804 —15 (1%) & Complant — 1110 (80%) Real-time visibility into power draw, thermal
devices, audit firmware, or locate 1.4k 0 w—:(s:: 0 80% - :m-mm;( , health, contract coverage, and LDOS
a a . ® High— < m Non-compliant — 58 (4% )

capacity instantly across all domains. poeeTsseons sz oo e o) milestones.

Asset class mix Cisco platform

Observability Agent m3

W ThousandEyes — 79.96% (1,113)

Notwork Switches L B Intersight — 5.68% (79)

Compute Servers W Nexus Dashboard — 4.81% (67)

Network Firewalls W Meraki Dashboard — 3.95% (55)

Network Devices W Secure Access — 2.01% (28)

‘Application Resources. 8 M ‘s;‘c)umyuomwml—lsm

Network Donpliere: il W SDWAN —1.22% (17)

Notwork Tunnels °

™ Nexus Hyperfabric — 0.86% (12)

T ) = e Automated compliance & drift
Full-stack normalization ( ) e )

i o = - s i i - - Detects firmware drift, configuration
. . ntx-rtp-ism-3 - © Reachable UCS Server - OHz Compute Servers. Research Triangle Park Intarsight 9/18/2026,235:48PM  UCSC-C240-M7SN 1 1 ili 1 1
Bridges Intersight compute, = il . CEs o e e S i) deviations, and vulnerability advisories across
1 SJC-NXOS1-Leaft Major © Reachable NX-0S Switch. Compliant = Network Switches. ‘sjc-nxos Nexus Dashboard 9/18/2026, 2:35:48 PM 'N9K-C93180YC-FX3
Nexus fabric, MDS storage, and o C e T = - — — P = your fleet.
Secu rlty into a Single asset MexicoCRy-Compus-Edge2 Confict Detected © Reachable - Observability Agent Morrisville, North Carolina, United States, US  ThousandEyes. 91812026, 21046PM
Forde-C9300-2 None © Reachable ThousandEyes Enterprise Agent Compiiant - Observabiity Agent Morrisvilie, North Carolina, United States, US. ‘ThousandEyes 9/18/2026, 2110:46 PM -
truth SJC-NXOS'-Leaf2 Major © Reachable NX-0S Switch Compliant = Network Switches ‘sjc-nxos1 Nexus Dashboard 9/18/2026, 2:05:48 PM. 'NOK-C93180YC-FX3
N ntx-rtp-ism-4. e © Reachable uCS Server - Onz Compute Servers Research Triangle Park Intersight 9/18/2026, 15548 PM  UCSC-C240-M7SN.
‘Bangalore-FTD3 None. © Reachable FMCFTD Partial = Network Firewalls = ‘Security Cloud Control 9/18/2026, 1:4215 PM Cisco Secure Firewall Threat Defense for VMware
‘ciscomed-pseudoco-cloud-branch-ftdv-east-sqtmist. None © Reachable FMCFTD Partial = Notwork Firewalls. — ‘Security Cloud Control 9/18/2026, 1:42:15 PM. Cisco Secure Firewal Threat Defense for Azure
Munich-ASA- Confict Detected © Reachabie ASA Firewall Compliant - Network Firewalls - Security Cloud Control  9/18/2026, 1:42:15 PM. ASAv (vO1)
Sydney-FTD1 None © Reachable FMCFTD Partial - Network Firewalls = ‘Security Cloud Control 9/18/2026, 1:4215 PM Cisco Secure Firewall Threat Defense for VMware
None. © Reachable FMCFTD Partial - Network Firewalis - ‘Security Cloud Control 9/18/2026, 1:4215 PM. Cisco Secure Firewall Threat Defense for Azure
ciscomed-pseudoco-cloud-branch-ftdv-nkuhvimk None. © Reachable FMCFTD Partial == Network Firewalls = ‘Security Cloud Control 9/18/2026, 1:42:15 PM Cisco Secure Firewall Threat Defense for AWS
‘None Partial - = ‘Security Cloud Control 9/18/2026, 1:4215 PM Cisco Sacure Firewall Throat Defense for VMware.
None. Partial - = ‘Security Cloud Control 9/18/2026, 1:4215 PM Cisco Secure Firewal Threat Defense for VMware
None. Partial - = ‘Security Cloud Control 9/18/2026, 1:42:15 PM. Cisco Secure Firewall 3140 Threat Defense
None Compliant hed = 9/18/2026, 1:42:15 PM

. afraln
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Al-powered inventory insights

See which assets needs attention

Search like you think

Plain-language NLP search built in, no query
syntax required.

Know what's wrong, instantly

Compliance signals (EoX, PSIRTs, Field Notices),
config changes, asset class, ownership, and
operational metadata, all per asset.

Filter by risk

Use Al-powered search to find devices impacted
by PSIRT, EoS, version drift, compliance.

Summary cards
Total assets, critical PSIRTs, EoS, stale.

Role-scoped export
CSV or PDF based on user per

*Standard, out-o

© 2026 Cisco and/or its a

Inventory

Insights

[ Status Type v] 1 results

Last analyzed 5 minutes ago

Devices Affected By Known Cisco PSIRT Critical
Advisories

59 assets with known Cisco PSIRT vuinerabilities (18 critical, 56 high,
29 medium). Prioritize patching.

23 Intersight | [ 17 SDWAN | | 16 Nexus Dashboard

2 Meraki Dashboard | | 11den ity

= Show devices

Security Exposure

Advisory severity rolled up across assets (PSIRT and security bulletins). Hover legend rows in

product for exact counts.

W Clean — 206 (75%)

W Low—9 (3%)

274

ASSETS SCORED W Medium —3 (1%)

M High — 38 (14%)

W Critical — 18 (7%)

24t Cloud Control | CIsCOSystems v iif (¢, Home P T;oloqy W Meraki ()

Active Network Anomalies Need Critical
Investigation
Active Network Anomalies Need Investigation: 63 assets affected.

49 Nexus Dasnhn}:ﬂ 9 Nexus Hyperfabric || 2 ThousandEyes
1Intersight 1Secure Access 1 Security Cloud Control
= Show devices
Lifecycle Horizon

0

LDOS 580D

= Nexus

0 security (9 Assistant  Ei Canvas | () Lo Q

(2] =

View 7 more insights

Non-compliant Assets At Risk Warning Devices With Stale Telemetry Warning
73 assets failing compliance checks (26.64% of monitored fleet). Devices With Stale Telemetry: 116 assets affected.
Review policy violations to reduce exposure.
53 ly 17 SOWAN 2. 50 Nexus Dashboard 28 Secure Access 24 Meraki Dashboard
llllll ity Tintersight | | 3 ThousandEyes
= Show devic: = Show devices

Hardware and software support runway. LDOS s90d matches the Overview tile for consistency.

B In support >180d — 12 (4%)

Compliance Posture

Policy and control coverage across inventory (org baselines, mandatory checks, and exceptions).

B Compliant — 160 (58%)
W Atrisk—53 (19%)
58%

PASSING ® Non-compliant — 20 (7%)

B Not assessed — 41 (15%)

afraln
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Unified topology

See every site, branch and device in one view

Topology types

Physical (L1), Logical (L2/L3), and Overlay*, with wireless
and tunnels included.

Three zoom levels

Global overview, correlated mid-level, and controller deep-
dive.

Real-time updates

Push APIs and Pub-Sub deliver state changes in seconds, no
polling.

Your hierarchy, inherited

Tenant - Region - Site - Device Group, with attributes
flowing down the tree.

*Qverlay (BGP-EVPN, SDA, ACI) coming soon.

© 2026 Cisco and/or its affiliates. All rights reserved.

‘45 Cloud Control

Wayne Enterprise ~ :3: 7> Home
Scope: [ Al sites | R
Sites (45)

CHD  Show only sites in view

Site Status

(h London

©) Unreachable for 6 minutes - How to
resolve this error
Affected: BRANCH-LON-MDF1.1-
MX105 (appliance)

Devices

Cisco Wireless Device 3 devices
Meraki Wireless Device 3 devices
Network Switches 2 devices
loT Devices 1devices
Network Devices 1 devices

(h C3-Wayne-Extra-Small-Al-Cluster

) Upstream Peering assertion
detected on device 02-17-03-e9-
01-03 in fabric 315853f5-6ef7-
43e1-8b4b-21e9715dada4.
Severity: critical. Assertion ID: 41.

i:_ Global Inventory

Topology

A Meraki

7) Intersight

Hyperfabric

' Security |

+2

9 Assist

afraln
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Unified topology

Topology  scope: [wiste: - |

Sites (53) -

Improve your topology

@ 7 sites don't have a location
Sites are grouped in the unmapped area

+ Insights
2 Insights for you to review

QD Show only sites in view
Site Status.

© Poor & Waming © Healthy

6 4 43

£ rtp-ait-fe
Devices
Network Switches ©2 A4 8devices

1 rtp-ai2
Devices
Network Switches 04 B2 sdevices

(41 Bangalore

€ Interface FiveGigabitEthernet1/0/1
(interface description: Access Point)
connecting the following two network
devices is down: Local Node: BLR-
Access1.dev.pseudoco.com (C9300~
4BUN) - FiveGigabitEthernet1/0/1. Peer
Node: CW91781-AP1 (CWS1781) -

GigabitEthernet0.
Devices
Network Access Points. ©1 4devices
Network Firewalls. 1devices
Network Switches 9 devices
£ rtp-nxos1

Pmdann

Unmapped

Search for sites, devices

] (so-wan Fabric

Product

* Identify root cause, not symptoms - Correlated events across products surface what is actually happening

* See across boundaries - Trace dependencies across domains that siloed tools cannot connect

~ T+

* Act with context - Every asset across every domain with live reachability, compliance signals, and vulnerability tracking

© 2026 Cisco and/or its affiliates. Al rights reserved.

rtp-ail-pod4
- rtp-ail-pod4 FI-B i

Fabric Interconnect | Intersight

General Device Information A

Health © Healthy
Bundle Version 6.0(2.260045)
Domain Name rtp-ail-podd

Domain Profile
Firmware
Management IP
Management Mode
Model

Peer Switch

Profile Status

Serial Number

Connections

© rtp-ail-podd FI-A

RTP-All-FE-sLeaf2
(Ethernet1/15)

RTP-Al1-FE-sLeafl
(Ethernet1/15)

Contract Coverage
Contract Status

Last Updated
Organizations
Service Description
Service End Date
Service Level

Service Start Date

Network Telemetry

Link Status (last)

rtp-imm-domain-profile-4-8
10.5(1)160(2b)
198.19.223.221

Intersight

UCS-FI-6536

rtp-ail-pod4 FI-A
Associated

FDO2803151D

~ rtp-ail-podd FI-B >

rtp-ail-pod4 FI-B
(Ethernet1/36)

_ rtp-ail-pod4 FI-8
(Ethernet1/35)

A

A Active

Sep 17,2026

Cisco Systems Limited
BAS 8X5XNBD

Feb 18, 2028

SNT

Feb 18, 2025

A

A 23/49 Up

View in Intersight

£ rtp-ail-fe
~
Borders
a o
RTP-A...eaf2 RTP-A...eaf1
rtp-ai1-pod4
Fabric Interconnects
_—
rtp-ai...4 FI-A rp-ait-
p-ail 4
Fl-lgOd
J
afraln
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Actions

Every alert, correlated and actionable

Alerts with answers

Alerts correlated across domains, paired with
recommended next steps.

Personalized to how you operate

Al surfaces what matters most to you, today.

Investigate or escalate with Al

Dig deeper with the Al Assistant, or open Al
Canvas with full context preserved.

© 2026 Cisco and/or its affiliates. All rights reserved.

‘8 Cloud Control |  Wayne Enterprise

@ Assistant 1 Canvas 4 Actions ©

= Open Resolved Dismissed

[ severity v | [ Assignee v | ['sortby

A i igh WAN usag Meraki M.
The Meraki Assurance MX appliance (device Q2KY-APYN-
FD42) experienced sustained high WAN usage over a period...

@ Today, 3:57 PM

Critical Ethernet uplink speed degradation on multiple
Meraki devices

@ Ciitical ~ (© Today, 204PM R Assigntome

Summary
Multiple Meraki devices including wireless access points and switches experienced critical Ethemet uplink speed

ion due to iation failures.

© Critical Ethernet uplink speed degradation on multi...
Muitiple Meraki devices including wireless access points and
switches experienced critical Ethernet uplink speed...

@ Today, 2:04 PM

A High WAN Usage Detected on Meraki Assurance M...
Two notifications reported high WAN usage on the Meraki
Assurance MX appliance (device Q2KY-APYN-FD42) within a...

@ Today, 1:56 PM

© Ethernet uplink speed degradation on MR46 wirele...
The MR46 wireless device at BRANCH-LON-115 experienced a
critical ethemet negotiation failure resulting in degraded upl...

@ Today, 1:01 PM

© Access Point Communication Loss with Wireless L...
An access point (DCSA-11-CW9162l) stopped communicating
with the Wireless LAN Controller LP-DCSA-C9800-1-C on...

@ Today, 1:01PM

A Sustained High WAN Usage on Meraki Assurance ...
The Meraki Assurance MX appliance (device Q2KY-APYN-

ENA%) avnariannad mebsinar hinh WA snare e s 90

Switch, ing network per

w Meraki

Linked Notifications

© Ethernet uplink speed degraded
Affected: BRANCH-LON-114-MR44 (wireless) and Unknown device
“ Meraki

© Ethernet uplink speed degraded
Affected: AP (wireless) and Switch (switch)
w Meraki

B You

| received a critical severity incident from meraki:

Critical uplink speed deg

devices including wireless access points and

> sSplunk Oy Webex Control Hub

i Collaborate in Canvas

devices include BRANCH-LON-1.14-MR44, Assurance AP, and
and device health.

ion on multiple Meraki devices Multiple Meraki

critical

uplink speed degradation due to negotiation failures. Affected devices include BRANCH-

Switch, i

ing network performance

BRANCH-LON-114-MR44 (wireless)

LON-1.14-MR44, AP, and A

and device health.

Linked notifications:

[critical] uplink speed

and Unknown device Product: meraki Devices: Q3AL-38LC-AGVH Category:
device_health

[critical] uplink speed deg

AP (wi

and

Ask anything

Prompts and responses are only visible to you. Assistant can make mistakes. Verify responses.

alraln
cisco
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Correlated alerts, ownership and action tracking

Alerts and notifications Troubleshoot in Al Canvas

Bring alert context into a workspace. Begin investigating.

Lifecycle states

il 108 @ Ci T : i 2. Nexu: [H ») —
il Cloud Control | CiscOSystems v i3 GHome W (Ciscola @ ldentity @ lntersight i Meraki = Fabric | [ 2Nexus 0 Security K 42 (@ Assistant 85 chnvas o R The same across eve ry co ntroller \ ew, Read L
R SRR C Checkout outage from disk failure Active, Snoozed, Dismissed, Resolved
© Critical Alert © Today, 9:41 AM a
= Open Resolved Dismissed
: e Al Notifications X
Categories v ] [ pr— v ] [ Sort v ] @ AlAssistant
The application Global-Retail-Checkout is currently experiencing a service outage.
Today
e Lo el e il :oor: CINT:' K fail te node UCS-DC1-PROD-04 is the confirmed root
sical disk failure on compute node UCS-DC1-| -04 is the confirmed root cause.
A physical disk failure on UCS-DC1-PROD-04 made the host Gl P! o 2 new high severity alerts > 11:24 AM
unresponsive, causing an outage for Global-Retail-Checkout. 5 . T e o
Correlated alerts show application, network, and connectivity This failure render'ed me. host u?responsnv.e,l resulting in a to?al Ifsss IL:nf afxghcanon connectivity and a cascade of LACP_FLAP_ON_INTERFACE
failures. y alerts, fabric y loss and timeouts. N Dashboard
Intersight  Nexus Deshboard  +2 20 Related alerts EFED s (2 ~
[ J B EtherPortLinkDown 123 AM
© Intersight Hardware Fault Physical disk failure detected on Today, 9:37 AM i . i
© Webex dduice connectivity degraded Today, 8:52 AM UCS-DC1-PROD-04; server marked Port A:“”*“if:“é:ﬁ;ﬁ?&“::&::““:“ due to admin-
Jow! ffected: les-| - o -5...
Webex Cdhtrol Hub detected intermittent cloud connectivity as degraded. = s
Sifeoting|)4 devicesatths Oriandogffice s alert emalns © NexusDashboard  Fabric Path Anomaly Endpoint IP 10.20.514 unreachable; Today, 9:38 AM @ intersight
active and has not been correlated with other events. VXLAN EVEN fail S EEEEEEEE—
F . It t = LAN EVPN path failure detected. T [
8 ] Webex Cdntrol Hub.
neer sor ) © ThousandEyes Synthetic Test Failure 100% packet loss recorded for Global- Today, 9:40 AM 0 FEtherPortLinkDown in 30 minutes
i Retail-Checkout application test.
By a | e rt sever |ty Port Andes-EE16/switch-A/slot-1/ethport-5 is link in 1hour
© Splunk Dashboard  Log-Based Alert “Connection Refused" errors and Today, 9:41 AM down Affected: And itch-A/slot-1/ethp
. service health check failures logged
and assignee. A forhost. O mersght
Recommended Actiorg © NETWORK_CONGESTION_INDICATION 10:46 AM ®
« Restore Service ) Network traffic on interface eth1/1 is experiencing congestion
Initiate an automategd workload failover to the Oreland-South-DC cluster via Intersight to restore application Nexus Dashboard
availability immediafely.
« Hardware Remediafion
10:40 AM ®
A service request hfts been created for the Oreland-North-DC hardware team. Replace the faulty disk on UCS- () BRCIEiEems 2
AA1-ODAD-O4 s tians INTERFACE_UTILIZATION_HIGH_THRESHOLD
=+ Ask anything, / fof prompts, # for knowledge Nexus Dashboard
Correlated by what matters
mi y responses. Learn how the Al Assistant handles data at Al Assistant disclosures. | © 2newlow severity alerts > 10:34 AM

IP, site, MAC, time, device serial, and
CVE/PSIRT ID.

. J afraln
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Al Canvas

A workspace purpose-built for the operator

“dueh: Cloud Control | Wayne Enterprise ‘\(L,Home @ Intersight ™ Meraki  © Nexus Dashboard @) Security = Fabrics  © ThousandEyes 1 Collaboration Control Hub ® 0 2

it (D) oso® [AVETRINS YTy o - Multiplayer

/ = o - Share the board via link
. _ Recently Connected Clients [ cnavoints § Application QoS Policy D .
Conversational interface brsach w cauraso - Everyone sees the same view
0 90 c Client . Device Access points SSID. Signal Status. Application - Priority  Bandwidth Tunnel
Y jsmith-mac  MacBookPro  SJC23-22A-AP1S  CorpWPA3  Good  Connected, Financialrading [Ty —— LS + nternet
.« Ask que stions in natural © v mabone Bhonels  SKCZ02AA20  CopWPR) Fak  Roomed e ey wns
Productivity Saas Medium 25 percent best effrt nternet
lan guage oo € MO el st oo s tcir N4 s - ke sk .
Application Path Health D rocmancnal stroaming Scaven... Drop above 1 parcent Internat only ]
- Watch agents reason live — | e
. 0 20 100x
(¥ Al Assistant ), _ o =
PseudoCo's network is healthy overall. 1,847 i wox i o
clients are connected with no degraded sessions, R 7
and the WAN is stable across all sites. There was a i s i
brief Saa$ outage between 10:00 and 10:45 3 + + =
traced to an upstream transit provider, which L, 0% < o o % b 0 M % ]
e vare s e and s ot Aoy wias r et o Sectysopance Smiches Aoomsspans s
applied at SITE_201 to protect voice, video, and ox o 4§ %)
trading traffic. The data center fabric is at health 200 0830 090D 0230 1000 1030 MO0 13 1200 123 1300
90, with two open anomalies on sjc-leaf-04 and I Pocierioss [ Apolcaton valavity )
sic-leaf-09. Threats Blocked Over Time
SocursFrowsn
Recommendation: Take a closer look at the b
contract drop on sjc-leaf-04 between EPG-Web Top Data Center Anomalies [ retmorss § H H
and EPG-DB. Low severity, but it just opened and ——— I« B d O g t
could affect application performance if it persists. e oa r r a n I za I o n
Fabrc g
covoc o% &z oe ooe . - Widgets color coded by category
i d
Age ntic Modes Tiws 2 soriy) (Catogory) | Alloctdnda) Mcommndad erion ® Nowvorks - @ .. . .
- - e e e o e - + Mini-map for ease of navigation
sk anything, / for prompts, # for knowledge
0047  Msjor  Endpointfap sicdeaf-09 inspectink sic-leaf-09 o sic-spine..| @ Endpoints
- Default for fast answers - @  ooeun | Sn s

Assistant can make mistakes, Verify responses. Learn how the Al

- Reasoning for deep investigations fenncs 5 e e

Widgets
- Visualize topologies, charts, summaries, reports

- Drill into supported widgets to investigate further
Export widgets as PDF
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A day in the NOC

Same incident, different operating model

Before With Cloud Control

Multiple consoles, scattered context One platform, shared operational context

@ Related alerts are surfaced as one

Users report poor call quality
correlated incident in Cloud Control

Login, collaboration experience
management

P >

<><> From the alert, Al Canvas launches an
investigation across domains

Login, check observability tool
2 y <><> Al Canvas suggests a fix. Operator

Login, check networking tool approved. Agents executes and confirms.

Manually correlate timestamps
Operator resolves

Escalate, war room, coordination

Q ¥ N @

Resolved, hours later

: y N 4
alraln
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Unlock Network
Intelligence Without
Moving Data

Native Splunk in Nexus One

DISTRIBUTED ANALYTICS

‘dses Nexus Dashboard

a*
Home

N
s

| ‘Tq
Gl

4o

Admin

FEDERATED SEARCH

MEPND1-74

splunk>®[] Apps ¥ [] admin~ Messages v Settings v
Search Analytics Datasets Reports Alerts Dashboards
Data Center Network Anomalies snowriters
Anomalies by Fabric
15
10
5
N,
. \ 2
i faaiana i Senees S s Fri Dec 26 Tue Dec 30 SatJan 3 Wed Jan7
Q 0O ® | K admn v 2026
‘ Analysis hub Refresh
Analyze and troubleshoot your network with advanced analytics tools optimized for you to gain valuable insights into the performance and health of your network. Access to different tools and Anomalies by Category Anomalies by
analytics is based on your license level. View License Mode Details
liance | ACi onl Conformance
Policy CAM R Comel Eouly ) TELEMETRY Warni
Monitor your networks policies ¥ Monitor your fabrics compliance with Keep track of your hardware and software
v . | custom anomaly rules 5 life cycles SYSTEM Min
HARDWARE
o [P  [rpepeam
onitor your networks latency congestion xplore your fabric's energy usage, cost,
Analyze flows from one endpoint to another Eopat SRRl
Maj
m Delta Pre-change | ACi only. Log collector CONNECTIVITY
Compare configurations and differences in G View the potential impact of configuration E
your fabric(s) between two points In time changes : Collect and analyze logs from your devices
Bug Scan Endpoint locator | NX-08 Only. Solanic
ﬁ Learn about active and potential bugs D@ Real-time tracking of endpoints based on Cameh Stkok
affecting your networks. BGP EVPN route advertisements
&

FLEXIBLE DATA INGESTION

Faster Troubleshootin

Data Sovereignt)

Reduced Cost



Splunk Age
Observabili

Powered by Galileo - Observability for the agent lifecycle,
from development through production

Accurate Eval

Evaluate agent, output, and RAG quality with high-accuracy evals
and out-of-the-box and custom metrics.

Instant Vi

See the root cause of errors in complex multi-agent workflows.

Runtime Gu:

Leverage Luna SLMs for real-time guardrails. Block hallucinations,
prompt injections, and safety violations.

© 2026 Cisco and/or its affiliates. Al rights reserved.

/splunk‘> Agent Observability

2
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Home

(]

Project

a0

Overview

Logstream

P

Playgrounds

&

Experiments

ai_ops_desk <% > Log Stream: dev-1 v

= Logs lm Trends o8 Agentgraph
8 Default View &) Last 6 months v

Custom Metrics RAG Quality

RAG Quality

0 Alerts

O w v M Groupby v

Output Quality Agent Quality Syst

e
Context Adherence
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Analyze more efficiently and
accurately with

Cisco Deep

The most advanced networking Al model in the industry.
Purpose-built for networking with multimodal capabilities
and understanding of how real networks operate — how
configurations interact, how policies propagate, how
failures cascade.

* Fine-tuned on 40+ years of expertise and expert-
vetted for accuracy

* More precise reasoning for troubleshooting,
configuration, and automation

* Up to 5x fewer tool-calls for troubleshooting tasks; up
to 3x lower latency for networking Q&A

© 2026 Cisco and/or its affiliates. All rights reserved.
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Outperforms general-purpose models by

GPT-5 Llama 17B  Gemma 27B GPT 0SS 120B Claude Sonnet Cisco Deep
128E 4.5 Network
Model

Accuracy on CCIE-style multiple choice questions (590-question benchmark), October 2025
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Marketplace in Cloud Control

One platform. Every tool you need

Fast time to value :

il Cloud Control | Wayne Enterprise v i @ Home @ Intersight I Meraki Marketplace B +2 @ Assi

Pre-built, ready-to-deploy solutions. Go live in minutes, Marketplace

n ot On th S Q Search ded v y v = Filters
m .
o ServiceNow ITSM g BlueCat Networks Agent Observability Unified Ciscc
W k . t h . t . t I By ServiceNow By BlueCat Networks By Cisco By Cisco
Ork with your existing tools g I L
enterprise. hybrid cloud networks. teams, and budgets. fabrics through a single i
g Connector Connector [aop ) ap )
ServiceNow, Azure, Slack, Webex, and many more.
. Slack = Forward Enterprise Agent Observability Multicloud F:
B ui t or yo ur te am e Sl Sices By
Enterprise messaging and collaboration for team Digital twin of the network for verification and search. Tracks Al token use, cost, and forecast across services, Connects AWS, Azure, ai
. . . communication and workflows. teams, and budgets. driven Cisco fabric.
Solutions tailored for Network Admins, IT Ops, MSPs, and System o o @ e
AGok  Auvik St Endace Oligo Security Runtime a Amazon Wet
Auvik By Endace By Oligo Security Runtime By Amazon Wel
Cloud-b network and for Always-on packet capture and network history for forensics Application security blocking library-level threats in Hyperscale cloud for cor
ruste secure Gitiatea T teams. aisoecs s sl
Connector Connector Connector Connector
Admi lled i Il deploym lidati d
In-controlled installs, pre-deployment validation, an
lized al )
Ce n tra I Z e a e rtS ") RunReveal Orca Security N Port W Workato
By RunReveal By Orca Security By Port By Workato
Modern security data lake and detection platform built on Agentless cloud-native application protection for AWS, Internal developer portal that catalogs services and Enterprise iPaas for integ
cloud-scale telemetry. Azure, and GCP. standardizes workflows. across Saa$ apps.
Connector Connector Connector Connector
f
alraln
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Cloud Control Studio

Agent Builder App Builder

The build and design space for agents The build space for apps and workflows

ol Cloud v | . t mMenk [ Buider | B 42 @ Assistant % Canvas - D
o Control | Wayne Enterprise Agen tFusler Agent ) o A Cloud Control SyGeorge v m (e Meraxi (@ Assistant Canvas @0 8
= pentauider Overview | i i
App Builder < Meraki Edge Topology | Meraki Edge Topology Bui Codex - Simple $3910eft  Hide preview -
[ & v Summary .
@ A : I Meraki Edge Topology n interaction handling. I'm making one e @ Ready
5 2 4 | 2o e quick tweak so click-to-select still
& Comectors Agonts Running Sts MCP Connectors e S R behaves correctly after dragging, 5 j5  Repblsh  Submittocatalog
Activ custom agents fureing n tis teosnt Organizatnsi inowiedoe avaiati to 330t Maraki Fieat Health Cons... then Ill run typecheck,
X skis
Meraki Device Explorer Yes, | added a fully interactive MERAKI OPERATIONS Connected
alogy window with smaoth zoom
Recently Active 105 Edge Topolo
Agents with the most recent completed runs (mouse wheel), click-drag panning, 9 pology
and quick +, -, and Fit controls so Explore your edge network with a live topology of uplink, switches, and cameras.
users can navigate the full network in
SLAcheck A
one view.
Agent . Agent : Agent : | also kept node selection working jorEntzation O
Incident Triage Bot V10 SLA Breach Watchdog 3.0 Change Window Guardian V21 BT o T | syge0rge-test-network |
Outcome Outcome Outcome explore large topologies without 7switches  1cameras | Zhealthy | Talerting | 0offline | Updated Imago
e e bk e — losing usability.
You can open preview now and move
OpenRun Opeamun Openfiua around the entire topology canvas Soroll to zoom, drag to pan. -l P
. CLLE Node details
Browse Browse Marketpiace
Deploy ready-to-use Marketplace agents and customize them for your environmen Codex took 1m 208 ol
MS120-8FP
" ® Switch « dormant
i Software Version Auditor {2 Daily Site Health Digest i Incident Triage Enricher Your app, Meraki Edge Topology,
By Cioco By Cisco 8y Csco i
was published successfully. — -
‘goiden standards weekly. ranked by severity. respondecs start hunting. el ZUuEE e
Codex  Simple Change 1] MAC
N/A 8:8e:28:c8:a8:1c
What do you want to bulld?
+ New App
Active links Path.
. Internet 5 Eage
e - segs = g e
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Transforming operations for the Al era

Faster resolution (Al Canvas):

‘dses' Cloud Control anva HH N i: Globallnventory . Topology () Intersight

A shared, generative workspace where human operators and Al s (R = s’ .
agents collaborate in real-time

overall health

%% AlcCanvas Yesterday at 6:11 PM

ries):

Streamlined daily operations (Al Assistant):

), alarm severity counts (1,009
active: 143 Critical, 788 Warning, 78 Info), top
alarm codes by count, and critical alarm
details. All data came back p

A natural language interface to instantly retrieve health status, analyze

Unclaimed for

performance, and assess application impact e e

Phase 2 — Analysis & Vi ion: Domain
health verdict is DEGRADED — 4 of 4 active
domains are Connected but Metrics-4G-
Trishul-Lab has active FI PSU shutdown

———————- " — o e e L = e s e e alarms on both switch-A and switch-8 _

(EquipmentSwitchPsuPoweredOff, ra\s;i'fjl
Governed execution:

@ sAM1604 = &, T * — s0% + &

Deploy Al agents that act with the full context of your O e T i
organizational policies and runbooks

Unified control:

A single, consistent experience across compute, networking, and
security

afraln
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Learn more about Cisco AgenticOps

4 )

Cisco Agentic Operations

Cisco Cloud Control: Unified Operations for Agentic IT | Cisco

At-a-glance: Cisco Cloud Control for Data Center

Sign up for Cloud Control: https://cloud.cisco.com/login

) O e S S e T o i ST P
) = . e 5 ; A : e
N o - '., - VL.

alraln
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https://www.cisco.com/site/us/en/learn/topics/artificial-intelligence/what-is-agentic-operations-agenticops.html
https://www.cisco.com/site/us/en/solutions/artificial-intelligence/agentic-ops/cisco-cloud-control/index.html
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking/cloud-control-dc-aag.html
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking/cloud-control-dc-aag.html
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking/cloud-control-dc-aag.html
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking/cloud-control-dc-aag.html
https://www.cisco.com/c/en/us/products/collateral/networking/cloud-networking/cloud-control-dc-aag.html
https://cloud.cisco.com/login

CI1SCO Connect

Thank you s,

CISCO
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